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Note to the reader



It soon became obvious that the ARPANET was becoming a 
human-communication medium with very important advantages over 
normal U.S. mail and over telephone calls. One of the advantages of 
the message systems over letter mail was that, in an ARPANET 
message, one could write tersely and type imperfectly, even to an 
older person in a superior position and even to a person one did not 
know very well, and the recipient took no offense. The formality and 
perfection that most people expect in a typed letter did not become 
associated with network messages, probably because the network 
was so much faster, so much more like the telephone

1 Introduction
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2 The Internet e-mail infrastructure

2.1 How does e-mail work? 

sender
destination

e-mail clients
e-mail servers

e-mail client

e-mail client internet e-mail 
format e-mail server
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2.2 End-user access to e-mail

E-mail client

Webmail  

Integrated systems
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2.3 Interoperability of e-mail systems

agents
heterogeneous

interoperability

communication protocols

message format

2.4 Internet standards

Internet Engineering Task Force
IETF)

International Organization for Standardization (ISO) International 
Electrotechnical Commission (IEC) World Wide Web Consortium (W3C)

Request for 
Comments (RFC)



Standard Track Proposed 
Standard Draft Standard Internet Standard

rating
status

2.5 Standardization of e-mail transmission
SMTP, Simple Mail 

Transfer Protocol

ESMTP Extended SMTP
Proposed Standard

SMTP-
servers

plain ASCII 



2.6 Standardization of client-server communication

Post Office Protocol version 3 (POP3).

Internet Message Access Protocol (IMAP) Proposed 
Standard

2.7 Standardization of message format
Format of the Internet 

Arpa messages

Draft Standard
plain 

ASCII text



Multipurpose Internet Mail Extension (MIME)

Draft Standard 
Internet Standard

register
Internet media types

Internet Assigned 
Numbers Authority (IANA)

Secure Multipurpose Internet Mail Extension 
(S/MIME)



3 Format and structure of Internet e-mail messages 

message data
delivery information

message text
attachments

3.1 Message structure

header

body

3.2 Message header



Identity. 

Message-ID

Return-
Path

bounce messages
Sender

official
From

Delivery. 
Received

Thread. 

thread

message identifier

MIME. 
Content-

Type
boundary

Content-Type Content-Transfer-Encoding

Miscellaneous



Table 1.

Identity

Date: Date/time sent
From: Address of sender
Sender: Address of sender’s assistant
Organization: Organization of author
To: Address of recipients (may be a list)
Cc: Address of recipients in carbon copy
Bcc: Address of recipients in blind carbon copy
Subject: Message summary
Message-ID: Unique identifier assigned by the sender
Return-Path: Address for ‘bounce messages’ 

Delivery  

User-Agent: Sender e-mail client software

Delivered-To Recipient mailbox (may be a list)

Received: One for each step in the delivery path
from Server which sent the message
by Server which received the message
with Server ESMTP  identifier
date Date/time received

Return-Receipt-To: Address to send a read receipt
Disposition-Notification-To: Address to send a read receipt

Thread

In-Reply-To: Message ID to which the message replies
References: Message ID to which the message refers
Resent-From: Address of sender forwarding the message
Resent-To: Address of the recipient forwarded message
Resent-Subject Subject of the forwarding message

MIME

MIME-Version: Always 1.0
Content-Type: Specifies content and structure of the body

boundary Separator in a multipart messages
Content-Transfer-Encoding Encoding scheme



3.3 Message body

Content-Type text/plain
Content-Transfer-

Encoding 7-bit
quoted-printable

Encoded-Word

Subject

3.4 Multipart messages
boundary

 Content-Type

subtypes
Content-Type

Multipart/mixed

Content-Type
text/plain



Multipart/mixed

Content-Type
text/plain

Multipart/alternative

Content-Type

Multipart/alternative
Content-Type: text/plain

Content-Type: text/html

Message-ID: <006401c91467$186fb1d0$6602a8c0>
From: "Silvio Salza" <salza@dis.uniroma1.it>
To: "Silvio Salza" <salza@dis.uniroma1.it>
Subject: Sample single part message
Date: Fri, 12 Sep 2008 01:35:37 +0200
Organization: =?iso-8859-1?Q?Universit=E0_di_Roma?=
MIME-Version: 1.0
Content-Type: text/plain;
charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

Message from the University of Rome
Messaggio dall'Universit=E0 di Roma 

Message-ID: <006401c91467$186fb1d0$6602a8c0>
From: "Silvio Salza" <salza@dis.uniroma1.it>
To: "Silvio Salza" <salza@dis.uniroma1.it>
Subject: Sample single part message
Date: Fri, 12 Sep 2008 01:35:37 +0200
Organization: =?iso-8859-1?Q?Universit=E0_di_Roma?=
MIME-Version: 1.0
Content-Type: text/plain;
charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

Message from the University of Rome
Messaggio dall'Universit=E0 di Roma 

Figure 4.



Multipart/digest

multipart/mixed
Content-Type

text/plain  message/rfc822

Multipart/digest

Multipart/related

MIME-Version: 1.0
Content-Type: multipart/alternative; 
boundary=“---separator---"

This is a multi-part message in MIME format.

---separator---
Content-Type: text/plain; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

Message from the University of Rome

---separator---
Content-Type: text/html; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

message text in html

---separator---

MIME-Version: 1.0
Content-Type: multipart/alternative; 
boundary=“---separator---"

This is a multi-part message in MIME format.

---separator---
Content-Type: text/plain; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

Message from the University of Rome

---separator---
Content-Type: text/html; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

message text in html

---separator---

Figure 5.



Multipart/report

Multipart/signed

Multipart/encrypted

Content-Type

3.5 MIME media types

Internet media 
types

top-level type subtype

discreet data types
composite data types



text

text/plain

charset

Content-type: text/plain; charset=iso-8859-1 

Latin 1, Western European
 text/html text/xml

text/css

image

gif
tiff jpeg png

audio

audio/mpeg,

audio/x-ms-wma 
audio/x-wav

video

video/mpeg
video/mp4 video/quicktime

video/x-
ms-wmv

application

vnd. application/vnd.ms-
excel



3.6 Media types and dynamic contents

Content-Type: application/msword; name="sample.doc" 
Content-Description: sample.doc 
Content-Disposition: attachment; filename="sample.doc"; 
 size=99328; creation-date="Tue, 05 Aug 2008 10:08:40 GMT"; 
 modification-date="Tue, 05 Aug 2008 10:08:40 GMT" 
Content-Transfer-Encoding: base64 

Content-
Type



4 Security and privacy issues

4.1 Vulnerabilities

4.2 Risk scenario



4.3 E-mail spam



4.4 Message authenticity

Date

From

Date

Sender
Sender

From

Data From Reply-to



 From

From Data

4.5 Certified e-mail
PEC, Posta Elettronica certificata



4.6 Privacy issues



5 Managing and preserving e-mail  

5.1 Capturing e-mails

server-based capture

client-based capture



5.2 Recordkeeping and preservation formats



,

draft standards

short-term maintenance

long-term maintenance



5.3 Message classification and metadata extraction



message metadata
  

always
mandatory metadata

frequent optional optional metadata



message

5.4 Checking and maintaining authenticity

—
—

effective 



Table 2.
      NAME DESCRIPTION SOURCE OBLIGATION OCCURS

Unique message identifier Message-ID

* Outbound or inbound message

ID of message referenced References

ID of the replied message In-Reply-To

Date and time the message was sent Date

Date and time the message was 
received (for inbound messages) Received

Date and time the message was 
captured
Subject of the message Subject

Description of the content Comment

Keywords Keyword

Message author From

Message sender (on behalf of author) Sender

Intelligent name of author From

Intelligent name of sender Sender

Organization of the author/sender Organization

Sender forwarding the message Resent-From

E-mail address of recipients To

E-mail address of cc recipients cc

E-mail address of bcc recipients bcc

Intelligent names of recipients To

Intelligent names of cc recipients cc

Intelligent names of bcc recipients bcc

Address of recipient of the resent 
message Resent-to

Upper level MIME content-type Content-type

Number of attachments

Internal attachment ID number

Media type of the attachment Content type 

Filename of the attachment Filename

Link to attachment record
The message requests disposition 
notification 

Disposition-
notification

Whether notification was sent

Link to notification message



Model Requirements for the Management of Electronic Records: Update and Extension, 2008. MoReq2 
Specification, v1.04





—
— digests

5.5 Long-term maintenance



preferably as soon as they enter the recordkeeping system

integrity of the information in the 
message integrity of the message



6 Access to stored e-mail records

—

6.1 Search and discovery



6.2 Presentation

6.3 Access control



6.4 Audit log

audit log



Requirements for Electronic Records Management 
Systems

7 Commercial products for e-mail management  

soho 



7.1 E-mail clients



Mbox Maildir Mbox
Maildir



7.2 Integrated systems

Messaging Application 
Programming Interface

stm
edb

Exchange Management Console
Exchange Management Shell



SharePoint
Microsoft Office 

SharePoint Server 2007 Microsoft Exchange Server 2007

Lotus Domino 

IBM Lotus Notes

IBM CommonStore

FileNet
Email 

Manager



7.3 Commercial products for “e-mail archiving”





7.4 State of the art and trends
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Appendix A - Requirements for systems to manage and preserve e-mail records

DoD 5015-02- STD - Electronic Records Management Software Applications 
Design Criteria Standard (2007)

Department of Defense Records Management Program

visited 9-2008



Message capture and classification

Search and retrieval

Access control and audit

Mandatory 
Authorized Individual Requirements

Applications administrator Records manager Privileged user

Metadata

Record Level E-mail, 

Additional requirements

MoReq2 – Model Requirements for the Management of Electronic Records (2008) 



visited 9-2008

Message capture and classification

Search and retrieval

Access control and audit

Metadata

Additional requirements



UK Public Record Office - Functional Requirements for Electronic Records 
Management Systems (2002)

Functional requirements
visited 9-

2008

visited 9-2008

Functional requirements

DCC-Digital Curation Manual 
Digital Curation Centre

Joint Information Systems Committee

visited 9-2008
Curating E-Mails: A life-cycle approach to the management and 

preservation of e-mail messages,


