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The Aim of the Report
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Scope and Complexity of the Study

have 
heterogeneous functionalities; and

• Various Internet standards exist to ‘guarantee’ the 
interoperability of these heterogeneous systems.
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Scope and Complexity (cont.)
• Devising precise and systematic procedures for e-

mail records management and/or permanent 
preservation is outside the scope of this document 
since such procedures are context-specific and 
depend on the characteristics of the organization 
where the process is taking place

• The definition of a more detailed e-mail records 
management and permanent preservation model 
requires a more thorough discussion, involving 
records management, archival and IT 
competences
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Current State of E-mail Usage
• E-mail is by far the most widely used form of 

written communication
• More than 100 billion e-mails are sent daily, and 

the number will reach 300 billion by 2010
• A high percentage of relevant corporate 

information is exchanged through e-mail 
messages and, in most cases, that information can 
be found only in e-mail, and nowhere else

• E-mail represents about 75% of corporate 
intellectual property
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Key Motivations
• The need for managing and preserving e-mail has 

therefore become evident: it would not be wise to 
manage and preserve the other documents and 
miss the e-mails, where we know that the largest 
share of information is concentrated

• Key motivations driving e-mail management 
activities:
– Storage concerns
– Strategic relevance
– Regulatory compliance
– Historical preservation
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Storage Concerns
• Most e-mail servers are not designed to store and manage 

large volumes of messages and attachments for long 
periods of time

• Most organizations enforce size limits to their employees’ 
mailboxes

• Employees backup the messages they consider relevant on 
their own PCs, before they disappear from the servers. The 
whole procedure is informal, uncontrolled and unreliable 

• The backed-up messages can only be accessed by the 
individual users who have stored them (if they are still able 
to find them)

• Overcoming storage concerns is still the main motivation to 
“e-mail archiving,” hence it is the strongest market driver
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Strategic Relevance
• E-mail messages have become an increasingly important 

and strategic resource for most organizations and, thus, 
should be centrally managed and selected for maintenance 
and preservation according to precise and well defined 
criteria

• By implementing a management solution based on sound 
records management and archival principles and 
procedures, e-mail messages can be integrated with other 
organization data and records and analyzed to monitor 
business processes and to extract knowledge that can help 
support business strategies
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Regulatory Compliance
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Historical Preservation
• E-mail messages with archival value should be 

preserved permanently as historical records, in the 
interest of future generations

• This is particularly important because e-mail is 
now the most prevalent form of written 
communication
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Report Contents
1. Introduction
2. Internet e-mail infrastructure 

(how e-mail works and how 
end users have access to it); 
Internet standards for 
interoperability

3. Format and structure of e-mail 
messages, with specific 
attention to the information to 
be extracted as metadata from 
the messages

4. Security issues: Internet 
vulnerability, privacy, 
confidentiality, integrity
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Report Contents (cont.)
5. Analysis of the present functions for managing and 

preserving e-mails: including, strategies to capture 
messages, preservation formats, classification and 
extraction of metadata, checking and maintaining 
authenticity, long-term maintenance

6. Access (search and discovery, protection against 
unauthorized access and accidental or fraudulent 
manipulation or destruction)

7. Analysis of commercial products for e-mail management 
(e-mail servers, integrated systems and e-mail “archiving” 
systems) and their basic and advanced functions

Appendix: description of the main standards and reference 
documents
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Interoperability of E-mail Systems
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Standardization of Message Format
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Structure of E-Mails

•

•
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Message Header
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Complete vs. Typical Header
Return-path: <luciana@interchange.ubc.ca>
Received: from mta1.interchange.ubc.ca (mta1.interchange.ubc.ca [142.103.145.69])
by store2.interchange.ubc.ca (iPlanet Messaging Server 5.2 HotFix 1.21 (built Sep  8 2003))

with ESMTP id 0KPW00JRY226JG@store2.interchange.ubc.ca
for rpreston@interchange.ubc.ca; Sat, 12 Sep 2009 19:39:42 -0700 (PDT)

Received: from mr7.mail-relay.ubc.ca (mr7.mail-relay.ubc.ca [137.82.45.13])
by smtp.interchange.ubc.ca (iPlanet Messaging Server 5.2 HotFix 1.21 (built Sep  8 2003))

with ESMTP id 0KPW00AGG226KD@smtp.interchange.ubc.ca
for rpreston@interchange.ubc.ca (ORCPT rpreston@interchange.ubc.ca); Sat, 12 Sep 2009 19:39:42 -0700 (PDT)

Received: from webeleven.randomlink.com (unknown [216.18.17.1])
by mr7.mail-relay.ubc.ca (Postfix) 

with ESMTP id 09A1A1C22A
for <rpreston@interchange.ubc.ca>; Sat, 12 Sep 2009 19:39:42 -0700 (PDT)

Received: (qmail 23974 invoked by uid 110); Sat, 12 Sep 2009 19:32:05 -0700
Received: (qmail 23956 invoked from network); Sat, 12 Sep 2009 19:31:57 -0700
Received: from mr6.mail-relay.ubc.ca (137.82.45.11)
by www.mintrec.com 
with SMTP; Sat, 12 Sep 2009 19:31:56 -0700
Received: from mta1.interchange.ubc.ca (mta1.interchange.ubc.ca [142.103.145.69])

by mr6.mail-relay.ubc.ca (Postfix)
with ESMTP id 748A415839
for <randy@interpares.org>; Sat, 12 Sep 2009 19:39:28 -0700 (PDT)
Date: Sat, 12 Sep 2009 19:39:26 -0700
From: Luciana Duranti <luciana@interchange.ubc.ca>
Subject: Fwd: IP3 in November
To: Randy Preston <randy@interpares.org>
Message-id: <24384_1252809582_1252809582_0KPW00AYG21RU8@smtp.interchange.ubc.ca>
MIME-version: 1.0
X-Mailer: QUALCOMM Windows Eudora Version 7.1.0.9
Content-type: text/plain; charset=us-ascii; format=flowed
Content-transfer-encoding: 7BIT
Delivered-to: 97-randy@interpares.org
X-Spam-Checker-Version: SpamAssassin 3.1.3 (2006-06-01)

on webeleven.randomlink.com
X-Spam-Level: X
X-Spam-Status: No, score=0.1 required=7.0 tests=AWL autolearn=ham

version=3.1.3
X-Ubc-Received: from LD_panasonic.interchange.ubc.ca (216-19-179-18.dyn.novuscom.net [216.19.179.18]) 
by smtp.interchange.ubc.ca (iPlanet Messaging Server 5.2 HotFix 1.21 (built Sep  8 2003)) 
with ESMTPA id  <0KPW00AYF21QU8@smtp.interchange.ubc.ca> 
for randy@interpares.org; Sat, 12 Sep 2009 19:39:28 -0700 (PDT)
X-UBC-Scanned: Sophos PureMessage 5.5.5.374460, Antispam-Engine: 2.7.1.369594, Antispam-Data: 2009.9.13.23037
X-UBC-Relayed: Relayed through mail-relay.ubc.ca
X-PerlMx-Spam: Probability=11%, Report= LINES_OF_YELLING_3 0.671,
X_MAILER_EUDORA_7109 0.05, BODY_SIZE_3000_3999 0, BODY_SIZE_5000_LESS 0,
BODY_SIZE_7000_LESS 0, FORGED_MUA_EUDORA 0, RDNS_GENERIC_POOLED 0,
RDNS_SUSP 0, RDNS_SUSP_GENERIC 0, __ANY_QUALCOMM_MUA 0, __C230066_P2 0,
__C230066_P5 0, __CT 0, __CT_TEXT_PLAIN 0, __EUDORA_MUA 0, __HAS_MSGID 0,
__HAS_X_MAILER 0, __LINES_OF_YELLING 0, __MIME_TEXT_ONLY 0, __MIME_VERSION 0,
__OEM_PRICE 0, __SANE_MSGID 0, __STOCK_PHRASE_7 0, __TO_MALFORMED_2 0
X-Spam-Flag: No
Original-recipient: rfc822;rpreston@interchange.ubc.ca

Date: Sat, 12 Sep 2009 19:39:26 -0700
From: Luciana Duranti <luciana@interchange.ubc.ca>
Subject: Fwd: IP3 in November
To: Randy Preston <randy@interpares.org>
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Message Body

• Multipart / mixed
• Multipart / alternative
• Multipart / digest
• Multipart / related

• Multipart / report
• Multipart / signed
• Multipart / encrypted
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Single Part Message Structure

Message-ID: <006401c91467$186fb1d0$6602a8c0>
From: "Silvio Salza" <salza@dis.uniroma1.it>
To: "Silvio Salza" <salza@dis.uniroma1.it>
Subject: Sample single part message
Date: Fri, 12 Sep 2008 01:35:37 +0200
Organization: =?iso-8859-1?Q?Universit=E0_di_Roma?=
MIME-Version: 1.0
Content-Type: text/plain;
charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

Message from the University of Rome
Messaggio dall'Universit=E0 di Roma 

Message-ID: <006401c91467$186fb1d0$6602a8c0>
From: "Silvio Salza" <salza@dis.uniroma1.it>
To: "Silvio Salza" <salza@dis.uniroma1.it>
Subject: Sample single part message
Date: Fri, 12 Sep 2008 01:35:37 +0200
Organization: =?iso-8859-1?Q?Universit=E0_di_Roma?=
MIME-Version: 1.0
Content-Type: text/plain;
charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

Message from the University of Rome
Messaggio dall'Universit=E0 di Roma 
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Multipart Message Structure

MIME-Version: 1.0
Content-Type: multipart/alternative; 
boundary=“---separator---"

This is a multi-part message in MIME format.

---separator---
Content-Type: text/plain; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

Message from the University of Rome

---separator---
Content-Type: text/html; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

< message text in html >

---separator---

MIME-Version: 1.0
Content-Type: multipart/alternative; 
boundary=“---separator---"

This is a multi-part message in MIME format.

---separator---
Content-Type: text/plain; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

Message from the University of Rome

---separator---
Content-Type: text/html; charset="iso-8859-1"
Content-Transfer-Encoding: quoted-printable

< message text in html >

---separator---
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Media Type and Maintenance
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Dynamic Content
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Vulnerabilities
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Vulnerabilities (cont.)
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Authenticity Issues
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Authenticity Issues (cont.)
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Management Issues
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Management Issues (cont.)

•

•
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Management Issues (cont.)
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Maintenance and Preservation Issues
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Maintenance and Preservation Issues
Three different e-mail records scenarios:
1. Short-term maintenance: when e-mail records must be 

maintained and accessed for a short period of time by the 
creator, typically up to ten years;

2. Long-term maintenance: when e-mail records must be 
maintained and accessed for a long period of time by the 
creator, typically more than ten years; and

3. Permanent preservation: when e-mail records are 
determined by the creator to be inactive, and are 
determined by the designated records preserver to have 
archival value.
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Short Term Maintenance
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Long-term Maintenance/Preservation 
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Long-term Maintenance/Preservation
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Long-term Maintenance/Preservation
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Long-term Maintenance/Preservation
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RFC 2822/MIME Issues

•
•

•

•
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For More Information
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For More Information
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For More Information


