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The Aim of the Report
• The report was produced by CNIPA (National 

Agency for ICT infrastructure in the Italian Public 
Administrations) as partner of TEAM Italy
– Authors: Gianfranco Pontevolpe, director of the  CNIPA 

service for digital preservation; Silvio Salza, ICT professor 
of the University of Rome La Sapienza

• The aim is to investigate the technical aspects 
relevant to the e-mail creation, capture and 
management (i.e. records management) and 
permanent preservation (i.e. archival processes)
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Relevance and Complexity 
of the Study

• E-mails messages are a very peculiar kind of 
electronic document with a rather  complex 
structure

• E-mails require to take into account to some 
extent also the peculiar infrastructure through 
which they are delivered (i.e. Internet)

• It has been necessary to consider both the 
functions of the commercial products for e-
mail management and the requirements 
expressed in many reference documents
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Policies and Models 
Require Further  Analysis 

The definition of e-mail records management 
and permanent preservation models will be 
carried out as a separate task within 
InterPARES 3 Project because it deserves a 
more thorough discussion involving records 
management, archival and IT competences
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The Report Articulation
1. Introduction
2. Internet e-mail infrastructure (how email 

works and how end users have access to it); 
Internet standards for interoperability

3. Format and structure of e-mail messages, 
with specific attention to the information to 
be extracted as metadata from the message

4. Security issues: Internet vulnerability, 
privacy, confidentiality, integrity
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The Report Articulation (cont)
5. Analysis of the present functions for managing and 

preserving e-mails: strategies to capture 
messages, preservation formats, classification and 
extraction of metadata, checking and maintaining 
authenticity, long-term maintenance

6. Access (search and discovery, protection against 
unauthorized access and accidental or fraudulent 
manipulation or destruction)

7. Analysis of commercial products for e-mail 
management (e-mail servers, integrated systems 
and e-mail “archiving” systems) and their basic and 
advanced functions

Appendix: description of the main standards and 
reference documents at the basis of the report
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– multipart/alternative
– multipart/digest
– multipart/related
– multipart/report
– multipart/signed
– multipart/encrypted
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Internet Assigned Numbers Authority)
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Different kinds of e-mail records 
scenarios

• short-term maintenance, when e-mail records must be maintained and 
accessed for a short period of time by the creator, typically up to ten 
years;

• long-term maintenance, when e-mail records must be maintained and 
accessed for a long period of time by the creator, typically more that ten 
years

• permanent preservation, when e-mail records are determined by the 
creator to be inactive (i.e., no longer needed or used in the creator’s 
day-to-day course of business), and are determined by the designated 
records preserver to have archival value and, accordingly, are 
transferred to the custody and control of the designated records 
preserver to ensure ‘permanent’ (or indefinite) preservation of the 
records and to ensure ongoing access to the records by all (authorized) 
users into the foreseeable future.
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…

– there is a general lack of control over the document creation process in 
most e-mail environments: in some cases, e-mail users may include 
attachments in any registered and supported MIME media type, while in 
some other environments organizations are able to strongly 
recommend, or even enforce, the use of data formats more suitable for 
long-term maintenance/permanent preservation
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• Information about the original data or file format and the details of all 
conversion processes to which the records have been subjected should 
be registered as message metadata for all converted records (or for 
their individual digital components, if relevant); this provides some kind 
of assessment of the conversion procedure, and allows future users to 
assess to what extent the integrity of the record may have been 
compromised.
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• Since messages are mostly preserved for historical 
purposes, the main goal is usually to preserve the integrity 
of the information in the message at a semantic and 
semiotic level, even if the integrity of the message is 
“compromised” by a format conversion that introduces 
slight changes in the rendering of the record’s documentary 
form. 

• A future user, reading in 2050 the converted copy in PDF/A 
v. 47.1 of an attachment originally created in MS Word 
2003 .doc file format, may get all the information s/he 
needs, and be comforted about the trustworthiness of this 
information by the assessment of the archivist who, in 
2031, performed the last conversion. 


