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Reasons for Pessimism

The problem is large and growing: more and more
records are being created in digital form

There are very few proven methods for preserving digital
Information assets

— Most of the proven methods apply to fairly simply formats which
are relatively infrequent
We face a moving target which is getting more and more
complex.

The resources required to address the challenges are

very large

— The archival profession alone cannot solve this problem

— People who might be able to solve it don’t know much about
archives and records

Technical Problems of Processing, Preserving and

Providing Access to Electronic records distract us from

more fundamental challenges



Reasons for Optimism

There Is no technological barrier which would prevent
successful solutions from being developed

— Computer scientists and engineers are creative and love
challenges

Increasing interdisciplinary collaborations addressing the
problem

Recognition of the importance of the challenge is
growing

More and more resources are being devoted to solving
the problem

— NARA ‘s Electronic Records Archives Program currently funded
at $ 36 M per year

— LoC NDIIPP program authorized of $100 M total

— Australian electronic records standards initiative funded at $
AUS 6 M

— Etal.



A Vision of the Future: W3C
RN
W Rules Trust

Data Proof
.
Data Logic

Ontology vocabulary

Digital Signature

Architecture of the Semantic Web — Tim Berners Lee


Presenter
Presentation Notes
Semantic web moves beyond delivery of human readable content to intelligent process of data
Semantic web starts with technical methods for identifying and characterizing data communicated on the web.  Achieves self-desc. docs
Moves to higher levels which include ontology, logic, proof & ultimately Trust
This is essential if the WWW is to be used for interactions which matter, such as business transactions, or obtaining authentic records.
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Presentation Notes
We can’t avoid the Internet.  We have to assume that records will be created, kept and used in the context of the WWW
This context is fundamentally different than any form of record keeping or archival system we’ve ever seen.
Any significant archives should assume that it will operate in the environment of the semantic web and should prepare for it.


2an0wiain
Zxpansion |

Interagency,
&
Multi-National
Interoperability

N
(PLITERT ) Shprman

Fo
PSR T
H focson p WaoDd

[

PN 0] 8aeds,,

! v g
m L_
M. semrimaks

Unit(s) of Action w Unit of Empte

(Tactical Level) o (Tactical Level)

“Factory to Foxhole”


Presenter
Presentation Notes
An example of records creation use and keeping in an Internet environment
Record functionality
Topic 1: Electronic Records.  A. Government Records. (2) Government reliance on electronic records – 1 Military 3
The warfighter is generating “actionable information” – “knowledge” that can be immediately used to the warfighter’s advantage.
Needed knowledge is processed on the Global Information Grid to provide a fused and integrated view that includes collaboration, dynamic ISR tasking, virtual teaming, reach back, and shared awareness.
The warfighter tasks the Global Information Grid to gain better Battlespace awareness using his/her security dynamic profile. The dynamic profile provides information content and services tailored to the warfighters’ basis of knowledge about their preferences and behavior.  For example, the Sensor Fusion Center (an operational node on the Grid that controls ISR assets in the Area of Operations, dynamically tasks additional ISR platforms (through polling available ISR capabilities in the area of operations). 
Shared understanding is the cognitive portion of the Global Information Grid. Shared understanding is at multiple levels:
- Service components at the tactical level are focused on today, while JTF commander is planning to tomorrow.
- Shared understanding can be displayed by an integrated view of the Battlespace (e.g., the CROP), or consist of text and numbers (e.g., success of Effects Based Operations to date, ammunition supply rates, number of casualties).
Information users publish and subscribe information from the Global Information Grid anywhere, anytime using a “Smart Push & Pull.”
Joint military operations must coevolve their business practices, organizations, doctrine, and processes to leverage Net-Centric technology. 


Authenticity

* An authentic record is one which
—Is what It purports to be and

—Is free from corruption.
e InterPARES 1



Authenticity

The criteria for authenticity are a function of the
identification and characterization of the object
deemed authentic.

E.g., what is an authentic copy of Thomas Jefferson’s
writing?
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"The people, especially when moderately
instructed, are the only safe, because the
only honest, depositaries of the public rights,
and should therefore be introduced into the
administration of them in every function to
which they are sufficient; they will err
sometimes and accidentally, but never
designedly, and with a systematic and
persevering purpose of overthrowing the
free principles of the government.”
--Thomas Jefferson to M. Coray, 1823. ME
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Corruption
	Chain of custody  Enough of basic content remains  Added information easily distinguishable and not relevant
Authentic Copy
	Facsimilie	plain text


the Internet

INESS Oover

Doing Bus

Institutional

System

Database
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How does authenticity work in context of doing business over the internet?
	Heterogeneous systems. 	Unknown internal representation of shared information.
Semantic web addresses fundamental requirements for all interactions over the Inet
Mediators: XML family 	RDF


E-transactions: basic assumptions

« Different systems interact in conducting e-transactions.

« The only thing one system needs to know about another
system is that it can use the same intermediary.

* Anything which must be true about an information asset
In one system must be true about that asset in another
system involved in the e-transaction.

— What is involved in a transaction (Ontology)?
— What rules govern the transactions?
— What brings parties to trust each

other to conduct business
over the Internet? ]

Tl
i




E-transactions: Where are the Records?

Institutional
ISvstem

Objects

Database
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Regardless of how they are digitally encoded in the different parties’ systems, the units of information exchanged in transactions are, or need to be records
Records need to be kept in the systems used to do business
In some sense the digital objects which are transmitted through the mediators must be authentic copies of records: digital components.
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One traditional basis for asserting or assuming authenticity: articulation of essential features.
Physical means not available in digital realm
XML can do this to some extent in digital realm
Need more: ontology, business rules


Archival System 5

Records

Records
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Archival system enables the extension of trustworthy exchange of information over the WWW over time


Electronic Records Archives:
basic assumptions

The archives system must be able to interact with
different systems.

At any time, the only thing the archives system needs
to know about another is that it can use the same
iIntermediary.

Over time, the archives system cannot know what
mediators other systems will use.

Any record in the archives system
must be an authentic copy of
that record. —
Any record delivered from I
the archives to another system

must be an authentic copy.




InterPARES Preservation Model
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Authenticity of Records going out of the system


Vectors
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Calculus of vectors
Dimensionality
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Multiple dimensions: time, social/institutional, legal, monetary
Where are the records
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Traditional records and case files	Complexity of electronic records
Clarity of business process
Internal representation: Different data types	databases	hyperlinks
Where are the records?
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Intentional Vector
Archival Search for Patents
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AUTHENTICITY when the records leave the archival system
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