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Reasons for Pessimism
• The problem is large and growing: more and more 

records are being created in digital form
• There are very few proven methods for preserving digital 

information assets
– Most of the proven methods apply to fairly simply formats which 

are relatively infrequent
• We face a moving target which is getting more and more 

complex.
• The resources required to address the challenges are 

very large
– The archival profession alone cannot solve this problem
– People who might be able to solve it don’t know much about 

archives and records
• Technical Problems of Processing, Preserving and 

Providing Access to Electronic records distract us from 
more fundamental challenges



Reasons for Optimism
• There is no technological barrier which would prevent 

successful solutions from being developed
– Computer scientists and engineers are creative and love 

challenges
• Increasing interdisciplinary collaborations addressing the 

problem
• Recognition of the importance of the challenge is 

growing
• More and more resources are being devoted to solving 

the problem
– NARA ‘s Electronic Records Archives Program currently funded 

at $ 36 M per year
– LoC NDIIPP program authorized of $100 M total
– Australian electronic records standards initiative funded at $ 

AUS 6 M
– Et al. 



A Vision of the Future: W3C

Architecture of the Semantic Web – Tim Berners Lee



A Future Which is Already Here
The Internet

Where are the archives?Where are the records?



Another Vision of the Future
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Authenticity

• An authentic record is one which 
–is what it purports to be and 
–is free from corruption.

• InterPARES 1



Authenticity
• The criteria for authenticity are a function of the 

identification and characterization of the object 
deemed authentic.
– E.g., what is an authentic copy of Thomas Jefferson’s 

writing?

"The people, especially when moderately 
instructed, are the only safe, because the 
only honest, depositaries of the public rights, 
and should therefore be introduced into the 
administration of them in every function to 
which they are sufficient; they will err 
sometimes and accidentally, but never 
designedly, and with a systematic and 
persevering purpose of overthrowing the 
free principles of the government." 
--Thomas Jefferson to M. Coray, 1823. ME 
15:483 
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E-transactions: basic assumptions
• Different systems interact in conducting e-transactions.
• The only thing one system needs to know about another 

system is that it can use the same intermediary.
• Anything which must be true about an information asset 

in one system must be true about that asset in another 
system involved in the e-transaction.
– What is involved in a transaction (Ontology)?
– What rules govern the transactions?
– What brings parties to trust each 
– other to conduct business 
– over the Internet?
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Security Thread

Watermark
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Electronic Records Archives: 
basic assumptions

• The archives system must be able to interact with  
different systems. 

• At any time, the only thing the archives system needs 
to know about another is that it can use the same 
intermediary.

• Over time, the archives system cannot know what 
mediators other systems will use.

• Any record in the archives system 
• must be an authentic copy of 
• that record. 
• Any record delivered from 
• the archives to another system 
• must be an authentic copy.
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Archival Basis for 
Affirming Authenticity


