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Preface

PREFACE

ARCHIVING or

How a business problem in combination with increasing strict
legislation can motivate organizations to develop successful strategies and
competitive advantages.

When man invented writing he also invented archives. This made it possible for
him to leave behind traces of his experiences, his discoveries, his fears and his inven-
tions. Philosophy, religion, art and science made strides through the sharing of
acquired knowledge written on tablets, on parchment or in books. The invention
of printing greatly accelerated this evolution by allowing the diffusion of ideas within
a group of elites and later to a population ever hungrier for knowledge.

The invention of archives served as the cornerstone for knowledge. Increasingly
vast amounts of more and more specialized knowledge can be passed on from gen-
eration to generation. This has modified the challenge: the problem is no longer how
to conserve but how to manage, sort and use the information stored in increasingly
gigantic databases.

In response, man invented electronic knowledge management. As a result of
progress made in the fields of computers and telecommunications, enormous quan-
tities of data can now be handled (conserved, managed and used) electronically.
Nevertheless, highly sensitive questions regarding the safety and durability of
electronic archives have not yet received completely satisfactory answers.

The question is: Do we have a choice? Can companies and administrations really
do without electronic archives? The answer is clearly “No”

Archiving: a key part of company strategy

The creation of civil law and taxes generated the obligation to conserve docu-
ments for possible controls of adherence to legal provisions. Since the beginning of
this century and in response to numerous cases of accounting and financial fraud in
large companies, there has been a concerted effort to reduce the risk of fraud or at
least to identify the perpetrators. The “Sarbanes-Oxley Act”is the best example of this
movement. Even more recently, the famous “Basel II" rules were laid out in an effort to
better ensure the stability of the banking system by better calculating risk before
granting credit. Other initiatives have also been taken or are in the works to ease
restrictions on the energy sector, regulate polluting gas emission quotas and combat
dirty money laundering, etc.
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Regardless of the economic situation, we are faced with an exponential increase
in the amount of information circulating within our organizations. Though only a frac-
tion can truly be used for business, we are condemned to develop strategies to
archive and store this data. Electronic archiving has become crucial and entails the
identification of appropriate solutions to related technical problems.

Therefore, while in the past organizations were forced by necessity to electroni-
cally archive data useful for their business, they now must also satisfy increasingly
broad requirements to follow precise electronic archiving rules.IT departments are no
longer the only entities to suffer from this problem. Organizations as a whole in all
business departments are concerned.Knowledge is the most important asset. It must,
therefore, be protected, managed, preserved, circulated, exchanged and made safe. For
these reasons, archiving is one of the key issues facing organizations.

More than 10,000 laws and norms form the legal framework regulating archiving
in the US.Though the system is not yet as complex in Europe, norms developed in the
US have rapidly leaked throughout the world, through subsidiaries of American com-
panies, for example. In addition, discussions to this effect have already taken place at
the European Communities level and within most European countries.

There currently exist texts that regulate proof of electronic signature, preservation
of electronic documents or even electronic billing. Specific regulations have been
implemented in certain sectors such as social security, retirement funds, income tax or
VAT declarations, etc. The ISO and AFNOR (French Association of Normalization) have
published legal archiving procedures and regulations.

One example of a legislative initiative: the Sarbanes-Oxley Act

The problem of “compliance” is at the heart of this issue. The regulations were
designed to define the way in which companies create, store, consult, preserve and
archive recorded data (information in various forms) for increasing durations of time.
If companies do not comply with these archiving system requirements, heavy fines
could be imposed on them.

The Sarbanes-Oxley Act, adopted in July 2002, creates a stringent set of rules
aimed at restoring investor confidence lost as a result of various scandals such as
those concerning Enron, WorldCom and others. This law is guided by three overall
principles:accuracy and availability of financial information, increased responsibility of
company executives and independence of auditors. Companies are obliged to rapidly
provide access to their accounts and the CEO and CFO must personally certify finan-
cial reports. In addition, this law reinforced control measures over every aspect of a
company’s financial report. Section 404 gives the SEC (US Securities and Exchange
Commission) the power to prescribe rules requiring registered companies to include
in their annual report filed with the SEC a specific report in which Management
attests to the efficacy of internal controls of financial reporting.
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The Sarbanes-Oxley Act is applicable to companies, banks and savings associa-
tions that file reports with the SEC under section 13(a) or 15(d) of the Securities
Exchange Act of 1934.Thus, this concerns all listed companies.The transitory measures
will expire the 15th of April 2005 and, thus, the Sarbanes-Oxley Act will come into full
effect without exception.On one hand, all non-American companies with activities in
the US and that file reports with the SEC must comply with the act for all their activi-
ties. On the other, all subsidiaries and branches of American companies throughout
the world that file reports with the SEC must also comply. Therefore, to a certain
extent, this law is universal.

The Sarbanes-Oxley Act does not define the conditions for appropriate internal
control, but the SEC did create an internal control structure (Committee of Sponsoring
Organizations or COSO) that meets its criteria for evaluation and development of con-
trols. COSO defined five components of effective internal control: control environ-
ment, risk assessment, control activities, information and communication and, lastly,
monitoring. Since the 26th of April 2003, companies work with independent verifica-
tion committees to monitor the verification process. These independent committees
are authorized to receive complaints from shareholders or employees concerning the
company’s accounting procedures and verification procedures.

Concerning the control environment, the COSO stresses the importance of the
assignment of authority and responsibility: the management of identities and access
is crucial.In the area of control activities, the COSO requires company management to
define the policies, procedures and specific actions necessary to manage the risks
associated with the specific controls. Management must evaluate the design and
operational efficiency of these specific controls to deal with the risks they intend to
address.

The COSO lets companies define the control measures specifically applicable to IT.
Several companies based their measures on COBIT (Control Objectives for Information
and related Technology) published by the IT Governance Institute. These guidelines
describe in detail the activities required for the evaluation of IT controls in order to
comply with the Sarbanes-Oxley Act. The COBIT controls can be classified into four
categories: planning and organization, acquisition and implementation, supply and
support and, lastly, monitoring.

A key element of the control of supply and support is the “Ensure Systems
Security” that provides controls to protect information against unauthorized use,
divulgation or modification as well as against damage or loss. This is achieved through
logical access controls reserved for users authorized to access the systems, data and
programs they need. COBIT defined 22 different control objectives ranging from fire-
walls to virus protection and from reactions to incidents to the management, authen-
tication and authorization of users. Company management must then thoroughly
evaluate the controls, including the levels of access to the computer system, to be
able to certify that the control of access to sensitive financial information is sufficient
and effective.
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The Sarbanes-Oxley Act thus affects information systems on two levels:

- use of computers for management and financial control: each actor must
be able to save data (bottom-up input) and management must be able to
perform completely transparent controls (top-down visibility),

- requirement to certify computer system safety.

The opportunity to create a competitive advantage

It will certainly be a challenge for companies to comply with the requirements of
the Sarbanes-Oxley Act and other current regulations.

However, several existing tools could serve as aids in this process:

- intelligent, indexed electronic documents allowing “full text” or fuzzy
searches,

- scanning of incoming paper mail, indexation and integration into an
electronic document management system,

— text recognition (OCR) from archived documents in image form to allow
optimal searches,

- electronic management of billing or automatic recognition of paper bills,

— electronic document and workflow management so that the stage of the
processing process in which a file is located can be identified at any time,

- archiving of e-mails, scanned mail and work files according to stringent
procedures using reliable systems whose configuration meets standards
defined by authorities,

— effective, highly regular backups.

Several of these applications improve speed and accessibility,among other things,
for users and/or management. This means improved productivity.

The goal of this book is not to describe all the individual existing applications, but
it is important to describe the role of archiving in the larger context of computer
architecture and, more generally, of business needs.

As technology evolves, laws are adapted

I.R.IS. has been leading efforts to rethink and improve archiving for nearly twenty
years. Offering products and solutions for scanning, text and document recognition,
electronic document content and lifecycle management, and information archiving
and storage, |.R.1.S. has been helping organizations to improve their operations and
gain a most often crucial competitive advantage.

We are, thus, well placed to evaluate the considerable acceleration of technical
progress made in our field. Servers have reached a level of performance that would
have been unimaginable only five years ago. The response times and data capacity
of digital storage systems are mind-boggling. The capacity of software to handle
information has also improved at a constant or even exponential rate.
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Like in many scenarios where reality evolves faster than fiction, laws have been
slow to keep up with the breakneck speed of evolution of these technologies. The
team led by Professor Dumortier in the Interdisciplinary Centre for Law and
Information Technology (ICRI) has collaborated in the creation of several legislative ini-
tiatives at the European level. Their work has given us a view of the current situation
in the area of computer law regulating archiving issues. The DAVID system developed
by the Archives of the City of Antwerp (Stadsarchief Antwerpen) is certainly one of the
most successful electronic archiving systems. Its implementation by the team of
Mr. Boudrez provided us with extremely enriching practical feedback.

Through the publication of this work, we hope to help heighten awareness about
the fact that as technical solutions continue to evolve, the legal framework is adapted
to allow organizations to define the guiding principles of a policy for safety and com-
petitiveness. This book presents an up-to-date, in-depth view of electronic archiving.
What is truly possible? What are the legal constraints? How does a complex archiving
system really work? What are the pitfalls and opportunities?

Wed like to thank the BelAlIM (Belgian and Luxembourgian Association for
Information and Image Management) for their support of this initiative and their
contribution to its success.

Happy reading!

Etienne Van de Kerckhove
CEO .R.LS. Group
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Part 1:The Legal Framework for Business Archives

WHY DO WE PRESERVE DOCUMENTS?

Preservation is “the practical task that consists of keeping documents intact for
future use’In preserving documents, we want to make and keep the information that
they contain available for the future. There are many different reasons for preserving
documents. In the business community, documents are mainly preserved for legal
reasons. Documents are kept because we are required to do so by law or because we
are obliged to do so by virtue of a contract, or for the sake of their value as evidence.
For society in general, historical and scientific research are two additional reasons for
preserving documents.

EVIDENCE LAW

One of the paramount reasons for preserving documents is self-interest. The law
grants many rights to natural and legal persons, but as a rule, one must be able to
demonstrate that the conditions for obtaining these rights have been fulfilled. If
someone wants to assert his rights on the basis of an agreement, he must first
demonstrate the existence and validity of the agreement. If someone wants to hold
another person liable for an error,he must first demonstrate that there is an error, that
harm has been suffered and that there is a causal relation between the two.

No one can predict whether and when a dispute will arise about the legal rights
that he claims to have. Therefor it is important to preserve all documents that could
support these claims. Archiving is thus inextricably connected to the law of evidence.

The preservation period as required by the law of evidence is demarcated by the
statute of limitations established by civil law. As such, the statute of limitations does
not directly oblige anyone to preserve documents. However, one consequence of the
statute of limitations is that obligations become unenforceable after a certain period
of time has lapsed. Therefor these rules indirectly determine the period within which
a right can be enforced in court, and thus the period during which the necessary
evidence must be preserved. Anyone who destroys his evidence prematurely will
have to bear the consequences when he can no longer demonstrate his rights before
the court.

The limitations period for personal actions was recently reduced from thirty years
to ten years (art. 2262 bis §1 of the Belgian Civil Code). Personal rights are those rights
that can be asserted against a person, for instance the right to have a debtor perform
actions such as providing payment for merchandise or a demand for compensation
from a person who is liable. For legal actions based on civil liability the term is reduced
to five years. However this reduced term only starts running when the injured party
becomes aware both of the damage suffered and the identity of the person liable for
it. In case these two conditions are never met, the liability claims are extinguished
twenty years after the incident occurred that caused the damage. For an action in
rem, claims attached to movable or immovable goods, the limitations period is thirty
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years (art. 2262 of the Belgian Civil Code).In all these cases, the term is extended under
certain circumstances, for instance when one of the parties is a minor, or by certain
acts, such as a notice of default or the institution of legal proceedings.

The law of evidence contains the fundamental rules according to which all docu-
ments are judged in all areas of the law. Insofar as no specific rules apply, the law of
evidence determines the form that documents must take from a legal perspective. For
this reason, a general overview of the law of evidence will be given in the first chapter.

LEGAL OBLIGATION TO PRESERVE DOCUMENTS

The Public Records Act imposes a general obligation on the public sector to pre-
serve their records!. There is no equivalent general obligation for the private
sector.However, businesses must take into account many specific and industry-related
obligations to preserve documents. Corporations and merchants are obliged to keep
accounts to suit the nature and size of their business and to keep these for 10 years.
Employers must store a wide variety of social documents. Taxpayers are obliged to
retain all the documents needed to determine their taxable income.

The rules on accounting are mainly intended to safeguard the rights of third par-
ties. When entering into important transactions, the future creditor can consult the
company’s annual financial statement.The other preservation obligations imposed on
organisations are intended to provide the government with a verification tool. The tax
authorities have extensive powers to examine the accounting books to determine
whether declared income agrees with true income.

All these specific regulations impose their own requirements on the form in which
documents must be drafted and preserved.

CONVENTIONAL OBLIGATION TO PRESERVE DOCUMENTS

Sometimes there can be a contractual basis for storing documents. Companies
can entrust the management of their archives to a specialized firm with which they
enter into a custody agreement2. The custodian must then return the documents to
the depositor at his first request.

THE ORGANIZATION OF THE ARCHIVE

Every organization must develop an archiving policy with practicable archiving
procedures to reach the objectives described above. Archiving only makes sense
when the documents retain their authenticity. It must be possible to evaluate the
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authenticity and reliability of documents when they are requested from the archive
for reuse. A document is authentic if it is in reality what it purports to be.

A document’s authenticity is determined on the basis of its integrity and identity.
The identity of a document can be determined from its origin and context. All the
information that is needed to determine the authenticity must be preserved in the
metadata accompanying the record in the archive. Metadata include the author
and/or the person responsible for the document, the date, the (business) process
within which it was created or received, etc. Archiving is first and foremost a practical
task: in order to preserve a record, the appropriate technical and organizational
measures must be taken.

The archival policy and the entailing archival procedures must take into account
the modalities and limitations that the law imposes. Privacy regulations and copyright
have a special impact on all aspects of archiving. The right to privacy limits the data
that may be included in the archive. Any personal information in the archive must be
stored carefully and may not be handed over to third parties as a rule. The inclusion in
the archive of works protected by copyright requires, in principle, the permission of
the copyright holders, as does modification and further distribution of the work.

DIGITAL DOCUMENTS:
DEFINITION OF THE PROBLEM

Today, paper is still the medium of choice for the preservation of documents.
Paper’s long life cycle and relatively simple storage methods do, indeed, make it very
suitable for the long-term preservation of many types of information.

But using paper also has disadvantages. A lot of storage space is needed to stock
paper; which imposes substantial costs on companies. The legal obligation to pre-
serve documents often confronts corporations with serious archiving problems due
to lack of space. Moreover, retrieving information from paper archives is a labour-
intensive and therefor expensive endeavor. Paper does not allow information to be
processed rapidly and efficiently.

For these reasons more and more companies are looking to switch to an elec-
tronic document management system to manage their documents. Many are con-
sidering replacing original paper documents with electronic copies, in order to reduce
the need for storage space. Extensive search functions help to ensure that relevant
information is rapidly available.

The advantages of electronic over paper storage are not the only reasons compa-
nies have for using a digital archiving system.Companies are increasingly confronted
with documents that originate in a digital form.Today, most documents in a company
are produced electronically through a variety of computer applications. The exchange
of information between business partners is also often handled electronically, so that
an electronic version is the only version that exits. Anyone wanting to do business
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quickly and cheaply without too many formalities uses internet technology to keep in
contact with customers and/or suppliers. Computer applications are widely used to
steer and support internal operational processes. All this has led to a dematerialization
of information transfer.

Today, many digital documents are still printed and then filed in paper form. This
practice does little to lower costs and is gradually becoming untenable. Sophisticated
electronic documents, such as databases and multimedia objects, can not be printed
to paper in a meaningful way.The deployment of electronic document management
and archiving systems is the way forward.

However, several legal obstacles can stand in the way of an optimal use of an elec-
tronic document management system. Prior to the implementation of such a system,
the limits posed by law on the use of electronic documents must be researched and
applied to the company’s circumstances.

A classic legal problem relating to electronic information has to do with the ques-
tion of evidence. Reasonable certainty must exist that a court will accept electronic
information as evidence when a dispute arises. The law of evidence is a determining
factor for the way in which we archive documents. In addition, other legal rules that
could impede the creation and/or preservation of legally relevant, electronic informa-
tion should be taken into account.The Electronic Commerce Act seeks to put an end
to the obstacles that currently exist for the conclusion of contracts online.

Beside the law of evidence there are special stipulations in tax law and account-
ing law, medical law and social law that each apply to one specific type of document.
These stipulations often deviate from the law of evidence with respect to the method
and term of preservation. However, these sectoral rules often only concern the rela-
tion between the taxpayer, the doctor or the employer with the government. With
regard to others, it is often still evidence law that provides guidance for the preserva-
tion of documents and the evaluation of their legal value.

GENERAL FRAMEWORK: THE LAW OF EVIDENCE

INTRODUCTION

Evidence can be defined as “demonstrating the accuracy of a fact or of the reality
of a legal transaction when there is a dispute about this between the parties”3. In
Belgium a closed evidence system applies to civil cases,as laid out by the chapter enti-
tled “Evidence of Obligations and Evidence of Payment”of the Civil Code.4 This means
that the legislator only accepts as proven in court that for which certain types ofcre-
dible evidence has been presented>. More specifically, this refers to written evidence,
the testimony of witnesses, circumstantial evidence, the parties’ admission and the
oath.The civil evidence rules apply in all areas of law insofar as a contract or another
law do not explicitly provide otherwise

The Civil Code establishes a hierarchy of the various types of evidence because the
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legislator considers some types of evidence more credible than others. The signed
document plays a particular role here because it fulfils the following functions:

« it is possible to identify the author

« the document’s integrity is guaranteed

« the author has appropriated the content of the document.

Because of the presumed reliability of signed documents, the legislator requires
that important agreements with a value in excess of 375 EUR be substantiated with a
signed document. Traditionally, this refers only to a paper document signed by hand.
Since the introduction of the law on the electronic signature, an electronically signed
document is also one of the options. In principle, no other forms of evidence are
admissible for this type of agreement.

The party who has a signed document is in a strong position because of its spe-
cial evidential valuet. After all, the law stipulates that the court may not doubt the
truth of a signed document presented by one party unless the opposing party can
present another document in rebuttal. In presenting a signed document one proves
the claim instantly, as it were. This is an important difference from a normal (unsigned)
document, which may be admissible evidence for claims with a value under 375 EUR,
but the credibility of which the court may evaluate for itself. The signature of the party
against whom one submits a document makes the document a very credible article
of evidence.

A DOCUMENT SIGNED BY HAND

The handwritten signature has long held a central position in civil law of evidence
and in many respects it served as model for the electronic signature. That is why
we will pause to discuss traditional paper evidence before turning to electronic
documents.

Traditionally, jurisprudence considered signing to mean directly placing one’s
name on a paper medium by hand in one’s own handwriting’. It is automatically
assumed that a paper document signed by hand fulfils the three previously listed
functions (identification, integrity and appropriation).

The handwritten signature is a unique means of identification that is linked to only
one particular person. A layman can compare different signatures from one person
and can form an accurate impression about the authenticity of the signature without
requiring special resources. In cases of doubt, a graphologist can provide a definitive
answer on the authenticity of a signature, as he can determine with near certainty
whether the handwriting belongs to a particular person.

It is sufficiently difficult to manipulate a paper document, by changing content,
adding or deleting information, in a way that will not be noticed. Paper is therefore a
prime medium to record information in an unchangeable way.

Legal custom has it that by placing his signature, the signatory expresses his
agreement with the content of the document.

This view of the handwritten signature also explains the difference between orig-
inal documentary evidence and a copy of it. Only the document bearing the original
signature is an original with the corresponding special evidential value. The law of
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evidence considers a document on which the signature appears in another form, for
instance by using scanning techniques or microfilm, to be a“copy”and not an original.

The law of evidence attributes greater value to an original document than to a
copy of this document. Article 1334 of the Belgian Civil Code stipulates that a copy will
only be accepted as evidence when the original can still be produced. The opposing
party can thus always challenge a copy and demand the submission of the original.
This is very important when documentary evidence on paper is included in a digital
archive (e.g. via scanning techniques). Usually the original is destroyed and can no
longer be submitted. The electronic version is only a copy because it lacks a valid sig-
nature and thus has only limited evidential value. However, as long as the opposing
party does not challenge the copy, the copy does have the same cogency as the orig-
inal. The court may not demand the submission of the original if none of the parties
does s0.8

THE ELECTRONIC SIGNATURE

Until recently, the rules governing documentary evidence impeded the proof of
agreements entered into electronically. The enforceability of these contracts in court
was subject to great legal uncertainty, as such agreements could obviously not be
signed by hand.

Printing contracts concluded electronically could not provide a satisfactory solu-
tion. After all, the printout is a document that lacks an original signature and thus can
at best be considered only a copy.

The incompatibility of the rules of evidence in the Belgian Civil Code with modern
information and communication technologies was a considerable impediment to the
use of the information highway for legally relevant acts®.

Since 1 January 2001, new rules on the admission of electronic signatures have
gone some way toward alleviating these problems. A digital document can now, in
principle, fulfill the requirements of a signed document as the electronic signature is
now equivalent to a manual signature in the eyes of the law.

3.1.THE ELECTRONIC SIGNATURES ACT AND CERTIFICATION SERVICE
PROVIDER ACT

At the end of the 1990s various European member states started adapting their
rules of evidence to modern technologies. There was a fear that differing rules for the
legal recognition of electronic signatures would arise within the European internal
market. This could present serious obstacles for the development of electronic trade.
That is why a directive was issued to create a common framework for electronic sig-
natures on a European levell0. The Electronic Signatures Act'! and the Certification
Services Provider Act'2 incorporated the European framework in Belgian legislation.

An electronic signature is any electronic substitute for the traditional handwritten
signature. A frequently used technique in many electronic document management
systems for creating electronic signatures is the “digitized handwritten signature’The
signer copies the digital, graphical representation of his own signature (bitmap) to the
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word processing file that contains the document he wishes to sign.The bitmap is cre-
ated by scanning the signature.The users of this system use a password to gain access
to their own signature.

This tecnique captures the look and feel of a handwritten signature and this type
of electronic signature will thus be easily recognized as a signature by layman.There
are many other techniques besides this for creating an electronic signature. At pres-
ent, the “digital signature”technique is the most advanced technique'3.In contrast to
the digitized handwritten signature, the digital signature does not resemble the hand-
written signature at alll4.

Since 1 January 2001, an electronic signature can also be considered a valid
signaturel5, Electronic data can constitute a valid signature subject to two conditions:

« It must be possible to attribute the electronic data that constitute the signa-
ture to a particular person (the signature’s identification and appropriation
functions)

+The electronic data that constitute the signature must demonstrate the
preservation of the document’s integrity (integrity verification)

When the electronic signature satisfies these two conditions, the judge will accept
it as a valid signature.If he ascertains that one or both conditions are not satisfied, then
he will not accept the digital document submitted to him as a signed document, but
as a normal document the credibility of which he may evaluate himself.

The contracting parties are accorded the freedom to choose from numerous tech-
niques to sign their documents. The court may not ignore documentary evidence that
is signed with an electronic signature solely because the signature is placed in elec-
tronic form16. From now on, a digital document with an electronic signature is admis-
sible evidence, regardless whether the two conditions explained above are fulfilled.

In the European context, considerable differences in interpretation could arise
between member states with regard to which signature techniques are acceptable.
To correct this, the directive has defined one type of electronic signature that must be
accepted everywhere in the European Union as the equivalent of the handwritten
signature. This type of signature is called a “qualified electronic signature’”

3.2. QUALIFIED ELECTRONIC SIGNATURES

A description of a qualified electronic signature can be found in the Certification
Services Provider Act. It is an "advanced electronic signature, based on a qualified
certificate and created by a secure signature creation device"’7. Each of these three
elements requires a word of explanation.

A qualified signature is first and foremost based on a technology that produces
advanced electronic signatures. A signature is called advanced when it;

«is linked to the signatory in a unique way

- it is capable of identifying the signatory

« it is created through means that the signatory can keep under his exclusive control

«is linked to the data on which it is based in such a way that any subsequent
change to the data can be detected.

With currently availble technology, only the digital signature technique is suitable
to create advanced electronic signatures. In the future, other techniques that satisfy
these conditions will probably be developed.
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Next, a qualified signature is accompanied by a qualified certificate. A certificate is
qualified when it contains a certain set of information’8:

- the label"qualified certificate”;

- contact information of the certification authority (CA);

— the certificate holder's name or pseudonym;

- the period of validity;

— signature verification data corresponding to the signature creation data held
by the certificate holder;

- the certificate’s identity code;

- the advanced electronic signature of the issuer of the certificate.

Where appropriate, the following information can be added:

- reference to a specific attribute of the signatory, for instance his profession;

— the restrictions on the use of the certificate;

— the limits relating to the value of the transactions for which the certificate
may be used.

Certification authorities that wish to provide such qualified certificates must
satisfy several conditions:

- they must demonstrate that they are sufficiently reliable to supply certifica-
tion services;

—they must ensure the operation of a prompt and secure directory service
and of an immediate revocation service;

—they must see to it that the date and time when a certificate is issued
or revoked can be determined accurately;

- they must use reasonable means to verify the identity and, where applicable,
the specific attributes of the person to whom a qualified certificate is
delivered;

- they must employ personnel with the specific knowledge, experience and
qualifications necessary to provide the services and, in particular compe-
tence at managerial level, expertise in electronic signature techology and
familiarity with proper security procedures; they must also apply administra-
tive and management procedures and methods adapted to and consistent
with the recognized standards;

—they must use trustworthy systems and products, which are protected
against modification and which guarantee the technical and cryptographic
security of the processes that they support;

—they must take measures against the forgery of certificates and when the
certificate-service provider generates signature creation data, they must
guarantee the confidentiality of that process;

- they must have sufficient financial resources to operate in accordance with
the requirement of this Act and in particular to accept liability for damage,
for instance, by taking out suitable insurance;

— they must record all relevant information about a qualified certificate during the
useful period of thirty years and, in particular, be able to submit proof of certifi-
cation during legal proceedings. These records may be stored electronically;

—they must neither record nor copy the data for creating the signature
of the person to whom the certification-service provider has granted key-
management services;
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- they must notify every applicant for a certificate via a durable means of com-
munication about the exact modalities and conditions for using the certifi-
cates, including the imposed limitations for their use, about the existence of
a voluntary accreditation system and about the procedures for complaints
and the settlement of disputes. This information, which can be transmitted
electronically, must be in writing and formulated in language that is easy to
understand. Upon request, relevant elements of this information must also
be made available to third parties who rely on the certificate;

— they must use trustworthy systems to store the certificate in verifiable form so that:

a) only authorized persons can enter and modify data;

b) the authenticity of the information can be verified;

) the certificates will only become publicly available in the cases in
which the certificate holder has granted his permission and

d) the user must clearly understand each technical modification that
poses a risk to security requirements.

Most of these conditions are rather vaguely formulated so it remains to be seen
how they will be interpreted in practice. Certification authorities can request accredi-
tation voluntarily from the Federal Public Service for Economy, SME’s, Self-Employed
and Energy19.This accreditation will serve as a quality label for certification authorities
that satisfy the requirements in annex 2, that provide certificates that comply with the
requirements in annex1 and that use means to create signatures that comply with the
requirements in annex 3 of the Certification Services Provider Act.

Finally, a qualified signature is created using a secure signature creation device, as
is described in annex 3 to the Certification Services Provider Act:
—The information used to create a signature must be unique and non-recurrent.
Everything possible must be done to ensure the confidentiality of this information.

—The certificate holder must have reasonable certainty that information used to
create the signature cannot be derived from the resulting signature or the
certificate. The signature should be protected against forgery using currently
available technology.

- The certificate holder must be able to protect the data for creating the signature

reliably against use by others.

The qualified electronic signature is not the only legally valid electronic substitute
for the handwritten signature. The only advantage that this type of signature has
when compared to other electronic signatures is that it is automatically recognized as
the equivalent to a handwritten signature everywhere in the EU. As soon as a judge
has pronounced an electronic signature qualified, he is obliged to consider the docu-
ment that bears it to be validly signed. Consequently he will automatically accept the
digital document submitted to him as a signed document.

3.3.SCOPE OF THE NEW REGULATIONS

The introduction of the electronic signature into the law of evidence is only a
small step in the modernization of our law. Contracts can now be drafted and signed
electronically. If all conditions have been fulfilled, such an electronic contract will have
the special evidential value of a privately signed document.
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But this does not mean that an electronic signature can always replace a hand-
written version. It is not yet possible to apply to city hall for a building permit or take
out a mortgage electronically. The signature is not required here as evidence, but for
the validity of these transactions. In certain cases, other formal conditions besides the
signature exclude electronic documents. For instance, a unilateral promissory note
must contain the handwritten phrase "read and approved”

These gaps will gradually be filled in the future. The Electronic Commerce Act,
which will be covered later on, has gone part way in this direction.

EXCEPTIONS TO THE SIGNED-DOCUMENT REQUIREMENT:
UNREGULATED EVIDENCE SYSTEM

For some activities, the law does not require that an original signed document be
drafted as evidence. In these cases, the parties may submit any and all types of
evidence to the court. The conditions that apply to the electronic signature need not
be taken into account in these cases. For instance, unsigned e-mail messages are
admissible as evidence.

4.1. COMMENCEMENT OF WRITTEN PROOF

The lack of a proper documentary evidence, namely an original signed document,
is excusable when one submits other reliable evidence in written form. This mode of
proof is called a commencement of written proof in legal jargon. The term “written”
must be interpreted broadly:it can mean an irregular authentic act that doesn't com-
ply with all required formalities to be valid, a simple letter, a fax, or even an electronic
document. However, only documents originating from the party against whom they
are used qualify. A document originates from someone when he created it or appro-
priated it as his own20. An item of evidence that one creates oneself is just not as
convincing. As the term “commencement of proof” suggests, additional supporting
evidence is still necessary, such as circumstantial evidence or witnesses. This in
contrast to the special evidential value awarded to original signed documents.

4.2. TRANSACTIONS WITH A LIMITED VALUE

Any type of evidence can be used to substantiate transactions with a value of less
than 375 EUR. When someone uses internet to order books or CDs for a value that
does not exceed 375 EUR, no electronically signed document is required. A regular e-
mail is sufficient. However, in these cases the court may decide upon the credibility of
the e-mail (or of other electronic data). A plain document does not have the special
evidential value of a signed document.

Under these circumstances the original paper documents (whether signed or
not), which were drafted when entering into the agreement, may be replaced by an
electronic scan for the purposes of archiving sufficient evidence of these relatively
unimportant agreements.
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4.3. FORCE MAJEURE OR“ACT OF GOD”

Similarly, it is not necessary to submit proper documentary evidence when the
creditor was unable to procure written evidence due to force majeure or an “act of
God” (art. 1348 of the Belgian Civil Code). In some situations, circumstances beyond
one’s control prevent the drafting of a document. In other cases, documentary evi-
dence that had been drafted is lost due to an unforeseen accident caused by
circumstances beyond one'’s control. Evidently, purposely destroying the original
evidence to replace it with electronic images does not fall within the scope of this
exception.

4.4. COMMERCIAL EVIDENCE LAW

The rules of evidence in commercial law are traditionally more flexible than the
civil rules of evidence. Businesses may use any and all types of evidence to substanti-
ate their assertions.The judge determines the credibility of the evidence presented as
he sees fit. This unregulated evidence system is based on art. 25 of the Belgian
Commercial Code.

In principle, a signed document is never required as evidence between busi-
nesses, regardless of whether the value of the transaction exceeds the 375 EUR limit.
Contrary to civil law, in business there is no incentive to draft signed documents as
commercial law does not attribute any special evidential value to such proof. The
judge determines the credibility all submitted proof, electronic or otherwise. This
arrangement is prompted by the rapid and informal character of business transactions.

Under these circumstances original paper documents may be replaced by elec-
tronic data, e.g. using scanning techniques or microfilm, for archival purposes.

The scope of the commercial rules of evidence is very narrow: only business to
business relations are concerned.When one of the parties is a private individual, then
the civil rules of evidence apply when a dispute arises. The business partner must thus
be able to submit a signed document for transactions having a value in excess of 375
EUR. If the transaction is concluded through electronic means, both parties must
place an electronic signature on the electronic document. The private party, by con-
trast,may apply the more flexible rules of commercial law when submitting evidence
against a business.

Moreover, businesses are often obliged to store information in paper form for rea-
sons other than the law of evidence. The government exercises control over busi-
nesses for economic, social security, tax and other purposes. The way in which this
inspection is organized still frequently implies the use of paper documents, handwrit-
ten signatures, etc., which impedes an efficient use of electronic information and com-
munication technology?1.

EVIDENCE LAW TAILORED TO THE INFORMATION SOCIETY

The introduction of the electronic signature into Belgian law has prepared the
rules of evidence for the information society. The private contract, the prime example
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of documentary evidence, can now also be drafted and signed electronically. The par-
ties to a contract are free to use a variety of techniques to sign their documents as
long as the attribution and integrity of the signature is guaranteed. The fulfillment of
these conditions will be verified by the judge in case of a dispute. The use of a quali-
fied signature is by no means mandatory, but such a signature has the advantage that
it is valid throughout the European Union as a substitute for a handwritten signature.

The modernization of evidence law is nevertheless only one step in a broader
development.In some cases, a signature is a formal condition for validity, for instance
on an authentic act. Beside this there are still other formal requirements for the valid-
ity of many types of documents, for instance inclusion of a handwritten notice or the
use of a watermark. These legal obstacles are gradually being removed.The Electronic
Commerce Act has already removed several obstacles, as has the Electronic Invoice
Act. Other measures will follow in the future.

THE ELECTRONIC COMMERCE ACT

In the wake of the directive issued by the European Union22, Belgium enacted the
Electronic Commerce Act?3. The intention of this law is to create a favorable frame-
work for the development of electronic commerce. In addition to measures to
strengthen consumer confidence and to limit the liability of certain intermediaries in
the information society, it also tackled the remaining obstacles for online contracts.

The Act's scope is limited to “services of the information society” (art. 3 of the
Electronic Commerce Act). This is defined as any service, normally provided for remu-
neration, at a distance, by electronic means and at the individual request of a recipi-
ent of services (art. 2 1° of the Electronic Commerce Act)24. “Normally provided for
remuneration”means as part of an economic activity. Occasional rendering of services
electronically also falls under this heading; the term “usually” concerns the remunera-
tion and not the use of electronic means2>.

Certain services do not fall under the application of the law, specifically the official
activities of civil law notaries, the representation of clients by attorneys and gambling
(art. 3 4° of the Electronic Commerce Act).

ONLINE CONTRACTING

The intention of the Electronic Commerce Act is to remove all obstacles that hin-
der entering into contracts in relation to a service of the information society. All steps
in the process of contract conclusion are addressed, from the initial negotiations, over
the tender, the signing, the invoicing to the registration and archiving of the contract.
The current requirements of form are not abolished, but it will be possible to fulfill
them electronically.
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Next to the signature, our law contains other formal prescriptions that hinder the
conclusion of contracts electronically. Besides several direct obstacles, such as the for-
mal obligation to use paper, there are also many indirect obstacles. Uncertainty exists
concerning the application of some procedural requirements on contracts entered
into electronically. A few examples are “registered mail sent by the postal services"2,
inclusion of handwritten notices, drafting multiple copies, use of special layout or
forms, etc. Frequently, these formal requirements must be satisfied to ensure the valid-
ity of the contracts or other legal transactions involved, and not only to constitute
evidence, as described in the previous chapter.

The legislator chose not to tackle existing procedural requirements one by one,
because such a comprehensive analysis of Belgian law would be too time consuming.
Instead several transversal stipulations were introduced that cut across the entire
body of law. In the past, this method was used to introduce the euro into Belgian law.

Art. 16 §1 of the law stipulates that any legal or regulatory requirement of form
applicable to the conclusion of contracts is deemed satisfied if the functional qualities
of this requirement are fulfilled. In other words, the parties to the contract may
develop their own electronic alternative for existing formal requirements. Thus, it is
necessary to determine the objective or functional qualities of each formal require-
ment.This is not a simple task, since most formal requirements do not state the objec-
tive they pursue. Similar requirements of form can pursue different objectives
depending on the legislation that imposes them. For instance a signature is some-
times required as evidence and sometimes for the validity of a legal transaction. The
contracting parties will only be absolutely certain that the electronic alternative they
developed suffices when a judge has confirmed this in the event of a dispute.

Art. 16 §2 provides further information regarding formalities that are very com-
mon. This is the case for the writing, the signature and the handwritten notice.
Nonetheless, the parties to the contract must perform the same exercise for these
three procedural requirements as for any other procedural requirement. Under certain
circumstances a writing, a signature or a handwritten notice can have other functional
qualities than those explicitely described in the Electronic Commerce Act.

A writing is a series of legible signs that must be accessible for later consultation
whatever the medium and modalities of transmission may be. Thus “writing” may no
longer be equated with a paper document. Electronic information stored on diskette,
CD-R, CD-RW, DVD, chip card and the like constitute a writing insofar as the content
can be made legible for people with the aid of a computer and suitable software.
Moreover, the medium must also be sufficiently durable to allow the information
stored to be accessible for later consultation.

Regarding the signature, we are referred to the rules on the electronic signature in
the Belgian Civil Code and the Certification Service Provider Act. The requirement of a
signature is fulfilled when the electronic signature satisfies the two conditions set by
the evidence rules (identification and integrity) or when the electronic signature is a
qualified electronic signature (presumption that these two conditions have been
fulfilled).

At first glance, it is strange to see a reference here to already existing regulations
governing the electronic signature.The reason is to provide legal recognition beyond
the scope of evidence law. Whereas the Belgian Civil Code and the Certification
Services Provider Act do not affect the legal status of the electronic signature outside
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the rules of evidence, the Electronic Commerce Act recognizes the electronic signa-
ture for use in all aspects of the contractual process. From now on, whenever a signa-
ture is required in any stage of contract conclusion, an electronic signature is a valid
alternative. This is important, for instance, when a signature is needed for the validity
of a contract?’.

Nevertheless, one must bear in mind the limited scope of the law: if affects only
formal requirements that must be fulfilled in the conclusion of a contract. For the time
being, obstacles for transactions that are not contracts may continue to exist. A con-
tract always presupposes two parties. A legal transaction in which there is only one
party is not a contract but a unilateral legal act. One example of this is the unilateral
promissory note, which requires a signature to be valid.

Finally, the law offers an electronic equivalent for the requirement of a handwrit-
ten notice. This requirement can be satisfied electronically by using a procedure that
guarantees that the notice genuinely originates from the supposed author. With cur-
rent technology, the digital signature appears the most appropriate technology to
achieve this.

For some formal requirements finding a functional equivalent is impossible. For
instance, an electronic contract cannot be registered with the registrar of mortgages
because this requires a date stamp, which to date still means applying a physical
stamp onto a paper document. In such cases the King may elaborate an alternative in
a Royal Decree (art 16 §3).

A specific stipulation concerning registered mail, in some cases “registered mail
sent by the postal services, was not deemed necessary. Since the Royal Decree of
9 June 199928 the requirement of registered mail no longer poses a legal obstacle for
concluding contracts electronically. This Royal Decree stipulates registered mail can
take any appropriate form, amongst which paper or electronic form. A subsidiary of
the Belgian Postal Service offers a service for registered e-mail29. Nevertheless, there is
no obligation to use the services of the Belgian Postal Service, even when the law
speaks of a “registered mail sent by the postal services”Today, several companies offer
services to send e-mail with receipts. Use of the Belgian Postal Service for registered
mail is obligatory in only one case, namely when the registered letter is used in legal
or administrative proceedings.

EXCEPTIONS

The law does not alter the formal requirements that impede the conclusion of
contracts electronically for certain types of contracts. These exclusions will remain until
the legislator expressly abolishes them.The following types of contracts are involved:

+ The transfer of property rights on real estate, in whole or in part.

« Contracts that fall within the scope of family or inheritance law, for instance
nuptual agreements.

« Contracts that must be concluded before a civil law notary or a public official,
such as an authentic act.

- Contracts of suretyship granted and on collateral securities furnished by
persons acting for purposes outside their trade, business or profession.
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The formalities proscribed in these cases cannot be replaced with a simple set of
transversal stipulations. The law imposes several special guarantees for these con-
tracts, such as the intervention of a third party, the drafting of an inventory, the
presence of witnesses, etc.In the coming years, the legislator must examine how these
guarantees can be maintained in an electronic environment. Until then, these agree-
ments must be recorded on paper.

The Electronic Commerce Act takes a carefull first step in this evolution by stipu-
lating that an authentic act may be drafted in electronic form and that the the public
official may sign electronically.30 However, the practical implementation of article 31
is subject to a royal decree being discussed in the council of ministers31. The authen-
tic act is primarily known as a document drafted by a civil law notary, but it can also
be drafted by other public officials (a judge,a mayor or a registrar of births, deaths and
marriages). To be authentic, the document in question must be drafted by the com-
petent public official in the manner prescribed by law32. Authentic acts must typically
be archived for very long periods of time, some must be kept indefinitely. It is not yet
clear how this can be achieved with electronic documents. Because of the major
importance of these acts, this matter will not be treated lightly and the first electronic
authentic act is presumably still a long way off.

COMMERCIAL LAW AT TWO SPEEDS

The Electronic Commerce Act removes several of the remaining legal obstacles to
concluding contracts electronically. The parties to the contract are granted a great
amount of freedom to develop their own electronic alternatives for the formal
requirements that were created for the paper world. This freedom comes a the cost of
a greater degree of uncertainty concerning the legal validity of the procedures they
have developed. In time this problem will become smaller as jurisprudence demar-
cates what is acceptable from what is not.

Important to keep in mind is that this freedom is only granted for commercial
transactions related to a service of the information society. As a consequence busi-
nesses must create parallel systems: one for online contracts concluded as part of a
service of the information society and another for all other commercial transactions.
Each transaction must be situated in the correct category so that the necessary items
of evidence and documents can be drafted in the correct form.The legal uncertainty
that this entails is detrimental to the further automation of commerce.

BOOKKEEPING AND ANNUAL ACCOUNTS

Besides the conclusion of contracts with customers and trading partners, many
internal operational processes within companies are suitable for automation.
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Accounting, invoicing and the submission of the annual accounts are but a few
examples of such processes. Nevertheless, the law still imposes important limitations
in this domain. The administration is still largely oriented toward a paper accounting
system, from the perspective of accounting law as well as from that of tax law.
Modernization of the legislation is more advanced when it comes to invoicing and
submitting annual accounts.

ACCOUNTING OBLIGATIONS

The purpose of keeping accounts is to provide the company and third parties with
a realistic and complete picture of the company’s assets, financial situation and results.
In Belgian law, the Accounting Act33 and its executory decrees form the regulatory
framework for accountancy.

The Accounting Act is nearly thirty years old and was written when a paper account-
ing system was self-evident. The law has not evolved with the technological develop-
ments, which have led to wide-scale use of automated bookkeeping systems by com-
panies both small and large. Today, the native form of the bookkeeping is almost
exclusively electronic. Because of the accounting regulations some of the books must
still be printed on paper because certain formalities can only be fulfilled in paper form.

In compliance with art. 5 of the Accounting Decree34, the most important ledgers
must be stamped by the clerk of the commercial court holding the trade register
where the company is located. The law lists the ledgers concerned, specifically the
cash received ledger, the central ledger and the inventory ledger. The company may
keep bound registers made in accordance with an approved model. If a company
works with loose sheets, the clerk must also put a stamp or sign his initials on each
sheet. From the wording of the Accounting Decree, it appears that it is presupposed
that the ledgers are kept manually on paper. For this reason, only the paper version of
these ledgers is considered legally valid.

Other parts of the accounting books, such as the subsidiary journal, need not be
stamped or signed and may thus be kept “on any other suitable material” An elec-
tronic version can also be legally valid35. A condition for this is compliance with the
general accounting principles, set out in article 7 §2 of the Accounting Act. More
specifically there must be certainty that the entries cannot be modified once entered.
This principle applies to both traditional, manual bookkeeping systems as to
automated bookkeeping systems.

Accounting software or systems must be designed in such a manner that a defin-
itive entry can only be changed by a counter entry.The original entry must also always
remain visible36, In practice however, many accounting applications disregard this
fundamental rule of accounting. Strictly speaking, this implies that even the
unstamped ledgers must also be recorded in “directly legible documents”in order to
comply with the law.37 A"directly legible document”means a paper document.

The Accounting Act is more flexible when it comes to documents that provide
evidence supporting the books. These documents may be exchanged in electronic
form, again on the condition that the information they contain cannot be modified
once it has been finalized.
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The ledgers must be stored for ten years starting from the first of January of the
year following that in which they were closed38. This long retention period imposes a
heavy burden on companies, as physical storage space is usually quite costly. To
accommodate this the legislator allows the unstamped ledgers to be kept either in
the original form (on paper or electronically) or as copies. The original unstamped
paper ledgers, where applicable, may then be destroyed. The stamped books, by
contrast, must still be stored in the original paper version.

The supporting documents must also be stored for ten years. This period is
reduced to three years when they cannot serve as evidence vis-a-vis third parties.
These documents may be stored in original form (on paper or electronically) or as
copies3?. The original paper accounting documents may be scanned and stored in
digital form.The paper original may then be destroyed.

ACCOUNTING AND TAX LAW

Beside the economic inspection authority, the tax authorities also have an interest
in the accounts. The legislation on income tax and the VAT regulations both impose
obligations regarding maintaining and preserving books. Sometimes these rules
diverge from those of accounting law. As far as income tax is concerned, the taxpayer
is obliged to store all ledgers and records that can be used to determine the amount
of taxable income. The tax authorities can demand this information up to the end of
the fifth year (according to the civil calendar or the accounting calendar) following
upon the taxable year40. For the VAT, art. 60 of the VAT Act sets the storage period for
ledgers and records at ten years.

Traditionally tax law adopts a rather more pragmatic attitude than does account-
ing law. The tax authorities sole aim is an accurate tax levy, which results in a less for-
malistic approach: the content of the accounts is more important than their form.
There is no question of a stringent regulation of the form which the accounts must
take. An accounting system that does not comply with all the formalities of account-
ing law can still have evidential value for tax purposes.

The tax payer must be able to present to the revenue service the mandatory
ledgers and documents, such as the receipt books required by article 320 of the
Income Tax Code, the documents that have served for keeping accounts and in gen-
eral all documents that can be useful in determining the taxable base. For the VAT pur-
poses, the accounts consist of the following ledgers: a ledger for incoming invoices, a
ledger for outgoing invoices and a journal in which receipts are recorded for actions
that are exempt from the obligation to draft an invoice4!.,

To exclude any possibility of doubt, the tax legislation was modified to allow auto-
mated bookkeeping and electronic supporting documents42. However, the tax
authorities also apply the principle that accounting entries may not be modified once
finalized. So the integrity of the stored information must be ensured throughout the
retention period.

Moreover, the tax authorities retain the right to demand that the ledgers and
records be presented in a legible and comprehensible form43. The tax officials may
demand copies of electronic ledgers and records in a form of their choice. Finally, they
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can request the taxpayer to repeat his calculations to ensure that the correct tax is
levied. This last obligation has far-reaching consequences. The bookkeeping must not
only be preserved, it must be preserved in such a way that calculations can be per-
formed with the data. This obligation entails a considerable extra cost for companies
that keep their accounts electronically. The company can opt to preserve the com-
puter system in which the books and records were created in operational condition44.
However, maintaining an obsolete computer system for a long period is far from obvi-
ous.The cost of maintenance and replacement parts can be high. Moreover, in some
cases the company will have replaced its accounting system more than once during
the mandatory retention period. A second option is to migrate all the accounts to the
new accounting system, provided that there are sufficient guarantees that the books
will remain unaltered.

As is the case in accountancy law, the regulation on income tax and VAT requires,
in principle, that all original paper documents be preserved. As an exception, the
income tax and VAT authorities allow certain ledgers and records to be stored on
microfilm, micro cards or CD-WORM?45.

The ledgers and records involved include the following:

+ The duplicates of documents drafted by the taxpayer and correspondence that
was not supplemented or signed by the addressee, with the exception of any
documents bearing an official seal or any other mark required by tax regula-
tions.The copies of outgoing invoices may be scanned then destroyed. Original
purchase invoices, bank statements, receipts and duplicates of VAT slips that
restaurants are required to provide to their customers are excluded from this
regulation. Any document to which an invoice refers for the description of the
delivered goods or services, such as the tender documents and shipping note
must be preserved under the same conditions as the incoming invoice.

+ The ledgers and registers prescribed by the VAT Act, with the exception of the
receipts journal. The ledger for incoming invoices and the ledger for outgo-
ing invoices may also not be replaced by microfilm or micro cards for reten-
tion purposes when they are among the ledgers stamped in accordance with
the Accounting Act46.

+ Documents supporting the books such as the general ledger accounts.

The conditions for storage on microfilm or micro card are the same for both income
tax and VAT. The most important are:

- Qutgoing invoices must be stored on film, card or CD-WORM in the order of
their registration in the outgoing invoice ledger. The other documents must
be stored in chronological or numerical order.

« Each film, card or CD-WORM may only contain one book or one particular
type of document.

+ The films, cards or CD-WORMs must be presented to the tax officials upon
request. The taxpayer must be able to show the documents on a screen and
allow copies to be made of them, without moving the documents.

+When an automated bookkeeping system is used, the data must be written
to a CD-WORM on a daily basis.

+ No prior authorization is needed before using this preservation method, but
the taxpayer should provide the authorities with some information in
advance, such as what type of material will be used.
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Although this solves a part of the storage problem, the scope of this exemption is
limited. The requirement to preserve the originals still remains for many items of evi-
dence. Moreover, the solutions offered aren't very flexible, as the administration only
accepts certain technologies. The technological evolution has not slowed its pace and
the CD-WORM is gradually becoming obsolete due to the rise of the DVD-WORM and
software-based WORM solutions. Finally, this exemption only applies in relation to the
tax authorities, while the rules of evidence vis-a-vis third parties are not affected.

ELECTRONIC INVOICE

The invoice is one of the most important items of evidence in accounting.
Strangely enough, no definition of this concept can be found anywhere in the legis-
lation. First and foremostly an invoice is a commercial document that summarizes the
content of a contractual obligation and invites the customer to pay. In addition the
invoice plays an essential role in the VAT system.The tax authorities use the informa-
tion invoice to assess the amount of VAT owed by taxable persons. For this reason the
legislator has imposed an invoicing obligation on suppliers of goods and services47.
Only the person holding a complient invoice may deduct VAT already paid from what
they owe the tax administration.

The technology to exchange invoices electronically has been around for several
years. Companies are very interested in the savings this could bring, and the tax
authorities are also gradually coming to discover numerous advantages to the elec-
tronic invoice. Research has shown that the cost of a paper invoice lies somewhere
between 1.13 EUR and 1.65 EUR, against 0.28 EUR to 0.47 EUR for an e-invoice4s,
Electronic invoicing is a logical step in the increasing automation of business
processes.

Until recently the lack of a uniform framework in the European Union hindered the
breakthrough of electronic invoicing. Large companies and specialized service
providers did not succeed in drafting uniform invoices that satisfied the conditions of
all Member States. Such centralization would help keep down the administrative
expenses borne by European companies and consequently could strengthen their
competitive position with respect to business from third-party countries. The
European Union issued Directive 2001/115 on the harmonization of invoicing regula-
tions49 to eliminate these and other invoicing bottlenecks. In addition laying down
common rules governing self-billing and the out-sourcing of billing operations, this
directive creates a uniform legal framework for electronic invoicing and electronic
preservation of invoices. The law of 28 January 2004 (Moniteur belge, 10 February
2004) incorporated this directive into Belgian law.

Various e-invoicing platforms have been available on the market for several years.
There are two basic types of systems: invoicing via EDI platforms and invoicing via
e-mail. EDI (Electronic Data Interchange) implies that the trading partners exchange
messages automatically between their computers without human intervention. For
this purpose, messages are structured according to a previously agreed standard.
E-mail invoicing can be automatic as well as manual. The invoice can be sent as
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attachment, but all the information necessary for an invoice to be valid can be
present in the body of the e-mail. To allow automatic processing, the information can
be structured, for instance by using XML.

In principle, the supplier of goods or services is obliged to draft an invoice for every
delivery that he makes. He can also opt to mandate his customer or a third party to
draft the invoice in his name50. Even though the concept “invoice” was not defined in
the Belgian VAT Act, the tax authorities used to presuppose that an invoice was neces-
sarily a paper document. Exceptionally the tax authorities granted certain companies a
license to invoice electronically. Since 1 January 2004 electronic invoicing is open to
everyone,insofar as the legal conditions are respected. First of all, the other party to the
contract must be willing to accept an electronic invoice. This acceptance can be
expressed explicitly or implicitly>'. In addition, the authenticity of the invoice’s origin
and the integrity of its content of must be guaranteed.To achieve this the person issu-
ing the invoice can use two techniques, either he signs the invoice with a secure elec-
tronic signature, or he sends the invoice in accordance with the “EDI-standard code”>2.

The concept “secure electronic signature” is synonymous for the advanced elec-
tronic signature referred to in the Certification Services Provider Act53. A qualified cer-
tificate is not required. Although the term “signature”is used, this is not a signature in
the legal sense. After all, the Directive states that the Member States may not ask that
the invoice be signed>4.In this context the concept “secure electronic signature”refers
exclusively to the technical notion. The term “electronic stamp” would perhaps have
been more suitable.

The concept "EDI-standard code” does not refer to an official EDI standard, such as
UN/EDIFACT, but to the message structure to which the parties have agreed>>.In each
case the EDI procedures that have been agreed upon must guarantee the authenti-
city of the origin of the invoice and the integrity of the data.

In principle a simple e-mail does not suffice as a valid invoice. Nevertheless, the
Ministry of Finance has the right to accept a normal e-mail and even other methods
of electronic invoicing insofar as the authenticity and integrity are guaranteed.
Systems that use unsigned e-mail messages and rely on an audit trail to guarantee the
authenticity and integrity of individual invoices could be legalized in this manner®é.

The directive forbids Member States from imposing more stringent conditions,
except for invoices originating in a country outside the EU for goods and services
delivered in Belgium.

An invoice must always be drafted in duplicate57. The original copy is intended for
the customer, while the person registered for VAT must store a copy. Article 60 of the
Belgian VAT Act imposes the obligation on both the person registered for VAT and the
customer to preserve invoices for ten years. Nevertheless, the authorities accept that
the customer — when a natural person purchasing goods or services intended for
private use and to whom an invoice was still delivered — must only store the invoice
for five years.

Paper invoices must be stored in Belgium, thus ensuring easy access for inspection
by the tax authorities. The same requirement applies to electronic invoices in princi-
ple, allthough these may be stored anywhere in the EU if the taxpayer notifies the
authorities about this in advances8. In this case the authorities must receive online
access to the invoices stored in another Member State (art. 61,81, par. 3 of the Belgian
VAT Act). Storage in outside the EU is totally excluded, allthough the directive
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stipulates that this should be allowed when there are administrative agreements with
the non-member country in question>9.

The customer must store his original invoice in the form in which it was received,
be it on paper or electronicallye0. He can only exercise his right to deduct VAT paid
when he can submit an original invoice. The supplier may preserve his copy of the
paper invoice on microfilm, micro card or CD-WORM and destroy the paper copy.

The authenticity of the origin and the integrity of the content of the invoice as well
as its legibility must be guaranteed throughout the entire retention period. Moreover,
the information that guarantees the authenticity and the integrity of the electronic
invoice must also be preservedo!.

The new legal stipulations give companies greater freedom to adapt their invoic-
ing procedure to their needs.The law limits itself to establishing the objectives that an
invoice must meet and is formulated in a technologically neutral manner.This proce-
dure must largely protect the legislative framework from obsolesce due to the rapid
evolution in technology. Unfortunately, the executory decrees restrict the freedom
offered again to a great degree. As such, both EDI and the secure signature allow a
broad scale of implementations, yet several other procedures are excluded a priori. It
is to be hoped that the Finance Minister will remove these restrictions again in the
near future.

PUBLICATION OF THE ANNUAL FINANCIAL STATEMENT

In addition to maintaining regular accounts, companies must submit an annual
financial statement each year to the National Bank of Belgium (NBB)62. This statement
must include a statement of assets and liabilities, a statement of earnings and the
notes to the financial statements. For financial statements drafted integrally in accor-
dance with either the full scheme or the abbreviated scheme®3, the submitter may
choose to transmit the documents in an electronic form, either by handing over a
diskette or via the internet, or may choose to submit them on paperé4.

Exceptionally the annual financial statement must still be presented on paper
when it is drafted in a currency other than the eurot> or when some headings in the
statement were adapted to the special nature of the company’s activities.

The Central Balance Sheet Office publishes the technical specifications that finan-
cial statements submitted on diskette must satisfy in the “Protocol for Submitting
Annual Financial Statements on Diskette"66, Various companies use this protocol
when developing software to draft annual financial statements. Alternatively, the per-
son required to submit the statement can download a free submission program from
the National Bank of Belgium.

Submission through the internet is not yet available to all companies. For the time
being companies must obtain prior approval from the National Bank of Belgium. In
January 2004, the NBB launched a pilot project for submitting annual financial state-
ments over internet. Only third-party submitters who submit many financial state-
ments for their customers may participate in the pilot project. It is hoped that this
system will be opened to all standardized financial statementsé7 in the course of 2005.

The company must already have performed the arithmetic and logical verification
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of the annual financial statement before submitting it in electronic form.The National
Bank examines the annual financial statements submitted on paper. Each annual
financial statement must be placed on a separate diskette or in a separate electronic
messages8. The lower fee that applies to electronic submission is intended to stimu-
late its uptakesd.

PAPER LOSES GROUND

The accounts and the annual financial statement derived from them play an
important role in the amount of control exercised over companies by creditors, share-
holders and by the government. From a legal perspective, switching to electronic
accounting entirely remains out of reach; nevertheless, paper accounting is losing
ground. Certain documents may be created electronically from the start, while others
may be converted from paper to electronic form. It is only mandatory to draft and
store core accounts on paper.

The annual financial statement may be submitted electronically, insofar as this
does not diverge from the prescribed standards. For the time being, only submission
on diskette is open to all companies, but in the future submission over internet will be
open to everyone.

Greatest progress occurred in the area of invoicing. Prompted by the European
Union, all Member States developed a similar legal framework for the exchange of
electronic invoices.

G. SOCIAL DOCUMENTS

1.

WHAT ARE SOCIAL DOCUMENTS

Already in 1896 employers were required to maintain a personnel register. Today,
the regulations governing social documents can be found in Royal Decree no 5 of 23
October 1978 on the keeping of social documents (Moniteur belge, 2 December
1978).This Royal Decree lists the social documents:

- the general and special personnel registers

« the individual account

- the attendance register

«the written employment contracts for the employment of students and
domestic servants,

- the apprentice contract for part-time pupils

- documents relating to the employment of special categories of employees

The law requires all employers to maintain social documents so that it can be deter-
mined at any moment which employees work for a given employer. The objective is to
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facilitate exercise of control by the social inspection authority on illegal workers.

The personnel register is a register in which all employees are registered in
chronological order of the commencement of their employment. In principle, the
employer must maintain one personnel register for all his employees. Separate regis-
ters for white-collar and blue-collar workers are not allowed”0. The special register is
only required when the employer has people working at more than one location. In
this case, a separate personnel register is kept at each location”1.

The individual account is a detailed description of the work an employee has per-
formed for his employer during a given year. It also states the days worked, the days
not worked, the elements that make up the salary and the deductions from it (social
security,income tax, etc). The individual account also contains all useful administrative
information in relation to the salary (for instance, the joint committee, the employer’s
salary administration service)72.

The law of 3 July 1978 (Employment Contract Act) obliges the employer who hires
a student or home worker to draft a written employment contract containing several
mandatory clauses. An analogous obligation applies to an apprentice contract for
part-time pupils’3. These documents serve as social documents74.

The attendance register records the employees’ presence. This regulation only
applies to a few industries, such as the diamond75, the hospitality’6, the agricultural’’
and the truck farming”8 industries.

Special rules apply to keeping social documents for dockworkers79. Special rules
are planned for unemployed persons assigned a place in a community work schemeso,

WHO IS OBLIGED TO KEEP SOCIAL DOCUMENTS

Royal Decree no 5 has a broad scope of applicability. It applies to all employers
who employ employees. Among those considered employees are:
« persons who perform work under the authority of another person even
when there is no employment contract (for instance, inmates assigned work)
« persons who fall partially or completely under the social security legislation
for employees (e.g. professional soccer players)
* apprentices
Civil servants employed by the federal government, by federations and agglomer-
ations of municipalities, by provinces and by municipalities are not considered
employees for the application of the regulations governing social documents.
Employers employing foreign workers within the territory of Belgium are also partially
exempt from the obligation to keep social documents8!.

FORM AND RETENTION PERIOD
OF SOCIAL DOCUMENTS

Two periods in time must be distinguished in order to know what form the social
documents must take. Up to a certain point, the social documents are being
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"maintained” Maintaining refers to recording information in the social documents
and keeping them available. In a second phase, the documents must only be
preserved.

3.1. MAINTAINING SOCIAL DOCUMENTS

The form in which the general and special personnel registers, the individual
account, the apprentice contract for part-time pupils, the employment contract for
students and domestic servants must be maintained is regulated in the Royal Decree
of 8 August 1980 on keeping social documents (Moniteur belge, 27 August 1980).

The personnel register must be kept in the form of a bound book with consecu-
tively numbered pages. It may consist of several bound books if lack of space prevents
the required information from being recorded in a previous volume. In that case the
page and employee numbers must continue in subsequent volumes (art.4 §2 of the
Royal Decree of 8 August 1980).

The special personnel register may be kept on a paper or electronic medium
on the condition that the inspection can inspect it at the workplace at all times
(art. 11 §2, par. 2 of the Royal Decree of 8 August 1980). There are no further formal
requirements.

There is no regulated form for the individual account or for the employment con-
tract for students and domestic servants. The same applies to the apprentice contract
for part-time pupils. The employer may establish his own form.The document must
contain all the mandatory information. The employer must provide the employee
with a copy of the individual account before the first of March of the following year.

A Royal Decree of 17 June 1994 (Moniteur belge 25 June 1994) stipulates the form
of the attendance register. In principle, it consists of bound and consecutively num-
bered monthly sheets. It must be drafted by calendar year. The list of those present
must be legible and recorded in the register in indelible ink (art. 4 Royal Decree of
17 June 1994). The blank attendance registers must be certified and delivered by the
body indicated for the purpose in the regulations specific to the industry sector in
question.

3.2.PRESERVING SOCIAL DOCUMENTS

The employer may preserve social documents in original form or in any kind of
reproduction, on the condition that it is easy to read and that the reproduction
method used permits efficient inspection82. The storage period is 5 years starting
from:

- the date that the last mandatory information was recorded, for the general
and special personnel registers

- the date the agreement terminates, for individual accounts

- the day following the day after the execution of the contract ends, for
employment contracts for students

- the date that the last mandatory information was recorded, for the atten-
dance register (the storage period ends five years after the end of the month
following the quarter in which the information was recorded)8s.

The retention period is not explicitly mentioned for employment contracts for
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domestic servants and the apprentice contract for part-time pupils. The rule applicable
to the employment contract for students can be followed by analogy.

Former employers also remain subject to the obligation to preserve social
documents for a given period (art. 2 Royal Decree no 5).

IMMEDIATE NOTIFICATION REGARDING EMPLOYMENT (DIMONA)

An employer must report the hiring of an employee to various social security insti-
tutions, such as the child benefit institution, the industrial injuries insurer, an institute
for the payment of vacation pay, etc. In addition, the social security administration
often requests certain information from the employer. Although these institutions all
require more or less the same information, they use a wide variety of application forms
and information sheets that can only be filled in after reading voluminous instruc-
tions.To make matters even worse, the information is requested from the employer at
different times of the year.

To cut down on all this paperwork, the program law of 26 July 199684 provided a
modernization of the social security system and a simplification of the social adminis-
tration. The Dimona project is a first step toward introducing e-government in the
social security administration. The objective of the “Déclaration IMmédiate or in Dutch
ONmiddellijke Aangifte” (Dimona [Immediate Notification]) is to provide immediate
notification of the commencement and termination of employment to those gov-
ernment services that need it. Within the immediate notification system, the SIS
(Social Information System) card offers evidence of a worker’s employment under an
employment contract.In the future, the immediate notification must facilitate the var-
ious social security institutions” ability to consult the Crossroads Bank for Social
Security (a database for electronic data exchange) directly to locate all the informa-
tion relevant for social legislation.

The immediate notification of employment was made obligatory on 1 January
1999 in the passenger transport, temporary employment and construction indus-
triess5. The system has been mandatory for all employers since 1 January 2003.

The Dimona notification must reach the National Office of Social Security (RSZ) in
the form of an electronic message.Employers that do not have internet access can send
their notification by using a voice server accessible by telephone. The questions pre-
sented can be answered by pressing the telephone buttons. The social security portal
site offers the possibility to provide notification over the internet (http://www.sociale-
zekerheid.be). Access to internet and a standard browser is sufficient. No special soft-
ware is needed. Employers with a great number of personnel and/or frequent changes
in personnel can send the notification to the RSZ using structured messages. The
persons in the company responsible for developing this application can consult the
manual describing the fields that the structured message must contain.

The employer can also call in one of the agencies that provide support in fulfilling
social security obligations (salary administration services, software developers). They
act as intermediaries in submitting the Dimona notification. They provide various
channels that the employer can use to send them the notifications after which they
notify the RSZ.
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An automatic receipt is sent for each Dimona notification. The result of the notifi-
cation can be consulted on the social security portal site. The employer must store all
the messages that he receives from the RSZ for six months.

One consequence of a correct Dimona notification is that the employer no longer
has to satisfy several obligations relating to the storage of social security documents.
For instance, the general personnel register need no longer be updated. The Dimona
notification replaces each new entry in the register. Of course, the old register must
still be preserved. The employer also need no longer send a copy of the employment
contract for students to the labor inspection.

The e-government platform developed under the direction of the National Office
of Social Security and the Crossroads Bank for Social Security is regularly expanded
with new applications. It is already possible to submit part of the notification of social
risks in electronic form®&6. As of 1 January 2003, the quarterly statement of salary and
work time data can only be submitted electronically8’. The notification for the
National Employment and Placement Service (RVA) that an employment contract has
been suspended can also be sent electronically88. This involves the suspension of the
employment contract for reasons of technical disorder, poor weather or lack of work
due to economic causes as regulated respectively in articles 49, 50 and 51 of the
Employment Contract Act®.

OTHER OBLIGATIONS

In addition to social documents, the employer must preserve several other
documents.The most important are described in the following paragraphs.

A copy of the part-time employment contract must be kept with the work rules.
The employee and employer must both sign this document.In case of a variable work
schedule, the daily work schedule for each part-time employee must be posted at
least five workdays in advance. This notice must be stored for one year, starting from
the day on which the work schedule is no longer in effect9. All divergences from the
normal part-time schedule, as cited in the work rules must be noted and signed by
both the employee and the employer in the master document®!. The employer may
use computer procedures for this registration on the condition that a sheet is printed
at least once each week and that a sheet with the data for the day can be printed
immediately in the event of an inspection. The employer must store documents for
the whole period that starts on the date when the last mandatory notice was regis-
tered and ends five years after the end of the month following the quarter in which
the registration was made®2.

The company's occupational health service must store the medical file drafted by
the company medical officer for fifteen years starting at the time that the employee
leaves the company93. This file must be kept in a sturdy folder that can be closed on
all sides. When folded shut, only certain headings may be visible on the outside; the
intention here is to respect professional secrecy.
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6. TOWARD AN ELECTRONIC SOCIAL FILE
Social security law has already come a long way in its evolution from a paper to an

electronic social file. This development started in the administration, with the estab-
lishment of the Crossroads Bank for Social Security, and is now gradually being
expanded to cover employer-employee relations. The general distribution of the
electronic identity card will provide further support for this evolution.

H. MEDICAL FILES

1. OBLIGATION TO PRESERVE

In the relationship between a doctor and his patient a great amount of data is
generated: information that the patient gives to the doctor, measurements taken by
the doctor, x-rays from a radiologist, the results of blood tests, etc. It is of vital impor-
tance for the quality of health care that all health professionals maintain a reliable
medical file on each patient. Efficient communication of all this data between general
practitioner and other health care practitioners is indispensable in optimizing the
quality, coherence and continuity of care.

Many laws and rules refer to the notion “medical file"94:

< Art. 9 §1 of the Patients’ Rights Act of 22 August 2002 (Moniteur belge
26 September 2002) gives the patient the right to a conscientiously
maintained and securely stored patient file.

+ The Royal Decree of 3 May 1999 on the minimal requirements applicable to
the medical file in general, as referred to in art. 15 of the Hospital Act
(Moniteur belge 30 July 1999), stipulates that a medical file must be created
for each patient treated.

+ The Royal Decree of 3 May 1999 on the General Medical File (Moniteur belge
17 July 1999) requires every patient to have a medical file managed by a
general practitioner.

+ Art.38 of the Medical Code of Ethics stipulates that, in principle, the doctor
must keep a medical file for each patient.

+ According to art. 146 quinquies §1 of the General Health and Safety
Regulation (A.R.A.B/R.G.PT), each industrial doctor must create a medical file
for each patient that he/she examines.

The term "medical file" is not defined clearly anywhere. The law just imposes
certain obligations to create a medical file and describes what it must contain as con-
ditions for the accreditation of numerous hospital services%. The Belgian Medical
Association’s professional code contains a chapter on the medical file%.

The medical file has three functions:it is an important tool for the doctor, it serves
as evidence in disputes about medical liability and, in the long term, it is a source of
information for academic research. In practice there are great differences in the way
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doctors keep their medical files. Each doctor has his/her own habits and often his/her
own specialization. In 2002, already many doctors used a computer to process their
patients’ medical data%’.

PRESERVATION PERIOD

The law provides no uniform rules regarding the preservation period for medical
files. The Royal Decree of 3 May 1999, referred to above, on the medical file in hospi-
tals98 imposes a minimal preservation period of thirty years. The professional code
also states that medical files must be preserved for thirty years after the last contact
with the patient99. These stipulations are based on the indemnity period for personal
actions provided by civil law, which, until recently, extended to thirty years. Not long
ago this period was reduced.

In principle, contractual obligations and other personal actions now expire after
10 years'00, It is quite possible for a doctor to make an error when treating a patient
that cannot be considered a failure to fulfill his contractual obligations. In such cases
claims for compensation for damages based on the doctor’s extra-contractual liability
expire after five years. However, this term only starts when the patient learns of the
damage and the identity of the doctor responsible for the damage. In any event, this
claim expires twenty years after the treatment. If the patient was a minor when the
error occurred, all these periods commence only when he/she reaches majority. In
extreme cases, the period of limitation can span 38 years. Additionally, the doctor may
also be subject to criminal prosecution for involuntary assault and battery.In that case,
the patient can still submit a civil claim as long as the criminal judge has not made a
final decision, even if this should take more than twenty years101 (which occurs only
very exceptionally).

Some actions cause a running term of limitation to be suspended or to be
restarted. In practice this means that it cannot be unambiguously ascertained how
long medical documents could be useful as evidence in questions of liability. It can
take years for the adverse consequences of an incorrect treatment to appear.
Preserving a medical file for 30 years will suffice in many cases, but will prove insuffi-
cient in some cases. This is true from both the medical and the civil law perspectives.

Sometimes it can take years after the treatment for the effects of a medicine to
appear. It is often advisable to preserve files relating to chronic and heredity disorders
for decades’02, Of course, this has consequences for the size of the archives. An
electronic medical file can alleviate this problem.

A medical file contains primarily factual material; hence it is subject to the unre-
stricted evidence system. There is no regulation which states that the medical file
must be preserved in its original form. Nothing prevents preservation on microfilm or
in electronic form.The doctor must be able to convince the judge that the data are
real and not falsifications, regardless of the form of the medical file.
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TOWARD AN ELECTRONIC HEALTH NETWORK

As part of the modernization of health care, the government has taken various
steps toward an electronic health network and a shared patient file accessible to all
health practitioners treating the patient.

The comprehensive medical file was introduced as the first step in this evolu-
tion103, All the information relating to the patient’s state of health is centralized in this
file.The general practitioner chosen by the patient manages the comprehensive med-
ical file. The intention of this system is to improve the quality of health care greatly by
centralizing medical data so that it can be processed more efficiently, with the general
practitioner as pivotal figure. This allows all those involved to follow up on the
patient’s state of health more efficiently.For instance, ordering the same test twice can
be avoided. Up to now the patient may decide freely whether or not to allow a
comprehensive medical file to be created.

The comprehensive medical file can only be used efficiently in the health care
network when the information is maintained and archived in electronic form.This way
everyone involved can have rapid access to the data when necessary. Nevertheless,
the law still allows doctors to maintain the file in paper form in stead of electronically.

The “Telematics Standardization Commission For Health Care"104 (hereinafter
referred to as“the Telematics Commission”) was set up to avoid chaos in the electronic
exchange of medical data, to ensure system interoperability and to guarantee the
confidential and secure handling of medical data. A telematics cell was also estab-
lished within the Federal Public Service for Social Affairs, Public Health and the
Environment to help achieve these goals.

The Telematics Commission was assigned the task of developing modalities for
the electronic exchange of medical data. However, it had no regulatory authority. The
official regulatory authority rests with the BIN (Belgian Institute for Normalization),
with the CEN (European Committee for Normalization) and the ISO (International
Organization for Standardization).

The Telematics Commission developed quality criteria for computer systems used
by hospitals and general practitioners. The EMDMI (Elektronisch Medisch Dossier
Meédical Informatisé [Electronic Medical File]) working group of the Federal Public
Service for Social Affairs, Public Health and the Environment developed quality crite-
ria for software applications designed to manage patient files for general practition-
ers. Software producers can submit their programs to a certification procedure to
obtain a quality label. The commission issued several recommendations relating to
the preservation of medical files, specifically regarding the content of the file, the
preservation period, and the form105,

Additionnally recommendations were issued to standardize and harmonise the
content, the exchange formats and syntax of electronic messages to allow a consistent
integration of data in the comprehensive electronic medical file106. Finally, guidelines
were formulated for the use of the electronic signature so that all persons concerned
could be identified unambiguously.In this way, the origin of the information in the file
can be verified and access to it restricted.
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PROTECTING PRIVACY

Medical data are not like other data, but are highly sensitive data which are
protected by the patient’s right to privacy. No one would welcome having his/her
medical file open to the perusal of just anyone. For this reason special care must be
taken when processing medical information.

The Privacy Act and the Patients’ Rights Act regulate the processing of medical
data. Personal information relating to the former, present or future state of a patient’s
physical or mental health is medical information as defined in the Privacy Act.In prin-
ciple, it is forbidden to process medical information. The only exceptions to this pro-
hibition are those cases listed in the Privacy Act, for instance to create a medical file107.
But there are several conditions that must be observed.

Medical information must be processed under the supervision of a health care
professional. This refers to all persons who provide health care to others as part of their
professional activity. This category is much broader than the category of persons that
medical law obliges to maintain a medical file.

Persons processing medical information are subject to a confidentiality obliga-
tion.Most health practitioners are already subject to other confidentiality rules, for
instance, the professional secrecy proscribed by art 458 of the Belgian Penal Code or
the duty of confidentiality in the professional code. Art. 39 3° of the Privacy Act also
punishes breach of confidentiality as a criminal offence.

Medical information must be obtained from the person whom it concerns. This
principle must prevent medical information used to provide a treatment from being
collected from a variety of sources, such as other health care professionals, without the
knowledge of the person concerned.

The Patients'Rights Act reaffirms the patient’s right to the protection of his privacy
in each intervention by a health care professional, and in particular with regard to
information relating to his state of health108.This act elaborates the right of access to
one’'s own medical information granted in the Privacy Act.The patient has the right to
consult his file, with the exception of the personal notes made by the health care pro-
fessional and the information relating to third parties. If desired, the patient can seek
the support of a confidential counselor or request that a confidential counselor of his
choice be allowed to consult the information. If this person is a health care profes-
sional, he/she will also be allowed to consult the personal notes.

Insofar as the health practitioner believes that consultation of the file would man-
ifestly affect the patient’s health in an adverse way, he can refuse to provide access to
the patient. In that case, the patient can appoint another health care professional to
consult the file on his/her behalf, including the personal notes.

The patient has the right to a copy of all or part of his file, under the same condi-
tions as the right to consultation. Each copy mentions that it is strictly personal and
confidential. The health care provider can refuse to give a copy if he/she has clear
indications that third parties have put the patient under pressure to obtain a copy of
his file.

After the patient’s death, the patient’s spouse, civil registered partner, partner and
blood relatives to the second degree may appoint a health practitioner to consult the
deceased’s file on their behalf,if their request is sufficiently motivated and specific and
the patient had not expressly objected to this.
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Every document management system used to maintain and preserve medical files
must respect the privacy of those concerned.

FRAGMENTED MEDICAL FILE

Every health care professional keeps a file on his/her patients and many already
use electronic files. Each of these files is generally completely independent and is not
co-ordinated in any way. Through the development of standards and the recommen-
dations, the government is trying to lay the foundation for an electronic health
network that will allow files relating to a given patient to be linked to one another.The
protection of the privacy of all those concerned is the greatest challenge here.

PRIVACY

The right to privacy encompasses the right to engage in relationships with others
without the interference of third parties. This fundamental right has far-reaching
implications and has many incarnations in our law.

Historically, this law arose as a defensive right against interference from the
government. However, experience has shown that we have as much to fear from
our peers. The rise of information technology has acerbated the issue of privacy
protection.

Privacy regulation has a far-reaching impact on all aspects of archiving. The inclu-
sion of documents in the archive may only happen in compliance with the right to
privacy of all involved. The confidentiality of the data in the archive must be guaran-
teed and unlawful modifications must be avoided. Consultation of personal data in
the archive and making them available to third parties are strictly requlated.

The law on the Protection of Personal Privacy (Data Processing) Act, which estab-
lishes a general framework in our country, will be discussed below.Only those aspects
that are important for digital archiving are elucidated109,

SCOPE OF THE PRIVACY ACT
1.1. DATA CONTROLLER

Any processing of personal information carried out within the territory of Belgium,
by someone domiciled here, must satisfy the conditions imposed by the law110. The

Privacy Act applies to the government, private organizations and citizens alike.
The obligations imposed by the law are aimed at “those responsible for process-
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ing" This is the person who, alone or with others, determines the objectives of and
means used for processing personal datal1. If the objective and the means for pro-
cessing have been established by or in execution of a law, a decree or an ordinance,
the data controller is the person or entity indicated by this norm. Generally, the
records creator, in other words, the person who decided to archive documents and
information, is the data controller and as such he/she bears responsibility for compli-
ance with the privacy rules.

The data controller can call upon the aid of a “processor”“Processor” here means
the one who actually processes the personal at the behest and under the supervision
of the data controller’12.This is the case when the archive is contracted out to a third
party. The employees or subordinates of the data controller are not “processors”in the
sense of the Privacy Act.

1.2. PERSONAL DATA

"Personal data” is any type of information relating to an identified or identifiable
natural person, the data subject. A person is “identifiable” if he/she can be identified
directly or indirectly, in particular by means of an identification number or of one or
more specific elements characteristic of his/her physical, physiological, mental,
economic, cultural or social identity13,

The term “personal data” must be interpreted very broadly. It is not required that
the person holding the information can identify the data subject. As soon as anyone
is able to identify the person concerned using reasonable means, the information is
considered personal data. For instance, an e-mail address with a pseudonym (for
example incognito@providerbe) does not immediately reveal the owner of the
address. The service provider probably knows which of its customers uses this alias. In
that case, an e-mail address is personal data concerning the customer, regardless of
who processes the address.

By “processing” is meant any manipulation or any series of manipulations per-
formed on or with the personal data, whether or not implemented with the help of
automated procedures such as the collecting, recording, ordering, storing, updating,
modifying, retrieving, consulting, using, providing by passing on, distributing or mak-
ing them available in any other way, collating, co-ordinating as well as restricting,
deleting or destroying personal datal14. This term, too, must be interpreted broadly.
The law applies to every process that occurs in whole or in part automatically,and to
some manual processing’15,

The law applies only to a limited degree to processing carried out by the security,
police or intelligence services'16. The European Centre for Missing and Sexually
Exploited Children was granted a few exceptions!!”. Additional exemptions can be
granted by royal decree. These exemptions primarily impact the creation of archives,
and have only a limited effect on the archive management by the archivist.

BASIC PRINCIPLES OF THE PRIVACY ACT

Three important principles lay at the basis of the Privacy Act: legality or
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transparency, finality and proportionality. In each case, the provisions of the Act
elaborate the practical effects of these principles.

2.1.LEGALITY OR TRANSPARENCY

The legality or transparency principle signifies that anyone must reasonably be
able to know what information is being processed about him or her,why this is being
done and who is doing it. The data controller must provide clear information so that
all those concerned are reasonably aware of which privacy expectations they may
harbor.

In the first place, the law establishes under which conditions it is permissible to
process personal data. The following situations are important for the private sector:
« the person concerned has given his/her unequivocal consent!18
« the processing is necessary to comply with an agreement to which the data
subject is a party or to take measures prior to the closing of this agreement
when done at the request of the person concerned?19
« the processing is necessary to fulfill an obligation to which the data controller
is subjected by a law,a decree or an ordinance, or by an executory measure120
« the processing is necessary in pursuit of a justified interest of the data con-
troller or of the third party to whom the data is given, except when the inter-
ests or the fundamental rights and freedoms of the person involved out-
weigh the data controllers interest121. The King is authorized to exclude
application of this rule in certain cases.

2.2.FINALITY

The principle of finality signifies that personal data may only be processed for a
very specific, explicitly defined and justifiable purpose. Using the data for a different
purpose is only permitted if this new purpose is compatible with the original one.The
compatibility must be evaluated taking into account all relevant factors, specifically
the reasonable expectations of the data subject, and the applicable laws and regula-
tions122, Further processing of the data for historical, statistical or academic purposes
are not considered incompatible under the conditions established by Royal
Decree’23, Collecting information because it may come in handy some day is out of
the question.

2.3.PROPORTIONALITY

Only information that is really necessary to attain the objectives set may be
processed: the data must be sufficient, relevant and may not be excessive'24.On top
of this, the information must be accurate and, if necessary, updated’25. This does not
imply that the original document must be modified, alternatively remarks may be
added in an annex.

Personal data may not be stored in an identifiable way longer than necessary.126
The Privacy Decree contains a special regime for historical, statistical or academic pur-
poses. When selecting documents for the archives, the proportionality principle will
have an important role to play.

Digital archiving




Part 1: The Legal Framework for Business Archives v&ﬁ:m

Diocument to Knewledge

DATA SUBJECT PROTECTION RIGHTS
3.1. NOTIFICATION RIGHT

The data controller must, in principle, notify all data subjects that information
about them is being processed. The law makes a distinction depending on whether
the information came from the data subject himself or from another source.

3.1.1.Data Received from Data Subject

An organization will mainly archive personal data requested directly from the data
subject. Examples of this are the personnel files or customer information.

In principle, the data subject must be notified about the objective and the context
of the processing at the latest upon the time of collection, except if he is already aware
of this information’27. Additional obligations can be proscribed for specific situations
by royal decree.The notification should specifically contain the following information:

- the name and address of the person responsible for the processing and,
where appropriate, his representative

« the purposes of the processing

- the recipients or the categories of recipients of the data

- information on whether an answer is mandatory and the possible conse-
quences of not providing an answer

+a notice that the person concerned has the right to consult and correct
his/her own personal data.

Personal data may only be preserved for as long as they are required in order to
achieve the purposes for which they were collected. When archiving is a goal in itself,
the organization should state this when collecting the information.

3.1.2. Data Received from Another Source

When the data has not been received from data subject, there is no immediate
occasion to provide the required notification. The law gives data controller several
options:either he/she contacts the data subject immediately after receiving the infor-
mation, or he/she does so before passing on the information to third parties. Again, in
specific cases, a royal decree may proscribe additional obligations.

The notification must contain the following information:

- the name and address of the data controller and, where appropriate, his
representative

« the purposes of the processing

* notice that the data subject has the right, upon request and at no cost, to
oppose the processing of his personal data for the purpose of direct market-
ing. In this case, the person must be informed before the personal data are
given to a third party for the first time or before they are used for the first time
in direct marketing for the benefit of third parties.

- the categories of data involved

- the recipients or categories of recipients
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+a notice that the person concerned has the right to consult and correct
his/her own personal data.

There are various exceptions to this rule. When the data subject already has the
necessary information about the data processing, the data controller need not
provide a new notification28.

If the personal data is recorded or transmitted in order to compliance with the
law129, no notification is required130,

The data controller is not obliged to notify when this is impossible or when this
would require a disproportionate amount of effort131. The Privacy Decree!32 imposes
additional conditions upon this exception, which is primarily intended for data pro-
cessing in the public interest, such as statistical, historical or academic research or for
population studies with a view to protecting and improving public health.

3.2. COMMUNICATION RIGHT

The Privacy Act gives everyone the right to determine how his/her personal data
are used. First and foremost, any data subject has the right to ask whether information
about him/her is being processed. If this is the case, the data controller must also
provide information about the objectives of this processing, about the categories of
data in question and about the categories of recipients to whom the information is
given133,

Moreover, the data subject may demand that the data involved is communicated
to him in an accessible form. Any information available about the origin of the data
must be included34.1n legal doctrine, a pragmatic interpretation of this obligation is
advocated.If it requires a disproportionately great effort to make a copy of all the data,
an overview should suffice135,

This obligation imposes a heavy burden on the management of archives. As the
notion “personal data”is interpreted very broadly, many people can invoke this right.
For example, a personnel file mainly contains personal data about the employee con-
cerned. However, the same file may also contain information about the members of
his/her family, evaluations from his superiors, information about the human resource
manager and correspondence with various social security agencies. One personnel
file can thus contain personal data about many different people.Ideally, the metadata
to each document or file in the archive should contain a list of all the data subjects
involved. Ideally such a list is recorded from the very moment the document or file is
Created.

To exercise the communication right, the data subject must send a dated and
signed request to the data controller, his representative in Belgium or the processor.
The data subject must prove his/her identity. The request may be delivered by hand,
post or electronically. If the request is delivered by hand, the clerk must immediately
hand over a dated and signed receipt. The data controller must respond to the
request within 45 days of receiving it136,

There are only a few exceptions to the communication right, namely for data pro-
cessing by the government bodies listed in the law .In some cases there is no direct
right to be informed, but those concerned must apply to the Commission for the
Protection of Privacy'38.
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3.3. CORRECTION RIGHT

Everyone has the right to have all incorrect personal data relating to him/her cor-
rected at no cost.In addition to correcting inaccurate data, the person concerned may
also provide supplementary information.When information is processed in contraven-
tion of the law, he/she may demand that it be deleted, or at least no longer used139,

The data subject may not simply replace subjective evaluations with his/her own
version, but the data controller must record that the information is challenged140.
In other cases, too, it can be advisable not to make changes and additions to the
original document but to place them in an annex.

The right to make corrections can be invoked in the same way as the communi-
cation right. The data controller has a month to respond. In his/her answer a list of the
corrections or deletions must be included. This information is also passed on to the
third parties to whom he/she has transmitted incorrect, incomplete or irrelevant data
insofar as the data controller still knows to whom the data was transmitted. This
obligation does not apply when this notification is impossible or requires a dispro-
portionately great effort141.

There are only a few exceptions to the right to make corrections, again for those
government bodies listed in the law42.In this case, too, the right to make corrections
must sometimes be exercised through the Commission for the Protection of Privacy143.

3.4.RIGHT TO OBJECT

Every data subject may object to the processing of his/her personal data if he/she
has weighty and justified reasons for doing so144. One may object to processing for
direct marketing purposes without any specific motivation'45.When collecting data,
the data controller must give the data subject an opportunity to object to the use of
his/her details for direct marketing4é.

The right to object does not apply when the processing is necessary:
- to fulfill a obligation prescribed by law to which data controller is subject, or
+to execute an agreement to which the person concerned is a party or in
order to to take measures which were requested by the data subject in
preperation of contract conlusion14”

The records creator can record the legal basis for processing the personal data in
the metadata. This way it can be easily determined later on whether or not a right to
object exists.

The procedure for invoking the right to object is the same as for the correction
right. The data controller must notify the requestor within a month about what action
he will take148,

In addition to those already mentioned, there are a few other exceptions for some
public bodies!49.In some cases the right to object may be exercised indirectly via the
Commission for the Protection of Privacy150,

3.5.RIGHT TO REDRESS

The Privacy Act gives the data subject two special remedies against violations of
his/her privacy. The data subject can file a complaint with the president of the court
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of first instance or can lodge a complaint to the Commission for the Protection of
Privacy151.In addition the data subject can, of course, also use regular legal remedies,
such as lodging a complaint with the district attorney, suing for civil action concurrent
with a criminal complaint or submitting a claim for damages to a civil court.

PROCESSING SPECIAL CATEGORIES OF PERSONAL DATA

In addition to the rules already discussed, there is a more stringent regime for sev-
eral special cases of personal data’52.In principle, it is totally forbidden to process such
information, except in the cases described in the law. In what follows the guiding
principles of the law are explained.

The Privacy Decree establishes conditions for the various special categories of
data’53.The data controller must indicate the categories of persons who can consult
the data and describe their task in processing the data. This also applies to cases in
which a processor is brought in. The data controller must ensure that the persons indi-
cated are bound by a legal, statutory or contractual confidentiality obligation. The
notification to the data subject and the registration with the commission must cite
the legal ground invoked by the data controller for the processing.

4.1.SENSITIVE DATA

Personal data revealing the racial or ethnic origin, political convictions, religious or
philosophical convictions or union membership, as well as personal data regarding
sexual orientation all fall under the category “sensitive information”154,

Sensitive information may be processed in among others the following cases’55:

+The data subject has given written permission for such processing, on the
condition that he/she may withdraw this permission at any time. This excep-
tion cannot be invoked by present or potential employers of the data subject,
or by any person with whom the he/she is in a position of dependence,
unless the object of the processing is to provide a benefit.

+The processing is necessary to allow the data controller to comply with
specific obligations and rights relating to labor law;

+ The processing is necessary for the realization of an objective established by
or by virtue of the laws governing social security;

+ The processing relates to information that the data subject has indisputably
made public;

+ The processing is necessary for the establishment, exercise or defense of a
rightin court;

+ The processing is necessary for academic research, insofar as the conditions
established in the Royal Decree are met.

Sensitive information may also be processed in other cases when a law, decree or
ordinance permits this for another important reason relating to a public interest156, A
royal decree or a ministerial order does not suffice in this case.
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4.2. MEDICAL INFORMATION

This category covers all information related to health157. The law does not explain
this term further, but it refers to “all personal information relating to the former,
present or future state of a person’s physical or mental health"158,

Medical information may be processed in the following cases?59:

+The data subject has given written permission for such processing, on the
condition that he/she may withdraw this permission at any time. This excep-
tion cannot be invoked by present or potential employers of the data subject,
or by any person with whom the he/she is in a position of dependence,
unless the object of the processing is to provide a benefit.

+The processing is necessary to allow the data controller to comply with
specific obligations and rights relating to labor law;

+ The processing is necessary to reach an objective established by or by virtue
of the laws governing social security.

+ The processing is necessary for preventative medicine or medical diagnosis,
to provide care or treatment to the data subject or a relative, or for the man-
agement of medical services in the interests of the data subject. The data
must be processed under the supervision of a health care professional who
is subject to an obligation of secrecy.

+The processing involves information that the person concerned has
indisputably made public.

+ The processing is necessary to establish, exercise or defend a right in court.

*When the processing is necessary for academic research, insofar as the
conditions established in the Royal Decree are met.

Beyond these specific cases, medical information may be processed in all cases in
which this is required by a law, decree, ordinance, a royal decree or a ministerial order
for reasons of grave public interest’60. All processing must be done under the super-
vision of a health care professional bound by secrecy’61. Moreover, medical informa-
tion must,in principle, be obtained from the data subject himself. Requesting medical
information from third parties is only allowed when this is the only justifiable option162,

The data subject also has a right to have his medical information communicated
to him/her. Both he and the data controller can request that the information be con-
sulted through the mediation of a doctor or other professional health care profes-
sional163. The exercise of this right is requlated further by the Patients' Rights Act164,

4.3.JUDICIAL INFORMATION

Personal data relating to disputes submitted to tribunals and courts as well as to
administrative tribunals, relating to accusations, prosecutions or judgments dealing
with criminal offences or relating to administrative penalties or security measures are
all considered judicial information165.

The following are among the exceptional cases when judicial information may be processed166:

+ The processing is necessary for the management of the data subject’s own
disputes or those of the data controller.

+ The processing is necessary for academic research, insofar as the conditions
established in the Royal Decree are met.
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Judicial information may be processed if this is necessary to achieve the objectives
that a law, decree or ordinance, a royal decree or a ministerial order has established167,

In cases where the data controller is allowed to process judicial information, he is
bound by an obligation of secrecy.

4.4. ARCHIVING SENSITIVE, MEDICAL AND JUDICIAL INFORMATION

The initial gathering and processing of these special categories of information
must fall within the scope of one of the exceptions listed in the Privacy Act and must
satisfy the numerous conditions that are set.The preservation of this information must
also be justifiable on the same or another legal basis.

Communicating special personal data is, in itself, a type of processing and is only
possible when the legal basis invoked justifies this. To the extent that archiving takes
place internally (by subordinates or by a processor) this is not an issue, as there is no
communication to third parties going on. All employees must be bound an obligation
of confidentiality.

Granting access to the archives is an entirely different situation. There must be a
legal basis for the communication of the data. The Privacy Act permits communica-
tion in relation to a legal dispute one is involved in or for academic research, albeit
under the conditions established by Royal Decree’¢8,

In order to be able to comply with the stipulations of the Privacy Act efficiently, the
metadata of documents and files in the archive should mention whether they contain
sensitive, medical or judicial information.

ADMINISTRATIVE PROVISIONS
5.1.REGISTRATION

The data controller must register his activities with the Commission for the Protection
of Privacy before he starts processing personal information169. There are many exceptions
to this rule,in order to limit the amount of registrations!70, Among the exemptions are pro-
cessing as part of salary administration, personnel administration, accounting, customer
and supplier relationship management, municipal registers and processing by govern-
ment administrations'71. The Privacy Decree imposes special conditions in each case.

5.2. AUTHORISATION BY THE COMPETENT SECTORAL COMMITTEE

As of 2003, the law allows sectoral committees to be established within the com-
mission. These sectoral committees are competent to examine and decide upon all
requests relating to the processing or communication of information governed by
any special legislation172, An existing example is the sectoral committee for social
security!73 and the sectoral committee for the federal government established by the
Privacy Act'74.1n principle, any time the federal government wishes to communicate
personal data, authorization is required from the federal sectoral committee, which
investigates whether the communication complies with the laws and rules!75,
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MISCELLANEOUS PROVISIONS

The Privacy Act regulates various other aspects of the processing of personal data.
A short overview is given here for the sake of completeness. Only aspects that are of
specific importance for digital archiving are elaborated further.

6.1.SECURITY AND CONFIDENTIALITY OF DATA PROCESSING

The data controller must take suitable technical and organizational measures to
protect personal data against fortuitous or wrongful destruction, accidental loss, mod-
ification, unlawful access and any unlawful processing in general. An appropriate level
of security must be guaranteed given the state of the art in technology, the costs
involved, the nature of the data to be protected and the potential risks76. In other
words, the data controller must guarantee the confidentiality and integrity of the
information.

The Privacy Act lists several specific objectives that data controller must satisfy. A
procedure should be in place for updating information so that incorrect, incomplete,
irrelevant and unlawfully obtained or processed information can be corrected or
removed. Access to the data and processing tools may only be entrusted to employ-
ees and other subordinates to the extent necessary for the execution of their respon-
sibilities and the operational needs of the organization. The employees concerned
must be educated about the applicable privacy regulations. The actual processing of
information must correspond to the activities mentionned in the registration to the
Privacy Commission177.

If the data controller out-sources certain tasks, he must choose a processor that
guarantees a sufficient level of security. The out-sourcing contract must describe the
technical and organizational security measures, as well as the liability of the processor
in the event of non-compliance. Also, the contract impose upon the processor the
same privacy obligations as those to which the data controller is bound.The contract
must be drafted in writing, on paper or in electronic form?178,

6.2. CROSS-BORDER DATA EXCHANGE

The law regulates the transmission of data to third countries more stringently than
exchange of data among EU countries. In many countries, a much lower standard of
protection for personal data is in place179.

The question whether the level of protection is sufficient in a certain country can
not be answered in general. Each case must be examined individually, taking into
account the nature of the data, the objectives and the duration of the intended pro-
cessing, the countries of origin and destination, the general and sectoral legislation in
these countries, as well as the professional codes and protective measures observed
in these countries.

Under certain circumstances, data may still be exchanged with countries lacking a
suitable level of protection. This is the case when all those involved have given their
unequivocal permission or when the information is used in preparation of or in the
execution of a contract with the data subject. This is also allowed in order to defend a
right in a legal dispute or when this is prescribed by Belgian law180.
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The data controller himself can guarantee sufficient protection, for instance by
including privacy protection obligations in the contract with the foreign recipient.
After authorization from the King, the personal data may then be transmitted?81.

6.3. PENALTY PROVISIONS

Articles 37-43 of the Privacy Act impose a fine on infringements of the law.In addi-
tion to imposing a fine, the judge can order the confiscation of the media containing
the personal data involved in the crime, such as paper files, magnetic disks or tapes,
with the exception of the computers or any other equipment, or can order that the
data be deleted from them. The confiscation or the deletion can be ordered even
when the media in question do not belong to the person convicted82,

CASE STUDY: ARCHIVING PROFESSIONAL E-MAIL

Correspondence in paper form is routinely classified and archived in most organ-
izations. Likewise, business-related e-mail should be included in the archives as well.
From a technical point of view it is feasible to preserve all incoming and outgoing
messages. However, this practice would raise many hairy questions from a legal
perspective.

7.1. FREEDOM OF COMMUNICATION

The right to privacy is not limited to a right to be left alone, but includes the right
to engage in relationships with others without interference from third parties.
“Interference” encompasses preventing or hampering communication as well as
monitoring communication. This aspect of the right to privacy is called the freedom
of communication.

The freedom of communication is of such importance in our society that numer-
ous protective rules have been enacted83. Letters fall under the confidentiality of
correspondence.’84 Telecommunication, including telephone conversations, SMS and
e-mail fall under the confidentiality of telecommunication.The more general rules of
the Privacy Act also apply, except where more specific regulation diverges.

The confidentiality of telecommunication not only forbids outsiders to read the
content of someone else’s e-mail, but even to record the fact that messages are
exchanged. Using a device to intercept private messages during transmission consti-
tutes illegal wiretapping18. Interception is only punishable if it is done intentionally,
meaning knowingly and willingly'86.In this context,"private” means that the message
is not intended to be read by everyone. In principle, professional e-mail also has a
private character as it is not directed at the public at large187.

Monitoring someone else’s communications, even without accessing the content,
is a seperate offencel88. This monitoring need involve no more than recording
the name of the correspondents, the subject of the e-mail, the time of sending,
whether or not there was an attachment and any other information regarding the
telecommunication.
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The confidentiality of telecommunication entails that an employee’s e-mail may
not be added to the company archive just like that. An absolute prohibition on access-
ing an employee’s mailbox is untenable in a professional context. On the one hand
the employer feels the need to supervise the use that his employees make of e-mail.
On the other hand, important business information must be accessible to the
company. For instance, communication via e-mail is increasingly being used as
evidence in court.

Confidentiality of telecommunication is not an absolute right. In cases where all
the participants to a communication give permission for the interference, no offence
is committed. In addition, there is an exception for cases where a law permits or
requires the interference89.This exception is primarily intended to allow wiretapping
as part of a criminal inquiry, as circumscribed in the Wiretap Regulation190. Some legal
scholars191 see another example in the relationship of subordination between the
employee and his/her employer!92, On this basis, the employer may monitor the
employee’s use of internet and e-mail, and may also set up an archive containing
professional messages. Nonetheless, the Privacy Act still applies and determines the
limits the employer must respect when exercising his supervision.

7.2. COLLECTIVE LABOR AGREEMENT (CLA) NO 81
ON THE PROTECTION OF PRIVACY IN THE MONITORING
OF ELECTRONIC ONLINE COMMUNICATION DATA

Thus far, the monitoring of abuse of e-mail and internet facilities at work has
received more attention than the issue of archiving. Concerns about monitoring both
on the part of employers as of employees led to the negotiation of CLA no 81193, The
employers'organizations and the trade unions looked at all the applicable legislation
and applied these to work environment in a way that balances the interests at stake.
Although this was not the CLA's primary intention, the agreement does have an
impact on archiving professional e-mail in the private sector!94,

The CLA elaborates the three basic principles from the Privacy Act, namely, trans-
parency, finality and proportionality. The employer must take these principles into
account when he sets up an archiving system as well as during its use.

In a first phase, the employer must delineate a detailed archival policy, which
establishes the categories of e-mail messages to be saved as well as the metadata’9>
to be added to each message. The archival policy should explain to the employees
what to archive and how to do this. At the same time this gives employees an idea of
which type of personal data will be kept in the archive. Also, the system put in place
to monitor compliance with the archival policy must be explained. The information
supplied describe how the monitoring will be carried out, the prerogatives of super-
visors, the objectives pursued, the place and duration of the preservation of personal
data, whether or not monitoring is permanent or happens sporadically, and whether
any penalties will be imposed196.

By virtue of the proportionality principle, only professional e-mail may be pre-
served in the archives. In general, private e-mail is of no interest to the company and
therefor preserving such messages in an archive where colleagues may consult them
is a violation of privacy.In the CLA the distinction between “private” end “professional”
e-mail is made, although these terms are given a specific meaning. Basically all e-mail
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is considered private except when the employee “does not cast doubt” upon its pro-
fessional nature. This description is extremely vague and difficult to apply in practice.
The employer would do well to ask his employees to indicate explicitly for each out-
going and incoming message whether or not it is professional’97. According to the
CLA, professional e-mail may be archived without further ado for future use within the
company. Private e-mail may only be consulted in a limited number of cases, for
instance in order to monitor abuse.

The monitoring of the use made by employees of e-mail and internet must be
executed in two distinct phases’98; the same applies to monitoring of compliance
with the archival policy.In the first phase, the monitoring should be done at a general
level and only anonymous data should be processed. In case this brings to light evi-
dence of non-compliance with the archival policy, the employer should explain the
policy again to his personnel and warn them that if a similar violation occurs in the
future, those responsible will be identified. Tracing breaches back to the individual
responsible is the second phase, in which case even “private”e-mail - as defined in the
CLA — may be perused. This procedure shows that the CLA is primarily aimed at
restraining abuse and not at supporting normal business processes, such as archiving
professional information. Assessing the archival value of e-mail anonymously is
extremely difficult. Organizations should put at least as much effort into encouraging
employees to archive information, as in monitoring their behavior.

The CLA only covers the relationship between the employer and his employees,
without giving any regard to the position of third parties, for instance business con-
tacts.In any case, the rules of the Privacy Act must be respected with regard to these
third parties. Thus, the correspondents must be informed about the processing of
their data. This can be done by including a notice to this effect at the bottom of each
outgoing e-mail message. An automatic response with this information could also be
sent to new correspondents contacting the organization spontaneously.

ARCHIVING IS PERSONAL DATA MANAGEMENT

Every organization must set up its information systems taking into account the
requirements of the Privacy Act. Likewise, it should ensure that the recipients of its
information are also able to comply with the legal provisions. The organization can
satisfy this requirement by adding certain metadata to its documents, for instance, a
list of data subjects, the nature of the information, which notification was made, ...

Implementing privacy regulation in practice is a complex matter. It is essential to
draft a well-considered privacy policy. Processing information in contravention of the
law can have grave consequences, as the data involved must, in principle, be
destroyed.
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COPYRIGHT AND NEIGHBORING RIGHTS

INTRODUCTION

In the paper environment, copyright law had little impact on the activities of the
records manager. Preserving a physical copy of a work and making it available for consul-
tation are not activities relevant to copyright law.With digital archiving, the situation is very
different as each use of a digital work requires the production of copies. In what follows
the guiding principles of copyright law, including the specific rules for computer programs
and databases, are explained insofar as is relevant for archiving in the private sector.

In addition to the author, other intermediaries play a role in the exploitation of a
work. Some of these intermediaries enjoy a right neighboring to copyright, for
instance performing artists, the producer of phonograms and films, broadcasting
companies and the producer of databases. Only the sui generis right of the database
producer will be elucidated in any detail, as this is relevant for every archive.199

SCOPE OF APPLICATION

Copyright law protects texts, images, musical compositions, computer programs
and any other work, as long as the work possess a minimal degree of originality and
has been shaped into a particular form.These two conditions will be explained briefly.

2.1.ORIGINALITY

An original work is the result of the intellectual activity or effort of its creator. The
effort need not be very great, but must only be demonstrable. Originality presupposes
that the personality of the creator is expressed in the work in some way. In other
words, from the range of possibilities, the creator has chosen one form of expression
according to his/her personal preference.

Original does not necessarily imply “new": different people can reach similar results
independently. When many people express the same idea in the same manner, the
work may be considered “banal” and is not protected by copyright. The amount of
similar results suggests that the work is not an expression of the creator’s personality.

2.2.FORM

Ideas are not protected by copyright because ideas cannot be communicated
directly to others.Ideas must be expressed or put into a particular form and it is only
this expression or form which can be protected.

The artist Christo is world renown for wrapping large structures in cloth, such as
the Pont-Neuf in Paris or the parliament building in Berlin. The idea to wrap structures
is not protected by copyright and anyone may imitate it.

“Form” does not mean that only tangible objects are protected. Speeches, radio
programs and websites are also protected.
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2.3.BUSINESS DOCUMENTS

Copyright law protects a broad spectrum of works, including material created
within a professional context. An obvious example is a company’s advertising mate-
rial, including its website. Beside this reports, internal memos and even correspon-
dence can be protected by copyright if they are sufficiently original. For all these doc-
uments, it is very important to determine who the copyright holder is and the extent
of the protection.

In principle, business figures, telephone lists and the like are not protected by copy-
right.But the presentation and ordering of the material can be protected if it is sufficiently
original. The content may even fall under the sui generis database protection right.

THE COPYRIGHT HOLDER

The person who created the work is the initial copyright holder or author. The
copyright will often be held by someone else; the author can yield his/her rights in a
contract and at death, his/her heirs inherit them.The law uses the term“author”to des-
ignate both the original creator of a work and all persons who have received this right
from him/her. In what follows the term “author” will also be used to designate all
copyright holders.

For an outsider, it is very difficult to identify the copyright holder at a given time.
The law provides that the person whose name or“acronym”is mentioned on the work
may be presumed to be the actual copyright holder. In case of an anonymous work,
the "publisher”is presumed to exercise control over the copyrights. The term “pub-
lisher” includes anyone who manufactures works protected by copyright and puts
them on the market.

A company or organization generally knows who created its advertising material,
reports and the like. Therefor the board of directors cannot simply invoke the pres-
ence of the company logo on the document as a presumption of entitlement against
the actual creator of the work, but must show that the latter has transferred his/her
copyright to the company.

EXTENT OF THE PROTECTION

The author receives two types of rights to his/her work: property rights and moral
rights. The property rights give the author a monopoly on the exploitation of his/her
work. The moral rights protect the “intimate bond” between the initial author and
his/her creation.

4.1.PROPERTY RIGHTS

The author has the exclusive right to reproduce, distribute, rent and loan his/her
work. Beside this, the author has the exclusive right to produce derivative works (for
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instance translations, adaptations to another medium, merchandising, etc.). Finally, the
author must give his/her consent for each communication to the public (for instance
broadcasting on radio or television, performance of a play).

In the traditional analogue context, the monopoly on reproduction and commu-
nication to the public cover mainly ways to exploit a work commercially. For instance,
only the author may have his/her book printed and distributed for sale. The end-user
has the right to read his/her copy, to resell it and to lend it to third parties. Archiving a
copy also poses no problem.

But matters are different for digital works.The end-user cannot possibly use a digi-
tal work without making several copies of it, even if this is limited to the transitory
copies in the computer’s working memory. In theory, the author must give his/her
permission for this. Indirectly, this gives the author much more power over how the
end-user may or may not use the work.

Making digital works available on a network is usually equivalent to communica-
ting them to the public and the author’s permission is therefor required. Unless an
organization obtains the copyrights to works created by its employees, it must ask the
author's permission each time before distribution.

Copyright law has an impact on digital archiving in various ways. The archivist or
records manager must copy the work to include it in his/her archive. Over time, the
work must be adapted so that it remains accessible for the future. Finally, it is also the
intention to make the work available to others, either the general public or a select
few.

4.2. MORAL RIGHTS

The initial author has the right of divulgation or disclosure: only he/she may
decide when the work is ready to be made public. The paternity right implies that the
author decides under what name the work will be published. The author can oppose
any modification to his/her creation on the basis of his right to integrity.

Moral rights are strictly personal, which means that they are linked to a particular
person and are not transferable. The moral rights protect the “intimate bond”between
the author and his creation, which is considered an expression of his/her personality.

An organization can never be the holder of the moral right to a work, since this is
not transferable.To a certain degree, the original author of a work can promise not to
exercise his/her moral rights.

EXCEPTIONS TO COPYRIGHT

From the very beginning when copyright was first introduced in 1886, the legisla-
tor was aware that certain interests should be given precedence over the author’s
exclusive rights. Under certain circumstances the law grants permission to reproduce
a work or make it public without the author's consent. These exceptions are also
called "compulsory licenses” or “legal licenses’

Broadly speaking, the exceptions apply to private use, use as illustration in educa-
tion, use for academic research and use in the public interest. Each case is subject to
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specific conditions in order to keep the interference with the commercial exploitation
by the copyright holder to an acceptable minimum.

To some extent public and private archives can invoke these exceptions inasfar as
they are not commercially active200, Business archives can generally not invoke these
exceptions, since they are by definition operating in a commercial context.In what fol-
lows, the copyright exceptions will only be discussed where relevant to business
archives.

TERM OF PROTECTION

Copyright protection runs until 70 years after the author’s death. After his/her
death, the author’s rights pass to his/her heirs, unless he/she has assigned them to
someone else. When a work is authored by more than one person, the copyright
continues until 70 years after the death of the longest surviving author.

For anonymous or pseudonymous works, the 70-year term commences from the
point in time when the work was lawfully made accessible to the public.In case the
pseudonym leaves no doubt about the real identity of the author, the general rule
applies.

All terms are calculated as of January 1st of the year following upon the event that
gives rise to the rights. The correct calculation of the term of protection is mainly of
interest for works exploited commercially, for instance a book, a play or a comic-book
character. Business documents, such as advertising material and reports will generally
lose their relevance long before this term has expired.

LICENSES

The original author is not required to exploit his work himself, he may authorize
others to do so.The agreement whereby an author grants permission to a third party
to exploit his work or in which ownership of copyrights are transferred, is called a
icense agreement”.

The Copyright Act imposes several special conditions upon licence agreements to
protect the author. Only a written license agreement has evidential value against the
author.The license must expressly state if and how the author will be remunerated, as
well as the extent and the duration of the transfer of rights per mode of exploita-
tion201, The transfer of the rights for modes of exploitation still unknown is null and
void. The licencee is obliged to actually exploit the work in good faith and in accor-
dance with fair trade practices. A license on works still to be created must state the
genre of the works and is only allowed for a limited period.202

There are more flexible arrangements for works created as part of an employment
contract or an appointment of a civil servant. The relaxation applies exclusively for
works created in the execution of the employment contract or appointment.
Moreover, the employment contract or appointment must expressly provide for the
transfer of copyrights. Insofar as these conditions are fulfilled, the transfer may relate
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to future works and modes of exploitation unknown when the employee was hired.
This last case must be stipulated explicitely in the labor agreement or appointment
and a share in the profit derived from the exploitation of these works must be
accorded to the author. The obligation to elaborate the conditions per mode of
exploitation and the obligation to exploit the work do not apply. The transfer of
copyrights can be the subject of a collective agreement203,

A similar relaxation applies to works created to order commissioned by someone
active in the non-cultural sector or in advertising, in cases where the work is intended
for this activity. In this case, too, the property rights on the work to be created may be
transferred in advance, including future modes of exploitation. The transfer of the
rights are not presumed, but must be agreed to explicitly. The obligation to elaborate
the conditions per mode of exploitation and the obligation to exploit the work do not

apply.

SANCTIONS

The Copyright Act imposes specific sanctions to restrain copyright infringements.
In the first place, these sanctions intend to punish interference with the commercial
exploitation of the work by the copyright holder.In addition, the Act gives the author
several means to halt this interference.

8.1.PENAL SANCTIONS

A punishable offence always presupposes a material element (the act and its con-
sequences) and a moral element (the motivation of the perpetrator). The crime of
copying includes any copyright infringement perpetrated with malicious or fraudu-
lent intent. The same applies to the malicious or fraudulent use of an author’s name
or of any distinctive marks used by the author to sign his creation. Works created in
this manner are considered forgeries.204

The material element includes any action that falls under the author’'s monopoly,
that is performed without his consent and that is not covered by a copyright excep-
tion. Exceeding the licensing conditions is also punishable. On top of this the moral
element of malicious or fraudulent intent is required."Malicious” means that one has
the intention to do harm.“Fraudulent” means that one wishes to make a profit from
the infringement or that one seeks an illicit advantage by fraudulently infringing
upon another’s rights205, In a commercial context, nearly every copyright infringe-
ment perpetrated knowingly and willingly is seen as fraudulent.

It is highly doubtful whether inclusion of a work in an internal business archive
could be branded malicious and fraudulent. The degree to which the normal exploita-
tion by the copyright owner is disturbed is indicative here. A work that is created by
an employee and is not independently exploited will be regarded differently from a
work originating from a competitor. Granting access to the work on a more or less
broad scale is a more sensitive matter. The distribution of the work could seriously
threaten the exploitation by the copyright holder.
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In accordance with the general rules of criminal law, prosecution of accessories is
possible and all forged works as well as resources used can be confiscated206, The
penalty for forgery is a fine between 100 and 100,000 EUR, multiplied by a factor of
five207, Beside this the judge can order the publication of the verdict. If the offence is
repeated, the judge can also pass a prison sentence and order the temporary or defin-
itive closure of the perpetrator’s establishment (company, organization, ...). Any inter-
ested third party may lodge a complaint;in addition to the author, this can be anyone
who exploits a part of the rights. The district attorney may prosecute independently.

8.2.CIVIL SANCTIONS

The copyright owner can enter a claim for damages for copyright infringement
based on the general liability rules in the Belgian Code of Civil Law.To do this, three
things must be proven: wrongful act, harm and the causal connection between the
two. A breach of the copyright provisions is already an wrongful act. Malicious intent
or fraudulent purpose is not required: even someone who infringes a copyright in
good faith can still be held liable. The harm can take various forms including lost profit
and moral harm will be cited frequently. Judges often measure harm based upon the
rates used by copyright collecting societies or those customary in the relevant indus-
try. Case law recognizes the causal relationship between the copyright infringement
and the harm suffered fairly easily, especially in a commercial context.

In exceptional cases, the nature of the copyright infringement is such that award-
ing even a minimal amount of damages is disproportionate. Sometimes bringing suit
is an exaggerated measure. In such cases, the person who is strictly speaking com-
mitting a copyright infringement can counterclaim that the author is abusing the
rights granted by copyright law. This could also be invoked against an employee
who refuses to give permission to include his/her business correspondence and
documents in the archives.

The Judicial Code contains several special procedures to help an author defend his
rights. The seizure of forgeries allows the author to gather evidence of the infringe-
ment208, The Copyright Act provides the author with two ways to protect his rights:
the author can enter a petition for injunctive relief209 and can demand that certain
materials be confiscated?210.

SPECIAL PROTECTION FOR COMPUTER PROGRAMS

Copyright protection for computer programs is regulated in the law of 30 June
1994 on the legal protection of computer programs. A few particularities of this law
will be discussed in what follows.

9.1. DEFINITION OF THE TERM “COMPUTER PROGRAM”
No definition of the term “computer program”is provided in the law.The legislator

feared that any definition would become obsolete too quickly. The preparatory texts
for the EU software directive described computer programs as a set of instructions
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expressed in any form, language, notation or code, the purpose of which is to cause a
computer to execute a particular task or function2!1. Thus on the one hand computer
programs are a kind of text, and on the other hand it encompasses a set of instruc-
tions. In addition, the law points out that the preparatory material also falls within the
scope of the law.

Computer programs are equated to literary works in the eyes of copyright law.The
general criteria — originality and form — also apply. A program'’s originality must be
sought in the structure used and the way in which instructions are expressed. Most
programs are only distributed in binary form so that only computers can read them.
The user is therefor unable to evaluate the originality and will have consider each
program as potentially covered by copyright.

9.2.THE COPYRIGHT HOLDER

For computer programs, too, the initial author is the person who created the pro-
gram.This rule is however mitigated in favor of employers. Only the employer is con-
sidered to be the holder of the property rights to a computer program written by one
or more employees or civil servants in the execution of their tasks or at the request of
the employer, unless the contract or appointment states otherwise.

9.3.EXTENT OF THE PROTECTION

A computer program is protected by the same property rights as any other work,
but the moral rights are more limited. The author of a computer program has no right
of divulgation, but does have the right to be credited with the authorship and the
right to forbid any modification of his/her work to the extent that this would damage
his honor or his reputation.

9.4. COPYRIGHT EXCEPTIONS

The author's exclusive rights are so extensive that normal use of his programs is
forbidden, unless the author gives his express consent. Of course, this is not the inten-
tion of the copyright law. In order to strike a just balance, several specific exceptions
have been introduced in favor of the legitimate user. This is any person who is in
possession of a legally obtained copy of the program.

First and foremost, the legitimate user may use the program for the purpose for
which it was created. The user may make copies, modifications and may correct any
errors that may be present without the author's permission insofar as this is strictly
necessary to work with his/her copy of the program.

In practice, these copies refer to the copies that the computer loads into the work-
ing memory when it runs a program. The users’ agreement may impose restrictive
conditions, but, of course, it cannot forbid the loading and running of the program in
the working memory.The contract may not forbid the correction of errors, since such
errors can hinder normal use. And the legitimate user may make one single backup
copy of the program. He may not pass this backup on to another user, because it
would then no longer be a backup. A backup may only be made when this is neces-
sary for using the program.When the manufacturer provides a backup, it is generally
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no longer necessary to make one.When the license to use the program terminates,
the right to keep a backup also ends.

It is permitted to decompile programs to the extent that this is strictly necessary
to create compatible or interoperable programs. Decompiling to create a program
with the same capability is excluded. This exception excludes decompiling the
program to preserve it so that it can be recompiled for use on future systems.

As far as the copyright law on computer programs is concerned, the preservation
of computer programs in an archive is only possible with the author’s consent.

9.5. PENAL SANCTIONS

There is an additional offence relating to computer programs: putting a copy of a
computer program on the market or possessing a copy for commercial reasons whilst
one knows or could reasonably know that the copy is illegitimate212,

This provision is broader than the offences described in the Copyright Act. A copy
of a computer program can be a material copy (CD-ROM) or an immaterial copy (on
a website). In addition to commercializing illegal copies, distributing them without a
commercial objective is also punishable. This also covers free, online distribution of a
copy. Reasonably knowing is a considerably weaker condition than knowingly and
willingly. The penalty is a fine between 100 and 100,000 EUR, multiplied by a factor of
five213,

Including a computer program in the archive does not constitute this criminal
offence. Making it available to, or allowing it to be consulted by, employees and third
parties could be construed as illegal trade.

SPECIAL PROTECTION FOR DATABASES

Databases are protected in two different ways. The database as a whole can be
protected by copyright if it is original. Both original and non-original databases fall
under a sui generis database right, which assigns exclusive rights to the database
producer.

10.1. DEFINITION OF THE TERM “DATABASE”

A‘database”is a collection of independent works, data or other materials arranged
in a systematic or methodical way and individually accessible by electronic or other
means. A database can contain copyrighted works, but it can also contain unpro-
tected works or even raw data. The elements must be independent and may not sim-
ply be subordinate elements of a larger whole, such as, for instance, chapters in a book.
A random collection of elements is not a database, but as soon as the data are ordered
in any way, they satisfy the condition of systematic or methodical ordering. The user
must be able to browse the various elements without having to read through the
whole collection each time. This can be done by ordering the elements or setting up
a search system. A database can exist in paper or electronic form214,
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10.2. HOLDER OF THE COPYRIGHT AND THE SUI GENERIS
DATABASE RIGHT

The general copyright rule also applies to databases: the author is the one who
created the database. For one category of databases the law presupposes that only
the employer is the owner of the economic rights. This is the case when the database
was developed by one or more employees or civil servants when performing their
duties or following instructions from their employer, as long as the database does not
belong to the cultural sector or the employer’s contract or the civil servant’s appoint-
ment does not state otherwise. Collective labor agreements can stipulate further
details.The law does not define the term “cultural sector”which means that the courts
will have to interpret this concept.

The Sui generis database right does not protect the intimate bond between an
author and his creation, but does protect the investment made by the producer of the
database. The producer is the one who took the initiative and bears the risk of the
investment leading to the creation of the database215. Only producers established in
a EU Member State enjoy the right to this protection21é, Producers from other coun-
tries can obtain the same protection when there is an agreement on this matter
between the EU and the country in question. Such agreements can only be entered
into with countries offering comparable protection. Thus far, few countries have such
alaw.

10.3.EXTENT OF THE COPYRIGHT PROTECTION

The special regime for databases applies to the database as a whole and does not
cover the elements included in it. The “database as a whole) meaning the database’s
structure and presentation, can enjoy copyright protection when the general condi-
tions have been satisfied. The selection or ordering of the database’s content can
demonstrate its originality. However, the value of many databases lies in their com-
pleteness and functionality, two characteristics that often exclude originality. For
instance, the phone book is always ordered alphabetically because a more original
order would not be very practical. The general rules governing copyright apply to the
elements in the database.

The author of an original database receives the same property rights to his
work as is the case for other works, namely the exclusive rights of reproduction and
communication.

10.4. EXTENT OF THE SUI GENERIS DATABASE RIGHT

The sui generis database right sets other criteria than copyright law to determine
which databases fall under this regime. Databases are protected when the obtaining,
verification or presentation of the contents required a substantial investment in a
qualitative or quantitative sense?17. The required investment can be a monetary
investment or an investment of time or effort. Only a substantial investment is taken
into account.”Substantial”can refer to a large quantitative investment or an important
qualitative investment. The producer must be able to demonstrate that these condi-
tions have been fulfilled.
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The objective of the sui generis database right is to protect the producer’s invest-
ment by granting him an exclusive right to the exploitation of the database. More
specifically, the producer may impose restrictions on the retrieval and reuse of the
database:"Extraction”is permanent or temporary transfer of all or a substantial part of
the contents of a database to another medium by any means or in any formz218."Re-
utilization”is any form of making available to the public all or a substantial part of the
contents of a database by the distribution of copies, by renting, by on-line or other
forms of transmission219.

The producer can forbid the extraction or re-utilization of the database as a whole
or of a substantial part of it. The criterion “substantial part”must be evaluated relatively
and is proportionate to the damage done to the producer’s investment. A part can be
substantial because of the amount of information (quantitative criterion) or because
of the nature of the data (qualitative criterion) that is extracted or re-utilized. In some
cases, the producer may also forbid the extraction or re-utilization of a non-substantial
part,namely when this conflicts with the normal exploitation of the database or when
this would unreasonably prejudice the legitmate interests of the producer220,

The records manager will frequently have to archive complete databases. In that
case, there is a question of extracting the database as a whole. In principle, the
producer must give his/her permission for this. Making the database available to the
public can then be a type of re-utilization.

10.5. SANCTIONS

A violation of the copyright on a database is punished in accordance with the
general rules of the Copyright Act. The Belgian Database Protection Act creates
several sanctions to protect the sui generis database right, which run parallel to the
sanctions in the Copyright Act. Three types of actions are considered forgery221: the
malicious or fraudulent violation of the producer’s right, the malicious or fraudulent
use of the producer’s name or of a distinctive characteristic with which he signs his
property (e.g. a logo), and finally re-utilizing copied databases for commercial pur-
poses, storing them for re-utilization or importing them in Belgium, to the extent that
the perpetrator knows that the databases have been copied.

The penalty is identical to that set by copyright law222. The judge can also order the
publication of the verdict and the closure of the perpetrator's establishment223, The
owner can invoke the same civil sanctions and measures as apply under copyright law.
The comments on the sanctions under copyright law apply equally to this context224,

CASE STUDY: ARCHIVING THE COMPANY WEBSITE

Whereas copyright has little impact on a company’s paper archive, it must be given
due consideration when establishing a digital archive. The inclusion of a document in
the archive requires the creation of various copies. Moreover, these copies must gener-
ally be modified in order to be suitable for archiving. Granting employees access to the
archive is a kind of communication to the public, even though this may be an
extremely limited public. All these actions fall under the copyright holder’'s monopoly.
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The impact of copyright law on the digital archive and the options open to the
archivist are explained below by way of a practical example, more specifically archi-
ving a company website. Organizations may wish to archive their websites for evi-
dence purposes, for instance, in order to demonstrate compliance with disclosure
requirements imposed by law.

11.1. CREATING A CORPORATE WEBSITE

In general, a website is not created by one person, but by a whole team. A graph-
ics designer designs a logo and the style for the website. A web developer transforms
this design into a usable template. A photographer provides pictures. All these ele-
ments taken separately are generally sufficiently original to be protected by copy-
right. The graphics designer, web developer and photographer are the original
authors of these works. The whole composed by these elements produces the site’s
look and feel, which can be protected as a composite work.

The content of a corporate site is often provided by the marketing department.
Other documents may also be published on the site, for instance, product documen-
tation, reports or annual accounts. These documents fall under the copyright law,
unless they cannot be considered original. The respective authors of these texts are
the original holders of the copyright.

11.2. ARCHIVING THE COMPANY WEBSITE

There are various strategies for archiving websites. One possible option is to make
a copy of all the files that were used to construct the site. Often certain changes must
be made to preserve the site in way that will keep it accessible.

For dynamic websites driven by a database this may be too complicated or too
expensive. In this case a screen capture movie can be made which shows how visitors
view the site.

In both cases a copy of the site is produced for archival purposes. The screen
capture can even be seen as a derivative work. Hence, the permission of all involved
copyright holders is necessary in order to archive the site.

11.3. ARCHIVAL LICENSE

While archives and libraries in the public sector can invoke certain copyright
exceptions, this is not the case in the private sector. Companies must obtain the
necessary licenses to construct and use their archive. A specific archival license or a
general transfer of copyrights are two possible avenues.

The company can opt to enter into a specific archival license agreement with all
those involved in constructing the site. A non-transferable and non-exclusive license
with the following rights can suffice:the right to make copies, to make technically nec-
essary modifications and to make the work available within the company.With such a
license, the company can manage an archive for its own internal use.

Normally,a company will wish broader rights. With respect to the contribution of
the employees, in this example the marketing and production departments, the labor
agreement or a CLA can stipulate the transfer of copyrights. In this way, the company
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acquires the property rights to all the work created by the employee in execution of
his contract from the time of hiring or the closing of the CLA.

The contract with the graphics designer and the web designer can also stipulate
the transfer of the property rights on works to be created. A company archive in the
cultural sector is subject to more restrictive general rules rather than the more flexible
rules, so that future modes of exploitation cannot be transferred.

When the photographer does not deliver made-to-order work, a license agree-
ment must be concluded with him/her in accordance with the general rules of copy-
right law.The license can only cover existing modes of exploitation and must describe
the conditions for each mode in detail.

A third possibility consists in requesting the respective authors to release their
work under a standard open source license.The General Public License (GPL) and the
Lesser General Public License (LGPL) are common examples for computer pro-
grams225, The various Creative Commons Public Licenses are often used for texts,
music and images226. One characteristic of these licenses is that the author gives a
non-exclusive and generally transferable license to copy, distribute and create derived
products from his work.In some cases stringent reciprocity requirements apply224.

12. ARCHIVING IS COPYING

Copyright law provides far-reaching protection for the author's interests, while the
rightful interests of the user are dealt with only marginally. Archiving electronic works
requires various actions that fall within the monopoly of the author. In principle,
organizations must obtain permission from the copyright holders if they wish to
archive protected works. With respect to copyright-protected works created by the
organization's employees or to order, it is advisable to negotiate consent for archiving
as early as possible.

CONCLUSION

The law has a profound impact on the creation, the maintenance and the use of
digital archives. Many regulations exist prescribing in which form documents should
be drafted and preserved. Over the past years, several obligations to use paper have
been amended in favor of more technologically neutral provisions. The general rules
of evidence, which indicate how documents should be created and preserved when
no specific rules apply, have also been modified to better accommodate digital doc-
uments. The introduction of the electronic signature for the conclusion of contracts is
an important step forward in this respect, though it is by no means the last.In general,
the modernized rules leave much freedom of choice to citizens and organizations on
how to design and organize their records management.The bottom line remains the
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ability to convince business partners, government administrations and judges of the
authenticity of the documents preserved.

The preservation of digital records and the management of the archives in the
private sector must comply with the legal framework on privacy protection and
copyright law.

In order to achieve this, a thorough understanding is required of the source of
each document, its type of content, the people involved in it and the context in which
it was created. Metadata should be kept specifying which actions were performed to
comply with the law.

A carefully drafted archival policy will allow organizations to control and access
internal information more efficiently, while preserving reliable evidence in compliance
with legal requirements. Clearly, digital archival cannot be an afterthought of infor-
mation management, but should be taken into account at the design stage of any
information system.

ANNEX 1.
THE DIGITAL SIGNATURE TECHNOLOGY

Various techniques can be used to produce an electronic signature. The most
widespread technology today is the digital signature. This technology served as a
model for the term “advanced electronic signature” in the EU Electronic Signature
Directive. The basic principles of how a digital signature works are explained in the
following paragraphs.

The digital signature allows two objectives to be achieved: establishing the origin
of a document and verifying its integrity. These two characteristics allow the author to
authenticate documents, which means that signatory confirms that he is the author
of this particular document. This is also the main objective of the handwritten
signature, which explains the popularity of digital signature technology among legal
scholars. When exchanging information via open networks, such as the internet, such
authentication can be very important.

The digital signature is a small, encrypted computer file (data in electronic form)
that is added to the electronic information to be authenticated. This computer file is
obtained by performing two operations on the electronic information: hashing and
encrypting.
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HASHING

Hashing is a technique with which electronic information can be reduced to a
unique fixed-length code. By applying various mathematical functions to the docu-
ment, the hashing algorithm calculates a hashing code. This hashing code is unique
for each document, which is why it is also called a digital fingerprint. If even a single
character in the digital document is modified in transmission or storage, the resulting
hashing code will be different. By comparing the original hashing code with the
current one, one can determine whether a document has changed or not.

A simple example can illustrate this. A simple hashing algorithm could work as
follows:“replace each letter by its position in the alphabet and then add all these num-
bers. Restart counting at zero each time the sum of these numbers reaches one mil-
lion.” The end result will be a number smaller than one million. That number is the
hashing code. If even one letter in the text of the message changes, then the hashing
code will be different.

Electronic document Hashing algorithm Hash code

- Replace each letter

by its position in the
The digital signature alphabet.
is just one type of - Add all these numbers. 524974
electronic signature. - Restart each time

the sum reaches

1 million.

Of course, this hashing algorithm is too simple to offer certainty. If two letters or
words change place, this will still produce the same hashing code. Even such a minor
change could produce a new document with an entirely different meaning.The phe-
nomenon in which two different texts produce the same hash code is called a hash
collision. With a good hashing algorithm it is practically impossible, from a statistical
point of view, to find two different documents with the same hashing code. Only
when such an algorithm is used, can we be certain that electronic information has
remained unchanged.

The original fingerprint must be safeguarded against manipulation to allow the
original hashing code to be compared with the present hashing code. Encryption
techniques are used to achieve this.
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ENCRYPTION

Encryption or cryptography is the science that investigates how information can
be safeguarded from, among other things, unauthorized access. In antiquity, Julius
Caesar used simple encryption algorithms to exchange messages with his generals.

Encryption or encoding means that the original plaintext message is transformed
into a cipher text that seams meaningless. The reverse operation is called decryption
or deciphering. A key known only to the sender and recipient can be used for encrypt-
ing and decrypting. Encrypting the content of a message prevents others than the
sender and recipient from being able to read it. In addition, it is certain that an
encrypted message that can be deciphered by using the common secret key origi-
nates from one of these two parties. This system, in which one secret key is shared by
the two parties, is called symmetric cryptography.

However, there are many disadvantages to symmetric cryptography. It is not suit-
able to secure electronic communication in an open network environment such as
the internet.The parties to the communication must contact one another via a secure
channel to exchange the secret key. However, electronic commerce will usually take
place between parties who do not know or trust each other and who have only one
commercial contact. During this exchange, a third party can also intercept the secret
key. Moreover, this still leaves two parties holding the secret key, which means that
one of the partners can pass himself off as the other. Because the same key is shared,
it is still not possible to be completely sure about the sender’s identity. Finally, there
are an infinite number of potential sender and recipient pairs on the internet and
each sender would need a separate secret key for each recipient.

Asymmetric cryptography resolves this problem by using two different but com-
plementary keys?228 Messages encrypted with one key — the secret key — can only be
decrypted with the complementary key — the public key. The sender need only keep
his key secret to be sure that no one else can send messages in his name. This can be
compared with the PIN code on a bankcard. The public key may be known to all and
can, for instance, be included in an electronic directory containing all the public keys
for participants in the network.

In asymmetric cryptography the keys can usually also be used in reverse. A mes-
sage encoded with the recipient’s public key can only be deciphered with the corre-
sponding private key. Everyone can encode messages in this manner, but only the
owner of the private key can decode them. This ensures the confidentiality of the
messages. This is the way to encode the content of electronic messages with
asymmetric cryptography:

1.The sender looks up the recipient’s public key in the electronic directory and
uses this public key to encrypt the message.

2.0nly the recipient can decipher the message, because no one else holds the
private key corresponding to the public key that was used.

The public and private keys comprise a "key pair’ Each participant in the network
must only have one key pair to send authenticated messages and receive confiden-
tial messages. The participant can use the same key pair repeatedly, regardless of the
other party with whom he/she communicates.

Asymmetric cryptography was originally developed as a new way of encrypting
electronic messages so that no one besides the intended recipient could read them.
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As time went by, it appeared that the reverse direction had advantageous applica-
tions. The sender can unequivocally identify himself/herself as the author of his/her
messages by encrypting them with his/her private key. Everyone can use the public
key to verify the origin and integrity of the messages. These characteristics make
asymmetric cryptography an excellent electronic substitute for the handwritten
signature.

SIGNING A MESSAGE

A digital signature is created as follows:
+ A hashing algorithm is used to calculate the fingerprint of the message to be
signed.
+Then the sender encrypts the hashing code with his own private key. The
result of this process is called the “digital signature’ The digital signature is
added to the document and sent with it to the recipient.
Itis not necessary to encrypt the complete message. Only the hashing code need
be encrypted, which requires much less calculating power.

VERIFYING THE SIGNATURE

The recipient must verify the sender’s digital signature to determine the originator of
the document. This is how it is done:

+The recipient calculates the hashing code for the message received. The
digital signature sent with the document is an encrypted hashing code that
the sender calculated.

+ The recipient looks up the sender’s public key in an electronic directory or
obtains it in some other way.

+ The digital signature can be decoded using the public key so that the origi-
nal hashing code becomes legible. The digital signature is successfully veri-
fied when the original hashing code and the calculated hashing code are
identical. The recipient can then be certain about the integrity of the mes-
sage. Beside this the recipient has relative certainty about the sender’s iden-
tity. The message is sent by the owner of the private key that corresponds to
the public key used.The sender is identified to the extent that the recipient
knows with certainty who the owner of this key pair is.
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PUBLIC KEY INFRASTRUCTURE

The digital signature identifies the sender of a message only relatively. The recipi-
ent must learn in one way or another who owns the public key used to verify the sig-
nature.Someone might generate a key pair and place the public key in the electronic
directory under someone else’s name. In this way he can pretend to be another
person.There is no intrinsic bond between a key pair and a specific person.

“Certificates” explicitly establishing the link between a public key and a particular
person are used to resolve this problem. A certificate can be compared with an iden-
tity card. In principle anyone can hand out such certificates stating the link between
a public key and a specific person in a document, which he then signs. Third parties
will consider such a certificate credible to the extent that they have confidence that
the certificate issuer is telling the truth. This solution is sufficient within small circles,
but it is not practicable on a large scale. That is why specialized companies offer their
services as independent “trusted third parties” (TTP) that grant certificates to anyone
who asks for them. These companies are called “Certificate Authorities” (CA), even
though they are often private companies229.In this case, too, third parties will only have
confidence in the certificates when they have confidence in the quality of the CA.

The CA establishes the link between a person and a public key in a certificate.
Organizations as well as natural persons can own a public key. Depending on the
desired level of certificate security, the CA verifies the accuracy of the identification
data supplied with more or less scrutiny. A low level certificate may mention only a
pseudonym.To obtain an advanced certificate, the CA can require the owner of the
public key to present himself/herself in person before the certificate is issued. A cer-
tificate is no more than a digital document that is signed by the CA and that contains
a public key and some identification data about the certificate holder. The link
between the owner and his/her private key need not be established in a certificate,
since the private key is inseparable from the public key.

The certificate holder can include a copy of the certificate with his digitally signed
messages. The recipient of the digital information can verify the certificate using the
CA's public key, just as the digital signature is verified using the certificate holder’s
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public key. For this reason, the CA's public key must be disclosed. It allows the recipi-
ent to be certain which CA issued the certificate. When he trusts the CA, he will accept
the link between the public key and the identity as it is established in the certificate
issued by the CA

It is clear that a whole infrastructure in addition to the key pairs is needed to
ensure authentication in an electronic environment.This framework, called “Public Key
Infrastructure” (PKI), which consists of a combination of hardware, software and
procedures, is a framework within which a variety of services based on public key
cryptography can be implemented. It offers solutions for matters such as key
management, certificate management, access to registers, etc. PKl is an important
element in the security of the ICT environment.
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INTRODUCTION

The DAVID-project examined how electronic records can be archived in a durable
and reliable way. Long-term archiving of electronic records is a challenge for a variety
of reasons and has a number of obstacles to overcome. These will be summarised
one-by-one below, so it gets clear what solutions are needed for electronic record
keeping. Since the DAVID-research primarily focussed on electronic records, it is use-
ful to examine our study object more closely in the second section of this chapter. This
is the initial concept from which the broad range of problems and issues is
approached, which concern electronic archiving in general (section 3).

PROBLEMS AND ISSUES?

Administrative staff members, public servants,IT managers, records managers and
archivists are increasingly confronted with the safekeeping and archiving of electronic
records. Electronic record keeping is not self-evident; it requires a number of special
solutions for:

+ 1.1.the technological obsolescence

+ 1.2.the large quantity of documents

+ 1.3.the appraisal and selection process

+ 1.4.the variety of documents

+ 1.5.the authenticity and reliability of records
+ 1.6.the archiving of the context

+ 1.7.the retrieval and the accessibility

1.1.THE TECHNOLOGICAL OBSOLESCENCE

Electronic records are per definition digital. A certain hard- and software configu-
ration is required for accessing and viewing digital documents.One must depart from
the principle that records will have a longer lifespan than the hard- and software con-
figurations in which they were created or managed, therefore a solution for techno-
logical obsolescence must be available. An electronic record can, after all, have a very
long or even permanent archival value, while the average IT infrastructure only has an
average operating lifespan between 5 and 10 years. Technological obsolescence
applies also to the storage media that contains the digital information. Digital media,
such as hard disks, CD-r's and tapes have a shorter operating life than traditional
information carriers, such as parchment, paper or microfilm.

1.2.THE LARGE QUANTITY OF DOCUMENTS

Agencies are making full use of IT facilities for the creation and exchange of doc-
uments.The quantity of digital documents is increasing every day.Even when archival
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services apply the principles of appraisal and selection extremely well, they will nev-
ertheless be confronted with a very large influx of digital documents. Appropriate
solutions, such as automated archival functionalities and batch processing will be
required. Such processes, however, must be controlled very precisely. Strict quality
checks and error detection, as well as error correction mechanisms will be required.

1.3.THE APPRAISAL AND SELECTION PROCESS

Electronic records require hardly any physical space for their storage.
Consequently one can wonder whether appraisal and selection of documents is actu-
ally still necessary,and why all digital documents cannot be archived. After all, storage
continues to become cheaper all the time. Nevertheless, appraisal and selection
remain necessary. Good records management demands that documents without
archival value are destroyed. Digital archiving is, after all, a complex problem that
requires extensive research, time and resources. These should preferably be used for
documents that have the status of records. It makes no sense to store documents that
have no archival value, or to demand additional transactions from users or special
requirements from information systems, in which no records are produced. After all,in
contrast to storage, substantial resources and efforts are required for the creation of
digital documents of high-quality, which can be easily archived and conceptually
managed, while maintaining their readability and accessibility. Appraisal is the key for
archiving electronic records that have been created in complex and technology-
dependent systems. Appraisal also plays a role in the choice of certain file formats as
an archiving file format. By destroying documents without archival value, one
increases the accessibility of those documents that have such value. Appraisal and
selection make a more efficient records management possible. And finally, the selec-
tion also maintains control over the functional requirements for the infrastructure of
electronic records management system and the digital repository.

1.4.THE VARIETY OF DOCUMENTS

The digital documents that are currently being created and received, are of a
highly diverse nature. There is not only a high diversity of digital object types (word
processing files, spreadsheets, e-mails, databases, images, audio visual materials, web-
sites, GIS, CAD, virtual models, etc), also the hard- and software configurations vary
greatly. An appropriate archiving solution is necessary for each electronic record. This
is not self-evident, if one takes into account the great diversity in operating systems
and applications.

1.5.THE AUTHENTICITY AND RELIABILITY OF RECORDS

Digital documents have the advantage that they can always be changed after
their creation.They can be modified very quickly. But, the contents of records must be
fixed and unalterable. In many cases, a change in a digital document can not be
detected afterwards. This can lead to doubts about the reliability, and that is why
appropriate measures are required. The archivist must assure that electronic records
cannot be changed without authorisation, and that eventual manipulations can be
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traced and be undone. This is the only way an archivist can assure the trustworthiness
of electronic records.

1.6.THE ARCHIVING OF THE CONTEXT

Digital documents can only be used in the future, when the user can interpret
them. In other words, the users of the electronic record must know in which context
the documents were created or received and what the function and purpose of the
record was. At a minimum, the users must know within which business processes the
document was created, to which file or subject the document refers, and what the
relation with other documents is.In the paper world, the document management and
the business processes are more closely linked to one another. This link is likely to be
lost in a digital environment.

1.7.THE RETRIEVAL AND THE ACCESSIBILITY

Records must be stored in a structured and accessible way to enable them to ful-
fil their function. This requirement is therefore also applicable to electronic records.
Electronic records must be stored in a logical, well-organised and structured way, to
ensure quick retrieval and preservation in relation with their context. As part of this,
information about the context must be communicated to the user of the archive, so
that he can fully understand the nature of the preserved records. Interpretation of
electronic records is only possible if they are renderable and, as a consequence, when
a solution for the problem of digital durability can be provided.

THE ELECTRONIC RECORD

Electronic records differ in several respects from paper records. A number of
important differences are a consequence of the fact that electronic records are
digital objects’:

« the way in which a digital object is stored and displayed is not the same: on
a digital medium, information is stored in bits (sequences of zeros and ones),
while the document is displayed on screen in its conceptual documentary
form. Therefore a more explicit identification and description of each
electronic record is necessary.

« the storage medium and the archived record are no longer an unity:changes
are no longer visually detectable.

« hard- and software are required for the rendition of a digital object: software
is required for converting the bits and bytes of an electronic record (the dig-
ital representation of a record) into the documentary form of the record (the
conceptual object). Digital objects can only be consulted, when the required
computer equipment and software are available.

« the original bitstream cannot be differentiated from the copied bitstream.

- digital objects have different appearances: the rendering on screen of a digi-
tal document depends on the computerconfiguration and the user settings.
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The look and feel of the same record isn't always the same.

+an electronic record can also have different bit representations: the same
record (for instance an e-mail message) can be stored in different formats (for
instance MSG, ASCIl/Unicode, TIFF, PDF, XML, etc.) and therefore in different
bitstreams.

- there is no fixed relationship between electronic records and computer files,
therefore making a clear identification necessary. The relationship between
electronic records and computer files can be:

- one-to-one: 1 electronic record is stored in one computer file

+ one-to-many: 1 electronic record consists of several computer files

* many-to-one: several electronic records are stored in a single
computer file.

These characteristics are inherent to the “digital nature” of electronic records. The
"digital nature”is an essential characteristic of the electronic records that may not be
lost,and which must also be transmitted in time. After all, archivists do depart from the
archiving principle that records are archived in their primary form: what has been
created in a digital way, must be archived digitally.

Through its digital properties, the concept of “the” original record is compromised.
After all, the original does not survive in a digital world. The original is doomed to dis-
appear, if only through technological obsolescence. Actually, everytime a digital doc-
ument is reconstructed, a new copy of the original is created. The rendering on screen
of the same bitstream will be given a new representation, depending on the com-
puterconfiguration and the user settings. Furthermore, the original digital document
cannot always be defined easily: digital documents do not have a fixed appearance or
sometimes even documentary form. This makes it even more difficult to define the
original “look and feel” of a document. Finally, the original bitstreams and their copies
cannot be differentiated from one another.

digital object record
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Electronic records are, on the other hand, also more than just digital objects.
Electronic records inherit characteristics from their recordness. Electronic records are
differentiated from digital objects and digital information by their2:

- fixed documentary form3: the structure, the composition and the defined
rendering of the document

+ a static or a fixed content (‘capture”)

« context:the archival bond with the records creator, with the business process
in which they were created or received, together with related records.

In general, five components are differentiated in an electronic record4:
- content
- structure
- context
+ layout,"look and feel”
+ behaviour, functionality.

The identification of the records, and the appraisal, results in a definition of the
essential and incidental properties or components of a record.The content, the struc-
ture and the context of the record are essential components>. By contrast, the “look
and feel”and the behaviour are not always essential for the recordness of documents.
These composing parts are not always equally easy to archive. The “look and feel”and
the behaviour are often so dependent on a specific computer application that it is
barely possible or even impossible to store them without these programs.

The essential properties must be archived in an unaltered way, while the inciden-
tal properties may be lost or changed. InterPARES research has shown that a record
keeping procedure for authentic records does not mean that the electronic records
may not be subjected to any changes, but that the final purpose of the document
may not have been changed and that the essential components are complete and
correct.6

DIGITAL ARCHIVING

The goal of digital archiving is to transmit an interpretable electronic record over
time. It is best to proceed from the assumption that the receiver of the electronic
record must have access to the conceptual document stored in the computerfile,and
that this document must be understandable. This implies, that both the future
computer and the future user must be capable of processing the preserved bits
and of understanding the electronic records. This leads to three requirements that
must be met by electronic records. They need to be executable, renderable and
understandable:

« executable: the digital storage media must contain intact bitstreams and it
must be possible to transfer these to the computermemory

« renderable: the bitstreams must be processed correctly by the computer, so
that the record can be displayed on screen
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- understandable: the user knows the function, the meaning and the context
of the record, making the records re-usable.

The preceding shows that the mere storage of bitstreams ("bit preservation”) is
insufficient in order to gain access to the content of electronic records. The consulta-
tion of an interpretable record is only possible, when a linked sequence of depend-
encies can be executed correctly:

1.the digital storage medium contains intact bitstreams

2.the bitstreams can be transfered to the computer memory. Properly func-
tioning peripheral equipment, ports, drivers, cables and operating systems
are required. The operating system of the computer must be compatible
with the filesystem of the storage medium.

3.the loaded bits can be rendered as the conceptual records,and they will be
displayed as such on screen.This is only possible when one disposes over the
necessary application software, which supports the file format of the
electronic record.

4.the user has information about the context in which the document was
created or used, so that he/she can fully assess the function and the
meaning of the document.

The electronic record is no longer interpretable, and it must be considered as lost
or no longer usable, if any one of these sequential steps is missing. The greater the
number of dependencies, the greater the risk is of losing of records. For these reasons,
elements such as backup formats, compression and encryption should be avoided as
much as possible.

The characteristics of an electronic record also show that digital archiving is not
the same as making a backup copy. The goal of backup copies is to repair lost or
deleted digital files in the short-term, while electronic records must be re-usable in
the long-term. In the case of backups, the basic assumption is that the original IT con-
figuration is still present, which will not be the case for electronic records that have a
long-term archival value. Backup copies are also usually used by the authors of the
documents themselves, who are capable of using these documents without addi-
tional contextual or administrative metadata. In most cases, the users of electronic
records are not the authors nor one of its initial recipients.

4. CONCLUSION

Digital archiving includes:
- the preservation of the digital nature of an electronic record
« preserving the possibility of reconstructing the electronic record, i.e. making
sure that electronic records can be consulted in the future
< making an interaction between the stored bitstreams, on the one hand, and a
hard- and software configuration, on the other hand, possible: taking the
required measures, so that usable and accessible electronic records are archived
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« limiting (external) dependencies to a minimum
« risk assessment: evaluation and limitation of risks, including the deployment
of security measures
+ more than just saving digital objects, and therefore also:
- defining the essential properties or components of an electronic
record through a unique identification of the records and appraisal
- explicit registration and archiving of information about the archival
bond and the context: ensuring that electronic records can be
understood correctly
* transmitting knowledge in time: making the conceptual content and
the meaning of an electronic records accessible
+ storage with a long-term vision: electronic records can have a permanent
archival value
« bringing digital documents under conceptual control and administration
« taking archiving into account, as soon as an electronic record is created or
received: appropriate procedures must be embedded in the complete life-
cycle of documents, including pro-active procedures to ensure the creation
and management of electronic records of high quality.

B. PRESERVATION STRATEGIES
Electronic records are digital objects. Various strategies can be applied for the
long-term preservation of a digital object. Below we will discuss the most common
preservation strategies, and we will examine to what extent these are suitable for the
long-term preservation of electronic records’. The following preservation strategies
are discussed:
1.Hard copy strategy
2. Preservation of technology
3.Conversion
4. Migration
5.Conclusion: preservation of the original and the migrated bitstreams
1. HARD COPY STRATEGY

In the hardcopy strategy, electronic records are transferred to microfilm, or printed
out on paper.

However, archival science proceeds from the principle that records should be

archived in their original, primary form:what was created digitally will be archived dig-
itally. The same holds for records created in paper form.In a conversion to paper or
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microfilm, an essential characteristic of a digital document is lost, namely its “digital
nature’ For this reason alone, the hard copy strategy is inadvisable. Furthermore, there
are still some other factors that apply in a conversion to paper or microfilm:

« the records lose their “digital advantages, such as reusability, central storage
and decentralised accessibility, automated composition of archival descrip-
tions, automated queries, etc.

+ some functionalities or behaviour of the electronic record may be lost

- for the destruction or replacement of a record, the approval of the Director of
the National Archives or his authorised deputy is required (art. 5, Public
records act of 24 June 1955)

- it is difficult to avoid that te digital versions of documents continue to be
used as a basis for transactions: the familiarity with digital information is
growing and the digital versions will continue to be viewed and used as the
primary copy in business processes

+ not all essential information is always printed out

+ not all electronic records can easily be transferred to paper or microfilm (for
instance GIS, CAD, multimedia objects, databases)

+ higher costs: a conversion to paper and microfilm, and the storage of paper
records is more expensive than digital archiving.

A printout on paper, or a transfer to microfilm, can only be considered as a tem-
porary archiving solution, which is applied in expectation of a full electronic record
keeping procedure.This option is, by the way, not applicable to all types of digital doc-
uments; only the electronic records with a paper equivalent can be printed out easily.
An important requirement is that all essential information will be included on the
printout or the microfilm version.

PRESERVATION OF TECHNOLOGY
2.1 COMPUTER MUSEUM STRATEGY

This approach consists of the storage of the original hard- and software, with which
the electronic records were created or managed. In this way,an outdated computer con-
figuration is maintained, so that the computer files can be consulted in their original form.

For medium-term and long-term storage, this solution is not feasible:

- all the various configurations must be stored

+ hard- and software have a limited life-cycle

- old hardware components are becoming increasingly scarce

«the IT know-how, which is required for working with the old hard- and
software, disappears

« product support becomes increasingly difficult with the passage of time

- a transfer of electronic records to new storage media becomes necessary,
because of the (natural) degradation of storage media.The new storage media
will probably not be compatible with the old computer configurations.
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This approach is only possible for short-term storage (5 to 10 years) of electronic
records.The museum strategy is therefore only usable for the storage of those records,
where the archival value does not exceed the lifespan of the technology, or as a tem-
porary solution that is applied in expectation of a more persistent record keeping
solution.Old computer configurations can sometimes still be used for the recuperation
of records in outdated formats.

2.2 EMULATION

In the emulation strategy, the original hard- and software is not preserved.Instead,
the required platform is simulated on future (newer) computer configurations, so that
electronic records can be consulted in their original (obsolete) file format.

Emulation can be applied at various levels. One can imitate the computer hard-
ware, the operating systems, specific software or a combination of these. Emulation is
possible on the basis of configurable chips (emulation via hardware), or on the basis
of computer programs (emulation via software).

At the moment different views exist, with regard to the way emulation can be applied
in digital archiving:
- Jeff Rothenberg: Emulation Virtual Machine8
+ Steve Gilheany: Turing Machine®
+Raymond Lorie: Universal Virtual Machine (data preservation, program
preservation)10
+ Cedars & Camileon project: Migration on request!!

Emulation has a number of interesting advantages:
+in theory, the documents can be preserved and accessed in their original
format:
- all original properties and functionalities are maintained
* no elements are lost as a consequence of conversion or migration
- the authenticity of the electronic records is easier to guarantee
« the formats of the stored documents do not have to be changed, every time
an archiving file format becomes obsolete
« the cost is not dependant on the number of preserved electronic records.

On the other hand, there are also a number of disadvantages that are connected to
emulation:

« emulation is technically very complex: the necessary know-how and expert-
ise for developing and maintaining an emulation system is not available in
archival institutions. As a consequence, the archival institutions depend on
external services and partners. This is in conflict with the goal to build up a
self-containing digital archive.

+ emulation has high development and maintenance costs: will archives, which
opt for this approach at the present time, have the financial means to
maintain this system in the future?

« the platforms,on which these emulation programs run,evolve, which means that
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a conversion or migration of the emulation programs is necessary in due time

- overkill: certain emulation approaches proceed from a complete simulation
of the original applications,including all editing functionalities, while a viewer
for a display of a (static) record is sufficient in principle. Emulation is directed
primarily to the long-term preservation of systems and software, while the
archivist is, in the first place, concerned with the digital archiving of records.

- creators utilise a large variety of different information systems, a number of
which have been specifically developed for the organisation or were pro-
grammed on an ad hoc basis. Archival services must have a large number of
emulators at their disposal, and it is not possible to share some of the costs
with other archives.

« the protection of author’s rights on hard- and software leads to restrictions
on reverse engineering, decompilation and disassembly of code, which limits
the creation of emulators

« emulation of closed or undocumented file formats, which is based on reverse
engineering, is risky if not impossible. Emulation of standardised or docu-
mented formats is easier and safer. Must emulation then be preceded by
migration to an open archiving file format after all?

- users work with outdated software and cannot make use of technological
innovations

« archives must not only maintain electronic records, but also emulation hard-
and software, and the necessay documentation.

- the feasibility of certain emulation approaches will only become apparent in
the future.

The most important argument that is presented by the promoters of emulation,
as a digital preservation strategy, is primarily the maintenance of the original com-
puter file, with all its original properties. One especially emphasises the possibility of
storing the “look and feel” and the functionalities, while these properties are often
changed or lost during conversion or migration. They do not question whether all of
the “original” properties contribute to the recordness of an electronic document, or
how the original “look and feel” can be defined, nor whether the maintenance of the
original functionalities is really an essential condition. They view electronic records
merely as digital artefacts, all of whose properties must be maintained.lt is not a coin-
cidence that the great advocates of emulation are in the first place computer scien-
tists. One should not forget that archives have other goals than museums, and that
appraisal and contextualisation are essential tasks for archivists.

Nonetheless, emulation remains a potential strategy, which may have its benefits
for the long-term preservation of electronic records. In all events, the experience with
emulation as a digital preservation strategy is limited at the present time.Furthermore
and up to the present, very few large-scale emulation applications are operational for
digital archiving purposes.
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CONVERSION

In the case of conversion, digital documents are converted from a lower to a
higher version of the same file format. An example is the conversion of a document
that was created in MS Word 97 to MS Word 2000.

The advantages:
« the documents remain executable and fully functional.

The disadvantages:

- electronic records must be converted with a high-frequency (for instance
MS Word 6.0 ¢ MS Word97 ¢ MS Word2000 ¢ MS Word2002 © MS Word2003)

« properties are often changed or lost, which means that the authenticity of
the document is more difficult to guarantee

- digital documents frequently continue to be stored in a manufacturer, soft-
ware or version-dependant format: absolutely no guarantee for long-term
support is available from the manufacturer of software-dependant formats.

Conversion is not a practical long-term storage strategy for digital documents.
As a consequence, conversion should be avoided as much as possible, unless no
other possibilities are available. For instance when no suitable archiving file format is
available, or if the loss of essential components of the record appears imminent.

MIGRATION

Migration is a preservation strategy, in which digital documents are transformed
into suitable archiving file formats.This is currently the most frequent method used for
archiving electronic records.

Since suitable archiving file formats are preferably standardised file formats, this
preservation strategy provides for the migration of electronic records (from a propri-
atary) to a standardised format. Standards are documented, stable and not dependent
on one manufacturer. Migration is sometimes also indicated by the terms “transfor-
mation” or “normalisation) whenever standards are used as a target format.

The advantages of migration as a storage strategy are:

« electronic records are not stored in a manufacturer-, software- or version-
dependant file format

« the specification of the file format is available: on the basis of this format
documentation, a new viewer can be programmed at any time

+ availability of conversion tools: besides the many conversion tools that are
available on the market, migration is also easy to realise with the help of
widely available computer programs.
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The disadvantages:
- this storage strategy is strongly depending on standards. However, standards
have a number of disadvantages:
+ their development process takes a long time; this means that
standards cannot follow the speed of the market evolution
« standards are not always precisely applied or implemented: standards
are sometimes expanded, so that additional functionalities become
available, through which the documents are no longer fully compatible
« standards support almost most no application-oriented functionalities
+not all standards are equally well distributed or have a sufficient
market penetration
« standards do not have an unlimited lifespan
- for some file formats there are no suitable archiving file formats available
- the original properties or functionalities of the source format can rarely
integrally be transferred to the target format: migration is in many cases
associated with loss
« at each conversion, the authenticity of the record is threatened.

Migration is at present the most frequently used strategy for the long-term preser-
vation of electronic records. One must, however, make sure that no essential informa-
tion is lost during migration, and that the authenticity of the electronic records is not
compromised.In principle, this is no hindrance for the application of a migration strat-
egy. With a thorough analysis of the source and the target format, such risks can be
avoided and any losses limited to a minimum. Based on an appraisal decision, this
should lead to the migration of all essential and as many of the incidental properties
as possible.

The migration procedure should be automated, taking into account the large
quantity of electronic records. Manual conversions are labour intensive and not always
consistently accurate. Automated migration procedures lead to a number of special
requirements for the migration process. One must define a migration path for each
record type. A migration path consists of the following steps:

- appraisal and selection: identify the record and define the essential and
incidental characteristics of the record
« choice of the target file format

« choose a file format that fulfills the requirements of a suitable archi-
ving file format (see C3.2)

« choose a file format that supports all essential components of the
electronic record

- define the profile of the target file format (uncompressed, color
schema, encapsulation of metadata, etc.)

* pay attention to the encapsulated metadata in the source files

« choice of the migration tool:

«select a "documented” migration tool: avoid “black box” migration
tools. Make sure you know which operations are performed behind
the scenes

« select a migration tool:
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- only after extensive testing
- that leaves the source files unaltered
+ with error-handling: error-detection, error-correction and error-
logging
« tests:include an extended test phase of the procedure and the transformation
operation, before migration is effectively applied
+ migration of the electronic records
- validation of the transformed records: check the quality of the records: verify
whether the transformed records are in conformity with the specification of
the archiving file format and the applied profile
+ document the entire migration process

CONCLUSION: PRESERVATION OF THE ORIGINAL
AND THE MIGRATED BITSTREAMS

An evaluation of the possible preservation strategies shows that there are cur-
rently no definitive solutions for the long-term preservation of electronic records.
None of the discussed preservation strategies is free of risk.

The search for a suitable preservation strategy has for many years focused on the
question, whether an emulation of the original software environment or, instead, a
migration of electronic records is the best solution. Both solutions have one common
denominator, namely that they translate a bitstream into a readable document.
Migration and emulation, however, do this at a different point in time. With migration
this is carried out in the present, while emulation projects this action somewhere in
the future. Migration tackles the problem by dealing with the document side, whereas
emulation searches for a solution for the readability problem on the hard- and
software side.

In the meantime, the view that both approaches do not need to exclude one
another has won ground. Both solutions are complimentary in the life-cycle of an
electronic record, or are more suitable for a certain type of electronic records. In gen-
eral,emulation is more suitable when the“look and feel”and the behaviour of the doc-
ument is important, while migration is sufficient whenever the content and the struc-
ture represent the essential components of a record. For a successful emulation, the
specifications of the technology must be available. A number of in between solutions
also exist, which combine elements of migration and emulation.

The preservation strategy that is recommended by the DAVID-project’? is a mid-
dle way between emulation and migration, keeping all options open for the future
and offering a direct solution for the readability problem.This can be achieved when
we preserve the original bitstreams together with the migrated versions, which offers
more quarantees towards long-term readability, of those bitstreams. Electronic
records, which have not been stored in a suitable archiving file format, are migrated to
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a suitable archiving file format before their ingest into the digital repository. The
record in its original file format is not destroyed; instead it is also included in the digi-
tal repository. This means that two bit representations of the same electronic record
are preserved: one in its original file format, and one in the migrated file format. It is
possible to store these representations in separate computer files, or to encapsulate
them in one XML container. This offers the advantage that in the future both emula-
tion and migration are possible, either from the original or from the migrated file
format. No migration is necessary for electronic records, which were directly created
in a suitable archiving file format, so only one representation of such record must be
preserved.

ORIGINAL ORIGINAL ORIGINAL
BITSTREAM BITSTREAM BITSTREAM

MIGRATED & MIGRATED
BITSTREAM 1 BITSTREAM 2

TIME

(): MIGRATIONTOOL
© 2003

-
>

When applied to a text document which had been saved in an MS Word file for-
mat, this preservation strategy includes the following steps. At the latest at the time
the document is ingested in the digital repository (moment x), the text document in
an MS Word format will be migrated to a suitable archiving file format with migration
tool A. Depending on an identification of the essential components and on appraisal,
a selection will be made from the XML, TIFF and PDF archiving file formats. MS Word
is after all an undocumented file format that is dependant upon one manufacturer
and one application, for which only time-limited support is available'3, making it
totally unsuitable for long-term archiving. In the digital repository, both the original
MS Word file and the migrated file are stored. Whenever the XML, TIFF or PDF archi-
ving file formats threaten to become obsolete (moment y), one has a choice between
various options:

- the use of an emulator for the MS Word format

« the use of an emulator for the migrated format

* migration to a new archiving file format (migrated bitstream 2), carried out on
the MS Word file with migration tool B
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* migration to a new archiving file format (migrated bitstream 2), carried out on
the migrated file format (migrated bitstream 1) with migration tool C.
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TIFF/PDF/XML

TIME I 1 >
200X y
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Even if, in the case of MS Word, emulation appears to be a relatively unlikely possi-
bility, this preservation strategy could mean that more of the original properties of the
record are preserved in the second archiving file format than in the first archiving file
format.

C. ARCHIVING STANDARDS

1.

IMPORTANCE

IT standards play an important role in every preservation strategy. In the case of
migration, the record is preferably transformed to a standardised file format. This
means that records do not frequently need to be migrated. Since the technical spec-
ifications of standardised file formats are available, new viewers can be programmed
for the outdated format at any time.Emulation of software for the visualisation of doc-
uments in standardised file formats, is simpler and more realistic then building an
emulator for undocumented or closed file formats. And finally, standards are also
important for the storage of records on media. After all, digital preservation media are
also subject to technological obsolescence. For the storage of records on a preserva-
tion media, physical (type of preservation media) and a logical (filesystem) standards
are preferably applied, so the electronic records are at least exchangeable.
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Standards can be applied to:
« the preservation media on which the electronic records are stored
- the file formats in which the electronic records are stored.

PRESERVATION MEDIA
2.1. DURABLE STORAGE MEDIA

Whether electronic records will still be renderable in the future depends, in the
first place, on the media on which they have been stored. Electronic records are best
stored on durable preservation media. The preservation media must be capable of
storing data for the long-term and may not deteriorate all too quickly.

The lifespan of storage media is usually examined on the basis of tests, whereby
the ageing process is speeded up and where the number of errors on the aged stor-
age media are measured. The lifespan of the storage media is subsequently forecast
on the basis of these tests,and on the assumption that the medium is stored under
good conditions.An error-detection and error-correction system is taken into account
in this regard. After all, an error-detection and error-correction system exists for every
type of storage medium.These mechanisms can repair errors on the storage medium
up to a certain level, so that the electronic files remain readable. The number of cor-
rectable errors does, however, have an upper limit. Computer files become unreadable
once this threshold is exceeded. The lifespan tests give a good indication of the
expected life expectancy of the storage medium, but they are in themselves no
guarantee for the readability of the records in the long-term.

A durable preservation medium and good material storage conditions only assure
that the storage media still contain the data that was transferred to them at one point
in time.Whether the information on the storage media can effectively still be retrieved
and executed depends on the available technology.

2.2.LIFE EXPECTANCY OF TECHNOLOGY

One must have access to the necessary hard- and software in the future, to be able
to load the information on a certain storage medium into the computer’s memory
(a.0. equipment, operating systems, drivers, cables, etc.). This technology ages quickly
and usually has a shorter life expectancy than the media on which the electronic
records are stored. From this viewpoint, it is irrelevant whether a CD-r has a life
expectancy of 100 years or not. There is a substantial probability that the equipment
and/or the programs, for reading the data on a CD-r will no longer be available in 10
or 20 years14. At present this is already the case for a variety of diskette and tape for-
mats. And this is valid for all types of storage media, both optical and magnetic. The
lifespan of a storage media is, as a consequence, in part determined by the available
technology. Transferral to other storage media will become necessary, as soon as a
certain technology is likely to become unavailable. By carefully selecting a stable
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preservation medium and a durable technology, the frequency of refreshing
operations can be reduced to a minimum.

2.3. GENERAL RECOMMENDATIONS

Both magnetic and optical storage media are, in practice, used as preservation
media for electronic records. The following recommendations apply to both types
of media:

« spread the risk: if possible, store the electronic records on several different
types of preservation media; do maintain a close control over the number of
different types of optical and digital preservation media for electronic
records, so that the number of supported systems can remain limited

- opt for storage media and technology that has proven its reliability and
operational safety; avoid the newest technologies that have not proven
themselves in this regard

« store records on media that do not degrade too quickly:select storage media
with a long life expectancy and a robust error-detection and error-correction
system

+ make sure that the required equipment and software applications are available:

» physical format: use standardised storage media, which can be read
by different types of equipment produced by several different
manufacturers

- logical format: Write data to the storage medium using a standardised
file system

+ make safety copies and store these in separate and safe locations off-site: the
number of safety copies that are required increases with the capacity and
density of the preservation medium

- store the storage media under good material conditions

+ carry out regular quality controls

- transfer the electronic records to a new preservation media, whenever:

- the number of correctable errors on the storage medium rises strongly

+ when the technology threatens to become obsolete

« check the integrity of the transferred bitstreams during refresh procedures
(for instance by comparing checksums)

* prepare a disaster and recovery plan for every type of storage media
containing electronic records

- together with each preservation medium, store an overview of the folder
structure and its contents

« store the records in a standardised filesystem, using an open, documented
and uncompressed file format on the storage medium.

2.4. MAGNETIC PRESERVATION MEDIA

More information and practical recommendations are available on the DAVID-website:
+ Digital ArchiVing. guldeline & aDvice, no. 6: Durable magnetic carriers
+ F.BOUDREZ, Magnetische dragers voor het archief, City Archives of Antwerp,
Antwerp, 2002.
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Recommendation: be careful when using hard disks as a medium
for long-term storage!

- use a type of hard disk that has proven its durability

+ make sure that safety procedures against data loss are available (for instance
RAID 5)

+ hard disks are not durable; they have a relatively short life expectancy (due
to heat, wear and tear)

- folders and files are saved in a filesystem that is defined by a certain type
of operating system; a duplicate storage in two different types of filesystems
(for instance Windows and Unix/Linux) gives extra security.

Recommendation: do not use backup tapes for archiving purposes!

Backup tapes are usually compressed copies of platform-dependent computer
files. Backup tapes are worthless without the original backup software and the com-
puter operating system, as well as the application with which the electronic records
were created:

+ backup formats are usually undocumented or closed formats, which are
proprietory to a certain manufacturer or part of a certain backup program

« backup files are usually compressed: specific software is required for decom-
pressing such files

+ not all information that is required for the reconstruction of computer files is
necessarily stored on the storage medium. Certain, essential information is
maintained on a backup computer

« backup tapes serve short-term file recovery goals, and not long-term preser-
vation of electronic records

+ backup tapes do not provide (administrative or technical) metadata about
the context of the records.

2.5.OPTICAL PRESERVATION MEDIA
More information and practical recommendations are available on the DAVID-website:
- Digital ArchiVing. guldeline & aDvice, no. 2: Durable CD's
« F.BOUDREZ, CDs voor het archief, City Archives of Antwerp, Antwerp, 2001)
Recommendation: do not use DVD as a long-term preservation medium!
« the standardisation of DVD technology has not been completed yet: different

standards exists besides each other.
- writable DVDs are not easily exchangeable.

FILE FORMATS

Electronic records are preferably stored in a standardised file format. As a rule,
standardised file formats are:

E Digital archiving



Part 2: Electronic Record Keeping

- open and documented: their technical specifications are available. One can
assume that viewers can easily be programmed, when the technical specifi-
cation of the file format is available.

+ stable: standards can only be revised when a certain procedure has been
observed

- software independent: the standards are supported by the different software
applications and open source initiatives

+ manufacturer independent.

3.1.HIERARCHY

A large number of different standards exist in the [T world. A hierarchical subdivi-
sion can be used for maintaining an overview, as well as a basic principle in the choice
of a certain file format for record keeping purposes.

The official standards are located at the top of this hierarchy.These standards have
been defined by official standardisation organisations, and they owe their official sta-
tus to the participation of a(n) (inter)Jgovernmental organisation. Well known exam-
ples are ISO (International Organisation for Standardisation), /EC (International
Electrotechnical Commission) and /TU (International Telecommunications Union).
Besides these, many other official regional and national standardisation organisations
exist.

Below the official standards, the so-called de facto standards are situated. The
group of de facto standards can be subdivided into three subgroups. The specifica-
tions are the result of non-official standardisation initiatives (for instance W3C). Their
management is not in the hands of a manufacturer, but is controlled by a standardis-
ation institute. The open formats, exactly like the specifications, are publicly docu-
mented, but their management depends on one manufacturer. And, finally, there are
the closed formats. These formats can be considered as de facto standards, due to
their wide distribution, but their technical specifications are not open and are
managed by one manufacturer.

When selecting a suitable archiving file format, it is preferable to concentrate on
official standards and specifications. A dose of pragmatism is recommended in this
regard.The hierarchy is an important guideline, but it is not the be-all and end-all. The
status of official standard does not in itself give any guarantee. For instance, certain
specifications are more widely applied than their official equivalents (see Unicode vs.
ISO-10646; XML vs. SGML). Next to the degree of standardisation, there are still other
criteria that are valid for suitable archiving file formats.
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3.2.SUITABLE ARCHIVING FILE FORMATS

A suitable archiving file format preferably meets the following criteria:

« standardised: documented, stable and not depending on one manufacturer

- widely distributed with sufficient market penetration

- exchangeable: independent of certain operating systems, network protocols
and applications

* provides a robust error-detection and error-correction mechanism: errors in
bit storage are repairable

« possibilities for systematic and automated validation

- well-structured storage of information

« storage without information loss (no /ossy compression)

« possibility for including certain (self-defined) metadata fields

- capable of transmitting essential properties of the record over time

« protection of the authenticity of the record

+ autonomous and self-containing

« possibility for media and equipment independent storage

- user-friendly.

These criteria are important in the choice of a certain file format as the archiving
file format. It is also best to remember these quality requirements when applying
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archiving standards. Standards can, after all, be applied in various ways. Most archiving
file formats make it possible for the user to define a number of settings and parame-
ters.For instance, one can create a number of different types of TIFF, XML and PDF files,
but not every TIFF, XML or PDF document is suitable for long-term preservation. JPEG
compression can for instance be applied to images that are stored as TIFF files. Not
only data is lost during this process, but one is also dependent on the corresponding
decompression for a reconstruction. The quality of XML documents depends on the
granularity, the nesting and semantics of the XML-tags. PDF documents that are
destined for long-term preservation are preferably tagged, or at least structured.

Itis best to keep electronic records as autonomous as possible. The dependencies
for a reconstruction are preferably limited to an absolute minimum. The lack of a sin-
gle necessary link in the reconstruction process can, after all, lead to the loss of the
record. This is the reason why compression, encryption, passwords or other security
settings should be avoided as much as possible.

More information about suitable archiving file formats is available on the DAVID-website:
+ Digital ArchiVing. guldeline & aDvice, no.4: Standards for file formats
+ F. BOUDREZ, Standaarden voor digitale archiefdocumenten, City Archives of
Antwerp, Antwerp, 2002-2005.
« F.BOUDREZ, <XML/> and electronic record keeping, City Archives of Antwerp,
Antwerp, 2002.

For certain types of digital information, no suitable archiving file formats are (as
yet) available. These digital documents are so closely linked to the hard- and software
environment in which they were created that they can only barely (or not at all) be
used outside that environment.This is the case for certain type of multimedia objects
at the present time.In such a case it is recommended to search for a file format which
answers as closely as possible to the criteria of a suitable archiving file format, whereby
any dependencies are avoided to a maximum degree.

Recommendation: do not use compression for long-term preservation!

The application of compression is avoided for the following reasons:

+ decompression is an extra step in the reconstruction process from preserved
bits to understandable document on screen, which conflicts with the principle
of avoiding all possible dependencies

« information and quality is lost in the case of lossy compression.The loss of quality,
noise and/or deformation, easily becomes audible or visually perceivable in audio-
visual records, when different compression algorithms are applied in sequence

« the processing of compressed bitstreams is more complex

- compressed digital documents are more vulnerable than uncompressed
documents:an error in a compressed file leads more quickly to an irretrievable
loss of data

« the need for compression is usually due to technological limitations (processing,
storage, transmission): these limitations will become less rigid and probably
disappear entirely in the coming years, due to technological progress.
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If compression is unavoidable, then one should opt for a lossless compression
method (one without data loss) and select a compression method with an open,
documented and standardised decompression algorithm.

3.3.EXAMPLES OF SUITABLE ARCHIVING FILE FORMATS

TYPE OF DOCUMENT ARCHIVING FILE FORMAT
Text: ASCII/UNICODE, TIFF, PDF, XML
Images:

Screen TIFF, PNG

Vector SVG

Screen and vector CGM
Sound: WAV (uncompressed PCM)
CAD: DXF
GIS: GML
Video: MXF

Recommendations:

« limit the number of file formats that are used within the organisation as an
archiving file format

- if possible, store electronic records immediately after their creation in a
suitable archiving file format

+ do not preserve electronic records in a closed or undocumented format

- avoid the use of compression (for instance LZW, JPEG, ZIP in a TIFF file; ZIP in
a PDF-file)

+ do not wrap up records into compressed formats (.zip, .tar, .rar)

- whenever the original formats are not saved, destroy the original computer
files only after the migration has been checked and validated

- check that the standards are applied correctly, and also verify that the
electronic records are conform the formal definition of the standard.

D. POLICY AND PROCEDURES

1. ARCHIVING POLICY

Every organisation needs a general policy, which defines the basic options and the
goal of the record keeping procedures within the organisation. This policy must make
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a coherent records management and record keeping possible, the final goal of which
is that records are managed in a good, structured and accessible way, for as long as
this is required. The archiving policy is a platform on which record management
actions and record keeping procedures are implemented.

The archiving policy within an organisation is preferably defined in a policy docu-
ment, which has been formally approved and which is applicable both to the paper
and to the electronic records. Such a document defines, among other things:

+ what the general goals and basic principles of the record keeping policy of
the organisation are

- what legal obligations are applicable to the records management and record
keeping procedures within the organisation

+ which documents have the status of record within the organisation

+which documents are preserved on paper and which are preserved
electronicly

« the long-term preservation strategy that is observed for electronic records

+ how and to what degree the reliability of the electronic records is guaranteed

+which part of the organisation is mandated for developing the record
keeping procedures

+ how the competencies and the responsibilities are distributed between the
agencies, the IT managers and the archival service

+ what the general guidelines are for the creation, use, management, archiving
and disposition of (electronic) records

+ how the costs are divided

+ what the creators and the archive users may expect.

THE OPEN ARCHIVAL INFORMATION SYSTEM (OAIS) MODEL

The Open Archival Information System (OAIS) model can be used as a guide in the
development of an information management and record keeping system. OAIS was
developed by the Consultative Committee of NASA for their Space Data Systems, and
in the meantime it is established as an ISO standard (ISO-14721:2002)15. Although the
OAIS model is applicable to both paper and electronic records, the model is primarily
directed towards the second category.

The OAIS model is not a system model for a record keeping system which can be
implemented immediately, it is rather a conceptual reference model. It offers a frame-
work in which procedures for the long-term archiving of digital information can be
developed. For developing a record keeping procedure, the processes and metadata
that are identified within OIAS are,amongst others,important. The functions, activities
and workflow are primary parts of every record keeping system, and they give form to
the record keeping function of an archival institution or archival service:

-ingest: quality control, registration, description, extraction of metadata,
migration of records, etc.
+long-term storage (physical management): the provision of good material
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circumstances, refreshing of preservation media, error-detection (checksums),
disaster plans, the preparation of backups, the maintenance of readability, etc.
« assuring accessibility (logical management):creation and updating of archival
descriptions and metadata, and the provision of retrieval paths
+management: defining a policy, consultation with the archive creators,
choosing standards, management of the digital repository, maintenance of
documentation, follow-up on technological changes, etc.
« providing access to the archives and the records.

These five functions are the key processes in every record keeping procedure for
electronic records,and they cover the entire document flow between the creator and
the users of the archives. How these processes will look like, depends on the concrete
design and realization of the record keeping procedures.

TOWARDS A CONCRETE RECORD KEEPING PROCEDURE

The record keeping policy and the archiving function within an organisation are
put into practice through concrete archiving procedures.

A variety of archiving procedures are applicable for the archiving of electronic
records.It is important for the creator of the archive to select the archiving procedures
that are most effective for the organisation and its records. Generally, the develop-
ment of a good archiving procedure can be subdivided into two steps:

- the definition of general criteria, which must be met by the archiving
procedure

+ a concrete definition of the archiving procedure, on the basis of a decision
model.

3.1.GENERAL CRITERIA FOR AN ARCHIVING PROCEDURE

In general, there are three types of criteria which a record keeping procedure
must meet:

- legal:the legal framework in which a record keeping procedure operates, usu-
ally contains a number of limitations and/or obligations which must be
observed. Especially, protection of the personal privacy, obligations with
regard to the freedom of access to public records and the copyright law must
be taken into account. Furthermore, specific laws or different regulations may
be applicable for each type of record.

- archival science: the electronic records must conform to a number of archiv-
ing quality requirements such as a digital durability, the highest possible
degree of autonomy and self-containment, the availability of required
metadata, contextualisation, etc.

« implementation: the technological infrastructure, scalability, user-friendliness,
co-operation and helpfulness of users, etc.
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possible archiving solutions

juridical framework

archiving-
procedure

A preliminary study will provide criteria to which the record keeping procedure
must comply. The possible archiving solutions are further delimited by each group of
criteria, so that the record keeping procedure can be practically defined in the next
phase.

3.2.THE DAVID-DECISION MODEL

Once the general criteria have been defined, the building blocks of the actual
record keeping procedure are defined in a following step.The DAVID-decision model
can be used as a guideline in this regard. This decision model can be applied to the
preservation of all types of electronic records.

Concrete choices are made on the basis of this decision model, which formulates
an answer to four questions:
* WHAT is to be archived?
+ WHO archives?
+ HOW are record keeping actions put into practice?
+ WHEN is a record keeping action carried out?

The basis for answering these four questions is the information system, in which
the records are created, received or managed. It is typical for this decision model that
an answer to one of the questions will/can determine the answer to some of the
other questions. For instance, if the answer to the HOW-question is emulation, then
this will also determine WHAT is to be archived.
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3.2.1.WHAT is to be archived?

- Identification of records:
+ What are the records?
+Which elements identify the documents that have a permanent
archival value? What identifies the record:filename, unique ID number,
etc?
+Which components of the record are (permanently) preserved: con-
tent, structure, context, layout/look & feel, behaviour/functionalities?
=>What are the essential and incidental properties of a
electronic record?
=> Which components give a document the status of a record?
« Will records be stored in their original file format, or are they only stored in
their archiving file format?
+ Are specific computer programs required for the reconstruction of the
records (for instance emulation programs)?
+ Which descriptive or technical metadata of the record will be archived?
+Which descriptive or technical metadata of the information system will be
archived in which the record was created and/or managed?

3.2.2.WHO archives?

+Who creates the digital files?

*Who registers the descriptive metadata?

*Who registers the technical metadata?

+Who converts the documents to an archiving file format?
*Who deposits the records with the archival service?
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Parameters:
- Does the protection of personal privacy create limitations?
« Is special hard- or software required?
*Who has the required technical know-how?

3.2.3.HOW are record keeping actions put into practice?

+ Which storage strategy will be used for digital objects :
- Migration?
— Emulation?
— A combination of migration and emulation?
+ In which archiving file format will documents be saved and preserved?
+ How will the metadata be archived:
—In a separate computer file?
— Embedded in the same computer file that contains the record?
—In a database?
+ Which instruments/tools are used for the registration of the metadata and
the conversion to archiving file formats?
+ How will the old electronic records be archived? What tools are required in
this regard?
+ How are the records and their metadata deposited at the archival service?
+ On what type of preservation media will the records and their metadata be
stored?
+ How will the authenticity and the integrity of the archived digital documents
be guaranteed?
+ How will it be guaranteed that records are not changed, after they have been
stored.

3.2.4.WHEN is a record keeping action carried out?

+When will the record be stored? When is the record created? When is the
document given the status and function of a record?
+ Which steps in the archiving procedure are carried out at what time?
+When does “capture”take place?
- When are the records transferred to the archival service?
Parameters:
- Capacity of the storage system
- The retention period of the documents
- The performance level of the computer system
+ Product support for the computer system
* Replacement of the computer system, with which the documents
were created or administered.
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ARCHIVING PROCEDURES

1.

BASIC PRINCIPLES

Concrete archiving procedures are developed and applied in implementation of
the archiving policy. These archiving procedures translate the general policy into prac-
tice,and they are customised to the requirements of the organisation and its records.

Two archiving procedures have been detailed within the DAVID-project: one for
office documents and another one for information systems. Both archiving proce-
dures are based upon the general criteria for an archiving procedure and the DAVID-
decision model. The electronic classification schema and its electronic files are the
focus of attention in the procedure for office documents, while the procedure for
information systems departs from the system itself. Tools and instruments were
developed during the course of the DAVID-project for implementing both proce-
dures. Despite their different starting points, both procedures share a number of sim-
ilar procedural steps and instruments, such as quality control, registration and retrieval,
application of archiving standards, etc.

The following basic principles were applied in developing these archiving procedures:
- application of the records continuum principle for the electronic records: the
archiving procedure starts with the creation or receipt of digital documents,
and it continues through to the ingest in the digital repository, their man-
agement and dissemination. This means that the archivist becomes involved
with records management.
- integrating as many steps as possible from the “paper world; with which the
user is acquainted (registration, filing, etc.).
+ automation of as many actions as possible:
+ automation increases user-friendliness
+ automation enhances the correct application of the archiving procedure
- integrating the archiving procedure as much as possible into the existing
IT infrastructure.

The implementation of this archiving procedure depends on a number of factors,
not least the IT infrastructure in which the procedure is applied. In a first phase, the
archiving procedure is applied in the existing IT environment as far as possible. After
all, computer configurations cannot simply be replaced. In practice this will often
mean that a number of (automated) records management functionalities will be built
into existing configurations. To what extent this is possible depends, among other
things, on the flexibility and the possibility for customisation of the installed operating
systems and applications. The computer programs that are currently in use have their
limitations in this area, but this isn't necessarily a disadvantage. It is even recom-
mended that record management is at first organised within the existing IT environ-
ment before one proceeds to purchase and implement more advanced document
and record management systems. In this way, the users can continue to work in a
familiar software environment, and they will become acquainted with the required
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actions, such as the creation of electronic files and registration within a digital context.
In the meantime, all of the involved parties will gain experience, and one will obtain a
better insight into the specific demands that will be made on new software. This way
one will be in a better position to define the functional requirements new software
should meet from the point of view of records management, so that one will be able
to apply the complete procedure in a second phase.

OFFICE DOCUMENTS

The DAVID-archiving procedure for office documents consists of six steps:
1. Developing a classification schema for electronic records
2.Creating and managing quality documents
3.Creating digital files
4. Appraisal and selection for long-term preservation
5. Migration to archiving file formats
6.Ingest into the digital repository and retrieval

The basic steps of the DAVID-archiving procedure for office documents can be
applied within every IT environment. The implementation of an archiving procedure
can proceed step by step. Not all of the steps of such a procedure must necessarily be
operational at the start. Steps 1 to 3 are of primary importance. Once the procedure
for creating a classification schema for electronic files is up and running, attention can
be given to preparing the implementation of the remaining steps as well as to includ-
ing the legacy records retro-actively in the archiving procedure or immediately into
the digital repository.The first steps are primarily directed towards the creation of doc-
uments of a good quality, within a structured and controlled environment. Digital doc-
uments which are not created and managed in an organised and structured way are
difficult to integrate retro-actively in a record keeping system, and it is very difficult to
turn them into high-quality records. A pro-active procedure is therefore required from
the moment of creation. If possible, these first steps should be linked as much as
possible to an appraisal decision, so that the essential components of the records are
determined in a structured way.

2.1.DEVELOPING A CLASSIFICATION SCHEMA FOR ELECTRONIC RECORDS

The development of a classification schema, in which electronic files and records
are managed, is the first step in bringing digital documents under intellectual control.

An electronic classification schema structures the electronic files and organises
the electronic records of the organisation. In this way, the archival context of the files
and the individual items can be defined. By basing a classification schema or file plan
on the business processes and the functions of the creator, a relationship is estab-
lished between the files and the business processes in which they were created or
received. After all, an archive contains process-related information and its goal is to
document business processes.The file plan achieves this goal best, when it is a reflection
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of the operational processes that lie at the basis of records creation. If possible, it is also
desirable to link the classification schema for paper and electronic records to each
other. This is possible by applying the same structure, or by using common filing- or
registration codes. In this way, the relationship between electronic and paper files can
be indicated’e.

By classifying electronic files, the structure of the archive is made visible.Within the
classification system the files are ordered in such a way that their (parent-child) rela-
tionship to one another is made clear. By assigning semantic folder names and/or
adding descriptions, one can give additional meaning to the electronic records that
are maintained within this structure. In this way, a logical and well-organised folder
structure is developed, which communicates information about the context. This
makes the files and their contents more easily accessible and usable by third parties,
in stead of just by staff members responsible for the administration.

The file plan or the classification system not only forms the structure in which elec-
tronic records are archived, but it also delivers important metadata information about
the records themselves. In combination with the names of higher-level folders, the
folder name provides information about the archival context and indicates the loca-
tion of the documents. This classification structure must not only be archived along
with the documents; it is also recommended to foresee a way to reconstruct the
classification system if necessary.

In short, a digital classification system is important from an archival point of view
for a number of reasons:

- digital documents are created in a structured and controlled environment

- the bond between the file on the one hand, and the business processes on
the other hand, is documented: since the documents are managed within
their archival context, they can be understood and interpreted

« a link is created between electronic and paper files

- the file plan offers an overview of all digital documents which are at the
disposal of the organisation: the folder structure strengthens the concept of
digital information as a corporate memory or resource of the organisation

« the structure of the archive is made visible: records are more accessible

- creation of files: the link between electronic records is established; related
electronic records can be managed as a group (e.g. appraisal and selection)

+a classification system makes appraisal and selection possible, so that an
excessive preservation of files without archival value is avoided. Records
should either be destroyed or archived in a timely manner.

- documents are accessible on the basis of consistent descriptions and the
structure of the archive.

The organisation of records in a classification system is not only important from an
archival point of view, but also offers a number of practical advantages:
+ documents can be found more quickly and,as a consequence, will be re-used
to a greater extent
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+ the same documents will no longer be stored in multiple copies at different
locations:file servers will be unburdened and capacity problems will decrease

- greater clarity about the value and the importance of documents

+ an easier application of version management.

Ideally, an electronic classification system is the result of collaboration between
the creator, the IT staff and the archivist. It is advisable to take the time necessary to
develop a joint folder structure, since this structure is the framework within which
electronic records are created and managed. It must be possible for the end-user to
find his way in this structure easily, as otherwise he/she may be discouraged from fil-
ing his records correctly. It is also recommended to foresee a procedure or agree-
ments for the management and control of the classification system, from the moment
that it is defined.

This first step is primarily directed towards the organisation of electronic files and
records,and is applicable within each operating system.The currently used operating
systems permit the creation of a hierarchical folder structure (Windows, Unix-Linux,
Apple). The electronic classification system can be created and managed with the
help of very simple file management applications (Windows Explorer, Nautilus File
Manager, Mac Finder). These applications do, of course, have their limitations: no ver-
sion management, limited access control, no possibility for the registration of self-
defined metadata at file level, lack of functionalities for the indication of retention peri-
ods, limited search possibilities, etc. Within more advanced document management
and record management systems, such functionalities are available17.

Practical tips and recommendations for the creation of a classification system for
electronic files are available on the DAVID-website:
« Digital ArchiVing. guldeline & aDvice, no. 3: Folder structure and file names
for electronic records.

2.2, CREATING AND MANAGING QUALITY DOCUMENTS

To enable a good record keeping system for electronic records, it is important to
create documents of high quality from the beginning. This step is directed towards
the creation and management of authentic, (re)usable and easily archivable electronic
documents. Since the authenticity of the record is linked to its identity and its
integrity!8, the necessary attention will be paid to these aspects in this step.

The quality of a digital document depends on:
1.the structure
2.the metadata
3.the file format
4.the reliability
5.the user.

The specific quality requirements of an electronic record depend on the function
of these records within the business processes in which they are created and
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managed. Good records must remain related to the business processes, in which they
were originally created or received (see sections 2.1 and 2.3).

The creation and the management of high-quality records will not only assure
that the record keeping procedure proceeds more easily and more efficiently, it will
also ensure that more incidental properties of electronic records are saved for the
long-term.

2.2.1.The structure

The internal structure of a document is not only important because it is usually an
essential component of an electronic record, but also because a successful migration
is only possible when electronic documents are well-structured.

Together with the content, the structure of an electronic record is important for
transmitting the purpose and the intention which is contained in the document over
time. As a consequence, the structure of a record is in most cases an essential com-
ponent. The structuring of a digital documents is closely associated with document
modelling. This is one of the standard methods for communicating knowledge in an
electronic way. The document model reflects the knowledge that originates after
computer data are defined, identified and related. After all, computer data by them-
selves have no meaning; meaning is attained by defining and clarifying the relation-
ships between the data. The internal structure also indicates how the different com-
ponents of a document are linked to one another. The more the logical relations
between the elements of a documents are indicated, the better a record will fulfil its
function.

Success in the migration of a document depends substantially on the structure of
the source document. Well-structured digital documents can be migrated more eas-
ily and with better results than unstructured documents. These latter documents are
always more difficult to re-use outside of their original software environment. Well-
structured documents will survive the ravages of time better,and it is easier to process
them in an automated way.

As a consequence, it is important to structure digital documents internally in an
explicit way. Documenting the structure of a document solely on the basis of its lay-
out creates a substantial risk, since the layout is in many cases lost. It is better to use
layout profiles and header styles, to which text-formatting can eventually be linked.

The granularity of the internal structure depends on the document model, and
on the degree to which each component of the document must be (separately)
re-usable or separately traceable.

2.2.2.The metadata

Digital documents can fully fulfil their function as a record in the future, when
metadata about the document and its context are available. The quality of a record
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also depends on the quality of its metadata. Metadata fulfil a variety of functions,
such as the identification of the record, supplying information about the archival con-
text of digital documents, helping to guarantee long-term readability, assuring their
reliability, etc.

Metadata, exactly like the electronic records themselves, must be permanent, sta-
ble and readable. Metadata are stored for at least the same period, as the digital doc-
uments to which they relate. Ideally, metadata of electronic records can be processed
automatically. For metadata a number of quality requirements are applicable, namely
they must be:

« fixed

« explicit

* structured

- digital

+ readable in the long-term
« linked to a record.

With regard to the metadata of a record, and as a part of the DAVID-decision
model, one has to ask oneself what metadata are registered by whom, at what level,
and where they will be stored.

Which metadata are necessary depends in part on the type of electronic record
and its function. For certain types of documents, metadata such as the author, version,
title, date of creation, etc. are important, while these may be unimportant for other
documents. The metadata of an e-mail, for instance, differ substantially from the
metadata of an archived website.

Metadata can relate to a variety of different levels:

« the individual record: f.i. the title, author, version, date, a reference to the file
folder or the subject matter, a description, keywords, reliability criteria, file
name, software, etc.

- the file: fi. the storage location, ID number, retention period, permanent
archival value, related (paper) files, etc.

- the series: fi. creator, function, handling, classification system, related
documents, scope, begin-end date, the archiving history, etc.

- the archive:fi.the creator,the mandate, function, handling, begin-end date, etc.

The metadata about electronic records can be stored in a variety of locations.
Metadata:
+can be encapsulated in the electronic record (fi. in the document
profile/properties, in the fileheader)
+ can be stored in a separate computer file
+can be included in a database.

In practice, a combination of these three possibilities is frequently applied and
they largely depend on the way access is provided to the archived records.The advan-
tage of encapsulation is that the metadata are indissoluble linked to the record, but

Digital archiving




Part 2: Electronic Record Keeping &mum

Diocument to Knewledge

such a decentralised storage has disadvantages regarding automated search proce-
dures.The storage in a centralised database is therefore better, but this does require
special care for a persistent link between record and its metadata. Regardless of the
storage location, a long-term storage of metadata must also be taken into considera-
tion.Encapsulated metadata, for instance, must be migrated along with the document
to the target format (f.i. migration of the document profile of MS Word to XML, TIFF or
PDF), and such a procedure may not lead to any readability problems. Databases, in
which metadata are stored, are also subject to technological obsolescence.

Wherever possible, metadata are preferably registered in an automated way. After
all, many metadata are already present in the computer system. In many cases this
requires that the metadata are captured in a static and explicit way and are linked to
the document or the file, to which they are related. Another possibility is to compose
the metadata automatically. However, not all metadata can be registered automati-
cally. Metadata about the archival context are a typical example of this. These meta-
data are best registered by those persons who know the contents and functions of
the records best, which, in most practical instances, will usually be the administrative
staff. If any action is required from the user in this regard, then it is recommended that
a very user-friendly solution is provided. Otherwise, the risk that no metadata are
assigned is very large.

Metadata are best registered when the document is created, or as quickly as
possible after its receipt. Since the assignment of metadata is an incremental process,
this must be taken into account.

2.2.3.The file format

The choice of the file format, in which digital information is stored, has direct con-
sequences for the lifespan and the durability of electronic records. If possible it is
highly recommended to store digital documents in a suitable archiving file format
from the moment of their creation. This will help to avoid migration and the possible
loss of incidental components.

In practice, though, this will not always be possible or desirable. For the purpose of
functionality, reusability or user-friendliness, preference can be given decided to tem-
porarily storing digital documents in a (non-exchangeable) manufacturer or applica-
tion dependant format. In such cases, the migration path (target format, migration
tool) must be known for this type of document at the moment of creation, so that, if
necessary, special measures can still be taken during the creation process. Since in a
desktop environment, the end-user can select the file format and a number of other
settings himself, it is also highly important that clear guidelines and rules are commmu-
nicated about this. If possible, the proper file format and profile should be pre-
programmed, so errors can be avoided.

When a document is saved in a suitable archiving file format, one has to make sure

that the applied file format profile is in conformity with the settings that are impor-
tant from an archival point of view. Most archiving file formats can, after all, be
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composed in a variety of ways.The user is free to use a number of settings, but not all
settings are equally suitable for long-term archiving. For instance, is not recom-
mended to compose PDF documents with a PDF writer, or to apply JPEG compression
when storing a TIFF document.

More information on this is available on the DAVID-website:
+ F. BOUDREZ, Standaarden voor digitale archiefdocumenten, City Archives of
Antwerp, Antwerp, 2002-2005.
« Digital ArchiVing. guldeline & aDvice, no.4: Standards for file formats.

2.2.4.The reliability

There's still no definte answer to the question how long-term reliability can be
assured in a conclusive manner.In any case, the preservation of reliable records is only
possible, when a procedure that assures such a reliability is applied from the moment
of the creation or the receipt of such documents. After all, the reliability must be guar-
anteed for the entire life-cycle. Such a procedure must, in first instance, make sure that
digital documents cannot be changed without authorisation and that changes are
traceable. The emphasis lies on the protection of the integrity of the record. For this
purpose, the creator can combine a variety of simple or somewhat more complex
measures:

+ access control and authorisation: only authorised users have access to files
and records (for instance user IDs, passwords, biometrics, PKI)

+“read-only” access: after archiving or “capture’ the electronic records are fixed
and no longer changeable (protected folders and/or files, consultation only
with a viewer software)

« version control: changes in documents can only be saved as a new version

+ maintenance of an audit trail: registration of certain actions on documents
(forinstance, who changed what at what point in time?). Since it is practically
impossible to log all actions, one has to define in advance which actions and
what part of these actions will be registered. The log files that are utilised for
system management will only be able to fulfil this function in rare cases, so
the creation of separate audit trails may be necessary.

+hashing: storage of the hash codes that are calculated on the bits of the
digital documents, so that subsequent verifications are possible

« time-stamping: registration of the date and the time of a transaction

« encryption: the transformation of the digital documents, so that they become
unreadable for anyone who does not have the corresponding decryption key.

The reliability of electronic records is assured through a combination of proce-
dures and technology. In this regard, one may not lose sight of the fact that technol-
ogy is subject to ageing (obsolescence) and that procedures are required, to make
sure that technologies can be replaced effectively. Such technologies are preferably
also embedded in a general procedure, which guarantees reliability in the long-term.
The (technological) components of these procedures must be replaceable, whenever
the technology itself changes.
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Since reliability is an important factor in an appraisal decision, and because of the
necessity of demonstrating such a reliability, it is important that the creator docu-
ments his reliability procedures, and that these are made available to the archivist.

2.2.5.The user

And finally, the quality of digital documents is also determined through the users:
the way in which digital documents are created, metadata are registered and the
documents are organised.

The creation of high-quality digital documents, and in a next step the creation of
files, depends on how familiar the are users with IT-processes and the level of care
they take. As a consequence, making the users aware through training procedures is
essential. The integration of basic skills for good document management in standard
IT training courses for administrative staff members, is therefore recommended. Since
the creation of good digital documents imposes some limitations on the user in a
number of different cases, it is also important to provide motivations for those
limitations.

2.2.6.Implementation and examples

The creation of quality digital documents depends strongly on the way users
compose documents and save them. This process can be steered in the right direc-
tion by providing the necessary training and through the creation of standard docu-
ments or the use of templates. Templates can be used to fix the structure of a docu-
ment in advance, and perhaps also to anticipate on future migrations of the
documents, for instance by registering dynamic data in a static and explicit way.
Furthermore, templates also include the possibility of assigning metadata in an
automated and user-friendly way.

With templates, certain actions can be carried out in a completely automated or
user-friendly way. Office applications, such as MS Office and OpenOffice, permit the
use of macros and scripts with templates.

Two examples of such templates are available on the DAVID-website:
+an e-mail template with a script:

+ automatic registration of metadata: e-mail address of the sender, date
and time-stamp of the transmission and receipt, file names of the
attachments are captured in an automated and structured way

- user-friendly assignment of the reference code and the target folder
by the sender or receiver

- export functionality: storage in a predefined file format, separation of
the e-mailmessage and attachments, replacement of impermissible
characters in file names

+ word template with macro:mandatory adding of pre-programmed and customised
metadata in an automated and user-friendly way, which is achieved at document
level by a user through the opening and closing of a text processing document.
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Tips and recommendations for good digital documents:

- give office documents a clear identifier (f.i.filename, referencecode, etc.)

- define the internal structure of documents in an explicit way; define the struc-
ture with the help of (header-)styles, instead of only using text-formatting

+ make sure that the content of dynamic fields (for instance an automated date
field) is fixed as soon as the document has been completed

+ make agreements about the re-use of documents, and for the creation of
new versions of an existing document, after the original version has been
captured in a definitive way.

2.3. CREATING DIGITAL FILES

Digital files are created and managed in a digital classification system. All digital
documents which are related to a task, a file or a subject, are stored in the same folder.
In this way, a relationship between related documents is defined.

The creation of electronic files offers the advantage that the possible finding
places of electronic records within an organisation are reduced to one central loca-
tion. Instead of spreading documents over local hard disks, file servers, e-mail systems,
database systems, external storage media, etc,, the electronic records are collected in
a centrally managed classification system. In this way one obtains a quick overview of
all available information within the organisation and of all records related to a partic-
ular event or subject, regardless of the type of document or application in which these
documents were created: text documents, spreadsheets, e-mail messages, presenta-
tions, etc. This is the way to prevent the creation of several information islands within
an organisation. Information islands sometimes come into existence, because specific
applications are used for the management of a certain series of records (decisions,
correspondence, e-mail messages, etc.). These applications are not suitable for storing
large quantities of records in the (medium) long term. It is better to add the records
of such a series to an electronic file, instead of managing them within these applications.
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The structured classification of electronic records by file or subject folders, makes
it possible for the administrative staff or archivist to process those digital documents
as a group. Appraisal and selection can, for instance, be carried out at a file or subject
level. This has, however, consequences, since dropping a document in a certain folder
is connected to a decision with regard to its preservation or destruction. Close
supervision is recommended in this regard, but is not always easy to achieve.

An essential aspect of the creation of electronic files is the registration of metadata
about these files. Important information about electronic files are amongst others:
their position within a certain work process, a description, their relation with and the
location of a related paper file, the documents in the file, and the retention period.
These metadata are common to all documents within the file, and they must be
linked to the electronic file in one way or another. That is how a file profile is devel-
oped. Most commonly used operating systems of today do not offer the possibility of
registering customised metadata at folder level. However, this is possible with
WebDAV, or with more advanced document management systems. An inbetween
solution is the ad hoc application, which has been designed by DAVID. This applica-
tion offers the user an interface to add metadata about an eletronic file,and these file
attributes are saved as an XML document in the folder to which the metadata are

related9.
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The electronic files are the building blocks of the classification system. Since the
following steps in the archiving procedure take this classification system as their start-
ing point, one can consider the inclusion of a document in a certain file folder as the
formal transaction with which the document effectively becomes a record for the
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organisation. Digital documents, which are not a part of this classification system,
effectively escape the archiving procedure and will not be included in the digital
repository.One could say that adding a document to a classification system “classifies”
the recordstatus of a document.

The classification structure itself and the location of electronic records within this
structure are important metadata information. The file folder structure reflects the
context in which the documents are created or managed and indicates the relation-
ship between the documents and within a business process. As a consequence, the
folder structure must be archived and should be documented extensively. A loss of
the folder structure would, after all, mean a loss of the archival context. It is one of the
essential components of a record. A possible solution for this problem is the creation
of XML file lists. A hierarchical overview of the folders is created in such a file list,
including a mention of the documents that are stored in those folders20.

2.4. APPRAISAL AND SELECTION FOR LONG-TERM PRESERVATION

The issues regarding appraisal and selection are situated at two different levels
within the digital world: the file and the records. At file level, the question regarding
selection focuses above all on which files are preserved and which are destroyed. At
record level, based on appraisal a decision is made as to which components are
essential and which are incidental.In case of paper documents, this last question does
not pose itself because the entire paper record is preserved.

The records schedules for paper files are equally valid for electronic files. No other
retention periods apply for electronic files. Brought into practice this means that at a
given point in time, those files, which are considered for long-term archiving, are
selected and removed from the active classification structure. Such a selection can be
carried out on the bases of a manual and/or automatic selection procedure.The latter
method, however, requires that the retention period is indicated and processable in
one way or another.One possibility is, for instance, to include the retention period and
the disposition in the metadata of the file.

For appraisal and selection, it is not an unnecessary luxury to register metadata at
file level. These metadata provide information about the context and the value which
the creator assigns to the files in the electronic classification system. The fact that
administrative staff members have assigned storage periods does not replace the
need for retention schedules. Quite to the contrary, the assignment of a retention
period is based on the records schedules or on archival management plans.These are
developed by the records creator and the archivist, and they immediately indicate
what importance the creator gives to certain files.

At document level, the problem concerning appraisal and selection is actually
continuously present in the archiving procedure. It must actually be known from the
moment a document is created, which components of the document are essential
and must therefore be archived, so eventually the necessary measures can be taken.
The same question arises again before deciding on a migration path to a suitable
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archiving file format, and it must be answered every time the record is migrated once
more in the future. The result of appraisal will, after all, contribute to making a decision
about the file format that is used as an archiving file format. The essential properties
have to be included in the archiving file format. The archiving file format must there-
fore support these properties and permit their maintenance in the future. Incidental
properties may be lost or changed during migration.

2.5. MIGRATION TO ARCHIVING FILE FORMATS

After selection and before digital documents are included in a digital archive, they
must, if necessary, be migrated into a suitable archiving file format. This offers two
advantages:

« first of all, only electronic records with permanent archival value are migrated,
which saves costs and time

« and secondly, the migration can occur under the responsibility of the creator,
who can declare migrated documents as authentic.

Those electronic records, which are stored in an archiving file format from the
moment that they are created, need not be migrated. It is recommended to check
whether the correct settings from an archival point of view were used. If necessary,
compression, encryption, passwords, etc. must be removed,

Migration to a suitable archiving file format is preferably performed with reliable
migration tools, which are capable of migrating large quantities of digital documents
automatically. The quality of the migrated documents depends strongly on the com-
puter program that is used for the migrations. Special requirements are therefore
applicable to migration tools:

+a 100% correct application of the file format standard or specification

« the possibility of configuring which profile of the archiving file format to apply

- reliable and error-free migration: extensive testing!

- error-detecting and reporting: registration of which documents were not
successfully migrated, so that these can subsequently be migrated manually

- quality control of the migrated documents.

Both commercial or open source tools can be used for the migration, existing
computer applications can be customised, or custom software can be developed.
Adapting existing applications oneself, or programming custom software, offers the
advantage that one determines the functional requirements for the migration tool
oneself. Also, one can better understand the operations that are carried out behind
the scenes. Availability of and control over the source code of the migration tool, as
well as a full documentation thereof, is almost indispensable on order to be capable
of verifying and demonstrating the reliability of the migration operation.

More information on this is available on the DAVID-website:

- Digital ArchiVing. guldeline & aDvice, no. 10: Migration to archiving file
formats.
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Tips and recommendations:

- take old hard- and software out of operation only after you have carried out
a quality control on the migrated documents. Remove certain hard- and soft-
ware only after you have made sure that all data with archival value, which
has been created with that hard- and software, can still be consulted with the
migrated versions.

+ check and document the source code of the conversion applications. Specify in
the contract that the source code of custom software is documented by the
programmer and is transferred along with the installation files of the application.

2.6.INGEST INTO THE DIGITAL REPOSITORY AND RETRIEVAL
2.6.1. Verification and registration

On receipt in the archival service, the transferred documents must be verified and
registered.

The verification of the transferred electronic records includes:

- the completeness of the transfer: does the storage media contain all records
(for instance, a check on the basis of an XML file list, which has been used as
a transfer list)

- quality of the electronic records: integrity of the bitstreams (MD5-check on
the bitstreams); are they stored in a suitable archiving file format (identifica-
tion of the file formats); has the correct archiving profile been applied (vali-
dation of the file formats); have clear file names and the correct filename
extensions been used; have the files been provided with metadata?

* the presence of instruments for record retrieval

- the quality of the transfer storage media, whenever these also serve as the
long-term storage media

- computer viruses.

Whenever, during such a verification, problems are detected or the predefined
quality requirements are not observed, the creator must be contacted and asked to
resolve these problems.

After a positive evaluation of the quality, the creator is given permission to delete
the documents and the new acquisitions are registered. Then an inventory of the
records is prepared and their metadata are completed. In this regard, attention must
be given to the presence of a unique ID number for each of the electronic records.
During registration, the metadata at file and/or document level can also be indexed
and included in a database, so that centralised search queries are possible.

2.6.2.Searching for archived files and records
The user can be given access to the archived electronic records on a variety of

different levels:
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1.series
2.file
3.document.

Giving access only at a series (type) level,such as for instance "personnel files’is too
general to allow archived files and records to be retrieved efficiently. Searching at file
and record level are more interesting, as this allows for more targeted searches. We
will discuss how records can be searched for and located at both levels below. Two
methods are provided for this:

1.via storage of metadata in a database
2.via XML file lists.

The level and the way in which digital files and records are queried, depends pri-
marily on the availability and the storage location of their metadata. Efficiently search-
ing through all metadata is only possible, when these are stored in a central database.
In order to give access at file level, this means that the metadata of all digital files must
be known, and can be processed. If these metadata have been stored in a digital,
explicit and structured way, they can be included in the database automatically.

Giving access at record level depends also on the availability of metadata (for
instance the file name, author, a subject description, keywords, etc). A more detailed
search procedure on words that are included in the documents is an option. This
means, however, that the records must be indexed, and that the full-text index has
been added to the database which includes the metadata.
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Searching for files and records is also possible on the basis of XML file lists, which
were created as documentation of the electronic classification system, and which
were also used as a transfer list (see item 2.3 and 2.6.1). This method does not make
use of a database, in which all the files and/or document metadata have been
included, instead it offers the user a searching mechanism that is based on the data
that is included in the XML file lists. The function of XML file lists is once more
expanded in this way.

On the basis of the XML file lists, the electronic classification structure of a creator
can be reconstructed, so that search operations remain possible on the basis of the
classification system, even if the archived files have been removed from the active
classification structure and have been distributed on several storage media. For the
reconstruction of the classification structure and its contents, the various XML file lists
of one particular creator are merged. For such an operation the XSLT-technology can
be used. A desktop application can be developed for this purpose or one could offer
this functionality as a webservice in which a webpage with the merge or search result
are sent to the user.

Searching records is a two step process in this case. The user first searches for the
relevant files, by browsing through the business processes, tasks and activities of the
creactor. Subsequently, the desired document is searched for within the located
folder.Such a search procedure proceeds primarily on the basis of the file name of the
document.Since the file names of the records have been included in the XML file lists,
they can, if required, be displayed under the folder names in the interface with the
search results. Also the file type can be a guideline during a search procedure. Since
the search procedure is now already refined to searching within a certain folder, an
‘on-the-fly” query of the content of the documents can proceed more quickly and in
a more targeted way. However,in the case of large quantities of documents, this is not
a recommended or efficient way of working, since the documents must be searched
one by one.

The search path, when accessing the archives on the basis of an XML file list,
remains largely limited to the structure of the archive which is based on the business
processes, tasks and activities of the records creator. This can be sufficient for those
users who are acquainted with the actions of the creator, such as administrative staff
members and civil servants. This is less suitable for external users of the archives.The
archived files and records must be made accessible in a more explicit way for them,
and the records must be placed within a context, so that they can follow other search
paths. XML topic maps could be a solution for this need. On the basis of a topic map,
an external user can retrieve archived files and records, based on his own associations
and search paths. The XML file lists can be used as building blocks for an XML topic
map.

More information on this is available on the DAVID-website:

+ FBOUDREZ,H.DEKEYSER and S.VAN DEN EYNDE, Archiving e-mail,City Archives
of Antwerp - ICRI Leuven, Antwerp-Leuven, 2003. (DAVID-rapport no.4).
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+F. BOUDREZ, E-mails: hoe bewaren en goed archiveren?, Technical report of
the City Archives of Antwerp, Antwerp, 2003.

+ F. BOUDREZ, Hoe archiveer je digitale kantoordocumenten, in: Lokaal, no. 7,
april 2003, p.17-19.

« F.BOUDREZ, <XML/> and electronic recordkeeping, City Archives of Antwerp,
Antwerp, 2002.

«F. BOUDREZ, XML Topic Maps voor digitale archivering, City Archives of
Antwerp, Antwerp, 2002.

+ DAVID-cases:

+ e-mail.

INFORMATION SYSTEMS
3.1. CHARACTERISTICS

Besides digital office documents, organisations maintain large-scale information
systems with which digital information and documents are created, managed and dis-
tributed. Examples of such information systems are websites, geographical informa-
tion systems, applications for the management of all kinds of registers, delivering
permits, postal registration, follow-up of file handling, etc.

These information systems have a number of typical characteristics, which make a
separate archiving procedure necessary for each of them. These characteristics
include the following:

- that the information systems are usually controlled by databases. That the
data and/or the documents are stored in database systems, which in turn are
part of an integrated whole of interactive applications.

« that the data which is created and managed in these systems does not
always have a fixed documentary form. This is a consequence of the use of
new technologies,and the fact that data, not documents, serve as their basis.

« that the documents are usually re-composed at the moment that they are
requested, and that they are not statically stored as a document as such.That
the content of the documents depends on the information which is available
at the moment of the interaction with the user.

- the data/documents are integrally managed centrally on mainframes and
servers, and they cannot be structured by creating files.

A consequence of these characteristics is that “‘capture” (identification, storage and
registration) of the records is an essential part of the archiving procedure for informa-
tion systems. The records are identified in these data-centric information systems on
the basis of appraisal. The dynamic and interactive character of these information
systems, and the largely indeterminate documentary form of many of the documents
in these systems, does not make this self-evident.
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3.2.THE INFORMATION SYSTEM AS STARTING POINT

The starting point for an archiving procedure is the information system, in which
the documents are created and maintained. There is such a large variety and com-
plexity in information systems that each should be analysed to find out its specific
characteristics. Particulary the architecture, the functionalities, the dependencies, the
workflow, the interactions, etc. differ from system to system, so that the archiving pro-
cedure must depart from the information system itself, so as to be able to determine
WHAT needs to be archived HOW and WHEN. Since the information systems are
usually managed on a completely centralised basis, the answer to the WHO question
is in most cases the system administrator, but exceptions are possible.

3.3.WORKFLOW AND INSTRUMENTS

Just as with office documents, the archiving procedure for information systems
starts with the creation up to the ingest into the digital repository and giving access.
The first steps in the archiving procedure are taken at a very early stage.The archiving
procedure starts with the design and the development of the information system, in
which the documents are created and managed, i.e. before the actual creation of the
documents themselves.

WORKFLOW INSTRUMENTS
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I The procedure starts with informing the archivist and the
registration of metadata about the information system.

The creator informs the archivist about the development of the new information
system, the adaptations to an existing information system or the dismantling of an
outdated information system. It is best to include this notification obligation within
the organisation as a formal step in the general IT procedures. Preferably, such a noti-
fication should be done as early as possible, so that the archivist has the required time
for an analysis and anticipative measures, and does not lag behind the facts. The aim
of this step is informing the archivist so he knows for what type of information system
an archiving solution is required, so that he will be involved in the development, the
adaptation or the dismantling of the corresponding information system.

Since the archivist requires information about the information system for planning
his following steps in the archiving procedure, it is important that documentation
about the information system is provided for registration and maintenance as early as
possible,and in a structured and organised way. Metadata about information systems
are, however, not systematically maintained in most administrations or IT depart-
ments. As a consequence, archivists only dispose of the information system itself at
the moment of archiving, in the best of cases including some verbally provided infor-
mation about the system. It speaks for itself that this is an insufficient basis for impor-
tant decisions, such as the identification of records, appraisal and the development of
an archiving strategy.

The metadata about information systems are registered and maintained in a new
archiving instrument: an information systems inventory. From the day of its creation,
metadata about the electronic information system are maintained in this inventory by
the creator, the system administrator(s) and the archivist. The basic data model for this
management inventory are the data fields that are required from an archival point of
view. These refer to the creation context, the technical context and the management
context. Such an information systems inventory can, however, also serve other goals,
such as a helpdesk function or the management of the IT infrastructure. In this way,
this inventory offers an added value for the entire organisation, whereby the creator
and the archivist are not the only interested parties for keeping the inventory up-to-
date. An information systems inventory can take on a variety of forms. It can evolve
from a simple text file into a substantially more advanced database application. The
information systems inventory of the City of Antwerp, for instance, is a relational
database with a web based interface, including a dynamic data model.

Based on the information in the information systems inven-
tory, possibly supplemented through additional documentation,
the archivist identifies the records within the system, and he

examines whether documents with archival value are being created. Before new sys-
tems are implemented, the archivist can examine demo versions or technical data
sheets / descriptions of the information system. Since no documents have yet been
created in this instance, it is highly important to link the appraisal to the business
processes in which documents are created, as well as to the function that they fulfil in
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these processes. In the case of adaptations or dismantling of existing systems, the
information system itself is an important source.

With regard to databases, the archivist must examine whether:
« the database itself is a record
- the database is an aggregation of records
+ a particular output of the database are the records.

During the process of identifying the records, the archivist must also define the
boundaries of the record. Many information systems are, after all, linked to one another
and extract information from external sources.On the basis of the identification of the
records and appraisal, the archivist determines whether the external information is
archived as a part of the information system or separately.

If no records are created within the information system, then it speaks for itself that
no archiving procedure is developed, and also that from an archival point of view no
special requirements are defined for the information system.

If records are created and managed within the information
system, then the archivist will answer the WHAT and WHEN ques-
tions of the DAVID-decision model. It is important to link these

questions immediately to a retention period for the records, and also to the require-
ment for archiving stable and fixed (non-dynamic) documents.

Records with a limited retention period, or those where the lifespan is limited to
that of the information system itself, can probably be preserved within the active
information system, whereas a long-term solution must be provided outside of the
information system for those documents with a long-term preservation requirement.

«in the first case, the archivist will see to it that the records are maintained and
can be consulted in the information system itself

+and in the second case, the archivist will see to it that the records are cap-
tured as conceptual objects, so an interpretation is possible in the future
without recourse to the original information system.

On the basis of an identification of records,appraisal and the retention periods, the
archivist will examine which components of the information system must be archived
for the long-term.The choice of the components of an information system, which are
or are not archived, is not only dependent on the classical archiving criteria. Such a
choice depends also on the technical requirements for faithfully reconstructing the
records in the future.

In order to answer the WHAT question it may be usefull to view the information
system as a composition of three interactive layers:
« the data: the complete database, a part of the database (datasets) or a certain
output from the database
« the logical components: those elements that process input and generate output
« the tools: the instruments or applications for input, output and display.
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These three layers can be linked to the five components of the record. An identifi-
cation of the essential and the incidental components of the record will determine,
which layers or which parts of that information system are archived. In this way a dif-
ferentiation is, for instance, made in the data layer, between computer data and
records, whenever the database is not the complete document itself. The records are
collected by a query, which is created on the basis of appraisal. The result of this query
will subsequently be exported from the database system and archived.When, by con-
trast, the database itself is the record, then substantial attention must be paid to the
structure. The parent-child relationship is important for hierarchical databases,
whereas the relationship between the tables and the structure of the records must be
archived together with relational databases.

The context of a record is somewhat of an exception in this case, since the context
is usually not an integral part of the information system itself. Since the context and
the metadata of the information system are documented in the information systems
inventory, both can be distilled from this inventory.

For those records, which are taken into consideration for long-term archiving, it is
recommended to define WHEN they will be removed from the information system.An
answer to the WHEN question can depend on a number of different factors:

« limitations of the storage system

« the performance level of the computer system

* support by suppliers

- replacement or upgrade through a new information system.
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Regardless of the retention period, and on the basis of the WHAT and WHEN
questions, this step examines whether there are special requirements that apply to
the information system, with regard to the creation, maintenance and an efficient
archiving of good electronic records. These requirements can refer to such items as:

- the encoding of data: application of standards, storage of documentation

« the file format in which the documents are stored and the quality requirements

« the registration of metadata

- the archiving of changes, or the creation of a version history

« the registration of documentation

« the integration of reliability guarantees and measures

« the provision of an archiving module, so that documents can be archived in
a simple and automated way.

The transient and interactive character of information systems is frequently in con-
flict with the stable characteristics that are required of records. The data in databases
are continuously augmented or changed, while records, per definition, take a fixed
documentary form with a permanent content. Because of the necessity for recon-
structing data, it is frequently recommended to maintain a history of the data and
their changes. Such a history can be maintained either within the database itself, or
outside of the database in the form of a log file.If one opts for the latter solution, then
it is best not to use the log files that are automatically created by database manage-
ment systems.The primary goal of such log files is general database management and
recovery,and, as a consequence, they are not so very suitable for archiving purposes.
The standard log files also contain much information that is not important for archiv-
ing, meaning that these files become very large and are not easily deciphered.lt is bet-
ter to create a separate log file for archiving, and to determine in advance the actions
that need to be registered, as well as what parts of these actions are to be logged in
the log file. In this way one can limit the size of the log files and assure that they are
more usable for archival purposes. Both questions are best answered from an identi-
fication and evaluation of the records. It is self-understood that one will take this into
consideration, starting from the time that a database is created. By the way, this also
applies to the audit trails that are created and kept.

At the latest, at the moment of archiving, the records are con-
verted to an archiving file format. A suitable archiving file format
will be available for a number of different types of digital docu-
ments. The archiving file formats that will be utilized by an archival service are prefer-
ably defined in a formal way in advance. With this, the format profile and its ideal
archiving settings are defined for every format. In the absence of a suitable archiving
file format, the records are stored in an exchange format. If no other solution is
available, then storage in the application-dependant format is a (temporary) solution.

Which archiving file format is actually used, depends primarily on WHAT is being
archived. Since only the content (or better the documents) is archived, but not the
database system as such, the same archiving file formats that are used for office doc-
uments can be utilized. In practice this can mean that the data from a GIS application
is stored as a GML document, or that charts and maps are archived as GeoTIFF or SVG
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files. XML, together with ASCII or Unicode, is the recommended archiving file format
for purely textual databases. Binary objects that are stored in a database, or the gen-
erated output of such data, are best converted to the archiving file format that is most
closely linked to their type.

In most cases, it is advisable to define the archiving file format at the time that the
archiving procedure is developed.This is not always possible in practice, in which case
is better to wait and see what options are available at the time that one proceeds
to archive. Information technology and standardization are, after all, continuously
developing.

The next part of the question is the HOW aspect of the decision model, concern-
ing the preservation medium that is used for transmission and/or long-term storage.
The archival service determines which media are used for transferring data. In princi-
ple,every type of storage medium can be taken into consideration, which can be read
by the archiving service. A transfer of data files via networks is possible, however it is
not self-evident when large quantities of computer files must be transmitted. The
archival service transfers these files to a suitable long-term storage medium.

Matters become somewhat more complex, when the archival service also wants
to use the transfer medium as the long-term storage medium. Strict quality require-
ments, for writing data to and manipulating it on these storage media, are applicable
in this case.

I In the next steps of the procedure, the transmitted docu-
ments are checked. Precisely as in the archiving of office docu-
ments, both the electronic records and the media on which they are stored are
checked for completeness, quality and the availability of metadata. Examples are vali-

dation of XML documents, random sample tests of binary formats, quality control of
CD-r’s, etc.

When the transferred data do not successfully pass the quality checks, then any
errors or problems must first be corrected and certain actions may have to be
repeated. It is consequently very important that the information and/or documents
have not yet been deleted from the information system, and removal is postponed
until after a successful check of the quality of the transmitted data.

I The records are registered and made accessible, when the
transmission meets all quality requirements. Only then does the
creator get the permission from the archival service to remove the records, or to
dismantle the entire information system.

More information on this is available on the DAVID-website:

+ F.BOUDREZ, The digital recordkeeping system: inventory, information layers
and a decision-making model as a point of departure, City Archives of
Antwerp, Antwerp, 2001 (DAVID report no.4).

« F.BOUDREZ, Preserving electronic records from database-driven information

Digital archiving




Part 2: Electronic Record Keeping

systems, City Archives of Antwerp, Antwerp, 2003.

«F. BOUDREZ, Preservation of electronic records from database-driven
information systems, ErpaWorkshop: Long-term preservation of databases,
Bern, 9 April 2003.

+ F.BOUDREZ, S.VAN DEN EYNDE, Archiving websites, City Archives of Antwerp
— ICRI Leuven, Antwerpen-Leuven, 2002 (DAVID-rapport no. 5).

* DAVID-cases:

- electoral register
* population register
» preservation of websites.

CONCLUSION

Digital archiving offers several challenges, but isn't a long way off. However, one
must be aware that there are no solutions out of the box for electronic record keep-
ing. Digital archiving is all about developing and implementing an efficient electronic
record keeping system. Procedures and technology are the core of such a system.
When developing a record keeping system, one has to keep in mind that procedures
and technology have to be implemented in the right perspective.

Archival science must provide the leading guidance in tackling the problems
involved with the long-term preservation of electronic records. Especially the identifi-
cation of the records and their appraisal are the keystones for every record keeping
procedure. Defining exactly what has to be preserved for the long-term, allows a
reduction of the problems and makes digital archiving a feasible mission for every
organisation. Archival science must also be the main basis for the long-term digital
preservation strategy for electronic records. One can not merely rely on technological
approaches or solutions alone.

After all, a potential risk is that a record keeping system is too much dictated by
one technological solution. The implementation of a record keeping procedure is far
more than just installing new software with record keeping functionalities. The record
keeping procedure, preferably based on a formal policy, needs to be the framework
and is the only thing which will survive technological obsolescence. Technological
solutions have to be embedded within this procedure and must be replacable when-
ever there’s need to. The DAVID-decision model can be used for developing such a
record keeping procedure. The practical implementation of the record keeping
procedure will be different for every organisation.

However, this does not mean that technological solutions aren’t an important part

of every record keeping procedure. As we want to preserve the digital nature of elec-
tronic records, we will always have to rely on some kind of technological solution for
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giving access to the preserved records. At the moment, the technological solu-
tions to solve a wide range of obstacles are available today and are ready to imple-
ment.When choosing tools and instruments, one has to make sure that these are
tuned with the organisation’s overall procedure and more particular with its digi-
tal preservation strategy for the electronic records and their metadata.

In any case, it's recommendable to start the record keeping procedure before
the actual electronic records are created.This is the only way to apply an effective
record keeping system. By doing so, one can also save on the investment of time
and resources. Retro-active archiving initiatives will never have the same result.
This has a lot of consequences, not only for the archivist but also for the [T-users
and the IT-developers.

One of the consequences for the archivist is that he moves forward in the life-
cycle of electronic records. This is certainly the case when there’s no tradition of
records managers in the agencies of the creator, like in Flanders or even in
Belgium.
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