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ally ce

rtify fin
an

-

cial re
p

o
rts.In

 ad
d

itio
n

,th
is law

 re
in

fo
rce

d
 co

n
tro

l m
e

asu
re

s o
ve

r e
ve

ry asp
e

ct o
f a

co
m

p
an

y’s fin
an

cial re
p

o
rt.Se

ctio
n

 4
0

4
 g

ive
s th

e
 SEC

 (U
S Se

cu
ritie

s an
d

 Exch
an

g
e

C
o

m
m

issio
n

) th
e

 p
o

w
e

r to
 p

re
scrib

e
 ru

le
s re

q
u

irin
g

 re
g

iste
re

d
 co

m
p

an
ie

s to
 in

clu
d

e

in
 th

e
ir an

n
u

al re
p

o
rt file

d
 w

ith
 th

e
 SEC

 a sp
e

cific re
p

o
rt in

 w
h

ich
 M

an
ag

e
m

e
n

t

atte
sts to

 th
e

 e
fficacy o

f in
te

rn
al co

n
tro

ls o
f fin

an
cial re

p
o

rtin
g

.
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Th
e

 Sarb
an

e
s-O

xle
y A

ct is ap
p

licab
le

 to
 co

m
p

an
ie

s,b
an

ks an
d

 savin
g

s asso
cia-

tio
n

s th
at file

 re
p

o
rts w

ith
 th

e
 SEC

 u
n

d
e

r se
ctio

n
 1

3
(a) o

r 1
5

(d
) o

f th
e

 Se
cu

ritie
s

Exch
an

g
e

 A
ct o

f 1
9

3
4

.Th
u

s,th
is co

n
ce

rn
s all liste

d
 co

m
p

an
ie

s.Th
e

 tran
sito

ry m
e

asu
re

s

w
ill e

xp
ire

 th
e

 1
5

th
o

f A
p

ril 2
0

0
5

 an
d

,th
u

s,th
e

 Sarb
an

e
s-O

xle
y A

ct w
ill co

m
e

 in
to

 fu
ll

e
ffe

ct w
ith

o
u

t e
xce

p
tio

n
.O

n
 o

n
e

 h
an

d
,all n

o
n

-A
m

e
rican

 co
m

p
an

ie
s w

ith
 activitie

s in

th
e

 U
S an

d
 th

at file
 re

p
o

rts w
ith

 th
e

 SEC
 m

u
st co

m
p

ly w
ith

 th
e

 act fo
r all th

e
ir activi-

tie
s.O

n
 th

e
 o

th
e

r,all su
b

sid
iarie

s an
d

 b
ran

ch
e

s o
f A

m
e

rican
 co

m
p

an
ie

s th
ro

u
g

h
o

u
t

th
e

 w
o

rld
 th

at file
 re

p
o

rts w
ith

 th
e

 SEC
 m

u
st also

 co
m

p
ly.Th

e
re

fo
re,

to
 a ce

rtain

e
xte

n
t,th

is law
 is u

n
ive

rsal.

Th
e

 Sarb
an

e
s-O

xle
y A

ct d
o

e
s n

o
t d

e
fin

e
 th

e
 co

n
d

itio
n

s fo
r ap

p
ro

p
riate

 in
te

rn
al

co
n

tro
l,b

u
t th

e
 SEC

 d
id

 cre
ate

 an
 in

te
rn

al co
n

tro
l stru

ctu
re

 (C
o

m
m

itte
e

 o
f Sp

o
n

so
rin

g

O
rg

an
izatio

n
s o

r C
O

SO
) th

at m
e

e
ts its crite

ria fo
r e

valu
atio

n
 an

d
 d

e
ve

lo
p

m
e

n
t o

f co
n

-

tro
ls.C

O
SO

 d
e

fin
e

d
 five

 co
m

p
o

n
e

n
ts o

f e
ffe

ctive
 in

te
rn

al co
n

tro
l:co

n
tro

l e
n

viro
n

-

m
e

n
t,risk asse

ssm
e

n
t,co

n
tro

l activitie
s,in

fo
rm

atio
n

 an
d

 co
m

m
u

n
icatio

n
 an

d
,lastly,

m
o

n
ito

rin
g

.Sin
ce

 th
e

 2
6

th
o

f A
p

ril 2
0

0
3

,co
m

p
an

ie
s w

o
rk w

ith
 in

d
e

p
e

n
d

e
n

t ve
rifica-

tio
n

 co
m

m
itte

e
s to

 m
o

n
ito

r th
e

 ve
rificatio

n
 p

ro
ce

ss.Th
e

se
 in

d
e

p
e

n
d

e
n

t co
m

m
itte

e
s

are
 au

th
o

rize
d

 to
 re

ce
ive

 co
m

p
lain

ts fro
m

 sh
are

h
o

ld
e

rs o
r e

m
p

lo
ye

e
s co

n
ce

rn
in

g
 th

e

co
m

p
an

y’s acco
u

n
tin

g
 p

ro
ce

d
u

re
s an

d
 ve

rificatio
n

 p
ro

ce
d

u
re

s.

C
o

n
ce

rn
in

g
 th

e
 co

n
tro

l e
n

viro
n

m
e

n
t,th

e
 C

O
SO

 stre
sse

s th
e

 im
p

o
rtan

ce
 o

f th
e

assig
n

m
e

n
t o

f au
th

o
rity an

d
 re

sp
o

n
sib

ility
:th

e
 m

an
ag

e
m

e
n

t o
f id

e
n

titie
s an

d
 acce

ss

is cru
cial.In

 th
e

 are
a o

f co
n

tro
l activitie

s,th
e

 C
O

SO
 re

q
u

ire
s co

m
p

an
y m

an
ag

e
m

e
n

t to

d
e

fin
e

 th
e

 p
o

licie
s,p

ro
ce

d
u

re
s an

d
 sp

e
cific actio

n
s n

e
ce

ssary to
 m

an
ag

e
 th

e
 risks

asso
ciate

d
 w

ith
 th

e
 sp

e
cific co

n
tro

ls.
M

an
ag

e
m

e
n

t m
u

st e
valu

ate
 th

e
 d

e
sig

n
 an

d

o
p

e
ratio

n
al e

fficie
n

cy o
f th

e
se

 sp
e

cific co
n

tro
ls to

 d
e

al w
ith

 th
e

 risks th
e

y in
te

n
d

 to

ad
d

re
ss.

Th
e

 C
O

SO
 le

ts co
m

p
an

ie
s d

e
fin

e
 th

e
 co

n
tro

l m
e

asu
re

s sp
e

cifically ap
p

licab
le

 to
 IT.

Se
ve

ral co
m

p
an

ie
s b

ase
d

 th
e

ir m
e

asu
re

s o
n

 C
O

B
IT (C

o
n

tro
l O

b
je

ctive
s fo

r In
fo

rm
atio

n

an
d

 re
late

d
 Te

ch
n

o
lo

g
y) p

u
b

lish
e

d
 b

y th
e

 IT G
o

ve
rn

an
ce

 In
stitu

te.Th
e

se
 g

u
id

e
lin

e
s

d
e

scrib
e

 in
 d

e
tail th

e
 activitie

s re
q

u
ire

d
 fo

r th
e

 e
valu

atio
n

 o
f IT co

n
tro

ls in
 o

rd
e

r to

co
m

p
ly w

ith
 th

e
 Sarb

an
e

s-O
xle

y A
ct.Th

e
 C

O
B

IT co
n

tro
ls can

 b
e

 classifie
d

 in
to

 fo
u

r

cate
g

o
rie

s:p
lan

n
in

g
 an

d
 o

rg
an

izatio
n

,acq
u

isitio
n

 an
d

 im
p

le
m

e
n

tatio
n

,su
p

p
ly an

d

su
p

p
o

rt an
d

,lastly,m
o

n
ito

rin
g

.

A
 ke

y e
le

m
e

n
t o

f th
e

 co
n

tro
l o

f su
p

p
ly an

d
 su

p
p

o
rt is th

e
 “En

su
re

 Syste
m

s

Se
cu

rity”
th

at p
ro

vid
e

s co
n

tro
ls to

 p
ro

te
ct in

fo
rm

atio
n

 ag
ain

st u
n

au
th

o
rize

d
 u

se,

d
ivu

lg
atio

n
 o

r m
o

d
ificatio

n
 as w

e
ll as ag

ain
st d

am
ag

e
 o

r lo
ss.Th

is is ach
ie

ve
d

 th
ro

u
g

h

lo
g

ical acce
ss co

n
tro

ls re
se

rve
d

 fo
r u

se
rs au

th
o

rize
d

 to
 acce

ss th
e

 syste
m

s,d
ata an

d

p
ro

g
ram

s th
e

y n
e

e
d

.C
O

B
IT d

e
fin

e
d

 2
2

 d
iffe

re
n

t co
n

tro
l o

b
je

ctive
s ran

g
in

g
 fro

m
 fire

-

w
alls to

 viru
s p

ro
te

ctio
n

 an
d

 fro
m

 re
actio

n
s to

 in
cid

e
n

ts to
 th

e
 m

an
ag

e
m

e
n

t,au
th

e
n

-

ticatio
n

 an
d

 au
th

o
rizatio

n
 o

f u
se

rs.C
o

m
p

an
y m

an
ag

e
m

e
n

t m
u

st th
e

n
 th

o
ro

u
g

h
ly

e
valu

ate
 th

e
 co

n
tro

ls,in
clu

d
in

g
 th

e
 le

ve
ls o

f acce
ss to

 th
e

 co
m

p
u

te
r syste

m
,to

 b
e

ab
le

 to
 ce

rtify th
at th

e
 co

n
tro

l o
f acce

ss to
 se

n
sitive

 fin
an

cial in
fo

rm
atio

n
 is su

fficie
n

t

an
d

 e
ffe

ctive.
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Th
e

 Sarb
an

e
s-O

xle
y A

ct th
u

s affe
cts in

fo
rm

atio
n

 syste
m

s o
n

 tw
o

 le
ve

ls:

–
 u

se
 o

f co
m

p
u

te
rs fo

r m
an

ag
e

m
e

n
t an

d
 fin

an
cial co

n
tro

l:e
ach

 acto
r m

u
st 

b
e

 ab
le

 to
 save

 d
ata (b

o
tto

m
-u

p
 in

p
u

t) an
d

 m
an

ag
e

m
e

n
t m

u
st b

e
 ab

le
 to

p
e

rfo
rm

 co
m

p
le

te
ly tran

sp
are

n
t co

n
tro

ls (to
p

-d
o

w
n

 visib
ility),

–
 re

q
u

ire
m

e
n

t to
 ce

rtify co
m

p
u

te
r syste

m
 safe

ty.

T
h

e
 o

p
p

o
rtu

n
ity

 to
 cre

a
te

 a
 co

m
p

e
titiv

e
 a

d
v

a
n

ta
g

e

It w
ill ce

rtain
ly b

e
 a ch

alle
n

g
e

 fo
r co

m
p

an
ie

s to
 co

m
p

ly w
ith

 th
e

 re
q

u
ire

m
e

n
ts o

f

th
e

 Sarb
an

e
s-O

xle
y A

ct an
d

 o
th

e
r cu

rre
n

t re
g

u
latio

n
s.

H
o

w
e

ve
r,se

ve
ral e

xistin
g

 to
o

ls co
u

ld
 se

rve
 as aid

s in
 th

is p
ro

ce
ss:

–
 in

te
llig

e
n

t,
in

d
e

xe
d

 
e

le
ctro

n
ic 

d
o

cu
m

e
n

ts 
allo

w
in

g
 “fu

ll 
te

xt”
o

r 
fu

zzy

se
arch

e
s,

–
 scan

n
in

g
 o

f in
co

m
in

g
 p

ap
e

r m
ail,

in
d

e
xatio

n
 an

d
 in

te
g

ratio
n

 in
to

 an
 

e
le

ctro
n

ic d
o

cu
m

e
n

t m
an

ag
e

m
e

n
t syste

m
,

–
 te

xt re
co

g
n

itio
n

 (O
C

R
) fro

m
 arch

ive
d

 d
o

cu
m

e
n

ts in
 im

ag
e

 fo
rm

 to
 allo

w

o
p

tim
al se

arch
e

s,

–
 e

le
ctro

n
ic m

an
ag

e
m

e
n

t o
f b

illin
g

 o
r au

to
m

atic re
co

g
n

itio
n

 o
f p

ap
e

r b
ills,

–
 e

le
ctro

n
ic d

o
cu

m
e

n
t an

d
 w

o
rkflo

w
 m

an
ag

e
m

e
n

t so
 th

at th
e

 stag
e

 o
f th

e

p
ro

ce
ssin

g
 p

ro
ce

ss in
 w

h
ich

 a file
 is lo

cate
d

 can
 b

e
 id

e
n

tifie
d

 at an
y tim

e,

–
 arch

ivin
g

 o
f e

-m
ails,

scan
n

e
d

 m
ail an

d
 w

o
rk file

s acco
rd

in
g

 to
 strin

g
e

n
t 

p
ro

ce
d

u
re

s u
sin

g
 re

liab
le

 syste
m

s w
h

o
se

 co
n

fig
u

ratio
n

 m
e

e
ts stan

d
ard

s

d
e

fin
e

d
 b

y au
th

o
ritie

s,

–
 e

ffe
ctive,h

ig
h

ly re
g

u
lar b

acku
p

s.

Se
ve

ral o
f th

e
se

 ap
p

licatio
n

s im
p

ro
ve

 sp
e

e
d

 an
d

 acce
ssib

ility,am
o

n
g

 o
th

e
r th

in
g

s,

fo
r u

se
rs an

d
/o

r m
an

ag
e

m
e

n
t.Th

is m
e

an
s im

p
ro

ve
d

 p
ro

d
u

ctivity.

Th
e

 g
o

al o
f th

is b
o

o
k is n

o
t to

 d
e

scrib
e

 all th
e

 in
d

ivid
u

al e
xistin

g
 ap

p
licatio

n
s,b

u
t

it is im
p

o
rtan

t to
 d

e
scrib

e
 th

e
 ro

le
 o

f arch
ivin

g
 in

 th
e

 larg
e

r co
n

te
xt o

f co
m

p
u

te
r

arch
ite

ctu
re

 an
d

,m
o

re
 g

e
n

e
rally,o

f b
u

sin
ess

n
e

e
d

s.

A
s te

ch
n

o
lo

g
y

 e
v

o
lv

e
s,la

w
s a

re
 a

d
a

p
te

d

I.R
.I.S.h

as b
e

e
n

 le
ad

in
g

 e
ffo

rts to
 re

th
in

k an
d

 im
p

ro
ve

 arch
ivin

g
 fo

r n
e

arly tw
e

n
ty

ye
ars.O

ffe
rin

g
 p

ro
d

u
cts an

d
 so

lu
tio

n
s fo

r scan
n

in
g

,te
xt an

d
 d

o
cu

m
e

n
t re

co
g

n
itio

n
,

e
le

ctro
n

ic d
o

cu
m

e
n

t co
n

te
n

t an
d

 life
cycle

 m
an

ag
e

m
e

n
t,an

d
 in

fo
rm

atio
n

 arch
ivin

g

an
d

 sto
rag

e,I.R
.I.S.h

as b
e

e
n

 h
e

lp
in

g
 o

rg
an

izatio
n

s to
 im

p
ro

ve
 th

e
ir o

p
e

ratio
n

s an
d

g
ain

 a m
o

st o
fte

n
 cru

cial co
m

p
e

titive
 ad

van
tag

e.

W
e

 are,th
u

s,w
e

ll p
lace

d
 to

 e
valu

ate
 th

e
 co

n
sid

e
rab

le
 acce

le
ratio

n
 o

f te
ch

n
ical

p
ro

g
re

ss m
ad

e
 in

 o
u

r fie
ld

.Se
rve

rs h
ave

 re
ach

e
d

 a le
ve

l o
f p

e
rfo

rm
an

ce
 th

at w
o

u
ld

h
ave

 b
e

e
n

 u
n

im
ag

in
ab

le
 o

n
ly five

 ye
ars ag

o
.Th

e
 re

sp
o

n
se

 tim
e

s an
d

 d
ata cap

acity 

o
f d

ig
ital sto

rag
e

 syste
m

s are
 m

in
d

-b
o

g
g

lin
g

.Th
e

 cap
acity o

f so
ftw

are
 to

 h
an

d
le

 

in
fo

rm
atio

n
 h

as also
 im

p
ro

ve
d

 at a co
n

stan
t o

r e
ve

n
 e

xp
o

n
e

n
tial rate.
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Like
 in

 m
an

y sce
n

ario
s w

h
e

re
 re

ality e
vo

lve
s faste

r th
an

 fictio
n

,law
s h

ave
 b

e
e

n

slo
w

 to
 ke

e
p

 u
p

 w
ith

 th
e

 b
re

akn
e

ck sp
e

e
d

 o
f e

vo
lu

tio
n

 o
f th

e
se

 te
ch

n
o

lo
g

ie
s.Th

e

te
am

 
le

d
 

b
y 

P
ro

fe
sso

r 
D

u
m

o
rtie

r 
in

 
th

e
 

In
te

rd
iscip

lin
ary 

C
e

n
tre

 
fo

r 
Law

 
an

d

In
fo

rm
atio

n
 Te

ch
n

o
lo

g
y (IC

R
I) h

as co
llab

o
rate

d
 in

 th
e

 cre
atio

n
 o

f se
ve

ral le
g

islative
 in

i-

tiative
s at th

e
 Eu

ro
p

e
an

 le
ve

l.Th
e

ir w
o

rk h
as g

ive
n

 u
s a vie

w
 o

f th
e

 cu
rre

n
t situ

atio
n

in
 th

e
 are

a o
f co

m
p

u
te

r law
 re

g
u

latin
g

 arch
ivin

g
 issu

e
s.Th

e
 D

A
V

ID
 syste

m
 d

e
ve

lo
p

e
d

b
y th

e
 A

rch
ive

s o
f th

e
 C

ity o
f A

n
tw

e
rp

 (Stad
sarch

ie
f A

n
tw

e
rp

e
n

) is ce
rtain

ly o
n

e
 o

f th
e

m
o

st su
cce

ssfu
l e

le
ctro

n
ic arch

ivin
g

 syste
m

s.
Its im

p
le

m
e

n
tatio

n
 b

y th
e

 te
am

 o
f

M
r.B

o
u

d
re

z p
ro

vid
e

d
 u

s w
ith

 e
xtre

m
e

ly e
n

rich
in

g
 p

ractical fe
e

d
b

ack.

Th
ro

u
g

h
 th

e
 p

u
b

licatio
n

 o
f th

is w
o

rk,w
e

 h
o

p
e

 to
 h

e
lp

 h
e

ig
h

te
n

 aw
are

n
e

ss ab
o

u
t

th
e

 fact th
at as te

ch
n

ical so
lu

tio
n

s co
n

tin
u

e
 to

 e
vo

lve,th
e

 le
g

al fram
e

w
o

rk is ad
ap

te
d

to
 allo

w
 o

rg
an

izatio
n

s to
 d

e
fin

e
 th

e
 g

u
id

in
g

 p
rin

cip
le

s o
f a p

o
licy fo

r safe
ty an

d
 co

m
-

p
e

titive
n

e
ss.Th

is b
o

o
k p

re
se

n
ts an

 u
p

-to
-d

ate,in
-d

e
p

th
 vie

w
 o

f e
le

ctro
n

ic arch
ivin

g
.

W
h

at is tru
ly p

o
ssib

le
? W

h
at are

 th
e

 le
g

al co
n

strain
ts? H

o
w

 d
o

e
s a co

m
p

le
x arch

ivin
g

syste
m

 re
ally w

o
rk? W

h
at are

 th
e

 p
itfalls an

d
 o

p
p

o
rtu

n
itie

s?

W
e’d

 
like

 
to

 
th

an
k 

th
e

 
B

e
LA

IIM
 

(B
e

lg
ian

 
an

d
 

Lu
xe

m
b

o
u

rg
ian

 
A

sso
ciatio

n
 

fo
r

In
fo

rm
atio

n
 an

d
 Im

ag
e

 M
an

ag
e

m
e

n
t) fo

r th
e

ir su
p

p
o

rt o
f th

is in
itiative

 an
d

 th
e

ir 

co
n

trib
u

tio
n

 to
 its su

cce
ss.

H
ap

p
y re

ad
in

g
!

Etie
n

n
e

 V
an

 d
e

 K
e

rckh
o

ve

C
EO

 I.R
.I.S.G

ro
u

p
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P
re

se
rvatio

n
 is “th

e
 p

ractical task th
at co

n
sists o

f ke
e

p
in

g
 d

o
cu

m
e

n
ts in

tact fo
r

fu
tu

re
 u

se”.In
 p

re
se

rvin
g

 d
o

cu
m

e
n

ts,w
e

 w
an

t to
 m

ake
 an

d
 ke

e
p

 th
e

 in
fo

rm
atio

n
 th

at

th
e

y co
n

tain
 availab

le
 fo

r th
e

 fu
tu

re.Th
e

re
 are

 m
an

y d
iffe

re
n

t re
aso

n
s fo

r p
re

se
rvin

g

d
o

cu
m

e
n

ts.In
 th

e
 b

u
sin

e
ss co

m
m

u
n

ity,d
o

cu
m

e
n

ts are
 m

ain
ly p

re
se

rve
d

 fo
r le

g
al

re
aso

n
s.D

o
cu

m
e

n
ts are

 ke
p

t b
e

cau
se

 w
e

 are
 re

q
u

ire
d

 to
 d

o
 so

 b
y law

 o
r b

e
cau

se
 w

e

are
 o

b
lig

e
d

 to
 d

o
 so

 b
y virtu

e
 o

f a co
n

tract,o
r fo

r th
e

 sake
 o

f th
e

ir valu
e

 as e
vid

e
n

ce.

Fo
r so

cie
ty in

 g
e

n
e

ral,h
isto

rical an
d

 scie
n

tific re
se

arch
 are

 tw
o

 ad
d

itio
n

al re
aso

n
s fo

r 

p
re

se
rvin

g
 d

o
cu

m
e

n
ts.

1
.

E
V

ID
E

N
C

E
 L

A
W

A
.

W
H

Y
 D

O
 W

E
 P

R
E

S
E

R
V

E
 D

O
C

U
M

E
N

T
S

?

O
n

e
 o

f th
e

 p
aram

o
u

n
t re

aso
n

s fo
r p

re
se

rvin
g

 d
o

cu
m

e
n

ts is se
lf-in

te
re

st.Th
e

 law

g
ran

ts m
an

y rig
h

ts to
 n

atu
ral an

d
 le

g
al p

e
rso

n
s,b

u
t as a ru

le,o
n

e
 m

u
st b

e
 ab

le
 to

d
e

m
o

n
strate

 th
at th

e
 co

n
d

itio
n

s fo
r o

b
tain

in
g

 th
e

se
 rig

h
ts h

ave
 b

e
e

n
 fu

lfille
d

.
If

so
m

e
o

n
e

 w
an

ts to
 asse

rt h
is rig

h
ts o

n
 th

e
 b

asis o
f an

 ag
re

e
m

e
n

t,
h

e
 m

u
st first

d
e

m
o

n
strate

 th
e

 e
xiste

n
ce

 an
d

 valid
ity o

f th
e

 ag
re

e
m

e
n

t.If so
m

e
o

n
e

 w
an

ts to
 h

o
ld

an
o

th
e

r p
e

rso
n

 liab
le

 fo
r an

 e
rro

r,h
e

 m
u

st first d
e

m
o

n
strate

 th
at th

e
re

 is an
 e

rro
r,th

at

h
arm

 h
as b

e
e

n
 su

ffe
re

d
 an

d
 th

at th
e

re
 is a cau

sal re
latio

n
 b

e
tw

e
e

n
 th

e
 tw

o
.

N
o

 o
n

e
 can

 p
re

d
ict w

h
e

th
e

r an
d

 w
h

e
n

 a d
isp

u
te

 w
ill arise

 ab
o

u
t th

e
 le

g
al rig

h
ts

th
at h

e
 claim

s to
 h

ave.Th
e

re
fo

r it is im
p

o
rtan

t to
 p

re
se

rve
 all d

o
cu

m
e

n
ts th

at co
u

ld

su
p

p
o

rt th
e

se
 claim

s.A
rch

ivin
g

 is th
u

s in
e

xtricab
ly co

n
n

e
cte

d
 to

 th
e

 law
 o

f e
vid

e
n

ce.

Th
e

 p
re

se
rvatio

n
 p

e
rio

d
 as re

q
u

ire
d

 b
y th

e
 law

 o
f e

vid
e

n
ce

 is d
e

m
arcate

d
 b

y th
e

statu
te

 o
f lim

itatio
n

s e
stab

lish
e

d
 b

y civil law
.A

s su
ch

,th
e

 statu
te

 o
f lim

itatio
n

s d
o

e
s

n
o

t d
ire

ctly o
b

lig
e

 an
yo

n
e

 to
 p

re
se

rve
 d

o
cu

m
e

n
ts.H

o
w

e
ve

r,o
n

e
 co

n
se

q
u

e
n

ce
 o

f th
e

statu
te

 o
f lim

itatio
n

s is th
at o

b
lig

atio
n

s b
e

co
m

e
 u

n
e

n
fo

rce
ab

le
 afte

r a ce
rtain

 p
e

rio
d

o
f tim

e
 h

as lap
se

d
.Th

e
re

fo
r th

e
se

 ru
le

s in
d

ire
ctly d

e
te

rm
in

e
 th

e
 p

e
rio

d
 w

ith
in

 w
h

ich

a rig
h

t can
 b

e
 e

n
fo

rce
d

 in
 co

u
rt,an

d
 th

u
s th

e
 p

e
rio

d
 d

u
rin

g
 w

h
ich

 th
e

 n
e

ce
ssary 

e
vid

e
n

ce
 m

u
st b

e
 p

re
se

rve
d

.
A

n
yo

n
e

 w
h

o
 d

e
stro

ys h
is e

vid
e

n
ce

 p
re

m
atu

re
ly w

ill

h
ave

 to
 b

e
ar th

e
 co

n
se

q
u

e
n

ce
s w

h
e

n
 h

e
 can

 n
o

 lo
n

g
e

r d
e

m
o

n
strate

 h
is rig

h
ts b

e
fo

re

th
e

 co
u

rt.

Th
e

 lim
itatio

n
s p

e
rio

d
 fo

r p
e

rso
n

al actio
n

s w
as re

ce
n

tly re
d

u
ce

d
 fro

m
 th

irty ye
ars

to
 te

n
 ye

ars (art.2
2

6
2

 b
is §

1
 o

f th
e

 B
e

lg
ian

 C
ivil C

o
d

e
).P

e
rso

n
al rig

h
ts are

 th
o

se
 rig

h
ts

th
at can

 b
e

 asse
rte

d
 ag

ain
st a p

e
rso

n
,fo

r in
stan

ce
 th

e
 rig

h
t to

 h
ave

 a d
e

b
to

r p
e

rfo
rm

actio
n

s su
ch

 as p
ro

vid
in

g
 p

aym
e

n
t fo

r m
e

rch
an

d
ise

 o
r a d

e
m

an
d

 fo
r co

m
p

e
n

satio
n

fro
m

 a p
e

rso
n

 w
h

o
 is liab

le.Fo
r le

g
al actio

n
s b

ase
d

 o
n

 civil liab
ility th

e
 te

rm
 is re

d
u

ce
d

to
 five

 ye
ars.H

o
w

e
ve

r th
is re

d
u

ce
d

 te
rm

 o
n

ly starts ru
n

n
in

g
 w

h
e

n
 th

e
 in

ju
re

d
 p

arty

b
e

co
m

e
s aw

are
 b

o
th

 o
f th

e
 d

am
ag

e
 su

ffe
re

d
 an

d
 th

e
 id

e
n

tity o
f th

e
 p

e
rso

n
 liab

le
 fo

r

it.In
 case

 th
e

se
 tw

o
 co

n
d

itio
n

s are
 n

e
ve

r m
e

t,th
e

 liab
ility claim

s are
 e

xtin
g

u
ish

e
d

tw
e

n
ty ye

ars afte
r th

e
 in

cid
e

n
t o

ccu
rre

d
 th

at cau
se

d
 th

e
 d

am
ag

e.Fo
r an

 actio
n

 in
rem

,claim
s attach

e
d

 to
 m

o
vab

le
 o

r im
m

o
vab

le
 g

o
o

d
s,th

e
 lim

itatio
n

s p
e

rio
d

 is th
irty
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ye
ars (art.2

2
6

2
 o

f th
e

 B
e

lg
ian

 C
ivil C

o
d

e
).In

 all th
e

se
 case

s,th
e

 te
rm

 is e
xte

n
d

e
d

 u
n

d
e

r

ce
rtain

 circu
m

stan
ce

s,fo
r in

stan
ce

 w
h

e
n

 o
n

e
 o

f th
e

 p
artie

s is a m
in

o
r,o

r b
y ce

rtain

acts,su
ch

 as a n
o

tice
 o

f d
e

fau
lt o

r th
e

 in
stitu

tio
n

 o
f le

g
al p

ro
ce

e
d

in
g

s.

Th
e

 law
 o

f e
vid

e
n

ce
 co

n
tain

s th
e

 fu
n

d
am

e
n

tal ru
le

s acco
rd

in
g

 to
 w

h
ich

 all d
o

cu
-

m
e

n
ts are

 ju
d

g
e

d
 in

 all are
as o

f th
e

 law
.In

so
far as n

o
 sp

e
cific ru

le
s ap

p
ly,th

e
 law

 o
f

e
vid

e
n

ce
 d

e
te

rm
in

e
s th

e
 fo

rm
 th

at d
o

cu
m

e
n

ts m
u

st take
 fro

m
 a le

g
al p

e
rsp

e
ctive.Fo

r

th
is re

aso
n

,a g
e

n
e

ral o
ve

rvie
w

 o
f th

e
 law

 o
f e

vid
e

n
ce

 w
ill b

e
 g

ive
n

 in
 th

e
 first ch

ap
te

r.

2
.

L
E

G
A

L
 O

B
L

IG
A

T
IO

N
 T

O
 P

R
E

S
E

R
V

E
 D

O
C

U
M

E
N

T
S

3
.

C
O

N
V

E
N

T
IO

N
A

L
 O

B
L

IG
A

T
IO

N
 T

O
 P

R
E

S
E

R
V

E
 D

O
C

U
M

E
N

T
S

Th
e

 P
u

b
lic R

e
co

rd
s A

ct im
p

o
se

s a g
e

n
e

ral o
b

lig
atio

n
 o

n
 th

e
 p

u
b

lic se
cto

r to
 p

re
-

se
rve

 
th

e
ir 

re
co

rd
s

1.
Th

e
re

 
is 

n
o

 
e

q
u

ivale
n

t 
g

e
n

e
ral 

o
b

lig
atio

n
 

fo
r 

th
e

 
p

rivate

se
cto

r.H
o

w
e

ve
r,b

u
sin

e
sse

s m
u

st take
 in

to
 acco

u
n

t m
an

y sp
e

cific an
d

 in
d

u
stry-re

late
d

o
b

lig
atio

n
s to

 p
re

se
rve

 d
o

cu
m

e
n

ts.C
o

rp
o

ratio
n

s an
d

 m
e

rch
an

ts are
 o

b
lig

e
d

 to
 ke

e
p

acco
u

n
ts to

 su
it th

e
 n

atu
re

 an
d

 size
 o

f th
e

ir b
u

sin
e

ss an
d

 to
 ke

e
p

 th
e

se
 fo

r 1
0

 ye
ars.

Em
p

lo
ye

rs m
u

st sto
re

 a w
id

e
 varie

ty o
f so

cial d
o

cu
m

e
n

ts.Taxp
aye

rs are
 o

b
lig

e
d

 to

re
tain

 all th
e

 d
o

cu
m

e
n

ts n
e

e
d

e
d

 to
 d

e
te

rm
in

e
 th

e
ir taxab

le
 in

co
m

e.

Th
e

 ru
le

s o
n

 acco
u

n
tin

g
 are

 m
ain

ly in
te

n
d

e
d

 to
 safe

g
u

ard
 th

e
 rig

h
ts o

f th
ird

 p
ar-

tie
s.W

h
e

n
 e

n
te

rin
g

 in
to

 im
p

o
rtan

t tran
sactio

n
s,th

e
 fu

tu
re

 cre
d

ito
r can

 co
n

su
lt th

e

co
m

p
an

y’s an
n

u
al fin

an
cial state

m
e

n
t.Th

e
 o

th
e

r p
re

se
rvatio

n
 o

b
lig

atio
n

s im
p

o
se

d
 o

n

o
rg

an
isatio

n
s are

 in
te

n
d

e
d

 to
 p

ro
vid

e
 th

e
 g

o
ve

rn
m

e
n

t w
ith

 a ve
rificatio

n
 to

o
l.Th

e
 tax

au
th

o
ritie

s h
ave

 e
xte

n
sive

 p
o

w
e

rs to
 e

xam
in

e
 th

e
 acco

u
n

tin
g

 b
o

o
ks to

 d
e

te
rm

in
e

w
h

e
th

e
r d

e
clare

d
 in

co
m

e
 ag

re
e

s w
ith

 tru
e

 in
co

m
e.

A
ll th

e
se

 sp
e

cific re
g

u
latio

n
s im

p
o

se
 th

e
ir o

w
n

 re
q

u
ire

m
e

n
ts o

n
 th

e
 fo

rm
 in

 w
h

ich

d
o

cu
m

e
n

ts m
u

st b
e

 d
rafte

d
 an

d
 p

re
se

rve
d

.

So
m

e
tim

e
s th

e
re

 can
 b

e
 a co

n
tractu

al b
asis fo

r sto
rin

g
 d

o
cu

m
e

n
ts.C

o
m

p
an

ie
s

can
 e

n
tru

st th
e

 m
an

ag
e

m
e

n
t o

f th
e

ir arch
ive

s to
 a sp

e
cialize

d
 firm

 w
ith

 w
h

ich
 th

e
y

e
n

te
r in

to
 a cu

sto
d

y ag
re

e
m

e
n

t 2.Th
e

 cu
sto

d
ian

 m
u

st th
e

n
 re

tu
rn

 th
e

 d
o

cu
m

e
n

ts to

th
e

 d
e

p
o

sito
r at h

is first re
q

u
e

st.

B
.

T
H

E
 O

R
G

A
N

IZ
A

T
IO

N
 O

F
 T

H
E

 A
R

C
H

IV
E

Eve
ry o

rg
an

izatio
n

 m
u

st d
e

ve
lo

p
 an

 arch
ivin

g
 p

o
licy w

ith
 p

racticab
le

 arch
ivin

g

p
ro

ce
d

u
re

s to
 re

ach
 th

e
 o

b
je

ctive
s d

e
scrib

e
d

 ab
o

ve.
A

rch
ivin

g
 o

n
ly m

ake
s se

n
se

w
h

e
n

 th
e

 d
o

cu
m

e
n

ts re
tain

 th
e

ir au
th

e
n

ticity.It m
u

st b
e

 p
o

ssib
le

 to
 e

valu
ate

 th
e
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C
.

D
IG

ITA
L D

O
C

U
M

E
N

T
S

:

D
E

F
IN

IT
IO

N
 O

F
 T

H
E

 P
R

O
B

LE
M

au
th

e
n

ticity an
d

 re
liab

ility o
f d

o
cu

m
e

n
ts w

h
e

n
 th

e
y are

 re
q

u
e

ste
d

 fro
m

 th
e

 arch
ive

fo
r re

u
se.A

 d
o

cu
m

e
n

t is au
th

e
n

tic if it is in
 re

ality w
h

at it p
u

rp
o

rts to
 b

e.

A
 d

o
cu

m
e

n
t’s au

th
e

n
ticity is d

e
te

rm
in

e
d

 o
n

 th
e

 b
asis o

f its in
te

g
rity an

d
 id

e
n

tity.

Th
e

 id
e

n
tity o

f a d
o

cu
m

e
n

t can
 b

e
 d

e
te

rm
in

e
d

 fro
m

 its o
rig

in
 an

d
 co

n
te

xt.A
ll th

e

in
fo

rm
atio

n
 th

at is n
e

e
d

e
d

 to
 d

e
te

rm
in

e
 th

e
 au

th
e

n
ticity m

u
st b

e
 p

re
se

rve
d

 in
 th

e

m
e

tad
ata acco

m
p

an
yin

g
 th

e
 re

co
rd

 in
 th

e
 arch

ive.
M

e
tad

ata in
clu

d
e

 th
e

 au
th

o
r

an
d

/o
r th

e
 p

e
rso

n
 re

sp
o

n
sib

le
 fo

r th
e

 d
o

cu
m

e
n

t,
th

e
 d

ate,
th

e
 (b

u
sin

e
ss) p

ro
ce

ss

w
ith

in
 w

h
ich

 it w
as cre

ate
d

 o
r re

ce
ive

d
,e

tc.A
rch

ivin
g

 is first an
d

 fo
re

m
o

st a p
ractical

task:in
 o

rd
e

r to
 p

re
se

rve
 a re

co
rd

,
th

e
 ap

p
ro

p
riate

 te
ch

n
ical an

d
 o

rg
an

izatio
n

al 

m
e

asu
re

s m
u

st b
e

 take
n

.

Th
e

 arch
ival p

o
licy an

d
 th

e
 e

n
tailin

g
 arch

ival p
ro

ce
d

u
re

s m
u

st take
 in

to
 acco

u
n

t

th
e

 m
o

d
alitie

s an
d

 lim
itatio

n
s th

at th
e

 law
 im

p
o

se
s.P

rivacy re
g

u
latio

n
s an

d
 co

p
yrig

h
t

h
ave

 a sp
e

cial im
p

act o
n

 all asp
e

cts o
f arch

ivin
g

.Th
e

 rig
h

t to
 p

rivacy lim
its th

e
 d

ata

th
at m

ay b
e

 in
clu

d
e

d
 in

 th
e

 arch
ive.A

n
y p

e
rso

n
al in

fo
rm

atio
n

 in
 th

e
 arch

ive
 m

u
st b

e

sto
re

d
 care

fu
lly an

d
 m

ay n
o

t b
e

 h
an

d
e

d
 o

ve
r to

 th
ird

 p
artie

s as a ru
le.Th

e
 in

clu
sio

n
 in

th
e

 arch
ive

 o
f w

o
rks p

ro
te

cte
d

 b
y co

p
yrig

h
t re

q
u

ire
s,in

 p
rin

cip
le,th

e
 p

e
rm

issio
n

 o
f

th
e

 co
p

yrig
h

t h
o

ld
e

rs,as d
o

e
s m

o
d

ificatio
n

 an
d

 fu
rth

e
r d

istrib
u

tio
n

 o
f th

e
 w

o
rk.

To
d

ay,
p

ap
e

r is still th
e

 m
e

d
iu

m
 o

f ch
o

ice
 fo

r th
e

 p
re

se
rvatio

n
 o

f d
o

cu
m

e
n

ts.

Pap
e

r’s lo
n

g
 life

 cycle
 an

d
 re

lative
ly sim

p
le

 sto
rag

e
 m

e
th

o
d

s d
o

,in
d

e
e

d
,m

ake
 it ve

ry

su
itab

le
 fo

r th
e

 lo
n

g
-te

rm
 p

re
se

rvatio
n

 o
f m

an
y typ

e
s o

f in
fo

rm
atio

n
.

B
u

t u
sin

g
 p

ap
e

r also
 h

as d
isad

van
tag

e
s.A

 lo
t o

f sto
rag

e
 sp

ace
 is n

e
e

d
e

d
 to

 sto
ck

p
ap

e
r;w

h
ich

 im
p

o
se

s su
b

stan
tial co

sts o
n

 co
m

p
an

ie
s.Th

e
 le

g
al o

b
lig

atio
n

 to
 p

re
-

se
rve

 d
o

cu
m

e
n

ts o
fte

n
 co

n
fro

n
ts co

rp
o

ratio
n

s w
ith

 se
rio

u
s arch

ivin
g

 p
ro

b
le

m
s d

u
e

to
 lack o

f sp
ace.M

o
re

o
ve

r,re
trie

vin
g

 in
fo

rm
atio

n
 fro

m
 p

ap
e

r arch
ive

s is a lab
o

u
r-

in
te

n
sive

 an
d

 th
e

re
fo

r e
xp

e
n

sive
 e

n
d

e
avo

r.Pap
e

r d
o

e
s n

o
t allo

w
 in

fo
rm

atio
n

 to
 b

e

p
ro

ce
sse

d
 rap

id
ly an

d
 e

fficie
n

tly.

Fo
r th

e
se

 re
aso

n
s m

o
re

 an
d

 m
o

re
 co

m
p

an
ie

s are
 lo

o
kin

g
 to

 sw
itch

 to
 an

 e
le

c-

tro
n

ic d
o

cu
m

e
n

t m
an

ag
e

m
e

n
t syste

m
 to

 m
an

ag
e

 th
e

ir d
o

cu
m

e
n

ts.M
an

y are
 co

n
-

sid
e

rin
g

 re
p

lacin
g

 o
rig

in
al p

ap
e

r d
o

cu
m

e
n

ts w
ith

 e
le

ctro
n

ic co
p

ie
s,in

 o
rd

e
r to

 re
d

u
ce

th
e

 n
e

e
d

 fo
r sto

rag
e

 sp
ace.Exte

n
sive

 se
arch

 fu
n

ctio
n

s h
e

lp
 to

 e
n

su
re

 th
at re

le
van

t

in
fo

rm
atio

n
 is rap

id
ly availab

le.

Th
e

 ad
van

tag
e

s o
f e

le
ctro

n
ic o

ve
r p

ap
e

r sto
rag

e
 are

 n
o

t th
e

 o
n

ly re
aso

n
s co

m
p

a-

n
ie

s h
ave

 fo
r u

sin
g

 a d
ig

ital arch
ivin

g
 syste

m
.C

o
m

p
an

ie
s are

 in
cre

asin
g

ly co
n

fro
n

te
d

w
ith

 d
o

cu
m

e
n

ts th
at o

rig
in

ate
 in

 a d
ig

ital fo
rm

.To
d

ay,m
o

st d
o

cu
m

e
n

ts in
 a co

m
p

an
y

are
 p

ro
d

u
ce

d
 e

le
ctro

n
ically th

ro
u

g
h

 a varie
ty o

f co
m

p
u

te
r ap

p
licatio

n
s.Th

e
 e

xch
an

g
e

o
f in

fo
rm

atio
n

 b
e

tw
e

e
n

 b
u

sin
e

ss p
artn

e
rs is also

 o
fte

n
 h

an
d

le
d

 e
le

ctro
n

ically,so
 th

at

an
 e

le
ctro

n
ic ve

rsio
n

 is th
e

 o
n

ly ve
rsio

n
 th

at e
xits.A

n
yo

n
e

 w
an

tin
g

 to
 d

o
 b

u
sin

e
ss
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q
u

ickly an
d

 ch
e

ap
ly w

ith
o

u
t to

o
 m

an
y fo

rm
alitie

s u
se

s in
te

rn
e

t te
ch

n
o

lo
g

y to
 ke

e
p

 in

co
n

tact w
ith

 cu
sto

m
e

rs an
d

/o
r su

p
p

lie
rs.C

o
m

p
u

te
r ap

p
licatio

n
s are

 w
id

e
ly u

se
d

 to

ste
e

r an
d

 su
p

p
o

rt in
te

rn
al o

p
e

ratio
n

al p
ro

ce
sse

s.A
ll th

is h
as le

d
 to

 a d
e

m
ate

rializatio
n

o
f in

fo
rm

atio
n

 tran
sfe

r.

To
d

ay,m
an

y d
ig

ital d
o

cu
m

e
n

ts are
 still p

rin
te

d
 an

d
 th

e
n

 file
d

 in
 p

ap
e

r fo
rm

.Th
is

p
ractice

 d
o

e
s little

 to
 lo

w
e

r co
sts an

d
 is g

rad
u

ally b
e

co
m

in
g

 u
n

te
n

ab
le.So

p
h

isticate
d

e
le

ctro
n

ic d
o

cu
m

e
n

ts,su
ch

 as d
atab

ase
s an

d
 m

u
ltim

e
d

ia o
b

je
cts,can

 n
o

t b
e

 p
rin

te
d

to
 p

ap
e

r in
 a m

e
an

in
g

fu
l w

ay.Th
e

 d
e

p
lo

ym
e

n
t o

f e
le

ctro
n

ic d
o

cu
m

e
n

t m
an

ag
e

m
e

n
t

an
d

 arch
ivin

g
 syste

m
s is th

e
 w

ay fo
rw

ard
.

H
o

w
e

ve
r,se

ve
ral le

g
al o

b
stacle

s can
 stan

d
 in

 th
e

 w
ay o

f an
 o

p
tim

al u
se

 o
f an

 e
le

c-

tro
n

ic d
o

cu
m

e
n

t m
an

ag
e

m
e

n
t syste

m
.P

rio
r to

 th
e

 im
p

le
m

e
n

tatio
n

 o
f su

ch
 a syste

m
,

th
e

 lim
its p

o
se

d
 b

y law
 o

n
 th

e
 u

se
 o

f e
le

ctro
n

ic d
o

cu
m

e
n

ts m
u

st b
e

 re
se

arch
e

d
 an

d

ap
p

lie
d

 to
 th

e
 co

m
p

an
y’s circu

m
stan

ce
s.

A
 classic le

g
al p

ro
b

le
m

 re
latin

g
 to

 e
le

ctro
n

ic in
fo

rm
atio

n
 h

as to
 d

o
 w

ith
 th

e
 q

u
e

s-

tio
n

 o
f e

vid
e

n
ce.R

e
aso

n
ab

le
 ce

rtain
ty m

u
st e

xist th
at a co

u
rt w

ill acce
p

t e
le

ctro
n

ic

in
fo

rm
atio

n
 as e

vid
e

n
ce

 w
h

e
n

 a d
isp

u
te

 arise
s.Th

e
 law

 o
f e

vid
e

n
ce

 is a d
e

te
rm

in
in

g

facto
r fo

r th
e

 w
ay in

 w
h

ich
 w

e
 arch

ive
 d

o
cu

m
e

n
ts.In

 ad
d

itio
n

,o
th

e
r le

g
al ru

le
s th

at

co
u

ld
 im

p
e

d
e

 th
e

 cre
atio

n
 an

d
/o

r p
re

se
rvatio

n
 o

f le
g

ally re
le

van
t,e

le
ctro

n
ic in

fo
rm

a-

tio
n

 sh
o

u
ld

 b
e

 take
n

 in
to

 acco
u

n
t.Th

e
 Ele

ctro
n

ic C
o

m
m

e
rce

 A
ct se

e
ks to

 p
u

t an
 e

n
d

to
 th

e
 o

b
stacle

s th
at cu

rre
n

tly e
xist fo

r th
e

 co
n

clu
sio

n
 o

f co
n

tracts o
n

lin
e.

B
e

sid
e

 th
e

 law
 o

f e
vid

e
n

ce
 th

e
re

 are
 sp

e
cial stip

u
latio

n
s in

 tax law
 an

d
 acco

u
n

t-

in
g

 law
,m

e
d

ical law
 an

d
 so

cial law
 th

at e
ach

 ap
p

ly to
 o

n
e

 sp
e

cific typ
e

 o
f d

o
cu

m
e

n
t.

Th
e

se
 stip

u
latio

n
s o

fte
n

 d
e

viate
 fro

m
 th

e
 law

 o
f e

vid
e

n
ce

 w
ith

 re
sp

e
ct to

 th
e

 m
e

th
o

d

an
d

 te
rm

 o
f p

re
se

rvatio
n

.H
o

w
e

ve
r,th

e
se

 se
cto

ral ru
le

s o
fte

n
 o

n
ly co

n
ce

rn
 th

e
 re

la-

tio
n

 b
e

tw
e

e
n

 th
e

 taxp
aye

r,th
e

 d
o

cto
r o

r th
e

 e
m

p
lo

ye
r w

ith
 th

e
 g

o
ve

rn
m

e
n

t.W
ith

re
g

ard
 to

 o
th

e
rs,it is o

fte
n

 still e
vid

e
n

ce
 law

 th
at p

ro
vid

e
s g

u
id

an
ce

 fo
r th

e
 p

re
se

rva-

tio
n

 o
f d

o
cu

m
e

n
ts an

d
 th

e
 e

valu
atio

n
 o

f th
e

ir le
g

al valu
e.

D
.

G
E

N
E

R
A

L F
R

A
M

E
W

O
R

K
:T

H
E

 L
A

W
 O

F
 E

V
ID

E
N

C
E

Evid
e

n
ce

 can
 b

e
 d

e
fin

e
d

 as “d
e

m
o

n
stratin

g
 th

e
 accu

racy o
f a fact o

r o
f th

e
 re

ality

o
f a le

g
al tran

sactio
n

 w
h

e
n

 th
e

re
 is a d

isp
u

te
 ab

o
u

t th
is b

e
tw

e
e

n
 th

e
 p

artie
s” 3.In

B
e

lg
iu

m
 a clo

se
d

 e
vid

e
n

ce
 syste

m
 ap

p
lie

s to
 civil case

s,as laid
 o

u
t b

y th
e

 ch
ap

te
r e

n
ti-

tle
d

 “Evid
e

n
ce

 o
f O

b
lig

atio
n

s an
d

 Evid
e

n
ce

 o
f Paym

e
n

t”o
f th

e
 C

ivil C
o

d
e. 4

Th
is m

e
an

s

th
at th

e
 le

g
islato

r o
n

ly acce
p

ts as p
ro

ve
n

 in
 co

u
rt th

at fo
r w

h
ich

 ce
rtain

 typ
e

s o
fcre

-

d
ib

le
 e

vid
e

n
ce

 h
as b

e
e

n
 p

re
se

n
te

d
5.M

o
re

 sp
e

cifically,th
is re

fe
rs to

 w
ritte

n
 e

vid
e

n
ce,

th
e

 te
stim

o
n

y o
f w

itn
e

sse
s,circu

m
stan

tial e
vid

e
n

ce,th
e

 p
artie

s’ad
m

issio
n

 an
d

 th
e

o
ath

.Th
e

 civil e
vid

e
n

ce
 ru

le
s ap

p
ly in

 all are
as o

f law
 in

so
far as a co

n
tract o

r an
o

th
e

r

law
 d

o
 n

o
t e

xp
licitly p

ro
vid

e
 o

th
e

rw
ise

 

Th
e

 C
ivil C

o
d

e
 e

stab
lish

e
s a h

ie
rarch

y o
f th

e
 vario

u
s typ

e
s o

f e
vid

e
n

ce
 b

e
cau

se
 th

e

1
.

IN
T

R
O

D
U

C
T

IO
N
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2
.

A
 D

O
C

U
M

E
N

T
 S

IG
N

E
D

 B
Y

 H
A

N
D

le
g

islato
r co

n
sid

e
rs so

m
e

 typ
e

s o
f e

vid
e

n
ce

 m
o

re
 cre

d
ib

le
 th

an
 o

th
e

rs.Th
e

 sig
n

e
d

d
o

cu
m

e
n

t p
lays a p

articu
lar ro

le
 h

e
re

 b
e

cau
se

 it fu
lfils th

e
 fo

llo
w

in
g

 fu
n

ctio
n

s:

• it is p
o

ssib
le

 to
 id

en
tify

th
e

 au
th

o
r

• th
e

 d
o

cu
m

e
n

t’s in
teg

rity
is g

u
aran

te
e

d

• th
e

 au
th

o
r h

as ap
p

ro
p

riated
th

e
 co

n
te

n
t o

f th
e

 d
o

cu
m

e
n

t.

B
e

cau
se

 o
f th

e
 p

re
su

m
e

d
 re

liab
ility o

f sig
n

e
d

 d
o

cu
m

e
n

ts,th
e

 le
g

islato
r re

q
u

ire
s

th
at im

p
o

rtan
t ag

re
e

m
e

n
ts w

ith
 a valu

e
 in

 e
xce

ss o
f 3

7
5

 EU
R

 b
e

 su
b

stan
tiate

d
 w

ith
 a

sig
n

e
d

 d
o

cu
m

e
n

t.Trad
itio

n
ally,th

is re
fe

rs o
n

ly to
 a p

ap
e

r d
o

cu
m

e
n

t sig
n

e
d

 b
y h

an
d

.

Sin
ce

 th
e

 in
tro

d
u

ctio
n

 o
f th

e
 law

 o
n

 th
e

 e
le

ctro
n

ic sig
n

atu
re,an

 e
le

ctro
n

ically sig
n

e
d

d
o

cu
m

e
n

t is also
 o

n
e

 o
f th

e
 o

p
tio

n
s.In

 p
rin

cip
le,n

o
 o

th
e

r fo
rm

s o
f e

vid
e

n
ce

 are

ad
m

issib
le

 fo
r th

is typ
e

 o
f ag

re
e

m
e

n
t.

Th
e

 p
arty w

h
o

 h
as a sig

n
e

d
 d

o
cu

m
e

n
t is in

 a stro
n

g
 p

o
sitio

n
 b

e
cau

se
 o

f its sp
e

-

cial e
vid

e
n

tial valu
e

6.A
fte

r all,th
e

 law
 stip

u
late

s th
at th

e
 co

u
rt m

ay n
o

t d
o

u
b

t th
e

tru
th

 o
f a sig

n
e

d
 d

o
cu

m
e

n
t p

re
se

n
te

d
 b

y o
n

e
 p

arty u
n

le
ss th

e
 o

p
p

o
sin

g
 p

arty can

p
re

se
n

t an
o

th
e

r d
o

cu
m

e
n

t in
 re

b
u

ttal.In
 p

re
se

n
tin

g
 a sig

n
e

d
 d

o
cu

m
e

n
t o

n
e

 p
ro

ve
s

th
e

 claim
 in

stan
tly,as it w

e
re.Th

is is an
 im

p
o

rtan
t d

iffe
re

n
ce

 fro
m

 a n
o

rm
al (u

n
sig

n
e

d
)

d
o

cu
m

e
n

t,w
h

ich
 m

ay b
e

 ad
m

issib
le

 e
vid

e
n

ce
 fo

r claim
s w

ith
 a valu

e
 u

n
d

e
r 3

7
5

 EU
R

,

b
u

t th
e

 cre
d

ib
ility o

f w
h

ich
 th

e
 co

u
rt m

ay e
valu

ate
 fo

r itse
lf.Th

e
 sig

n
atu

re
 o

f th
e

 p
arty

ag
ain

st w
h

o
m

 o
n

e
 su

b
m

its a d
o

cu
m

e
n

t m
ake

s th
e

 d
o

cu
m

e
n

t a ve
ry cre

d
ib

le
 article

o
f e

vid
e

n
ce.

Th
e

 h
an

d
w

ritte
n

 sig
n

atu
re

 h
as lo

n
g

 h
e

ld
 a ce

n
tral p

o
sitio

n
 in

 civil law
 o

f e
vid

e
n

ce

an
d

 in
 m

an
y re

sp
e

cts it se
rve

d
 as m

o
d

e
l fo

r th
e

 e
le

ctro
n

ic sig
n

atu
re.Th

at is w
h

y 

w
e

 w
ill p

au
se

 to
 d

iscu
ss trad

itio
n

al p
ap

e
r e

vid
e

n
ce

 b
e

fo
re

 tu
rn

in
g

 to
 e

le
ctro

n
ic 

d
o

cu
m

e
n

ts.

Trad
itio

n
ally,

ju
risp

ru
d

e
n

ce
 co

n
sid

e
re

d
 sig

n
in

g
 to

 m
e

an
 d

ire
ctly p

lacin
g

 o
n

e’s

n
am

e
 o

n
 a p

ap
e

r m
e

d
iu

m
 b

y h
an

d
 in

 o
n

e’s o
w

n
 h

an
d

w
ritin

g
7.It is au

to
m

atically

assu
m

e
d

 th
at a p

ap
e

r d
o

cu
m

e
n

t sig
n

e
d

 b
y h

an
d

 fu
lfils th

e
 th

re
e

 p
re

vio
u

sly liste
d

fu
n

ctio
n

s (id
e

n
tificatio

n
,in

te
g

rity an
d

 ap
p

ro
p

riatio
n

).

Th
e

 h
an

d
w

ritte
n

 sig
n

atu
re

 is a u
n

iq
u

e
 m

e
an

s o
f id

e
n

tificatio
n

 th
at is lin

ke
d

 to
 o

n
ly

o
n

e
 p

articu
lar p

e
rso

n
.A

 laym
an

 can
 co

m
p

are
 d

iffe
re

n
t sig

n
atu

re
s fro

m
 o

n
e

 p
e

rso
n

an
d

 can
 fo

rm
 an

 accu
rate

 im
p

re
ssio

n
 ab

o
u

t th
e

 au
th

e
n

ticity o
f th

e
 sig

n
atu

re
 w

ith
o

u
t

re
q

u
irin

g
 sp

e
cial re

so
u

rce
s.In

 case
s o

f d
o

u
b

t,a g
rap

h
o

lo
g

ist can
 p

ro
vid

e
 a d

e
fin

itive

an
sw

e
r o

n
 th

e
 au

th
e

n
ticity o

f a sig
n

atu
re,as h

e
 can

 d
e

te
rm

in
e

 w
ith

 n
e

ar ce
rtain

ty

w
h

e
th

e
r th

e
 h

an
d

w
ritin

g
 b

e
lo

n
g

s to
 a p

articu
lar p

e
rso

n
.

It is su
fficie

n
tly d

ifficu
lt to

 m
an

ip
u

late
 a p

ap
e

r d
o

cu
m

e
n

t,b
y ch

an
g

in
g

 co
n

te
n

t,

ad
d

in
g

 o
r d

e
le

tin
g

 in
fo

rm
atio

n
,in

 a w
ay th

at w
ill n

o
t b

e
 n

o
tice

d
.Pap

e
r is th

e
re

fo
re

 a

p
rim

e
 m

e
d

iu
m

 to
 re

co
rd

 in
fo

rm
atio

n
 in

 an
 u

n
ch

an
g

e
ab

le
 w

ay.

Le
g

al cu
sto

m
 h

as it th
at b

y p
lacin

g
 h

is sig
n

atu
re,

th
e

 sig
n

ato
ry e

xp
re

sse
s h

is

ag
re

e
m

e
n

t w
ith

 th
e

 co
n

te
n

t o
f th

e
 d

o
cu

m
e

n
t.

Th
is vie

w
 o

f th
e

 h
an

d
w

ritte
n

 sig
n

atu
re

 also
 e

xp
lain

s th
e

 d
iffe

re
n

ce
 b

e
tw

e
e

n
 o

rig
-

in
al d

o
cu

m
e

n
tary e

vid
e

n
ce

 an
d

 a co
p

y o
f it.O

n
ly th

e
 d

o
cu

m
e

n
t b

e
arin

g
 th

e
 o

rig
in

al

sig
n

atu
re

 is an
 o

rig
in

al w
ith

 th
e

 co
rre

sp
o

n
d

in
g

 sp
e

cial e
vid

e
n

tial valu
e.Th

e
 law

 o
f 
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e
vid

e
n

ce
 co

n
sid

e
rs a d

o
cu

m
e

n
t o

n
 w

h
ich

 th
e

 sig
n

atu
re

 ap
p

e
ars in

 an
o

th
e

r fo
rm

,fo
r

in
stan

ce
 b

y u
sin

g
 scan

n
in

g
 te

ch
n

iq
u

e
s o

r m
icro

film
,to

 b
e

 a “co
p

y”an
d

 n
o

t an
 o

rig
in

al.

Th
e

 law
 o

f e
vid

e
n

ce
 attrib

u
te

s g
re

ate
r valu

e
 to

 an
 o

rig
in

al d
o

cu
m

e
n

t th
an

 to
 a

co
p

y o
f th

is d
o

cu
m

e
n

t.A
rticle

 1
3

3
4

 o
f th

e
 B

e
lg

ian
 C

ivil C
o

d
e

 stip
u

late
s th

at a co
p

y w
ill

o
n

ly b
e

 acce
p

te
d

 as e
vid

e
n

ce
 w

h
e

n
 th

e
 o

rig
in

al can
 still b

e
 p

ro
d

u
ce

d
.Th

e
 o

p
p

o
sin

g

p
arty can

 th
u

s alw
ays ch

alle
n

g
e

 a co
p

y an
d

 d
e

m
an

d
 th

e
 su

b
m

issio
n

 o
f th

e
 o

rig
in

al.

Th
is is ve

ry im
p

o
rtan

t w
h

e
n

 d
o

cu
m

e
n

tary e
vid

e
n

ce
 o

n
 p

ap
e

r is in
clu

d
e

d
 in

 a d
ig

ital

arch
ive

 (e.g
.via scan

n
in

g
 te

ch
n

iq
u

e
s).U

su
ally th

e
 o

rig
in

al is d
e

stro
ye

d
 an

d
 can

 n
o

lo
n

g
e

r b
e

 su
b

m
itte

d
.Th

e
 e

le
ctro

n
ic ve

rsio
n

 is o
n

ly a co
p

y b
e

cau
se

 it lacks a valid
 sig

-

n
atu

re
 an

d
 th

u
s h

as o
n

ly lim
ite

d
 e

vid
e

n
tial valu

e.H
o

w
e

ve
r,as lo

n
g

 as th
e

 o
p

p
o

sin
g

p
arty d

o
e

s n
o

t ch
alle

n
g

e
 th

e
 co

p
y,th

e
 co

p
y d

o
e

s h
ave

 th
e

 sam
e

 co
g

e
n

cy as th
e

 o
rig

-

in
al.Th

e
 co

u
rt m

ay n
o

t d
e

m
an

d
 th

e
 su

b
m

issio
n

 o
f th

e
 o

rig
in

al if n
o

n
e

 o
f th

e
 p

artie
s

d
o

e
s so

. 8

3
.

T
H

E
 E

L
E

C
T

R
O

N
IC

 S
IG

N
A

T
U

R
E

U
n

til re
ce

n
tly,th

e
 ru

le
s g

o
ve

rn
in

g
 d

o
cu

m
e

n
tary e

vid
e

n
ce

 im
p

e
d

e
d

 th
e

 p
ro

o
f o

f

ag
re

e
m

e
n

ts e
n

te
re

d
 in

to
 e

le
ctro

n
ically.Th

e
 e

n
fo

rce
ab

ility o
f th

e
se

 co
n

tracts in
 co

u
rt

w
as su

b
je

ct to
 g

re
at le

g
al u

n
ce

rtain
ty,as su

ch
 ag

re
e

m
e

n
ts co

u
ld

 o
b

vio
u

sly n
o

t b
e

sig
n

e
d

 b
y h

an
d

.

P
rin

tin
g

 co
n

tracts co
n

clu
d

e
d

 e
le

ctro
n

ically co
u

ld
 n

o
t p

ro
vid

e
 a satisfacto

ry so
lu

-

tio
n

.A
fte

r all,th
e

 p
rin

to
u

t is a d
o

cu
m

e
n

t th
at lacks an

 o
rig

in
al sig

n
atu

re
 an

d
 th

u
s can

at b
e

st b
e

 co
n

sid
e

re
d

 o
n

ly a co
p

y.

Th
e

 in
co

m
p

atib
ility o

f th
e

 ru
le

s o
f e

vid
e

n
ce

 in
 th

e
 B

e
lg

ian
 C

ivil C
o

d
e

 w
ith

 m
o

d
e

rn

in
fo

rm
atio

n
 an

d
 co

m
m

u
n

icatio
n

 te
ch

n
o

lo
g

ie
s w

as a co
n

sid
e

rab
le

 im
p

e
d

im
e

n
t to

 th
e

u
se

 o
f th

e
 in

fo
rm

atio
n

 h
ig

h
w

ay fo
r le

g
ally re

le
van

t acts
9.

Sin
ce

 1
 Jan

u
ary 2

0
0

1
,n

e
w

 ru
le

s o
n

 th
e

 ad
m

issio
n

 o
f e

le
ctro

n
ic sig

n
atu

re
s h

ave

g
o

n
e

 so
m

e
 w

ay to
w

ard
 alle

viatin
g

 th
e

se
 p

ro
b

le
m

s.A
 d

ig
ital d

o
cu

m
e

n
t can

 n
o

w
,in

p
rin

cip
le,fu

lfill th
e

 re
q

u
ire

m
e

n
ts o

f a sig
n

e
d

 d
o

cu
m

e
n

t as th
e

 e
le

ctro
n

ic sig
n

atu
re

 is

n
o

w
 e

q
u

ivale
n

t to
 a m

an
u

al sig
n

atu
re

 in
 th

e
 e

ye
s o

f th
e

 law
.

3
.1

.T
H

E
 E

L
E

C
T

R
O

N
IC

 S
IG

N
A

T
U

R
E

S
 A

C
T

 A
N

D
 C

E
R

T
IF

IC
A

T
IO

N
 S

E
R

V
IC

E

P
R

O
V

ID
E

R
 A

C
T

A
t th

e
 e

n
d

 o
f th

e
 1

9
9

0
s vario

u
s Eu

ro
p

e
an

 m
e

m
b

e
r state

s starte
d

 ad
ap

tin
g

 th
e

ir

ru
le

s o
f e

vid
e

n
ce

 to
 m

o
d

e
rn

 te
ch

n
o

lo
g

ie
s.Th

e
re

 w
as a fe

ar th
at d

iffe
rin

g
 ru

le
s fo

r th
e

le
g

al re
co

g
n

itio
n

 o
f e

le
ctro

n
ic sig

n
atu

re
s w

o
u

ld
 arise

 w
ith

in
 th

e
 Eu

ro
p

e
an

 in
te

rn
al

m
arke

t.Th
is co

u
ld

 p
re

se
n

t se
rio

u
s o

b
stacle

s fo
r th

e
 d

e
ve

lo
p

m
e

n
t o

f e
le

ctro
n

ic trad
e.

Th
at is w

h
y a d

ire
ctive

 w
as issu

e
d

 to
 cre

ate
 a co

m
m

o
n

 fram
e

w
o

rk fo
r e

le
ctro

n
ic sig

-

n
atu

re
s o

n
 a Eu

ro
p

e
an

 le
ve

l 1
0.Th

e
 Ele

ctro
n

ic Sig
n

atu
re

s A
ct 1

1
an

d
 th

e
 C

e
rtificatio

n

Se
rvice

s P
ro

vid
e

r A
ct 1

2
in

co
rp

o
rate

d
 th

e
 Eu

ro
p

e
an

 fram
e

w
o

rk in
 B

e
lg

ian
 le

g
islatio

n
.

A
n

 e
le

ctro
n

ic sig
n

atu
re

 is an
y e

le
ctro

n
ic su

b
stitu

te
 fo

r th
e

 trad
itio

n
al h

an
d

w
ritte

n

sig
n

atu
re.A

 fre
q

u
e

n
tly u

se
d

 te
ch

n
iq

u
e

 in
 m

an
y e

le
ctro

n
ic d

o
cu

m
e

n
t m

an
ag

e
m

e
n

t

syste
m

s fo
r cre

atin
g

 e
le

ctro
n

ic sig
n

atu
re

s is th
e

 “d
ig

itize
d

 h
an

d
w

ritte
n

 sig
n

atu
re”.Th

e

sig
n

e
r co

p
ie

s th
e

 d
ig

ital,g
rap

h
ical re

p
re

se
n

tatio
n

 o
f h

is o
w

n
 sig

n
atu

re
 (b

itm
ap

) to
 th

e
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w
o

rd
 p

ro
ce

ssin
g

 file
 th

at co
n

tain
s th

e
 d

o
cu

m
e

n
t h

e
 w

ish
e

s to
 sig

n
.Th

e
 b

itm
ap

 is cre
-

ate
d

 b
y scan

n
in

g
 th

e
 sig

n
atu

re.Th
e

 u
se

rs o
f th

is syste
m

 u
se

 a p
assw

o
rd

 to
 g

ain
 acce

ss

to
 th

e
ir o

w
n

 sig
n

atu
re.

Th
is te

cn
iq

u
e

 cap
tu

re
s th

e
 lo

o
k an

d
 fe

e
l o

f a h
an

d
w

ritte
n

 sig
n

atu
re

 an
d

 th
is typ

e

o
f e

le
ctro

n
ic sig

n
atu

re
 w

ill th
u

s b
e

 e
asily re

co
g

n
ize

d
 as a sig

n
atu

re
 b

y laym
an

.Th
e

re

are
 m

an
y o

th
e

r te
ch

n
iq

u
e

s b
e

sid
e

s th
is fo

r cre
atin

g
 an

 e
le

ctro
n

ic sig
n

atu
re.A

t p
re

s-

e
n

t,th
e

 “d
ig

ital sig
n

atu
re”te

ch
n

iq
u

e
 is th

e
 m

o
st ad

van
ce

d
 te

ch
n

iq
u

e
1

3.In
 co

n
trast to

th
e

 d
ig

itize
d

 h
an

d
w

ritte
n

 sig
n

atu
re,th

e
 d

ig
ital sig

n
atu

re
 d

o
e

s n
o

t re
se

m
b

le
 th

e
 h

an
d

-

w
ritte

n
 sig

n
atu

re
 at all 1

4.

Sin
ce

 1
 Jan

u
ary 2

0
0

1
,

an
 e

le
ctro

n
ic sig

n
atu

re
 can

 also
 b

e
 co

n
sid

e
re

d
 a valid

 

sig
n

atu
re

1
5.Ele

ctro
n

ic d
ata can

 co
n

stitu
te

 a valid
 sig

n
atu

re
 su

b
je

ct to
 tw

o
 co

n
d

itio
n

s:

• It m
u

st b
e

 p
o

ssib
le

 to
 attrib

u
te

 th
e

 e
le

ctro
n

ic d
ata th

at co
n

stitu
te

 th
e

 sig
n

a-

tu
re

 to
 a p

articu
lar p

e
rso

n
 (th

e
 sig

n
atu

re’s id
e

n
tificatio

n
 an

d
 ap

p
ro

p
riatio

n

fu
n

ctio
n

s)

• Th
e

 e
le

ctro
n

ic d
ata th

at co
n

stitu
te

 th
e

 sig
n

atu
re

 m
u

st d
e

m
o

n
strate

 th
e

p
re

se
rvatio

n
 o

f th
e

 d
o

cu
m

e
n

t’s in
te

g
rity (in

te
g

rity ve
rificatio

n
)

W
h

e
n

 th
e

 e
le

ctro
n

ic sig
n

atu
re

 satisfie
s th

e
se

 tw
o

 co
n

d
itio

n
s,th

e
 ju

d
g

e
 w

ill acce
p

t

it as a valid
 sig

n
atu

re.If h
e

 asce
rtain

s th
at o

n
e

 o
r b

o
th

 co
n

d
itio

n
s are

 n
o

t satisfie
d

,th
e

n

h
e

 w
ill n

o
t acce

p
t th

e
 d

ig
ital d

o
cu

m
e

n
t su

b
m

itte
d

 to
 h

im
 as a sig

n
e

d
 d

o
cu

m
e

n
t,b

u
t

as a n
o

rm
al d

o
cu

m
e

n
t th

e
 cre

d
ib

ility o
f w

h
ich

 h
e

 m
ay e

valu
ate

 h
im

se
lf.

Th
e

 co
n

tractin
g

 p
artie

s are
 acco

rd
e

d
 th

e
 fre

e
d

o
m

 to
 ch

o
o

se
 fro

m
 n

u
m

e
ro

u
s te

ch
-

n
iq

u
e

s to
 sig

n
 th

e
ir d

o
cu

m
e

n
ts.Th

e
 co

u
rt m

ay n
o

t ig
n

o
re

 d
o

cu
m

e
n

tary e
vid

e
n

ce
 th

at

is sig
n

e
d

 w
ith

 an
 e

le
ctro

n
ic sig

n
atu

re
 so

le
ly b

e
cau

se
 th

e
 sig

n
atu

re
 is p

lace
d

 in
 e

le
c-

tro
n

ic fo
rm

1
6.Fro

m
 n

o
w

 o
n

,a d
ig

ital d
o

cu
m

e
n

t w
ith

 an
 e

le
ctro

n
ic sig

n
atu

re
 is ad

m
is-

sib
le

 e
vid

e
n

ce,re
g

ard
le

ss w
h

e
th

e
r th

e
 tw

o
 co

n
d

itio
n

s e
xp

lain
e

d
 ab

o
ve

 are
 fu

lfille
d

.

In
 th

e
 Eu

ro
p

e
an

 co
n

te
xt,

co
n

sid
e

rab
le

 d
iffe

re
n

ce
s in

 in
te

rp
re

tatio
n

 co
u

ld
 arise

b
e

tw
e

e
n

 m
e

m
b

e
r state

s w
ith

 re
g

ard
 to

 w
h

ich
 sig

n
atu

re
 te

ch
n

iq
u

e
s are

 acce
p

tab
le.

To
 co

rre
ct th

is,th
e

 d
ire

ctive
 h

as d
e

fin
e

d
 o

n
e

 typ
e

 o
f e

le
ctro

n
ic sig

n
atu

re
 th

at m
u

st b
e

acce
p

te
d

 e
ve

ryw
h

e
re

 in
 th

e
 Eu

ro
p

e
an

 U
n

io
n

 as th
e

 e
q

u
ivale

n
t o

f th
e

 h
an

d
w

ritte
n

sig
n

atu
re.Th

is typ
e

 o
f sig

n
atu

re
 is calle

d
 a “q

u
alifie

d
 e

le
ctro

n
ic sig

n
atu

re”.

3
.2

.Q
U

A
L

IF
IE

D
 E

L
E

C
T

R
O

N
IC

 S
IG

N
A

T
U

R
E

S

A
 d

e
scrip

tio
n

 o
f a q

u
alifie

d
 e

le
ctro

n
ic sig

n
atu

re
 can

 b
e

 fo
u

n
d

 in
 th

e
 C

e
rtificatio

n

Se
rvice

s P
ro

vid
e

r A
ct.It is an

 “ad
van

ced
 electro

n
ic sig

n
atu

re
,b

ase
d

 o
n

 a q
u

alified
 

certificate
an

d
 cre

ate
d

 b
y a secu

re sig
n

atu
re creatio

n
 d

evice
” 1

7.Each
 o

f th
e

se
 th

re
e

e
le

m
e

n
ts re

q
u

ire
s a w

o
rd

 o
f e

xp
lan

atio
n

.

A
 q

u
alifie

d
 sig

n
atu

re
 is first an

d
 fo

re
m

o
st b

ase
d

 o
n

 a te
ch

n
o

lo
g

y th
at p

ro
d

u
ce

s

ad
van

ce
d

 e
le

ctro
n

ic sig
n

atu
re

s.A
 sig

n
atu

re
 is calle

d
 ad

van
ced

w
h

e
n

 it:

• is lin
ke

d
 to

 th
e

 sig
n

ato
ry in

 a u
n

iq
u

e
 w

ay

• it is cap
ab

le
 o

f id
e

n
tifyin

g
 th

e
 sig

n
ato

ry

• it is created
 th

ro
u

g
h

 m
ean

s th
at th

e sig
n

ato
ry can

 keep
 u

n
d

er h
is exclu

sive co
n

tro
l

• is lin
ke

d
 to

 th
e

 d
ata o

n
 w

h
ich

 it is b
ase

d
 in

 su
ch

 a w
ay th

at an
y su

b
se

q
u

e
n

t

ch
an

g
e

 to
 th

e
 d

ata can
 b

e
 d

e
te

cte
d

.

W
ith

 cu
rre

n
tly availb

le
 te

ch
n

o
lo

g
y,o

n
ly th

e
 d

ig
ital sig

n
atu

re
 te

ch
n

iq
u

e
 is su

itab
le

to
 cre

ate
 ad

van
ce

d
 e

le
ctro

n
ic sig

n
atu

re
s.In

 th
e

 fu
tu

re,o
th

e
r te

ch
n

iq
u

e
s th

at satisfy

th
e

se
 co

n
d

itio
n

s w
ill p

ro
b

ab
ly b

e
 d

e
ve

lo
p

e
d

.
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N
e

xt,a q
u

alifie
d

 sig
n

atu
re

 is acco
m

p
an

ie
d

 b
y a q

u
alifie

d
 ce

rtificate.A
 ce

rtificate
 is

q
u

alifie
d

 w
h

e
n

 it co
n

tain
s a ce

rtain
 se

t o
f in

fo
rm

atio
n

1
8:

–
 th

e
 lab

e
l “q

u
alifie

d
 ce

rtificate”;

–
 co

n
tact in

fo
rm

atio
n

 o
f th

e
 ce

rtificatio
n

 au
th

o
rity (C

A
);

–
 th

e
 ce

rtificate
 h

o
ld

e
r’s n

am
e

 o
r p

se
u

d
o

n
ym

;

–
 th

e
 p

e
rio

d
 o

f valid
ity;

–
 sig

n
atu

re
 ve

rificatio
n

 d
ata co

rre
sp

o
n

d
in

g
 to

 th
e

 sig
n

atu
re

 cre
atio

n
 d

ata h
e

ld

b
y th

e
 ce

rtificate
 h

o
ld

e
r;

–
 th

e
 ce

rtificate’s id
e

n
tity co

d
e

;

–
 th

e
 ad

van
ce

d
 e

le
ctro

n
ic sig

n
atu

re
 o

f th
e

 issu
e

r o
f th

e
 ce

rtificate.

W
h

e
re

 ap
p

ro
p

riate,th
e

 fo
llo

w
in

g
 in

fo
rm

atio
n

 can
 b

e
 ad

d
e

d
:

–
 re

fe
re

n
ce

 to
 a sp

e
cific attrib

u
te

 o
f th

e
 sig

n
ato

ry,fo
r in

stan
ce

 h
is p

ro
fe

ssio
n

;

–
 th

e
 re

strictio
n

s o
n

 th
e

 u
se

 o
f th

e
 ce

rtificate
;

–
 th

e
 lim

its re
latin

g
 to

 th
e

 valu
e

 o
f th

e
 tran

sactio
n

s fo
r w

h
ich

 th
e

 ce
rtificate

m
ay b

e
 u

se
d

.

C
e

rtificatio
n

 
au

th
o

ritie
s 

th
at 

w
ish

 
to

 
p

ro
vid

e
 

su
ch

 
q

u
alifie

d
 

ce
rtificate

s 
m

u
st 

satisfy se
ve

ral co
n

d
itio

n
s:

–
 th

e
y m

u
st d

e
m

o
n

strate
 th

at th
e

y are
 su

fficie
n

tly re
liab

le
 to

 su
p

p
ly ce

rtifica-

tio
n

 se
rvice

s;

–
 th

e
y m

u
st e

n
su

re
 th

e
 o

p
e

ratio
n

 o
f a p

ro
m

p
t an

d
 se

cu
re

 d
ire

cto
ry se

rvice

an
d

 o
f an

 im
m

e
d

iate
 re

vo
catio

n
 se

rvice
;

–
 th

e
y m

u
st se

e
 to

 it th
at th

e
 d

ate
 an

d
 tim

e
 w

h
e

n
 a ce

rtificate
 is issu

e
d

 

o
r re

vo
ke

d
 can

 b
e

 d
e

te
rm

in
e

d
 accu

rate
ly;

–
 th

e
y m

u
st u

se
 re

aso
n

ab
le

 m
e

an
s to

 ve
rify th

e
 id

e
n

tity an
d

,w
h

e
re

 ap
p

licab
le,

th
e

 
sp

e
cific 

attrib
u

te
s 

o
f 

th
e

 
p

e
rso

n
 

to
 

w
h

o
m

 
a 

q
u

alifie
d

 
ce

rtificate
 

is 

d
e

live
re

d
;

–
 th

e
y m

u
st e

m
p

lo
y p

e
rso

n
n

e
l w

ith
 th

e
 sp

e
cific kn

o
w

le
d

g
e,e

xp
e

rie
n

ce
 an

d

q
u

alificatio
n

s n
e

ce
ssary to

 p
ro

vid
e

 th
e

 se
rvice

s an
d

,
in

 p
articu

lar co
m

p
e

-

te
n

ce
 at m

an
ag

e
rial le

ve
l,e

xp
e

rtise
 in

 e
le

ctro
n

ic sig
n

atu
re

 te
ch

o
lo

g
y an

d

fam
iliarity w

ith
 p

ro
p

e
r se

cu
rity p

ro
ce

d
u

re
s;th

e
y m

u
st also

 ap
p

ly ad
m

in
istra-

tive
 an

d
 m

an
ag

e
m

e
n

t p
ro

ce
d

u
re

s an
d

 m
e

th
o

d
s ad

ap
te

d
 to

 an
d

 co
n

siste
n

t

w
ith

 th
e

 re
co

g
n

ize
d

 stan
d

ard
s;

–
 th

e
y 

m
u

st 
u

se
 

tru
stw

o
rth

y 
syste

m
s 

an
d

 
p

ro
d

u
cts,

w
h

ich
 

are
 

p
ro

te
cte

d

ag
ain

st m
o

d
ificatio

n
 an

d
 w

h
ich

 g
u

aran
te

e
 th

e
 te

ch
n

ical an
d

 cryp
to

g
rap

h
ic

se
cu

rity o
f th

e
 p

ro
ce

sse
s th

at th
e

y su
p

p
o

rt;

–
 th

e
y m

u
st take

 m
e

asu
re

s ag
ain

st th
e

 fo
rg

e
ry o

f ce
rtificate

s an
d

 w
h

e
n

 th
e

ce
rtificate

-se
rvice

 p
ro

vid
e

r g
e

n
e

rate
s sig

n
atu

re
 cre

atio
n

 d
ata,

th
e

y m
u

st

g
u

aran
te

e
 th

e
 co

n
fid

e
n

tiality o
f th

at p
ro

ce
ss;

–
 th

e
y m

u
st h

ave
 su

fficie
n

t fin
an

cial re
so

u
rce

s to
 o

p
e

rate
 in

 acco
rd

an
ce

 w
ith

th
e

 re
q

u
ire

m
e

n
t o

f th
is A

ct an
d

 in
 p

articu
lar to

 acce
p

t liab
ility fo

r d
am

ag
e,

fo
r in

stan
ce,b

y takin
g

 o
u

t su
itab

le
 in

su
ran

ce
;

–
 th

ey m
u

st reco
rd

 all relevan
t in

fo
rm

atio
n

 ab
o

u
t a q

u
alified

 certificate d
u

rin
g

 th
e

u
sefu

l p
erio

d
 o

f th
irty years an

d
,in

 p
articu

lar,b
e ab

le to
 su

b
m

it p
ro

o
f o

f certifi-

catio
n

 d
u

rin
g

 leg
al p

ro
ceed

in
g

s.Th
ese reco

rd
s m

ay b
e sto

red
 electro

n
ically;

–
 th

e
y m

u
st n

e
ith

e
r re

co
rd

 n
o

r co
p

y th
e

 d
ata fo

r cre
atin

g
 th

e
 sig

n
atu

re
 

o
f th

e
 p

e
rso

n
 to

 w
h

o
m

 th
e

 ce
rtificatio

n
-se

rvice
 p

ro
vid

e
r h

as g
ran

te
d

 ke
y-

m
an

ag
e

m
e

n
t se

rvice
s;
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–
 th

e
y m

u
st n

o
tify e

ve
ry ap

p
lican

t fo
r a ce

rtificate
 via a d

u
rab

le
 m

e
an

s o
f co

m
-

m
u

n
icatio

n
 ab

o
u

t th
e

 e
xact m

o
d

alitie
s an

d
 co

n
d

itio
n

s fo
r u

sin
g

 th
e

 ce
rtifi-

cate
s,in

clu
d

in
g

 th
e

 im
p

o
se

d
 lim

itatio
n

s fo
r th

e
ir u

se,ab
o

u
t th

e
 e

xiste
n

ce
 o

f

a vo
lu

n
tary accre

d
itatio

n
 syste

m
 an

d
 ab

o
u

t th
e

 p
ro

ce
d

u
re

s fo
r co

m
p

lain
ts

an
d

 th
e

 se
ttle

m
e

n
t o

f d
isp

u
te

s.Th
is in

fo
rm

atio
n

,w
h

ich
 can

 b
e

 tran
sm

itte
d

e
le

ctro
n

ically,m
u

st b
e

 in
 w

ritin
g

 an
d

 fo
rm

u
late

d
 in

 lan
g

u
ag

e
 th

at is e
asy to

u
n

d
e

rstan
d

.U
p

o
n

 re
q

u
e

st,re
le

van
t e

le
m

e
n

ts o
f th

is in
fo

rm
atio

n
 m

u
st also

b
e

 m
ad

e
 availab

le
 to

 th
ird

 p
artie

s w
h

o
 re

ly o
n

 th
e

 ce
rtificate

;

–
 th

ey m
u

st u
se tru

stw
o

rth
y system

s to
 sto

re th
e certificate in

 verifiab
le fo

rm
 so

 th
at:

a) o
n

ly au
th

o
rize

d
 p

e
rso

n
s can

 e
n

te
r an

d
 m

o
d

ify d
ata;

b
) th

e
 au

th
e

n
ticity o

f th
e

 in
fo

rm
atio

n
 can

 b
e

 ve
rifie

d
;

c) th
e

 ce
rtificate

s w
ill o

n
ly b

e
co

m
e

 p
u

b
licly availab

le
 in

 th
e

 case
s in

w
h

ich
 th

e
 ce

rtificate
 h

o
ld

e
r h

as g
ran

te
d

 h
is p

e
rm

issio
n

 an
d

d
) th

e
 u

se
r m

u
st cle

arly u
n

d
e

rstan
d

 e
ach

 te
ch

n
ical m

o
d

ificatio
n

 th
at

p
o

se
s a risk to

 se
cu

rity re
q

u
ire

m
e

n
ts.

M
o

st o
f th

e
se

 co
n

d
itio

n
s are

 rath
e

r vag
u

e
ly fo

rm
u

late
d

 so
 it re

m
ain

s to
 b

e
 se

e
n

h
o

w
 th

e
y w

ill b
e

 in
te

rp
re

te
d

 in
 p

ractice.C
e

rtificatio
n

 au
th

o
ritie

s can
 re

q
u

e
st accre

d
i-

tatio
n

 vo
lu

n
tarily fro

m
 th

e
 Fe

d
e

ral P
u

b
lic Se

rvice
 fo

r Eco
n

o
m

y,SM
E’s,Se

lf-Em
p

lo
ye

d

an
d

 En
e

rg
y

1
9.Th

is accre
d

itatio
n

 w
ill se

rve
 as a q

u
ality lab

e
l fo

r ce
rtificatio

n
 au

th
o

ritie
s

th
at satisfy th

e
 re

q
u

ire
m

e
n

ts in
 an

n
e

x 2
,th

at p
ro

vid
e

 ce
rtificate

s th
at co

m
p

ly w
ith

 th
e

re
q

u
ire

m
e

n
ts in

 an
n

e
x1

 an
d

 th
at u

se
 m

e
an

s to
 cre

ate
 sig

n
atu

re
s th

at co
m

p
ly w

ith
 th

e

re
q

u
ire

m
e

n
ts in

 an
n

e
x 3

 o
f th

e
 C

e
rtificatio

n
 Se

rvice
s P

ro
vid

e
r A

ct.

Fin
ally,a q

u
alifie

d
 sig

n
atu

re
 is cre

ate
d

 u
sin

g
 a se

cu
re

 sig
n

atu
re

 cre
atio

n
 d

e
vice,as

is d
e

scrib
e

d
 in

 an
n

e
x 3

 to
 th

e
 C

e
rtificatio

n
 Se

rvice
s P

ro
vid

e
r A

ct:

–
 Th

e
 in

fo
rm

atio
n

 u
se

d
 to

 cre
ate

 a sig
n

atu
re

 m
u

st b
e

 u
n

iq
u

e
 an

d
 n

o
n

-re
cu

rre
n

t.

Everyth
in

g
 p

o
ssib

le m
u

st b
e d

o
n

e to
 en

su
re th

e co
n

fid
en

tiality o
f th

is in
fo

rm
atio

n
.

–
 Th

e
 ce

rtificate
 h

o
ld

e
r m

u
st h

ave
 re

aso
n

ab
le

 ce
rtain

ty th
at in

fo
rm

atio
n

 u
se

d
 to

cre
ate

 th
e

 sig
n

atu
re

 can
n

o
t b

e
 d

e
rive

d
 fro

m
 th

e
 re

su
ltin

g
 sig

n
atu

re
 o

r th
e

 

ce
rtificate.Th

e
 sig

n
atu

re
 sh

o
u

ld
 b

e
 p

ro
te

cte
d

 ag
ain

st fo
rg

e
ry u

sin
g

 cu
rre

n
tly

availab
le

 te
ch

n
o

lo
g

y.

–
 Th

e
 ce

rtificate
 h

o
ld

e
r m

u
st b

e
 ab

le
 to

 p
ro

te
ct th

e
 d

ata fo
r cre

atin
g

 th
e

 sig
n

atu
re

re
liab

ly ag
ain

st u
se

 b
y o

th
e

rs.

Th
e

 q
u

alifie
d

 e
le

ctro
n

ic sig
n

atu
re

 is n
o

t th
e

 o
n

ly le
g

ally valid
 e

le
ctro

n
ic su

b
stitu

te

fo
r th

e
 h

an
d

w
ritte

n
 sig

n
atu

re.Th
e

 o
n

ly ad
van

tag
e

 th
at th

is typ
e

 o
f sig

n
atu

re
 h

as

w
h

e
n

 co
m

p
are

d
 to

 o
th

e
r e

le
ctro

n
ic sig

n
atu

re
s is th

at it is au
to

m
atically re

co
g

n
ize

d
 as

th
e

 e
q

u
ivale

n
t to

 a h
an

d
w

ritte
n

 sig
n

atu
re

 e
ve

ryw
h

e
re

 in
 th

e
 EU

.A
s so

o
n

 as a ju
d

g
e

h
as p

ro
n

o
u

n
ce

d
 an

 e
le

ctro
n

ic sig
n

atu
re

 q
u

alifie
d

,h
e

 is o
b

lig
e

d
 to

 co
n

sid
e

r th
e

 d
o

cu
-

m
e

n
t th

at b
e

ars it to
 b

e
 valid

ly sig
n

e
d

.C
o

n
se

q
u

e
n

tly h
e

 w
ill au

to
m

atically acce
p

t th
e

d
ig

ital d
o

cu
m

e
n

t su
b

m
itte

d
 to

 h
im

 as a sig
n

e
d

 d
o

cu
m

e
n

t.

3
.3

.S
C

O
P

E
 O

F
 T

H
E

 N
E

W
 R

E
G

U
L

A
T

IO
N

S

Th
e

 in
tro

d
u

ctio
n

 o
f th

e
 e

le
ctro

n
ic sig

n
atu

re
 in

to
 th

e
 law

 o
f e

vid
e

n
ce

 is o
n

ly a

sm
all ste

p
 in

 th
e

 m
o

d
e

rn
izatio

n
 o

f o
u

r law
.C

o
n

tracts can
 n

o
w

 b
e

 d
rafte

d
 an

d
 sig

n
e

d

e
le

ctro
n

ically.If all co
n

d
itio

n
s h

ave
 b

e
e

n
 fu

lfille
d

,su
ch

 an
 e

le
ctro

n
ic co

n
tract w

ill h
ave

th
e

 sp
e

cial e
vid

e
n

tial valu
e

 o
f a p

rivate
ly sig

n
e

d
 d

o
cu

m
e

n
t.
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B
u

t th
is d

o
e

s n
o

t m
e

an
 th

at an
 e

le
ctro

n
ic sig

n
atu

re
 can

 alw
ays re

p
lace

 a h
an

d
-

w
ritte

n
 ve

rsio
n

.It is n
o

t ye
t p

o
ssib

le
 to

 ap
p

ly to
 city h

all fo
r a b

u
ild

in
g

 p
e

rm
it o

r take

o
u

t a m
o

rtg
ag

e
 e

le
ctro

n
ically.Th

e
 sig

n
atu

re
 is n

o
t re

q
u

ire
d

 h
e

re
 as e

vid
e

n
ce,b

u
t fo

r

th
e

 valid
ity o

f th
e

se
 tran

sactio
n

s.In
 ce

rtain
 case

s,o
th

e
r fo

rm
al co

n
d

itio
n

s b
e

sid
e

s th
e

sig
n

atu
re

 e
xclu

d
e

 e
le

ctro
n

ic d
o

cu
m

e
n

ts.Fo
r in

stan
ce,a u

n
ilate

ral p
ro

m
isso

ry n
o

te

m
u

st co
n

tain
 th

e
 h

an
d

w
ritte

n
 p

h
rase

 “re
ad

 an
d

 ap
p

ro
ve

d
”.

Th
e

se
 g

ap
s w

ill g
rad

u
ally b

e
 fille

d
 in

 th
e

 fu
tu

re.Th
e

 Ele
ctro

n
ic C

o
m

m
e

rce
 A

ct,

w
h

ich
 w

ill b
e

 co
ve

re
d

 late
r o

n
,h

as g
o

n
e

 p
art w

ay in
 th

is d
ire

ctio
n

.

4
.

E
X

C
E

P
T

IO
N

S
 T

O
 T

H
E

 S
IG

N
E

D
-D

O
C

U
M

E
N

T
 R

E
Q

U
IR

E
M

E
N

T
:

U
N

R
E

G
U

L
A

T
E

D
 E

V
ID

E
N

C
E

 S
Y

S
T

E
M

Fo
r so

m
e

 activitie
s,th

e
 law

 d
o

e
s n

o
t re

q
u

ire
 th

at an
 o

rig
in

al sig
n

e
d

 d
o

cu
m

e
n

t b
e

d
rafte

d
 as e

vid
e

n
ce.

In
 th

e
se

 case
s,

th
e

 p
artie

s m
ay su

b
m

it an
y an

d
 all typ

e
s o

f 

e
vid

e
n

ce
 to

 th
e

 co
u

rt.Th
e

 co
n

d
itio

n
s th

at ap
p

ly to
 th

e
 e

le
ctro

n
ic sig

n
atu

re
 n

e
e

d
 n

o
t

b
e

 take
n

 in
to

 acco
u

n
t in

 th
e

se
 case

s.Fo
r in

stan
ce,

u
n

sig
n

e
d

 e
-m

ail m
e

ssag
e

s are

ad
m

issib
le

 as e
vid

e
n

ce.

4
.1

.C
O

M
M

E
N

C
E

M
E

N
T

 O
F

 W
R

IT
T

E
N

 P
R

O
O

F

Th
e

 lack o
f a p

ro
p

e
r d

o
cu

m
e

n
tary e

vid
e

n
ce,n

am
e

ly an
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 d
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b
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 p
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 b
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 d

o
cu

m
e

n
t o

rig
in

ate
s fro

m
 so

m
e

o
n

e
 w

h
e

n
 h

e
 cre

ate
d

 it o
r ap

p
ro

-

p
riate

d
 it as h

is o
w

n
2

0.A
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f p
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n
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itn
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 d
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r d
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 p
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 d
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s b
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n
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d
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p

lace
 it w

ith
 e

le
ctro

n
ic im

ag
e

s d
o

e
s n

o
t fall w

ith
in

 th
e

 sco
p

e
 o

f th
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r p
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f e
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n
tio

n
 o

f th
e

 Ele
ctro

n
ic C

o
m

m
e

rce
 A

ct is to
 re

m
o

ve
 all o

b
stacle

s th
at h

in
-

d
e

r e
n

te
rin

g
 in

to
 co

n
tracts in

 re
latio

n
 to

 a se
rvice

 o
f th

e
 in

fo
rm

atio
n

 so
cie

ty.A
ll ste

p
s

in
 th

e
 p

ro
ce

ss o
f co

n
tract co

n
clu

sio
n

 are
 ad

d
re

sse
d

,fro
m

 th
e

 in
itial n

e
g

o
tiatio

n
s,o

ve
r

th
e

 te
n

d
e

r,th
e

 sig
n

in
g

,th
e

 in
vo

icin
g

 to
 th

e
 re

g
istratio

n
 an

d
 arch

ivin
g

 o
f th

e
 co

n
tract.

Th
e

 cu
rre

n
t re

q
u

ire
m

e
n

ts o
f fo

rm
 are

 n
o

t ab
o

lish
e

d
,b

u
t it w

ill b
e

 p
o

ssib
le

 to
 fu

lfill

th
e

m
 e

le
ctro

n
ically.
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N
e

xt to
 th

e
 sig

n
atu

re,o
u

r law
 co

n
tain

s o
th

e
r fo

rm
al p

re
scrip

tio
n

s th
at h

in
d

e
r th

e

co
n

clu
sio

n
 o

f co
n

tracts e
le

ctro
n

ically.B
e

sid
e

s se
ve

ral d
ire

ct o
b

stacle
s,su

ch
 as th

e
 fo

r-

m
al o

b
lig

atio
n

 to
 u

se
 p

ap
e

r,th
e

re
 are

 also
 m

an
y in

d
ire

ct o
b

stacle
s.U

n
ce

rtain
ty e

xists

co
n

ce
rn

in
g

 th
e

 ap
p

licatio
n

 o
f so

m
e

 p
ro

ce
d

u
ral re

q
u

ire
m

e
n

ts o
n

 co
n

tracts e
n

te
re

d

in
to

 e
le

ctro
n

ically.A
 fe

w
 e

xam
p

le
s are

 “re
g

iste
re

d
 m

ail se
n

t b
y th

e
 p

o
stal se

rvice
s” 2

6,

in
clu

sio
n

 o
f h

an
d

w
ritte

n
 n

o
tice

s,
d

raftin
g

 m
u

ltip
le

 co
p

ie
s,

u
se

 o
f sp

e
cial layo

u
t o

r

fo
rm

s,e
tc.Fre

q
u

e
n

tly,th
e

se
 fo

rm
al re

q
u

ire
m

e
n

ts m
u

st b
e

 satisfie
d

 to
 e

n
su

re
 th

e
 valid

-

ity o
f th

e
 co

n
tracts o

r o
th

e
r le

g
al tran

sactio
n

s in
vo

lve
d

,an
d

 n
o

t o
n

ly to
 co

n
stitu

te
 

e
vid

e
n

ce,as d
e

scrib
e

d
 in

 th
e

 p
re

vio
u

s ch
ap

te
r.

Th
e

 le
g

islato
r ch

o
se

 n
o

t to
 tackle

 e
xistin

g
 p

ro
ce

d
u

ral re
q

u
ire

m
e

n
ts o

n
e

 b
y o

n
e,

b
e

cau
se

 su
ch

 a co
m

p
re

h
e

n
sive

 an
alysis o

f B
e

lg
ian

 law
 w

o
u

ld
 b

e
 to

o
 tim

e
 co

n
su

m
in

g
.

In
ste

ad
 se

ve
ral tran

sve
rsal stip

u
latio

n
s w

e
re

 in
tro

d
u

ce
d

 th
at cu

t acro
ss th

e
 e

n
tire

b
o

d
y o

f law
.In

 th
e

 p
ast,th

is m
e

th
o

d
 w

as u
se

d
 to

 in
tro

d
u

ce
 th

e
 e

u
ro

 in
to

 B
e

lg
ian

 law
.

A
rt.1

6
 §

1
 o

f th
e

 law
 stip

u
late

s th
at an

y le
g

al o
r re

g
u

lato
ry re

q
u

ire
m

e
n

t o
f fo

rm

ap
p

licab
le

 to
 th

e
 co

n
clu

sio
n

 o
f co

n
tracts is d

e
e

m
e

d
 satisfie

d
 if th

e
 fu

n
ctio

n
al q

u
alitie

s

o
f th

is re
q

u
ire

m
e

n
t are

 fu
lfille

d
.

In
 o

th
e

r w
o

rd
s,

th
e

 p
artie

s to
 th

e
 co

n
tract m

ay

d
e

ve
lo

p
 th

e
ir o

w
n

 e
le

ctro
n

ic alte
rn

ative
 fo

r e
xistin

g
 fo

rm
al re

q
u

ire
m

e
n

ts.Th
u

s,it is

n
e

ce
ssary to

 d
e

te
rm

in
e

 th
e

 o
b

je
ctive

 o
r fu

n
ctio

n
al q

u
alitie

s o
f e

ach
 fo

rm
al re

q
u

ire
-

m
e

n
t.Th

is is n
o

t a sim
p

le
 task,sin

ce
 m

o
st fo

rm
al re

q
u

ire
m

e
n

ts d
o

 n
o

t state
 th

e
 o

b
je

c-

tive
 

th
e

y 
p

u
rsu

e.
Sim

ilar 
re

q
u

ire
m

e
n

ts 
o

f 
fo

rm
 

can
 

p
u

rsu
e

 
d

iffe
re

n
t 

o
b

je
ctive

s

d
e

p
e

n
d

in
g

 o
n

 th
e

 le
g

islatio
n

 th
at im

p
o

se
s th

e
m

.Fo
r in

stan
ce

 a sig
n

atu
re

 is so
m

e
-

tim
e

s re
q

u
ire

d
 as e

vid
e

n
ce

 an
d

 so
m

e
tim

e
s fo

r th
e

 valid
ity o

f a le
g

al tran
sactio

n
.Th

e

co
n

tractin
g

 p
artie

s w
ill o

n
ly b

e
 ab

so
lu

te
ly ce

rtain
 th

at th
e

 e
le

ctro
n

ic alte
rn

ative
 th

e
y

d
e

ve
lo

p
e

d
 su

ffice
s w

h
e

n
 a ju

d
g

e
 h

as co
n

firm
e

d
 th

is in
 th

e
 e

ve
n

t o
f a d

isp
u

te.

A
rt.1

6
 §

2
 p

ro
vid

e
s fu

rth
e

r in
fo

rm
atio

n
 re

g
ard

in
g

 fo
rm

alitie
s th

at are
 ve

ry co
m

-

m
o

n
.

Th
is is th

e
 case

 fo
r th

e
 w

ritin
g

,
th

e
 sig

n
atu

re
 an

d
 th

e
 h

an
d

w
ritte

n
 n

o
tice.

N
o

n
e

th
e

le
ss,th

e
 p

artie
s to

 th
e

 co
n

tract m
u

st p
e

rfo
rm

 th
e

 sam
e

 e
xe

rcise
 fo

r th
e

se

th
re

e
 p

ro
ce

d
u

ral re
q

u
ire

m
e

n
ts as fo

r an
y o

th
e

r p
ro

ce
d

u
ral re

q
u

ire
m

e
n

t.U
n

d
e

r ce
rtain

circu
m

stan
ce

s a w
ritin

g
,a sig

n
atu

re
 o

r a h
an

d
w

ritte
n

 n
o

tice
 can

 h
ave

 o
th

e
r fu

n
ctio

n
al

q
u

alitie
s th

an
 th

o
se

 e
xp

licite
ly d

e
scrib

e
d

 in
 th

e
 Ele

ctro
n

ic C
o

m
m

e
rce

 A
ct.

A
 w

ritin
g

 is a se
rie

s o
f le

g
ib

le
 sig

n
s th

at m
u

st b
e

 acce
ssib

le
 fo

r late
r co

n
su

ltatio
n

w
h

ate
ve

r th
e

 m
e

d
iu

m
 an

d
 m

o
d

alitie
s o

f tran
sm

issio
n

 m
ay b

e.Th
u

s “w
ritin

g
”m

ay n
o

lo
n

g
e

r b
e

 e
q

u
ate

d
 w

ith
 a p

ap
e

r d
o

cu
m

e
n

t.Ele
ctro

n
ic in

fo
rm

atio
n

 sto
re

d
 o

n
 d

iske
tte,

C
D

-R
,C

D
-R

W
,D

V
D

,ch
ip

 card
 an

d
 th

e
 like

 co
n

stitu
te

 a w
ritin

g
 in

so
far as th

e
 co

n
te

n
t

can
 b

e
 m

ad
e

 le
g

ib
le

 fo
r p

e
o

p
le

 w
ith

 th
e

 aid
 o

f a co
m

p
u

te
r an

d
 su

itab
le

 so
ftw

are.

M
o

re
o

ve
r,

th
e

 m
e

d
iu

m
 m

u
st also

 b
e

 su
fficie

n
tly d

u
rab

le
 to

 allo
w

 th
e

 in
fo

rm
atio

n

sto
re

d
 to

 b
e

 acce
ssib

le
 fo

r late
r co

n
su

ltatio
n

.

R
e

g
ard

in
g

 th
e

 sig
n

atu
re,w

e
 are

 re
fe

rre
d

 to
 th

e
 ru

le
s o

n
 th

e
 e

le
ctro

n
ic sig

n
atu

re
 in

th
e

 B
e

lg
ian

 C
ivil C

o
d

e
 an

d
 th

e
 C

e
rtificatio

n
 Se

rvice
 P

ro
vid

e
r A

ct.Th
e

 re
q

u
ire

m
e

n
t o

f a

sig
n

atu
re

 is fu
lfille

d
 w

h
e

n
 th

e
 e

le
ctro

n
ic sig

n
atu

re
 satisfie

s th
e

 tw
o

 co
n

d
itio

n
s se

t b
y

th
e

 e
vid

e
n

ce
 ru

le
s (id

e
n

tificatio
n

 an
d

 in
te

g
rity) o

r w
h

e
n

 th
e

 e
le

ctro
n

ic sig
n

atu
re

 is a

q
u

alifie
d

 e
le

ctro
n

ic sig
n

atu
re

 (p
re

su
m

p
tio

n
 th

at th
e

se
 tw

o
 co

n
d

itio
n

s h
ave

 b
e

e
n

 

fu
lfille

d
).

A
t first g

lan
ce,it is stran

g
e

 to
 se

e
 a re

fe
re

n
ce

 h
e

re
 to

 alre
ad

y e
xistin

g
 re

g
u

latio
n

s

g
o

ve
rn

in
g

 th
e

 e
le

ctro
n

ic sig
n

atu
re.Th

e
 re

aso
n

 is to
 p

ro
vid

e
 le

g
al re

co
g

n
itio

n
 b

e
yo

n
d

th
e

 sco
p

e
 o

f e
vid

e
n

ce
 law

.
W

h
e

re
as th

e
 B

e
lg

ian
 C

ivil C
o

d
e

 an
d

 th
e

 C
e

rtificatio
n

Se
rvice

s P
ro

vid
e

r A
ct d

o
 n

o
t affe

ct th
e

 le
g

al statu
s o

f th
e

 e
le

ctro
n

ic sig
n

atu
re

 o
u

tsid
e
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th
e

 ru
le

s o
f e

vid
e

n
ce,th

e
 Ele

ctro
n

ic C
o

m
m

e
rce

 A
ct re

co
g

n
ize

s th
e

 e
le

ctro
n

ic sig
n

a-

tu
re

 fo
r u

se
 in

 all asp
e

cts o
f th

e
 co

n
tractu

al p
ro

ce
ss.Fro

m
 n

o
w

 o
n

,w
h

e
n

e
ve

r a sig
n

a-

tu
re

 is re
q

u
ire

d
 in

 an
y stag

e
 o

f co
n

tract co
n

clu
sio

n
,an

 e
le

ctro
n

ic sig
n

atu
re

 is a valid

alte
rn

ative.Th
is is im

p
o

rtan
t,fo

r in
stan

ce,w
h

e
n

 a sig
n

atu
re

 is n
e

e
d

e
d

 fo
r th

e
 valid

ity

o
f a co

n
tract 2

7.

N
e

ve
rth

e
le

ss,o
n

e
 m

u
st b

e
ar in

 m
in

d
 th

e
 lim

ite
d

 sco
p

e
 o

f th
e

 law
:if affe

cts o
n

ly

fo
rm

al re
q

u
ire

m
e

n
ts th

at m
u

st b
e

 fu
lfille

d
 in

 th
e

 co
n

clu
sio

n
 o

f a co
n

tract.Fo
r th

e
 tim

e

b
e

in
g

,o
b

stacle
s fo

r tran
sactio

n
s th

at are
 n

o
t co

n
tracts m

ay co
n

tin
u

e
 to

 e
xist.A

 co
n

-

tract alw
ays p

re
su

p
p

o
se

s tw
o

 p
artie

s.A
 le

g
al tran

sactio
n

 in
 w

h
ich

 th
e

re
 is o

n
ly o

n
e

p
arty is n

o
t a co

n
tract b

u
t a u

n
ilate

ral le
g

al act.O
n

e
 e

xam
p

le
 o

f th
is is th

e
 u

n
ilate

ral

p
ro

m
isso

ry n
o

te,w
h

ich
 re

q
u

ire
s a sig

n
atu

re
 to

 b
e

 valid
.

Fin
ally,th

e
 law

 o
ffe

rs an
 e

le
ctro

n
ic e

q
u

ivale
n

t fo
r th

e
 re

q
u

ire
m

e
n

t o
f a h

an
d

w
rit-

te
n

 n
o

tice.Th
is re

q
u

ire
m

e
n

t can
 b

e
 satisfie

d
 e

le
ctro

n
ically b

y u
sin

g
 a p

ro
ce

d
u

re
 th

at

g
u

aran
te

e
s th

at th
e

 n
o

tice
 g

e
n

u
in

e
ly o

rig
in

ate
s fro

m
 th

e
 su

p
p

o
se

d
 au

th
o

r.W
ith

 cu
r-

re
n

t te
ch

n
o

lo
g

y,th
e

 d
ig

ital sig
n

atu
re

 ap
p

e
ars th

e
 m

o
st ap

p
ro

p
riate

 te
ch

n
o

lo
g

y to

ach
ie

ve
 th

is.

Fo
r so

m
e

 fo
rm

al re
q

u
ire

m
e

n
ts fin

d
in

g
 a fu

n
ctio

n
al e

q
u

ivale
n

t is im
p

o
ssib

le.Fo
r

in
stan

ce,an
 e

le
ctro

n
ic co

n
tract can

n
o

t b
e

 re
g

iste
re

d
 w

ith
 th

e
 re

g
istrar o

f m
o

rtg
ag

e
s

b
e

cau
se

 th
is re

q
u

ire
s a d

ate
 stam

p
,w

h
ich

 to
 d

ate
 still m

e
an

s ap
p

lyin
g

 a p
h

ysical

stam
p

 o
n

to
 a p

ap
e

r d
o

cu
m

e
n

t.In
 su

ch
 case

s th
e

 K
in

g
 m

ay e
lab

o
rate

 an
 alte

rn
ative

 in

a R
o

yal D
e

cre
e

 (art 1
6

 §
3

).

A
 sp

e
cific stip

u
latio

n
 co

n
ce

rn
in

g
 re

g
iste

re
d

 m
ail,in

 so
m

e
 case

s “re
g

iste
re

d
 m

ail

se
n

t b
y th

e
 p

o
stal se

rvice
s”,w

as n
o

t d
e

e
m

e
d

 n
e

ce
ssary.Sin

ce
 th

e
 R

o
yal D

e
cre

e
 o

f

9
Ju

n
e

 1
9

9
9

2
8,th

e
 re

q
u

ire
m

e
n

t o
f re

g
iste

re
d

 m
ail n

o
 lo

n
g

e
r p

o
se

s a le
g

al o
b

stacle
 fo

r

co
n

clu
d

in
g

 co
n

tracts e
le

ctro
n

ically.Th
is R

o
yal D

e
cre

e
 stip

u
late

s re
g

iste
re

d
 m

ail can

take
 an

y ap
p

ro
p

riate
 fo

rm
,am

o
n

g
st w

h
ich

 p
ap

e
r o

r e
le

ctro
n

ic fo
rm

.A
 su

b
sid

iary o
f

th
e

 B
e

lg
ian

 Po
stal Se

rvice
 o

ffe
rs a se

rvice
 fo

r re
g

iste
re

d
 e

-m
ail 2

9.N
e

ve
rth

e
le

ss,th
e

re
 is

n
o

 o
b

lig
atio

n
 to

 u
se

 th
e

 se
rvice

s o
f th

e
 B

e
lg

ian
 Po

stal Se
rvice,e

ve
n

 w
h

e
n

 th
e

 law

sp
e

aks o
f a “re

g
iste

re
d

 m
ail se

n
t b

y th
e

 p
o

stal se
rvice

s”.To
d

ay,se
ve

ral co
m

p
an

ie
s o

ffe
r

se
rvice

s to
 se

n
d

 e
-m

ail w
ith

 re
ce

ip
ts.U

se
 o

f th
e

 B
e

lg
ian

 Po
stal Se

rvice
 fo

r re
g

iste
re

d

m
ail is o

b
lig

ato
ry in

 o
n

ly o
n

e
 case,n

am
e

ly w
h

e
n

 th
e

 re
g

iste
re

d
 le

tte
r is u

se
d

 in
 le

g
al

o
r ad

m
in

istrative
 p

ro
ce

e
d

in
g

s.

2
.

E
X

C
E

P
T

IO
N

S

Th
e

 law
 d

o
e

s n
o

t alte
r th

e
 fo

rm
al re

q
u

ire
m

e
n

ts th
at im

p
e

d
e

 th
e

 co
n

clu
sio

n
 o

f 

co
n

tracts e
le

ctro
n

ically fo
r ce

rtain
 typ

e
s o

f co
n

tracts.Th
e

se
 e

xclu
sio

n
s w

ill re
m

ain
 u

n
til

th
e

 le
g

islato
r e

xp
re

ssly ab
o

lish
e

s th
e

m
.Th

e
 fo

llo
w

in
g

 typ
e

s o
f co

n
tracts are

 in
vo

lve
d

:

• Th
e

 tran
sfe

r o
f p

ro
p

e
rty rig

h
ts o

n
 re

al e
state,in

 w
h

o
le

 o
r in

 p
art.

• C
o

n
tracts th

at fall w
ith

in
 th

e
 sco

p
e

 o
f fam

ily o
r in

h
e

ritan
ce

 law
,fo

r in
stan

ce

n
u

p
tu

al ag
re

e
m

e
n

ts.

• C
o

n
tracts th

at m
u

st b
e

 co
n

clu
d

e
d

 b
e

fo
re

 a civil law
 n

o
tary o

r a p
u

b
lic o

fficial,

su
ch

 as an
 au

th
e

n
tic act.

• C
o

n
tracts o

f su
re

tysh
ip

 g
ran

te
d

 an
d

 o
n

 co
llate

ral se
cu

ritie
s fu

rn
ish

e
d

 b
y 

p
e

rso
n

s actin
g

 fo
r p

u
rp

o
se

s o
u

tsid
e

 th
e

ir trad
e,b

u
sin

e
ss o

r p
ro

fe
ssio

n
.
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3
.

C
O

M
M

E
R

C
IA

L
 L

A
W

 A
T

 T
W

O
 S

P
E

E
D

S

Th
e

 fo
rm

alitie
s p

ro
scrib

e
d

 in
 th

e
se

 case
s can

n
o

t b
e

 re
p

lace
d

 w
ith

 a sim
p

le
 se

t o
f

tran
sve

rsal stip
u

latio
n

s.Th
e

 law
 im

p
o

se
s se

ve
ral sp

e
cial g

u
aran

te
e

s fo
r th

e
se

 co
n

-

tracts,
su

ch
 as th

e
 in

te
rve

n
tio

n
 o

f a th
ird

 p
arty,

th
e

 d
raftin

g
 o

f an
 in

ve
n

to
ry,

th
e

 

p
re

se
n

ce
 o

f w
itn

e
sse

s,e
tc.In

 th
e

 co
m

in
g

 ye
ars,th

e
 le

g
islato

r m
u

st e
xam

in
e

 h
o

w
 th

e
se

g
u

aran
te

e
s can

 b
e

 m
ain

tain
e

d
 in

 an
 e

le
ctro

n
ic e

n
viro

n
m

e
n

t.U
n

til th
e

n
,th

e
se

 ag
re

e
-

m
e

n
ts m

u
st b

e
 re

co
rd

e
d

 o
n

 p
ap

e
r.

Th
e

 Ele
ctro

n
ic C

o
m

m
e

rce
 A

ct take
s a care

fu
ll first ste

p
 in

 th
is e

vo
lu

tio
n

 b
y stip

u
-

latin
g

 th
at an

 au
th

e
n

tic act m
ay b

e
 d

rafte
d

 in
 e

le
ctro

n
ic fo

rm
 an

d
 th

at th
e

 th
e

 p
u

b
lic

o
fficial m

ay sig
n

 e
le

ctro
n

ically. 3
0

H
o

w
e

ve
r,th

e
 p

ractical im
p

le
m

e
n

tatio
n

 o
f article

 3
1

is su
b

je
ct to

 a ro
yal d

e
cre

e
 b

e
in

g
 d

iscu
sse

d
 in

 th
e

 co
u

n
cil o

f m
in

iste
rs

3
1.Th

e
 au

th
e

n
-

tic act is p
rim

arily kn
o

w
n

 as a d
o

cu
m

e
n

t d
rafte

d
 b

y a civil law
 n

o
tary,b

u
t it can

 also

b
e

 d
rafte

d
 b

y o
th

e
r p

u
b

lic o
fficials (a ju

d
g

e,a m
ayo

r o
r a re

g
istrar o

f b
irth

s,d
e

ath
s an

d

m
arriag

e
s).To

 b
e

 au
th

e
n

tic,th
e

 d
o

cu
m

e
n

t in
 q

u
e

stio
n

 m
u

st b
e

 d
rafte

d
 b

y th
e

 co
m

-

p
e

te
n

t p
u

b
lic o

fficial in
 th

e
 m

an
n

e
r p

re
scrib

e
d

 b
y law

3
2.A

u
th

e
n

tic acts m
u

st typ
ically

b
e

 arch
ive

d
 fo

r ve
ry lo

n
g

 p
e

rio
d

s o
f tim

e,so
m

e
 m

u
st b

e
 ke

p
t in

d
e

fin
ite

ly.It is n
o

t ye
t

cle
ar h

o
w

 th
is can

 b
e

 ach
ie

ve
d

 w
ith

 e
le

ctro
n

ic d
o

cu
m

e
n

ts.B
e

cau
se

 o
f th

e
 m

ajo
r

im
p

o
rtan

ce
 o

f th
e

se
 acts,th

is m
atte

r w
ill n

o
t b

e
 tre

ate
d

 lig
h

tly an
d

 th
e

 first e
le

ctro
n

ic

au
th

e
n

tic act is p
re

su
m

ab
ly still a lo

n
g

 w
ay o

ff.

Th
e

 Ele
ctro

n
ic C

o
m

m
e

rce
 A

ct re
m

o
ve

s se
ve

ral o
f th

e
 re

m
ain

in
g

 le
g

al o
b

stacle
s to

co
n

clu
d

in
g

 co
n

tracts e
le

ctro
n

ically.Th
e

 p
artie

s to
 th

e
 co

n
tract are

 g
ran

te
d

 a g
re

at

am
o

u
n

t 
o

f 
fre

e
d

o
m

 
to

 
d

e
ve

lo
p

 
th

e
ir 

o
w

n
 

e
le

ctro
n

ic 
alte

rn
ative

s 
fo

r 
th

e
 

fo
rm

al

re
q

u
ire

m
e

n
ts th

at w
e

re
 cre

ate
d

 fo
r th

e
 p

ap
e

r w
o

rld
.Th

is fre
e

d
o

m
 co

m
e

s a th
e

 co
st o

f

a g
re

ate
r d

e
g

re
e

 o
f u

n
ce

rtain
ty co

n
ce

rn
in

g
 th

e
 le

g
al valid

ity o
f th

e
 p

ro
ce

d
u

re
s th

e
y

h
ave

 d
e

ve
lo

p
e

d
.In

 tim
e

 th
is p

ro
b

le
m

 w
ill b

e
co

m
e

 sm
alle

r as ju
risp

ru
d

e
n

ce
 d

e
m

ar-

cate
s w

h
at is acce

p
tab

le
 fro

m
 w

h
at is n

o
t.

Im
p

o
rtan

t to
 ke

e
p

 in
 m

in
d

 is th
at th

is fre
e

d
o

m
 is o

n
ly g

ran
te

d
 fo

r co
m

m
e

rcial

tran
sactio

n
s re

late
d

 to
 a se

rvice
 o

f th
e

 in
fo

rm
atio

n
 so

cie
ty.A

s a co
n

se
q

u
e

n
ce

 b
u

si-

n
e

sse
s m

u
st cre

ate
 p

aralle
l syste

m
s:o

n
e

 fo
r o

n
lin

e
 co

n
tracts co

n
clu

d
e

d
 as p

art o
f a

se
rvice

 o
f th

e
 in

fo
rm

atio
n

 so
cie

ty an
d

 an
o

th
e

r fo
r all o

th
e

r co
m

m
e

rcial tran
sactio

n
s.

Each
 tran

sactio
n

 m
u

st b
e

 situ
ate

d
 in

 th
e

 co
rre

ct cate
g

o
ry so

 th
at th

e
 n

e
ce

ssary ite
m

s

o
f e

vid
e

n
ce

 an
d

 d
o

cu
m

e
n

ts can
 b

e
 d

rafte
d

 in
 th

e
 co

rre
ct fo

rm
.Th

e
 le

g
al u

n
ce

rtain
ty

th
at th

is e
n

tails is d
e

trim
e

n
tal to

 th
e

 fu
rth

e
r au

to
m

atio
n

 o
f co

m
m

e
rce.

F.
B

O
O

K
K

E
E

P
IN

G
 A

N
D

 A
N

N
U

A
L A

C
C

O
U

N
T

S

B
e

sid
e

s th
e

 co
n

clu
sio

n
 o

f co
n

tracts w
ith

 cu
sto

m
e

rs an
d

 trad
in

g
 p

artn
e

rs,m
an

y

in
te

rn
a

l o
p

e
ra

tio
n

a
l p

ro
ce

sse
s w

ith
in

 co
m

p
a

n
ie

s a
re

 su
ita

b
le

 fo
r a

u
to

m
a

tio
n

.
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1
.

A
C

C
O

U
N

T
IN

G
 O

B
L

IG
A

T
IO

N
S

Th
e

 p
u

rp
o

se
 o

f ke
e

p
in

g
 acco

u
n

ts is to
 p

ro
vid

e
 th

e
 co

m
p

an
y an

d
 th

ird
 p

artie
s w

ith

a re
alistic an

d
 co

m
p

le
te

 p
ictu

re
 o

f th
e

 co
m

p
an

y’s asse
ts,fin

an
cial situ

atio
n

 an
d

 re
su

lts.

In
 B

e
lg

ian
 law

,th
e

 A
cco

u
n

tin
g

 A
ct 3

3
an

d
 its e

xe
cu

to
ry d

e
cre

e
s fo

rm
 th

e
 re

g
u

lato
ry

fram
e

w
o

rk fo
r acco

u
n

tan
cy.

Th
e A

cco
u

n
tin

g
 A

ct is n
early th

irty years o
ld

 an
d

 w
as w

ritten
 w

h
en

 a p
ap

er acco
u

n
t-

in
g

 system
 w

as self-evid
en

t.Th
e law

 h
as n

o
t evo

lved
 w

ith
 th

e tech
n

o
lo

g
ical d

evelo
p

-

m
en

ts,w
h

ich
 h

ave led
 to

 w
id

e-scale u
se o

f au
to

m
ated

 b
o

o
kkeep

in
g

 system
s b

y co
m

-

p
an

ies b
o

th
 sm

all an
d

 larg
e.To

d
ay,

th
e n

ative fo
rm

 o
f th

e b
o

o
kkeep

in
g

 is alm
o

st

exclu
sively electro

n
ic.B

ecau
se o

f th
e acco

u
n

tin
g

 reg
u

latio
n

s so
m

e o
f th

e b
o

o
ks m

u
st

still b
e p

rin
ted

 o
n

 p
ap

er b
ecau

se certain
 fo

rm
alities can

 o
n

ly b
e fu

lfilled
 in

 p
ap

er fo
rm

.

In
 co

m
p

lian
ce

 w
ith

 art.5
 o

f th
e

 A
cco

u
n

tin
g

 D
e

cre
e

3
4,th

e
 m

o
st im

p
o

rtan
t le

d
g

e
rs

m
u

st b
e

 stam
p

e
d

 b
y th

e
 cle

rk o
f th

e
 co

m
m

e
rcial co

u
rt h

o
ld

in
g

 th
e

 trad
e

 re
g

iste
r

w
h

e
re

 th
e

 co
m

p
an

y is lo
cate

d
.Th

e
 law

 lists th
e

 le
d

g
e

rs co
n

ce
rn

e
d

,sp
e

cifically th
e

cash
 re

ce
ive

d
 le

d
g

e
r,th

e
 ce

n
tral le

d
g

e
r an

d
 th

e
 in

ve
n

to
ry le

d
g

e
r.Th

e
 co

m
p

an
y m

ay

ke
e

p
 b

o
u

n
d

 re
g

iste
rs m

ad
e

 in
 acco

rd
an

ce
 w

ith
 an

 ap
p

ro
ve

d
 m

o
d

e
l.If a co

m
p

an
y

w
o

rks w
ith

 lo
o

se
 sh

e
e

ts,th
e

 cle
rk m

u
st also

 p
u

t a stam
p

 o
r sig

n
 h

is in
itials o

n
 e

ach

sh
e

e
t.Fro

m
 th

e
 w

o
rd

in
g

 o
f th

e
 A

cco
u

n
tin

g
 D

e
cre

e,it ap
p

e
ars th

at it is p
re

su
p

p
o

se
d

th
at th

e
 le

d
g

e
rs are

 ke
p

t m
an

u
ally o

n
 p

ap
e

r.Fo
r th

is re
aso

n
,o

n
ly th

e
 p

ap
e

r ve
rsio

n
 o

f

th
e

se
 le

d
g

e
rs is co

n
sid

e
re

d
 le

g
ally valid

.

O
th

e
r p

arts o
f th

e
 acco

u
n

tin
g

 b
o

o
ks,su

ch
 as th

e
 su

b
sid

iary jo
u

rn
al,n

e
e

d
 n

o
t b

e

stam
p

e
d

 o
r sig

n
e

d
 an

d
 m

ay th
u

s b
e

 ke
p

t “o
n

 an
y o

th
e

r su
itab

le
 m

ate
rial”.A

n
 e

le
c-

tro
n

ic ve
rsio

n
 can

 also
 b

e
 le

g
ally valid

3
5.A

 co
n

d
itio

n
 fo

r th
is is co

m
p

lian
ce

 w
ith

 th
e

g
e

n
e

ral acco
u

n
tin

g
 p

rin
cip

le
s,se

t o
u

t in
 article

 7
 §

2
 o

f th
e

 A
cco

u
n

tin
g

 A
ct.M

o
re

sp
e

cifically th
e

re
 m

u
st b

e
 ce

rtain
ty th

at th
e

 e
n

trie
s can

n
o

t b
e

 m
o

d
ifie

d
 o

n
ce

 e
n

te
re

d
.

Th
is 

p
rin

cip
le

 
ap

p
lie

s 
to

 
b

o
th

 
trad

itio
n

al,
m

an
u

al 
b

o
o

kke
e

p
in

g
 

syste
m

s 
as 

to
 

au
to

m
ate

d
 b

o
o

kke
e

p
in

g
 syste

m
s.

A
cco

u
n

tin
g

 so
ftw

are
 o

r syste
m

s m
u

st b
e

 d
e

sig
n

e
d

 in
 su

ch
 a m

an
n

e
r th

at a d
e

fin
-

itive
 e

n
try can

 o
n

ly b
e

 ch
an

g
e

d
 b

y a co
u

n
te

r e
n

try.Th
e

 o
rig

in
al e

n
try m

u
st also

 alw
ays

re
m

ain
 visib

le
3

6.
In

 p
ractice

 h
o

w
e

ve
r,

m
an

y acco
u

n
tin

g
 ap

p
licatio

n
s d

isre
g

ard
 th

is

fu
n

d
am

e
n

tal 
ru

le
 

o
f 

acco
u

n
tin

g
.

Strictly 
sp

e
akin

g
,

th
is 

im
p

lie
s 

th
at 

e
ve

n
 

th
e

u
n

stam
p

e
d

 le
d

g
e

rs m
u

st also
 b

e
 re

co
rd

e
d

 in
 “d

ire
ctly le

g
ib

le
 d

o
cu

m
e

n
ts”in

 o
rd

e
r to

co
m

p
ly w

ith
 th

e
 law

. 3
7

A
 “d

ire
ctly le

g
ib

le
 d

o
cu

m
e

n
t”m

e
an

s a p
ap

e
r d

o
cu

m
e

n
t.

Th
e

 A
cco

u
n

tin
g

 A
ct is m

o
re

 fle
xib

le
 w

h
e

n
 it co

m
e

s to
 d

o
cu

m
e

n
ts th

at p
ro

vid
e

e
vid

e
n

ce
 su

p
p

o
rtin

g
 th

e
 b

o
o

ks.Th
e

se
 d

o
cu

m
e

n
ts m

ay b
e

 e
xch

an
g

e
d

 in
 e

le
ctro

n
ic

fo
rm

,ag
ain

 o
n

 th
e

 co
n

d
itio

n
 th

at th
e

 in
fo

rm
atio

n
 th

e
y co

n
tain

 can
n

o
t b

e
 m

o
d

ifie
d

o
n

ce
 it h

as b
e

e
n

 fin
alize

d
.

A
cco

u
n

tin
g

,
in

vo
icin

g
 an

d
 th

e
 su

b
m

issio
n

 o
f th

e
 an

n
u

al acco
u

n
ts are

 b
u

t a fe
w

e
xam

p
le

s o
f su

ch
 p

ro
ce

sse
s.N

e
ve

rth
e

le
ss,th

e
 law

 still im
p

o
se

s im
p

o
rtan

t lim
itatio

n
s

in
 th

is d
o

m
ain

.Th
e

 ad
m

in
istratio

n
 is still larg

e
ly o

rie
n

te
d

 to
w

ard
 a p

ap
e

r acco
u

n
tin

g

syste
m

,
fro

m
 th

e
 p

e
rsp

e
ctive

 o
f acco

u
n

tin
g

 law
 as w

e
ll as fro

m
 th

at o
f tax law

.

M
o

d
e

rn
izatio

n
 o

f th
e

 le
g

islatio
n

 is m
o

re
 ad

van
ce

d
 w

h
e

n
 it co

m
e

s to
 in

vo
icin

g
 an

d

su
b

m
ittin

g
 an

n
u

al acco
u

n
ts.
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2
.

A
C

C
O

U
N

T
IN

G
 A

N
D

 TA
X

 L
A

W

Th
e

 le
d

g
e

rs m
u

st b
e

 sto
re

d
 fo

r te
n

 ye
ars startin

g
 fro

m
 th

e
 first o

f Jan
u

ary o
f th

e

ye
ar fo

llo
w

in
g

 th
at in

 w
h

ich
 th

e
y w

e
re

 clo
se

d
3

8.Th
is lo

n
g

 re
te

n
tio

n
 p

e
rio

d
 im

p
o

se
s a

h
e

avy b
u

rd
e

n
 o

n
 co

m
p

an
ie

s,
as p

h
ysical sto

rag
e

 sp
ace

 is u
su

ally q
u

ite
 co

stly.To

acco
m

m
o

d
ate

 th
is th

e
 le

g
islato

r allo
w

s th
e

 u
n

stam
p

e
d

 le
d

g
e

rs to
 b

e
 ke

p
t e

ith
e

r in

th
e

 o
rig

in
al fo

rm
 (o

n
 p

ap
e

r o
r e

le
ctro

n
ically) o

r as co
p

ie
s.Th

e
 o

rig
in

al u
n

stam
p

e
d

p
ap

e
r le

d
g

e
rs,

w
h

e
re

 ap
p

licab
le,

m
ay th

e
n

 b
e

 d
e

stro
ye

d
.Th

e
 stam

p
e

d
 b

o
o

ks,
b

y 

co
n

trast,m
u

st still b
e

 sto
re

d
 in

 th
e

 o
rig

in
al p

ap
e

r ve
rsio

n
.

Th
e

 su
p

p
o

rtin
g

 d
o

cu
m

e
n

ts m
u

st also
 b

e
 sto

re
d

 fo
r te

n
 ye

ars.
Th

is p
e

rio
d

 is

re
d

u
ce

d
 to

 th
re

e
 ye

ars w
h

e
n

 th
e

y can
n

o
t se

rve
 as e

vid
e

n
ce

 vis-à-vis th
ird

 p
artie

s.

Th
e

se
 d

o
cu

m
e

n
ts m

ay b
e

 sto
re

d
 in

 o
rig

in
al fo

rm
 (o

n
 p

ap
e

r o
r e

le
ctro

n
ically) o

r as

co
p

ie
s

3
9.Th

e
 o

rig
in

al p
ap

e
r acco

u
n

tin
g

 d
o

cu
m

e
n

ts m
ay b

e
 scan

n
e

d
 an

d
 sto

re
d

 in

d
ig

ital fo
rm

.Th
e

 p
ap

e
r o

rig
in

al m
ay th

e
n

 b
e

 d
e

stro
ye

d
.

B
e

sid
e

 th
e

 e
co

n
o

m
ic in

sp
e

ctio
n

 au
th

o
rity,th

e
 tax au

th
o

ritie
s also

 h
ave

 an
 in

te
re

st

in
 th

e
 acco

u
n

ts.Th
e

 le
g

islatio
n

 o
n

 in
co

m
e

 tax an
d

 th
e

 VA
T re

g
u

latio
n

s b
o

th
 im

p
o

se

o
b

lig
atio

n
s re

g
ard

in
g

 m
ain

tain
in

g
 an

d
 p

re
se

rvin
g

 b
o

o
ks.

So
m

e
tim

e
s th

e
se

 ru
le

s

d
ive

rg
e

 fro
m

 th
o

se
 o

f acco
u

n
tin

g
 law

.A
s far as in

co
m

e
 tax is co

n
ce

rn
e

d
,th

e
 taxp

aye
r

is o
b

lig
e

d
 to

 sto
re

 all le
d

g
e

rs an
d

 re
co

rd
s th

at can
 b

e
 u

se
d

 to
 d

e
te

rm
in

e
 th

e
 am

o
u

n
t

o
f taxab

le
 in

co
m

e.Th
e

 tax au
th

o
ritie

s can
 d

e
m

an
d

 th
is in

fo
rm

atio
n

 u
p

 to
 th

e
 e

n
d

 o
f

th
e

 fifth
 ye

ar (acco
rd

in
g

 to
 th

e
 civil cale

n
d

ar o
r th

e
 acco

u
n

tin
g

 cale
n

d
ar) fo

llo
w

in
g

u
p

o
n

 th
e

 taxab
le

 ye
ar 4

0.Fo
r th

e
 VA

T,art.6
0

 o
f th

e
 VA

T A
ct se

ts th
e

 sto
rag

e
 p

e
rio

d
 fo

r

le
d

g
e

rs an
d

 re
co

rd
s at te

n
 ye

ars.

Trad
itio

n
ally tax law

 ad
o

p
ts a rath

e
r m

o
re

 p
rag

m
atic attitu

d
e

 th
an

 d
o

e
s acco

u
n

t-

in
g

 law
.Th

e
 tax au

th
o

ritie
s so

le
 aim

 is an
 accu

rate
 tax le

vy,w
h

ich
 re

su
lts in

 a le
ss fo

r-

m
alistic ap

p
ro

ach
:th

e
 co

n
te

n
t o

f th
e

 acco
u

n
ts is m

o
re

 im
p

o
rtan

t th
an

 th
e

ir fo
rm

.

Th
e

re
 is n

o
 q

u
e

stio
n

 o
f a strin

g
e

n
t re

g
u

latio
n

 o
f th

e
 fo

rm
 w

h
ich

 th
e

 acco
u

n
ts m

u
st

take.A
n

 acco
u

n
tin

g
 syste

m
 th

at d
o

e
s n

o
t co

m
p

ly w
ith

 all th
e

 fo
rm

alitie
s o

f acco
u

n
t-

in
g

 law
 can

 still h
ave

 e
vid

e
n

tial valu
e

 fo
r tax p

u
rp

o
se

s.

Th
e

 tax p
aye

r m
u

st b
e

 ab
le

 to
 p

re
se

n
t to

 th
e

 re
ve

n
u

e
 se

rvice
 th

e
 m

an
d

ato
ry

le
d

g
e

rs an
d

 d
o

cu
m

e
n

ts,
su

ch
 as th

e
 re

ce
ip

t b
o

o
ks re

q
u

ire
d

 b
y article

 3
2

0
 o

f th
e

In
co

m
e

 Tax C
o

d
e,th

e
 d

o
cu

m
e

n
ts th

at h
ave

 se
rve

d
 fo

r ke
e

p
in

g
 acco

u
n

ts an
d

 in
 g

e
n

-

e
ral all d

o
cu

m
e

n
ts th

at can
 b

e
 u

se
fu

l in
 d

e
te

rm
in

in
g

 th
e

 taxab
le

 b
ase.Fo

r th
e

 VA
T p

u
r-

p
o

se
s,th

e
 acco

u
n

ts co
n

sist o
f th

e
 fo

llo
w

in
g

 le
d

g
e

rs:a le
d

g
e

r fo
r in

co
m

in
g

 in
vo

ice
s,a

le
d

g
e

r fo
r o

u
tg

o
in

g
 in

vo
ice

s an
d

 a jo
u

rn
al in

 w
h

ich
 re

ce
ip

ts are
 re

co
rd

e
d

 fo
r actio

n
s

th
at are

 e
xe

m
p

t fro
m

 th
e

 o
b

lig
atio

n
 to

 d
raft an

 in
vo

ice
4

1.

To
 e

xclu
d

e
 an

y p
o

ssib
ility o

f d
o

u
b

t,th
e

 tax le
g

islatio
n

 w
as m

o
d

ifie
d

 to
 allo

w
 au

to
-

m
ate

d
 

b
o

o
kke

e
p

in
g

 
an

d
 

e
le

ctro
n

ic 
su

p
p

o
rtin

g
 

d
o

cu
m

e
n

ts
4

2.
H

o
w

e
ve

r,
th

e
 

tax

au
th

o
ritie

s also
 ap

p
ly th

e
 p

rin
cip

le
 th

at acco
u

n
tin

g
 e

n
trie

s m
ay n

o
t b

e
 m

o
d

ifie
d

 o
n

ce

fin
alize

d
.So

 th
e

 in
te

g
rity o

f th
e

 sto
re

d
 in

fo
rm

atio
n

 m
u

st b
e

 e
n

su
re

d
 th

ro
u

g
h

o
u

t th
e

re
te

n
tio

n
 p

e
rio

d
.

M
o

re
o

ve
r,

th
e

 tax au
th

o
ritie

s re
tain

 th
e

 rig
h

t to
 d

e
m

an
d

 th
at th

e
 le

d
g

e
rs an

d

re
co

rd
s b

e
 p

re
se

n
te

d
 in

 a le
g

ib
le

 an
d

 co
m

p
re

h
e

n
sib

le
 fo

rm
4

3.Th
e

 tax o
fficials m

ay

d
e

m
an

d
 co

p
ie

s o
f e

le
ctro

n
ic le

d
g

e
rs an

d
 re

co
rd

s in
 a fo

rm
 o

f th
e

ir ch
o

ice.Fin
ally,th

e
y
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can
 re

q
u

e
st th

e
 taxp

aye
r to

 re
p

e
at h

is calcu
latio

n
s to

 e
n

su
re

 th
at th

e
 co

rre
ct tax is

le
vie

d
.Th

is last o
b

lig
atio

n
 h

as far-re
ach

in
g

 co
n

se
q

u
e

n
ce

s.Th
e

 b
o

o
kke

e
p

in
g

 m
u

st n
o

t

o
n

ly b
e

 p
re

se
rve

d
,it m

u
st b

e
 p

re
se

rve
d

 in
 su

ch
 a w

ay th
at calcu

latio
n

s can
 b

e
 p

e
r-

fo
rm

e
d

 w
ith

 th
e

 d
ata.Th

is o
b

lig
atio

n
 e

n
tails a co

n
sid

e
rab

le
 e

xtra co
st fo

r co
m

p
an

ie
s

th
at ke

e
p

 th
e

ir acco
u

n
ts e

le
ctro

n
ically.Th

e
 co

m
p

an
y can

 o
p

t to
 p

re
se

rve
 th

e
 co

m
-

p
u

te
r syste

m
 in

 w
h

ich
 th

e
 b

o
o

ks an
d

 re
co

rd
s w

e
re

 cre
ate

d
 in

 o
p

e
ratio

n
al co

n
d

itio
n

4
4.

H
o

w
e

ve
r,m

ain
tain

in
g

 an
 o

b
so

le
te

 co
m

p
u

te
r syste

m
 fo

r a lo
n

g
 p

e
rio

d
 is far fro

m
 o

b
vi-

o
u

s.Th
e

 co
st o

f m
ain

te
n

an
ce

 an
d

 re
p

lace
m

e
n

t p
arts can

 b
e

 h
ig

h
.M

o
re

o
ve

r,in
 so

m
e

case
s th

e
 co

m
p

an
y w

ill h
ave

 re
p

lace
d

 its acco
u

n
tin

g
 syste

m
 m

o
re

 th
an

 o
n

ce
 d

u
rin

g

th
e

 m
an

d
ato

ry re
te

n
tio

n
 p

e
rio

d
.A

 se
co

n
d

 o
p

tio
n

 is to
 m

ig
rate

 all th
e

 acco
u

n
ts to

 th
e

n
e

w
 acco

u
n

tin
g

 syste
m

,p
ro

vid
e

d
 th

at th
e

re
 are

 su
fficie

n
t g

u
aran

te
e

s th
at th

e
 b

o
o

ks

w
ill re

m
ain

 u
n

alte
re

d
.

A
s is th

e
 case

 in
 acco

u
n

tan
cy law

,th
e

 re
g

u
latio

n
 o

n
 in

co
m

e
 tax an

d
 VA

T re
q

u
ire

s,

in
 p

rin
cip

le,
th

at all o
rig

in
al p

ap
e

r d
o

cu
m

e
n

ts b
e

 p
re

se
rve

d
.

A
s an

 e
xce

p
tio

n
,

th
e

in
co

m
e

 tax an
d

 VA
T au

th
o

ritie
s allo

w
 ce

rtain
 le

d
g

e
rs an

d
 re

co
rd

s to
 b

e
 sto

re
d

 o
n

m
icro

film
,m

icro
 card

s o
r C

D
-W

O
R

M
4

5.

Th
e

 le
d

g
e

rs an
d

 re
co

rd
s in

vo
lve

d
 in

clu
d

e
 th

e
 fo

llo
w

in
g

:

• Th
e d

u
p

licates o
f d

o
cu

m
en

ts d
rafted

 b
y th

e taxp
ayer an

d
 co

rresp
o

n
d

en
ce th

at

w
as n

o
t su

p
p

lem
en

ted
 o

r sig
n

ed
 b

y th
e ad

d
ressee,w

ith
 th

e excep
tio

n
 o

f an
y

d
o

cu
m

en
ts b

earin
g

 an
 o

fficial seal o
r an

y o
th

er m
ark req

u
ired

 b
y tax reg

u
la-

tio
n

s.Th
e co

p
ies o

f o
u

tg
o

in
g

 in
vo

ices m
ay b

e scan
n

ed
 th

en
 d

estro
yed

.O
rig

in
al

p
u

rch
ase in

vo
ices,b

an
k statem

en
ts,receip

ts an
d

 d
u

p
licates o

f VA
T slip

s th
at

restau
ran

ts are req
u

ired
 to

 p
ro

vid
e to

 th
eir cu

sto
m

ers are exclu
d

ed
 fro

m
 th

is

reg
u

latio
n

.A
n

y d
o

cu
m

en
t to

 w
h

ich
 an

 in
vo

ice refers fo
r th

e d
escrip

tio
n

 o
f th

e

d
elivered

 g
o

o
d

s o
r services,su

ch
 as th

e ten
d

er d
o

cu
m

en
ts an

d
 sh

ip
p

in
g

 n
o

te

m
u

st b
e p

reserved
 u

n
d

er th
e sam

e co
n

d
itio

n
s as th

e in
co

m
in

g
 in

vo
ice.

• Th
e

 le
d

g
e

rs an
d

 re
g

iste
rs p

re
scrib

e
d

 b
y th

e
 VA

T A
ct,w

ith
 th

e
 e

xce
p

tio
n

 o
f th

e

re
ce

ip
ts jo

u
rn

al.Th
e

 le
d

g
e

r fo
r in

co
m

in
g

 in
vo

ice
s an

d
 th

e
 le

d
g

e
r fo

r o
u

tg
o

-

in
g

 in
vo

ice
s m

ay also
 n

o
t b

e
 re

p
lace

d
 b

y m
icro

film
 o

r m
icro

 card
s fo

r re
te

n
-

tio
n

 p
u

rp
o

se
s w

h
e

n
 th

e
y are

 am
o

n
g

 th
e

 le
d

g
e

rs stam
p

e
d

 in
 acco

rd
an

ce
 w

ith

th
e

 A
cco

u
n

tin
g

 A
ct 4

6.

• D
o

cu
m

e
n

ts su
p

p
o

rtin
g

 th
e

 b
o

o
ks su

ch
 as th

e
 g

e
n

e
ral le

d
g

e
r acco

u
n

ts.

Th
e

 co
n

d
itio

n
s fo

r sto
rag

e
 o

n
 m

icro
film

 o
r m

icro
 card

 are
 th

e
 sam

e
 fo

r b
o

th
 in

co
m

e

tax an
d

 VA
T.Th

e
 m

o
st im

p
o

rtan
t are

:

• O
u

tg
o

in
g

 in
vo

ice
s m

u
st b

e
 sto

re
d

 o
n

 film
,card

 o
r C

D
-W

O
R

M
 in

 th
e

 o
rd

e
r o

f

th
e

ir re
g

istratio
n

 in
 th

e
 o

u
tg

o
in

g
 in

vo
ice

 le
d

g
e

r.Th
e

 o
th

e
r d

o
cu

m
e

n
ts m

u
st

b
e

 sto
re

d
 in

 ch
ro

n
o

lo
g

ical o
r n

u
m

e
rical o

rd
e

r.

• Each
 film

,card
 o

r C
D

-W
O

R
M

 m
ay o

n
ly co

n
tain

 o
n

e
 b

o
o

k o
r o

n
e

 p
articu

lar

typ
e

 o
f d

o
cu

m
e

n
t.

• Th
e

 film
s,card

s o
r C

D
-W

O
R

M
s m

u
st b

e
 p

re
se

n
te

d
 to

 th
e

 tax o
fficials u

p
o

n

re
q

u
e

st.Th
e

 taxp
aye

r m
u

st b
e

 ab
le

 to
 sh

o
w

 th
e

 d
o

cu
m

e
n

ts o
n

 a scre
e

n
 an

d

allo
w

 co
p

ie
s to

 b
e

 m
ad

e
 o

f th
e

m
,w

ith
o

u
t m

o
vin

g
 th

e
 d

o
cu

m
e

n
ts.

• W
h

e
n

 an
 au

to
m

ate
d

 b
o

o
kke

e
p

in
g

 syste
m

 is u
se

d
,th

e
 d

ata m
u

st b
e

 w
ritte

n

to
 a C

D
-W

O
R

M
 o

n
 a d

aily b
asis.

• N
o

 p
rio

r au
th

o
rizatio

n
 is n

e
e

d
e

d
 b

e
fo

re
 u

sin
g

 th
is p

re
se

rvatio
n

 m
e

th
o

d
,b

u
t

th
e

 
taxp

aye
r 

sh
o

u
ld

 
p

ro
vid

e
 

th
e

 
au

th
o

ritie
s 

w
ith

 
so

m
e

 
in

fo
rm

atio
n

 
in

ad
van

ce,su
ch

 as w
h

at typ
e

 o
f m

ate
rial w

ill b
e

 u
se

d
.
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A
lth

o
u

g
h

 th
is so

lve
s a p

art o
f th

e
 sto

rag
e

 p
ro

b
le

m
,th

e
 sco

p
e

 o
f th

is e
xe

m
p

tio
n

 is

lim
ite

d
.Th

e
 re

q
u

ire
m

e
n

t to
 p

re
se

rve
 th

e
 o

rig
in

als still re
m

ain
s fo

r m
an

y ite
m

s o
f e

vi-

d
e

n
ce.M

o
re

o
ve

r,th
e

 so
lu

tio
n

s o
ffe

re
d

 are
n

’t ve
ry fle

xib
le,as th

e
 ad

m
in

istratio
n

 o
n

ly

acce
p

ts ce
rtain

 te
ch

n
o

lo
g

ie
s.Th

e
 te

ch
n

o
lo

g
ical e

vo
lu

tio
n

 h
as n

o
t slo

w
e

d
 its p

ace
 an

d

th
e

 C
D

-W
O

R
M

 is g
rad

u
ally b

e
co

m
in

g
 o

b
so

le
te

 d
u

e
 to

 th
e

 rise
 o

f th
e

 D
V

D
-W

O
R

M
 an

d

so
ftw

are
-b

ase
d

 W
O

R
M

 so
lu

tio
n

s.Fin
ally,th

is e
xe

m
p

tio
n

 o
n

ly ap
p

lie
s in

 re
latio

n
 to

 th
e

tax au
th

o
ritie

s,w
h

ile
 th

e
 ru

le
s o

f e
vid

e
n

ce
 vis-à-vis th

ird
 p

artie
s are

 n
o

t affe
cte

d
.

3
.

E
L

E
C

T
R

O
N

IC
 IN

V
O

IC
E

Th
e

 in
vo

ice
 is o

n
e

 o
f th

e
 m

o
st im

p
o

rtan
t ite

m
s o

f e
vid

e
n

ce
 in

 acco
u

n
tin

g
.

Stran
g

e
ly e

n
o

u
g

h
,n

o
 d

e
fin

itio
n

 o
f th

is co
n

ce
p

t can
 b

e
 fo

u
n

d
 an

yw
h

e
re

 in
 th

e
 le

g
is-

latio
n

.First an
d

 fo
re

m
o

stly an
 in

vo
ice

 is a co
m

m
e

rcial d
o

cu
m

e
n

t th
at su

m
m

arize
s th

e

co
n

te
n

t o
f a co

n
tractu

al o
b

lig
atio

n
 an

d
 in

vite
s th

e
 cu

sto
m

e
r to

 p
ay.In

 ad
d

itio
n

 th
e

in
vo

ice
 p

lays an
 e

sse
n

tial ro
le

 in
 th

e
 VA

T syste
m

.Th
e

 tax au
th

o
ritie

s u
se

 th
e

 in
fo

rm
a-

tio
n

 in
vo

ice
 to

 asse
ss th

e
 am

o
u

n
t o

f VA
T o

w
e

d
 b

y taxab
le

 p
e

rso
n

s.Fo
r th

is re
aso

n
 th

e

le
g

islato
r h

as im
p

o
se

d
 an

 in
vo

icin
g

 o
b

lig
atio

n
 o

n
 su

p
p

lie
rs o

f g
o

o
d

s an
d

 se
rvice

s
4

7.

O
n

ly th
e

 p
e

rso
n

 h
o

ld
in

g
 a co

m
p

lie
n

t in
vo

ice
 m

ay d
e

d
u

ct VA
T alre

ad
y p

aid
 fro

m
 w

h
at

th
e

y o
w

e
 th

e
 tax ad

m
in

istratio
n

.

Th
e

 te
ch

n
o

lo
g

y to
 e

xch
an

g
e

 in
vo

ice
s e

le
ctro

n
ically h

as b
e

e
n

 aro
u

n
d

 fo
r se

ve
ral

ye
ars.

C
o

m
p

an
ie

s are
 ve

ry in
te

re
ste

d
 in

 th
e

 savin
g

s th
is co

u
ld

 b
rin

g
,

an
d

 th
e

 tax

au
th

o
ritie
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t

m
u

st in
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d
e

 a state
m

e
n

t o
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ts an
d

 liab
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s,a state
m

e
n

t o
f e
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in

g
s an

d
 th

e

n
o

te
s to

 th
e

 fin
an

cial state
m

e
n

ts.Fo
r fin

an
cial state

m
e

n
ts d

rafte
d

 in
te

g
rally in
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r-

d
an

ce
 w

ith
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ith
e

r th
e

 fu
ll sch

e
m

e
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e
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b

re
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d
 sch

e
m

e
6

3,th
e

 su
b

m
itte

r m
ay
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o

o
se

 to
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it th

e
 d

o
cu

m
e

n
ts in

 an
 e

le
ctro

n
ic fo

rm
,e

ith
e

r b
y h

an
d

in
g

 o
ve

r a

d
iske

tte
 o

r via th
e

 in
te
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e

t,o
r m

ay ch
o

o
se

 to
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b
m

it th
e

m
 o

n
 p

ap
e

r 6
4.

Exce
p

tio
n

ally th
e

 an
n

u
al fin

an
cial state

m
e

n
t m

u
st still b

e
 p

re
se

n
te

d
 o

n
 p

ap
e

r

w
h

e
n

 it is d
rafte

d
 in

 a cu
rre

n
cy o

th
e

r th
an

 th
e

 e
u

ro
6

5
o

r w
h

e
n

 so
m

e
 h

e
ad

in
g

s in
 th

e
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m

e
n

t w
e

re
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ap
te

d
 to

 th
e
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e

cial n
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 o

f th
e

 co
m

p
an

y’s activitie
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Th
e

 C
e

n
tral B

alan
ce

 Sh
e

e
t O

ffice
 p

u
b
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e

s th
e

 te
ch

n
ical sp

e
cificatio

n
s th

at fin
an

-

cial state
m

e
n

ts su
b

m
itte

d
 o

n
 d

iske
tte

 m
u
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 th

e
 “P

ro
to

co
l

fo
r Su

b
m

ittin
g

A
n

n
u

al Fin
an

cial State
m

e
n

ts o
n

 D
iske

tte” 6
6.

V
ario

u
s co

m
p

an
ie

s u
se

 th
is p

ro
to

co
l

w
h

e
n

 d
e

ve
lo

p
in

g
 so

ftw
are

 to
 d

raft an
n

u
al fin

an
cial state

m
e

n
ts.A

lte
rn

ative
ly,th

e
 p

e
r-

so
n

 re
q

u
ire

d
 to

 su
b

m
it th

e
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m
e

n
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 d
o

w
n
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 a fre
e
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b

m
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n
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ro
g
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 fro

m

th
e

 N
atio

n
al B

an
k o

f B
e
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iu

m
.

Su
b

m
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n
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u

g
h

 th
e
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te
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e
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m

p
an

ie
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e

 tim
e

b
e
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g
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m

p
an

ie
s m

u
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b
tain

 p
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p

ro
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m
 th

e
 N
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n

al B
an

k o
f B

e
lg

iu
m
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u
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n
ch

e
d

 a p
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t p
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b

m
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n
u
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e
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n
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b

m
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h

o
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b
m

it m
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cial state
-

m
e

n
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e
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m
e
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articip
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e
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p
e

d
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m
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ill b

e
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p
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 all stan
d
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d
 fin
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m
e

n
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6
7

in
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e
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u
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 o
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0
0

5
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m
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y m
u
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o
f th

e
 an

n
u

al fin
an

cial state
m

e
n

t b
e

fo
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 su
b

m
ittin

g
 it in

 e
le

ctro
n

ic fo
rm

.Th
e

 N
atio

n
al

B
an

k e
xam

in
e

s th
e

 an
n

u
al fin

an
cial state

m
e

n
ts su

b
m

itte
d

 o
n

 p
ap

e
r.

Each
 an

n
u

al

fin
an

cial state
m

e
n

t m
u

st b
e

 p
lace

d
 o

n
 a se

p
arate

 d
iske

tte
 o

r in
 a se

p
arate

 e
le

ctro
n

ic

m
e

ssag
e

6
8.Th

e
 lo

w
e

r fe
e

 th
at ap

p
lie
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 e

le
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n
ic su

b
m

issio
n

 is in
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n
d

e
d
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u
-

late
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p
take

6
9.

5
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P
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P
E

R
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S
E

S
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R
O

U
N

D

1
.

W
H

A
T

 A
R

E
 S

O
C

IA
L

 D
O

C
U

M
E

N
T

S

Th
e

 acco
u

n
ts an

d
 th

e
 an

n
u

al fin
an

cial state
m

e
n

t d
e

rive
d

 fro
m

 th
e

m
 p

lay an

im
p

o
rtan

t ro
le

 in
 th

e
 am

o
u

n
t o

f co
n

tro
l e

xe
rcise

d
 o

ve
r co

m
p

an
ie

s b
y cre

d
ito

rs,sh
are

-

h
o

ld
e

rs an
d

 b
y th

e
 g

o
ve

rn
m

e
n

t.Fro
m

 a le
g

al p
e

rsp
e

ctive,sw
itch

in
g

 to
 e

le
ctro

n
ic

acco
u

n
tin

g
 e

n
tire

ly re
m

ain
s o

u
t o

f re
ach

;n
e

ve
rth

e
le

ss,p
ap

e
r acco

u
n

tin
g

 is lo
sin

g

g
ro

u
n

d
.C

e
rtain

 d
o

cu
m

e
n

ts m
ay b

e
 cre

ate
d

 e
le

ctro
n

ically fro
m

 th
e

 start,w
h

ile
 o

th
e

rs

m
ay b

e
 co

n
ve

rte
d

 fro
m

 p
ap

e
r to

 e
le

ctro
n

ic fo
rm

.It is o
n

ly m
an

d
ato

ry to
 d

raft an
d

sto
re

 co
re

 acco
u

n
ts o

n
 p

ap
e

r.

Th
e

 an
n

u
al fin

an
cial state

m
e

n
t m

ay b
e

 su
b

m
itte

d
 e

le
ctro

n
ically,in

so
far as th

is

d
o

e
s n

o
t d

ive
rg

e
 fro

m
 th

e
 p

re
scrib

e
d

 stan
d

ard
s.Fo

r th
e

 tim
e

 b
e

in
g

,o
n

ly su
b

m
issio

n

o
n

 d
iske

tte
 is o

p
e

n
 to

 all co
m

p
an

ie
s,b

u
t in

 th
e

 fu
tu

re
 su

b
m

issio
n

 o
ve

r in
te

rn
e

t w
ill b

e

o
p

e
n

 to
 e

ve
ryo

n
e.

G
re

ate
st p

ro
g

re
ss o

ccu
rre

d
 in

 th
e

 are
a o

f in
vo

icin
g

.P
ro

m
p

te
d

 b
y th

e
 Eu

ro
p

e
an

U
n

io
n

,all M
e

m
b

e
r State

s d
e

ve
lo

p
e

d
 a sim

ilar le
g
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e

w
o

rk fo
r th

e
 e

xch
an

g
e

 o
f

e
le

ctro
n

ic in
vo

ice
s.

G
.

S
O

C
IA

L D
O

C
U

M
E

N
T

S

A
lre
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y in

 1
8

9
6

 e
m

p
lo

ye
rs w

e
re

 re
q

u
ire

d
 to

 m
ain
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 a p

e
rso

n
n

e
l re

g
iste
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d

ay,

th
e

 re
g

u
latio

n
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o
ve

rn
in

g
 so

cial d
o

cu
m

e
n

ts can
 b

e
 fo

u
n

d
 in

 R
o

yal D
e

cre
e
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o

 5
 o

f 2
3

O
cto

b
e

r 1
9

7
8

 o
n

 th
e

 ke
e

p
in

g
 o

f so
cial d

o
cu

m
e

n
ts (M

o
n

iteu
r b

elg
e

,
2

 D
e

ce
m

b
e

r

1
9

7
8
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o
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e
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e
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o
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m

e
n
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e
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e

n
e

ral an
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e

cial p
e

rso
n

n
e

l re
g
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• th
e

 in
d
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u
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u

n
t
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e

 atte
n

d
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g
iste

r
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 w
ritte

n
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m
p
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e
n
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n
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m
p
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e
n
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d
e

n
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d

d
o

m
e
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e

 ap
p
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n
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n
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r p
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e
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u
p
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• d
o
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m

e
n

ts re
latin

g
 to

 th
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m

p
lo
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e

n
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e

cial cate
g

o
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s o
f e

m
p

lo
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e
s

Th
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 law
 re

q
u
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s all e

m
p
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rs to
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ain
tain

 so
cial d

o
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m
e

n
ts so
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 b
e

 d
e

te
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m
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e
d
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o
m

e
n

t w
h
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m
p

lo
ye

e
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o
rk fo
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ive

n
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m
p
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ye

r.Th
e
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b
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R
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N
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E
T

E
N
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E
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O
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 S
O

C
IA

L
 D

O
C

U
M

E
N

T
S

 

facilitate
 e

xe
rcise

 o
f co

n
tro

l b
y th

e
 so

cial in
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e
ctio

n
 au

th
o

rity o
n

 ille
g

al w
o

rke
rs.

Th
e

 p
e

rso
n

n
e

l re
g

iste
r is a re

g
iste
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h
ich

 all e
m

p
lo

ye
e
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g
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ro

n
o
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g
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e
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e
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m

m
e

n
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m
e

n
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e
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m

p
lo
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e

n
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 p
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e
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p
lo
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u
st m
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tain
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n

e
 p

e
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n
n

e
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g
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p
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e
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p
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e
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o
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o
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w

e
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n

ly re
q
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d
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h
e

n
 th
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 p
e
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n
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l re
g
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p
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n

7
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d

ivid
u

al acco
u

n
t is a d

e
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d
 d
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tio
n
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f th

e
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m

p
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ye
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as p
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e
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p
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r d
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g
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e
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 d
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n
o
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 d
e
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u
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m
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e
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u
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m
in

istrative

in
fo
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 re
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in
t co

m
m
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e
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m
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e

 law
 o

f 3
 Ju

ly 1
9
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p
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n
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b
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 d
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u
p
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 d
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m
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o
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m
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4.

Th
e

 atte
n

d
an

ce
 re

g
iste

r re
co

rd
s th

e
 e

m
p

lo
ye

e
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p
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n

ce.Th
is re

g
u
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n
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p
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s to

 a fe
w

 in
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m
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e
m
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R
o

yal D
e

cre
e

 n
o
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p
e

 o
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p

lie
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m

p
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ye
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w
h

o
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m
p
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m
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e
s.A

m
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n
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n
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e
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d
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m
p

lo
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e
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• p
e

rso
n

s w
h

o
 p

e
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o
rk u

n
d

e
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e
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th
o

rity o
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o
th

e
r p

e
rso

n
 e

ve
n

w
h

e
n

 th
e

re
 is n

o
 e

m
p

lo
ym

e
n

t co
n

tract (fo
r in
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ce,in

m
ate
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n

e
d

 w
o

rk)

• p
e

rso
n

s w
h

o
 fall p
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r co

m
p

le
te

ly u
n

d
e
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e

 so
cial se

cu
rity le

g
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n

fo
r e

m
p

lo
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e
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.p
ro

fe
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n
al so

cce
r p

laye
rs)

• ap
p

re
n

tice
s

C
ivil se

rvan
ts e

m
p

lo
ye

d
 b

y th
e

 fe
d

e
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o
ve
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m

e
n

t,b
y fe

d
e
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n
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d
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g
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m

e
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o
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m

u
n
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b

y 
p
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b
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m

u
n
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s 
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o
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e
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e
m

p
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d

o
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m
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n
ts.
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p
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ry o
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e
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m
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m
p
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b
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p
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e
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“m
ain

tain
e

d
”.

M
ain

tain
in

g
 re

fe
rs to

 re
co

rd
in

g
 in

fo
rm

atio
n

 in
 th

e
 so

cial d
o

cu
m

e
n

ts 

an
d

 
ke

e
p

in
g

 
th

e
m

 
availab

le.
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a 

se
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n
d

 
p

h
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e

 
d

o
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m
e

n
ts 

m
u
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o

n
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b
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p
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d
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G
 S

O
C

IA
L

 D
O

C
U

M
E

N
T

S

Th
e

 fo
rm

 in
 w

h
ich

 th
e

 g
e

n
e

ral an
d

 sp
e

cial p
e

rso
n

n
e

l re
g

iste
rs,

th
e

 in
d

ivid
u

al

acco
u

n
t,th

e
 ap

p
re

n
tice

 co
n

tract fo
r p

art-tim
e

 p
u

p
ils,th

e
 e

m
p

lo
ym

e
n

t co
n

tract fo
r

stu
d

e
n

ts an
d

 d
o

m
e

stic se
rvan

ts m
u

st b
e

 m
ain

tain
e

d
 is re

g
u

late
d

 in
 th

e
 R

o
yal D

e
cre

e

o
f 8

 A
u

g
u

st 1
9

8
0

 o
n

 ke
e

p
in

g
 so

cial d
o

cu
m

e
n

ts (M
o

n
iteu

r b
elg

e
,2

7
 A

u
g

u
st 1

9
8

0
).

Th
e

 p
e

rso
n

n
e

l re
g

iste
r m

u
st b

e
 ke

p
t in

 th
e

 fo
rm

 o
f a b

o
u

n
d

 b
o

o
k w

ith
 co

n
se

cu
-

tive
ly n

u
m

b
e

re
d

 p
ag

e
s.It m

ay co
n

sist o
f se

ve
ral b

o
u

n
d

 b
o

o
ks if lack o

f sp
ace

 p
re

ve
n

ts

th
e

 re
q

u
ire

d
 in

fo
rm

atio
n

 fro
m

 b
e

in
g

 re
co

rd
e

d
 in

 a p
re

vio
u

s vo
lu

m
e.In

 th
at case

 th
e

p
ag

e
 an

d
 e

m
p

lo
ye

e
 n

u
m

b
e

rs m
u

st co
n

tin
u

e
 in

 su
b

se
q

u
e

n
t vo

lu
m

e
s (art.4

 §
2

 o
f th

e

R
o

yal D
e

cre
e

 o
f 8

 A
u

g
u

st 1
9

8
0

).

Th
e

 sp
e

cial p
e

rso
n

n
e

l re
g

iste
r m

ay b
e

 ke
p

t o
n

 a p
ap

e
r o

r e
le

ctro
n

ic m
e

d
iu

m
 

o
n

 th
e

 co
n

d
itio

n
 th

at th
e

 in
sp

e
ctio

n
 can

 in
sp

e
ct it at th

e
 w

o
rkp

lace
 at all tim

e
s 

(art.1
1

 §
2

,p
ar.2

 o
f th

e
 R

o
yal D

e
cre

e
 o

f 8
 A

u
g

u
st 1

9
8

0
).Th

e
re

 are
 n

o
 fu

rth
e

r fo
rm

al

re
q

u
ire

m
e

n
ts.

Th
e

re
 is n

o
 re

g
u

late
d

 fo
rm

 fo
r th

e
 in

d
ivid

u
al acco

u
n

t o
r fo

r th
e

 e
m

p
lo

ym
e

n
t co

n
-

tract fo
r stu

d
e

n
ts an

d
 d

o
m

e
stic se

rvan
ts.Th

e
 sam

e
 ap

p
lie

s to
 th

e
 ap

p
re

n
tice

 co
n

tract

fo
r p

art-tim
e

 p
u

p
ils.Th

e
 e

m
p

lo
ye

r m
ay e

stab
lish

 h
is o

w
n

 fo
rm

.Th
e

 d
o

cu
m

e
n

t m
u

st

co
n

tain
 all th

e
 m

an
d

ato
ry in

fo
rm

atio
n

.Th
e

 e
m

p
lo

ye
r m

u
st p

ro
vid

e
 th

e
 e

m
p

lo
ye

e

w
ith

 a co
p

y o
f th

e
 in

d
ivid

u
al acco

u
n

t b
e

fo
re

 th
e

 first o
f M

arch
 o

f th
e

 fo
llo

w
in

g
 ye

ar.

A
 R

o
yal D

e
cre

e
 o

f 1
7

 Ju
n

e
 1

9
9

4
 (M

o
n

iteu
r b

elg
e

2
5

 Ju
n

e
 1

9
9

4
) stip

u
late

s th
e

 fo
rm

o
f th

e
 atte

n
d

an
ce

 re
g

iste
r.In

 p
rin

cip
le,it co

n
sists o

f b
o

u
n

d
 an

d
 co

n
se

cu
tive

ly n
u

m
-

b
e

re
d

 m
o

n
th

ly sh
e

e
ts.It m

u
st b

e
 d

rafte
d

 b
y cale

n
d

ar ye
ar.Th

e
 list o

f th
o

se
 p

re
se

n
t

m
u

st b
e

 le
g

ib
le

 an
d

 re
co

rd
e

d
 in

 th
e

 re
g

iste
r in

 in
d

e
lib

le
 in

k (art.4
 R

o
yal D

e
cre

e
 o

f

1
7

Ju
n

e
 1

9
9

4
).Th

e
 b

lan
k atte

n
d

an
ce

 re
g

iste
rs m

u
st b

e
 ce

rtifie
d

 an
d

 d
e

live
re

d
 b

y th
e

b
o

d
y in

d
icate

d
 fo

r th
e

 p
u

rp
o

se
 in

 th
e

 re
g

u
latio

n
s sp

e
cific to

 th
e

 in
d

u
stry se

cto
r in

q
u

e
stio

n
.

3
.2

.P
R

E
S

E
R

V
IN

G
 S

O
C

IA
L

 D
O

C
U

M
E

N
T

S

Th
e

 e
m

p
lo

ye
r m

ay p
re

se
rve

 so
cial d

o
cu

m
e

n
ts in

 o
rig

in
al fo

rm
 o

r in
 an

y kin
d

 o
f

re
p

ro
d

u
ctio

n
,

o
n

 th
e

 co
n

d
itio

n
 th

at it is e
asy to

 re
ad

 an
d

 th
at th

e
 re

p
ro

d
u

ctio
n

m
e

th
o

d
 u

se
d

 p
e

rm
its e

fficie
n

t in
sp

e
ctio

n
8

2.Th
e

 sto
rag

e
 p

e
rio

d
 is 5

 ye
ars startin

g

fro
m

:

• th
e

 d
ate

 th
at th

e
 last m

an
d

ato
ry in

fo
rm

atio
n

 w
as re

co
rd

e
d

,fo
r th

e
 g

e
n

e
ral

an
d

 sp
e

cial p
e

rso
n

n
e

l re
g

iste
rs

• th
e

 d
ate

 th
e

 ag
re

e
m

e
n

t te
rm

in
ate

s,fo
r in

d
ivid

u
al acco

u
n

ts

• th
e

 d
ay fo

llo
w

in
g

 th
e

 d
ay afte

r th
e

 e
xe

cu
tio

n
 o

f th
e

 co
n

tract e
n

d
s,

fo
r

e
m

p
lo

ym
e

n
t co

n
tracts fo

r stu
d

e
n

ts

• th
e

 d
ate

 th
at th

e
 last m

an
d

ato
ry in

fo
rm

atio
n

 w
as re

co
rd

e
d

,fo
r th

e
 atte

n
-

d
an

ce
 re

g
iste

r (th
e

 sto
rag

e
 p

e
rio

d
 e

n
d

s five
 ye

ars afte
r th

e
 e

n
d

 o
f th

e
 m

o
n

th

fo
llo

w
in

g
 th

e
 q

u
arte

r in
 w

h
ich

 th
e

 in
fo

rm
atio

n
 w

as re
co

rd
e

d
) 8

3.

Th
e

 re
te

n
tio

n
 p

e
rio

d
 is n

o
t e

xp
licitly m

e
n

tio
n

e
d

 fo
r e

m
p

lo
ym

e
n

t co
n

tracts fo
r



D
ig

ita
l a

rc
h

iv
in

g

Part 1:Th
e Leg

al Fram
ew

o
rk fo

r B
u

sin
ess A

rch
ives

37

d
o

m
e

stic se
rvan

ts an
d

 th
e

 ap
p

re
n

tice
 co

n
tract fo

r p
art-tim

e
 p

u
p

ils.Th
e

 ru
le

 ap
p

licab
le

to
 th

e
 e

m
p

lo
ym

e
n

t co
n

tract fo
r stu

d
e

n
ts can

 b
e

 fo
llo

w
e

d
 b

y an
alo

g
y.

Fo
rm

e
r 

e
m

p
lo

ye
rs 

also
 

re
m

ain
 

su
b

je
ct 

to
 

th
e

 
o

b
lig

atio
n

 
to

 
p

re
se

rve
 

so
cial 

d
o

cu
m

e
n

ts fo
r a g

ive
n

 p
e

rio
d

 (art.2
 R

o
yal D

e
cre

e
 n

o
5

).

4
.

IM
M

E
D

IA
T

E
 N

O
T

IF
IC

A
T

IO
N

 R
E

G
A

R
D

IN
G

 E
M

P
LO

Y
M

E
N

T
 (D

IM
O

N
A

)

A
n

 e
m

p
lo

ye
r m

u
st re

p
o

rt th
e

 h
irin

g
 o

f an
 e

m
p

lo
ye

e
 to

 vario
u

s so
cial se

cu
rity in

sti-

tu
tio

n
s,su

ch
 as th

e
 ch

ild
 b

e
n

e
fit in

stitu
tio

n
,th

e
 in

d
u

strial in
ju

rie
s in

su
re

r,an
 in

stitu
te

fo
r th

e
 p

aym
e

n
t o

f vacatio
n

 p
ay,e

tc.In
 ad

d
itio

n
,th

e
 so

cial se
cu

rity ad
m

in
istratio

n

o
fte

n
 re

q
u

e
sts ce

rtain
 in

fo
rm

atio
n

 fro
m

 th
e

 e
m

p
lo

ye
r.A

lth
o

u
g

h
 th

e
se

 in
stitu

tio
n

s all

re
q

u
ire

 m
o

re
 o

r le
ss th

e
 sam

e
 in

fo
rm

atio
n

,th
e

y u
se

 a w
id

e
 varie

ty o
f ap

p
licatio

n
 fo

rm
s

an
d

 in
fo

rm
atio

n
 sh

e
e

ts th
at can

 o
n

ly b
e

 fille
d

 in
 afte

r re
ad

in
g

 vo
lu

m
in

o
u

s in
stru

c-

tio
n

s.To
 m

ake
 m

atte
rs e

ve
n

 w
o

rse,th
e

 in
fo

rm
atio

n
 is re

q
u

e
ste

d
 fro

m
 th

e
 e

m
p

lo
ye

r at

d
iffe

re
n

t tim
e

s o
f th

e
 ye

ar.

To
 cu

t d
o

w
n

 o
n

 all th
is p

ap
e

rw
o

rk,th
e

 p
ro

g
ram

 law
 o

f 2
6

 Ju
ly 1

9
9

6
8

4
p

ro
vid

e
d

 a

m
o

d
e

rn
izatio

n
 o

f th
e

 so
cial se

cu
rity syste

m
 an

d
 a sim

p
lificatio

n
 o

f th
e

 so
cial ad

m
in

is-

tratio
n

.Th
e

 D
im

o
n

a
p

ro
je

ct is a first ste
p

 to
w

ard
 in

tro
d

u
cin

g
 e

-g
o

ve
rn

m
e

n
t in

 th
e

so
cial se

cu
rity ad

m
in

istratio
n

.Th
e

 o
b

je
ctive

 o
f th

e
 “D

é
claratio

n
 IM

m
é

d
iate

 o
r in

 D
u

tch

O
N

m
id

d
e

llijke
 A

an
g

ifte”
(D

im
o

n
a

[Im
m

e
d

iate
 N

o
tificatio

n
]) is to

 p
ro

vid
e

 im
m

e
d

iate

n
o

tificatio
n

 o
f th

e
 co

m
m

e
n

ce
m

e
n

t an
d

 te
rm

in
atio

n
 o

f e
m

p
lo

ym
e

n
t to

 th
o

se
 g

o
v-

e
rn

m
e

n
t se

rvice
s th

at n
e

e
d

 it.
W

ith
in

 th
e

 im
m

e
d

iate
 n

o
tificatio

n
 syste

m
,

th
e

 SIS

(So
cial In

fo
rm

atio
n

 Syste
m

) card
 o

ffe
rs e

vid
e

n
ce

 o
f a w

o
rke

r’s e
m

p
lo

ym
e

n
t u

n
d

e
r an

e
m

p
lo

ym
e

n
t co

n
tract.In

 th
e

 fu
tu

re,th
e

 im
m

e
d

iate
 n

o
tificatio

n
 m

u
st facilitate

 th
e

 var-

io
u

s so
cial se

cu
rity in

stitu
tio

n
s’

ab
ility to

 co
n

su
lt th

e
 C

ro
ssro

ad
s B

an
k fo

r So
cial

Se
cu

rity (a d
atab

ase
 fo

r e
le

ctro
n

ic d
ata e

xch
an

g
e

) d
ire

ctly to
 lo

cate
 all th

e
 in

fo
rm

a-

tio
n

 re
le

van
t fo

r so
cial le

g
islatio

n
.

Th
e

 im
m

e
d

iate
 n

o
tificatio

n
 o

f e
m

p
lo

ym
e

n
t w

as m
ad

e
 o

b
lig

ato
ry o

n
 1

 Jan
u

ary

1
9

9
9

 in
 th

e
 p

asse
n

g
e

r tran
sp

o
rt,

te
m

p
o

rary e
m

p
lo

ym
e

n
t an

d
 co

n
stru

ctio
n

 in
d

u
s-

trie
s

8
5.Th

e
 syste

m
 h

as b
e

e
n

 m
an

d
ato

ry fo
r all e

m
p

lo
ye

rs sin
ce

 1
 Jan

u
ary 2

0
0

3
.

Th
e D

im
o

n
a

n
o

tificatio
n

 m
u

st reach
 th

e N
atio

n
al O

ffice o
f So

cial Secu
rity (R

SZ
) in

th
e fo

rm
 o

f an
 electro

n
ic m

essag
e.Em

p
lo

yers th
at d

o
 n

o
t h

ave in
tern

et access can
 sen

d

th
eir n

o
tificatio

n
 b

y u
sin

g
 a vo

ice server accessib
le b

y telep
h

o
n

e.Th
e q

u
estio

n
s p

re-

sen
ted

 can
 b

e an
sw

ered
 b

y p
ressin

g
 th

e telep
h

o
n

e b
u

tto
n

s.Th
e so

cial secu
rity p

o
rtal

site o
ffers th

e p
o

ssib
ility to

 p
ro

vid
e n

o
tificatio

n
 o

ver th
e in

tern
et (h

ttp
://w

w
w

.so
ciale-

zekerh
eid

.b
e).A

ccess to
 in

tern
et an

d
 a stan

d
ard

 b
ro

w
ser is su

fficien
t.N

o
 sp

ecial so
ft-

w
are is n

eed
ed

.Em
p

lo
yers w

ith
 a g

reat n
u

m
b

er o
f p

erso
n

n
el an

d
/o

r freq
u

en
t ch

an
g

es

in
 p

erso
n

n
el can

 sen
d

 th
e n

o
tificatio

n
 to

 th
e R

SZ
 u

sin
g

 stru
ctu

red
 m

essag
es.Th

e 

p
erso

n
s in

 th
e co

m
p

an
y resp

o
n

sib
le fo

r d
evelo

p
in

g
 th

is ap
p

licatio
n

 can
 co

n
su

lt th
e

m
an

u
al d

escrib
in

g
 th

e field
s th

at th
e stru

ctu
red

 m
essag

e m
u

st co
n

tain
.

Th
e

 e
m

p
lo

ye
r can

 also
 call in

 o
n

e
 o

f th
e

 ag
e

n
cie

s th
at p

ro
vid

e
 su

p
p

o
rt in

 fu
lfillin

g

so
cial se

cu
rity o

b
lig

atio
n

s (salary ad
m

in
istratio

n
 se

rvice
s,so

ftw
are

 d
e

ve
lo

p
e

rs).Th
e

y

act as in
te

rm
e

d
iarie

s in
 su

b
m

ittin
g

 th
e

 D
im

o
n

a
n

o
tificatio

n
.Th

e
y p

ro
vid

e
 vario

u
s

ch
an

n
e

ls th
at th

e
 e

m
p

lo
ye

r can
 u

se
 to

 se
n

d
 th

e
m

 th
e

 n
o

tificatio
n

s afte
r w

h
ich

 th
e

y

n
o

tify th
e

 R
SZ

.
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A
n

 au
to

m
atic re

ce
ip

t is se
n

t fo
r e

ach
 D

im
o

n
a

n
o

tificatio
n

.Th
e

 re
su

lt o
f th

e
 n

o
tifi-

catio
n

 can
 b

e
 co

n
su

lte
d

 o
n

 th
e

 so
cial se

cu
rity p

o
rtal site.Th

e
 e

m
p

lo
ye

r m
u

st sto
re

 all

th
e

 m
e

ssag
e

s th
at h

e
 re

ce
ive

s fro
m

 th
e

 R
SZ

 fo
r six m

o
n

th
s.

O
n

e
 co

n
se

q
u

e
n

ce
 o

f a co
rre

ct D
im

o
n

a
n

o
tificatio

n
 is th

at th
e

 e
m

p
lo

ye
r n

o
 lo

n
g

e
r

h
as to

 satisfy se
ve

ral o
b

lig
atio

n
s re

latin
g

 to
 th

e
 sto

rag
e

 o
f so

cial se
cu

rity d
o

cu
m

e
n

ts.

Fo
r in

stan
ce,th

e
 g

e
n

e
ral p

e
rso

n
n

e
l re

g
iste

r n
e

e
d

 n
o

 lo
n

g
e

r b
e

 u
p

d
ate

d
.Th

e
 D

im
o

n
a

n
o

tificatio
n

 re
p

lace
s e

ach
 n

e
w

 e
n

try in
 th

e
 re

g
iste

r.O
f co

u
rse,th

e
 o

ld
 re

g
iste

r m
u

st

still b
e

 p
re

se
rve

d
.Th

e
 e

m
p

lo
ye

r also
 n

e
e

d
 n

o
 lo

n
g

e
r se

n
d

 a co
p

y o
f th

e
 e

m
p

lo
ym

e
n

t

co
n

tract fo
r stu

d
e

n
ts to

 th
e

 lab
o

r in
sp

e
ctio

n
.

Th
e

 e
-g

o
ve

rn
m

e
n

t p
latfo

rm
 d

e
ve

lo
p

e
d

 u
n

d
e

r th
e

 d
ire

ctio
n

 o
f th

e
 N

atio
n

al O
ffice

o
f So

cial Se
cu

rity an
d

 th
e

 C
ro

ssro
ad

s B
an

k fo
r So

cial Se
cu

rity is re
g

u
larly e

xp
an

d
e

d

w
ith

 n
e

w
 ap

p
licatio

n
s.It is alre

ad
y p

o
ssib

le
 to

 su
b

m
it p

art o
f th

e
 n

o
tificatio

n
 o

f so
cial

risks in
 e

le
ctro

n
ic fo

rm
8

6.A
s o

f 1
 Jan

u
ary 2

0
0

3
,th

e
 q

u
arte

rly state
m

e
n
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e
re

 is n
o

 re
g

u
latio

n
 w

h
ich

 state
s th

at th
e

 m
e

d
ical file

m
u

st b
e

 p
re

se
rve

d
 in

 its o
rig

in
al fo

rm
.N

o
th

in
g

 p
re

ve
n

ts p
re

se
rvatio

n
 o

n
 m

icro
film

 o
r

in
 e

le
ctro

n
ic fo

rm
.Th

e
 d

o
cto

r m
u

st b
e

 ab
le

 to
 co

n
vin

ce
 th

e
 ju

d
g

e
 th

at th
e

 d
ata are

re
al an

d
 n

o
t falsificatio

n
s,re

g
ard

le
ss o

f th
e

 fo
rm

 o
f th

e
 m

e
d

ical file.

d
o

cto
rs ke

e
p

 th
e

ir m
e

d
ical file

s.Each
 d

o
cto

r h
as h

is/h
e

r o
w

n
 h

ab
its an

d
 o

fte
n

 h
is/h

e
r

o
w

n
 sp

e
cializatio

n
.In

 2
0

0
2

,alre
ad

y m
an

y d
o

cto
rs u

se
d

 a co
m

p
u

te
r to

 p
ro

ce
ss th

e
ir

p
atie

n
ts’m

e
d

ical d
ata

9
7.
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3
.

T
O

W
A

R
D

 A
N

 E
L

E
C

T
R

O
N

IC
 H

E
A

LT
H

 N
E

T
W

O
R

K

A
s p

art o
f th

e
 m

o
d

e
rn

izatio
n

 o
f h

e
alth

 care,th
e

 g
o

ve
rn

m
e

n
t h

as take
n

 vario
u

s

ste
p

s to
w

ard
 an

 e
le

ctro
n

ic h
e

alth
 n

e
tw

o
rk an

d
 a sh

are
d

 p
atie

n
t file

 acce
ssib

le
 to

 all

h
e

alth
 p

ractitio
n

e
rs tre

atin
g

 th
e

 p
atie

n
t.

Th
e

 co
m

p
re

h
e

n
sive

 m
e

d
ical file

 w
as in

tro
d

u
ce

d
 as th

e
 first ste

p
 in

 th
is e

vo
lu

-

tio
n

1
0

3.A
ll th

e
 in

fo
rm

atio
n

 re
latin

g
 to

 th
e

 p
atie

n
t’s state

 o
f h

e
alth

 is ce
n

tralize
d

 in
 th

is

file.Th
e

 g
e

n
e

ral p
ractitio

n
e

r ch
o

se
n

 b
y th

e
 p

atie
n

t m
an

ag
e

s th
e

 co
m

p
re

h
e

n
sive

 m
e

d
-

ical file.Th
e

 in
te

n
tio

n
 o

f th
is syste

m
 is to

 im
p

ro
ve

 th
e

 q
u

ality o
f h

e
alth

 care
 g

re
atly b

y

ce
n

tralizin
g

 m
e

d
ical d

ata so
 th

at it can
 b

e
 p

ro
ce

sse
d

 m
o

re
 e

fficie
n

tly,w
ith

 th
e

 g
e

n
e

ral

p
ractitio

n
e

r as p
ivo

tal fig
u

re.
Th

is allo
w

s all th
o

se
 in

vo
lve

d
 to

 fo
llo

w
 u

p
 o

n
 th

e

p
atie

n
t’s state

 o
f h

e
alth

 m
o

re
 e

fficie
n

tly.Fo
r in

stan
ce,o

rd
e

rin
g

 th
e

 sam
e

 te
st tw

ice
 can

b
e

 avo
id

e
d

.
U

p
 to

 n
o

w
 th

e
 p

atie
n

t m
ay d

e
cid

e
 fre

e
ly w

h
e

th
e

r o
r n

o
t to

 allo
w

 a 

co
m

p
re

h
e

n
sive

 m
e

d
ical file

 to
 b

e
 cre

ate
d

.

Th
e

 co
m

p
re

h
e

n
sive

 m
e

d
ical file

 can
 o

n
ly b

e
 u

se
d

 e
fficie

n
tly in

 th
e

 h
e

alth
 care

n
e

tw
o

rk w
h

e
n

 th
e

 in
fo

rm
atio

n
 is m

ain
tain

e
d

 an
d

 arch
ive

d
 in

 e
le

ctro
n

ic fo
rm

.Th
is w

ay

e
ve

ryo
n

e
 in

vo
lve

d
 can

 h
ave

 rap
id

 acce
ss to

 th
e

 d
ata w

h
e

n
 n

e
ce

ssary.N
e

ve
rth

e
le

ss,

th
e

 law
 still allo

w
s d

o
cto

rs to
 m

ain
tain

 th
e

 file
 in

 p
ap

e
r fo

rm
 in

 ste
ad

 o
f e

le
ctro

n
ically.

Th
e

 “Te
le

m
atics 

Stan
d

ard
izatio

n
 

C
o

m
m

issio
n

 
Fo

r 
H

e
alth

 
C

are” 1
0

4
(h

e
re

in
afte

r

re
fe

rre
d

 to
 as “th

e
 Te

le
m

atics C
o

m
m

issio
n

”) w
as se

t u
p

 to
 avo

id
 ch

ao
s in

 th
e

 e
le

ctro
n

ic

e
xch

an
g

e
 o

f m
e

d
ical d

ata,to
 e

n
su

re
 syste

m
 in

te
ro

p
e

rab
ility an

d
 to

 g
u

aran
te

e
 th

e

co
n

fid
e

n
tial an

d
 se

cu
re

 h
an

d
lin

g
 o

f m
e

d
ical d

ata.A
 te

le
m

atics ce
ll w

as also
 e

stab
-

lish
e

d
 w

ith
in

 th
e

 Fe
d

e
ral P

u
b

lic Se
rvice

 fo
r So

cial A
ffairs,

P
u

b
lic H

e
alth

 an
d

 th
e

En
viro

n
m

e
n

t to
 h

e
lp

 ach
ie

ve
 th

e
se

 g
o

als.

Th
e

 Te
le

m
atics C

o
m

m
issio

n
 w

as assig
n

e
d

 th
e

 task o
f d

e
ve

lo
p

in
g

 m
o

d
alitie

s fo
r

th
e

 e
le

ctro
n

ic e
xch

an
g

e
 o

f m
e

d
ical d

ata.H
o

w
e

ve
r,it h

ad
 n

o
 re

g
u

lato
ry au

th
o

rity.Th
e

o
fficial re

g
u

lato
ry au

th
o

rity re
sts w

ith
 th

e
 B

IN
 (B

e
lg

ian
 In

stitu
te

 fo
r N

o
rm

alizatio
n

),

w
ith

 th
e

 C
EN

 (Eu
ro

p
e

an
 C

o
m

m
itte

e
 fo

r N
o

rm
alizatio

n
) an

d
 th

e
 ISO

 (In
te

rn
atio

n
al

O
rg

an
izatio

n
 fo

r Stan
d

ard
izatio

n
).

Th
e

 Te
le

m
atics C

o
m

m
issio

n
 d

e
ve

lo
p

e
d

 q
u

ality crite
ria fo

r co
m

p
u

te
r syste

m
s u

se
d

b
y h

o
sp

itals an
d

 g
e

n
e

ral p
ractitio

n
e

rs.
Th

e
 EM

D
M

I (Elektro
n

isch
 M

ed
isch

 D
o

ssier
M

éd
ical In

fo
rm

atisé
[Ele

ctro
n

ic M
e

d
ical File

]) w
o

rkin
g

 g
ro

u
p

 o
f th

e
 Fe

d
e

ral P
u

b
lic

Se
rvice

 fo
r So

cial A
ffairs,P

u
b

lic H
e

alth
 an

d
 th

e
 En

viro
n

m
e

n
t d

e
ve

lo
p

e
d

 q
u

ality crite
-

ria fo
r so

ftw
are

 ap
p

licatio
n

s d
e

sig
n

e
d

 to
 m

an
ag

e
 p

atie
n

t file
s fo

r g
e

n
e

ral p
ractitio

n
-

e
rs.So

ftw
are

 p
ro

d
u

ce
rs can

 su
b

m
it th

e
ir p

ro
g

ram
s to

 a ce
rtificatio

n
 p

ro
ce

d
u

re
 to

o
b

tain
 a q

u
ality lab

e
l.Th

e
 co

m
m

issio
n

 issu
e

d
 se

ve
ral re

co
m

m
e

n
d

atio
n

s re
latin

g
 to

th
e

 p
re

se
rvatio

n
 o

f m
e

d
ical file

s,
sp

e
cifically re

g
ard

in
g

 th
e

 co
n

te
n

t o
f th

e
 file,

th
e

p
re

se
rvatio

n
 p

e
rio

d
,an

d
 th

e
 fo

rm
1

0
5.

A
d

d
itio

n
n

ally re
co

m
m

e
n

d
atio

n
s w

e
re

 issu
e

d
 to

 stan
d

ard
ize

 an
d

 h
arm

o
n

ise
 th

e

co
n

te
n

t,th
e

 e
xch

an
g

e
 fo

rm
ats an

d
 syn

tax o
f e

le
ctro

n
ic m

e
ssag

e
s to

 allo
w

 a co
n

siste
n

t

in
te

g
ratio

n
 o

f d
ata in

 th
e

 co
m

p
re

h
e

n
sive

 e
le

ctro
n

ic m
e

d
ical file

1
0

6.Fin
ally,g

u
id

e
lin

e
s

w
e

re
 fo

rm
u

late
d

 fo
r th

e
 u

se
 o

f th
e

 e
le

ctro
n

ic sig
n

atu
re

 so
 th

at all p
e

rso
n

s co
n

ce
rn

e
d

co
u

ld
 b

e
 id

e
n

tifie
d

 u
n

am
b

ig
u

o
u

sly.In
 th

is w
ay,th

e
 o

rig
in

 o
f th

e
 in

fo
rm

atio
n

 in
 th

e
 file

can
 b

e
 ve

rifie
d

 an
d

 acce
ss to

 it re
stricte

d
.
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4
.

P
R

O
T

E
C

T
IN

G
 P

R
IV

A
C

Y

M
e

d
ical d

ata are
 n

o
t like

 o
th

e
r d

ata,
b

u
t are

 h
ig

h
ly se

n
sitive

 d
ata w

h
ich

 are
 

p
ro

te
cte

d
 b

y th
e

 p
atie

n
t’s rig

h
t to

 p
rivacy.N

o
 o

n
e

 w
o

u
ld

 w
e

lco
m

e
 h

avin
g

 h
is/h

e
r

m
e

d
ical file

 o
p

e
n

 to
 th

e
 p

e
ru

sal o
f ju

st an
yo

n
e.Fo

r th
is re

aso
n

 sp
e

cial care
 m

u
st b

e

take
n

 w
h

e
n

 p
ro

ce
ssin

g
 m

e
d

ical in
fo

rm
atio

n
.

Th
e

 P
rivacy A

ct an
d

 th
e

 Patie
n

ts’R
ig

h
ts A

ct re
g

u
late

 th
e

 p
ro

ce
ssin

g
 o

f m
e

d
ical

d
ata.P

e
rso

n
al in

fo
rm

atio
n

 re
latin

g
 to

 th
e

 fo
rm

e
r,p

re
se

n
t o

r fu
tu

re
 state

 o
f a p

atie
n

t’s

p
h

ysical o
r m

e
n

tal h
e

alth
 is m

e
d

ical in
fo

rm
atio

n
 as d

e
fin

e
d

 in
 th

e
 P

rivacy A
ct.In

 p
rin

-

cip
le,it is fo

rb
id

d
e

n
 to

 p
ro

ce
ss m

e
d

ical in
fo

rm
atio

n
.Th

e
 o

n
ly e

xce
p

tio
n

s to
 th

is p
ro

-

h
ib

itio
n

 are
 th

o
se

 case
s liste

d
 in

 th
e

 P
rivacy A

ct,fo
r in

stan
ce

 to
 cre

ate
 a m

e
d

ical file
1

0
7.

B
u

t th
e

re
 are

 se
ve

ral co
n

d
itio

n
s th

at m
u

st b
e

 o
b

se
rve

d
.

M
e

d
ical in

fo
rm

atio
n

 m
u

st b
e

 p
ro

ce
sse

d
 u

n
d

e
r th

e
 su

p
e

rvisio
n

 o
f a h

e
alth

 care

p
ro

fe
ssio

n
al.Th

is re
fe

rs to
 all p

e
rso

n
s w

h
o

 p
ro

vid
e

 h
e

alth
 care

 to
 o

th
e

rs as p
art o

f th
e

ir

p
ro

fe
ssio

n
al activity.Th

is cate
g

o
ry is m

u
ch

 b
ro

ad
e

r th
an

 th
e

 cate
g

o
ry o

f p
e

rso
n

s th
at

m
e

d
ical law

 o
b

lig
e

s to
 m

ain
tain

 a m
e

d
ical file.

P
e

rso
n

s p
ro

ce
ssin

g
 m

e
d

ical in
fo

rm
atio

n
 are

 su
b

je
ct to

 a co
n

fid
e

n
tiality o

b
lig

a-

tio
n

.M
o

st h
e

alth
 p

ractitio
n

e
rs are

 alre
ad

y su
b

je
ct to

 o
th

e
r co

n
fid

e
n

tiality ru
le

s,fo
r

in
stan

ce,th
e

 p
ro

fe
ssio

n
al se

cre
cy p

ro
scrib

e
d

 b
y art 4

5
8

 o
f th

e
 B

e
lg

ian
 P

e
n

al C
o

d
e

 o
r

th
e

 d
u

ty o
f co

n
fid

e
n

tiality in
 th

e
 p

ro
fe

ssio
n

al co
d

e.A
rt.3

9
 3

°
o

f th
e

 P
rivacy A

ct also

p
u

n
ish

e
s b

re
ach

 o
f co

n
fid

e
n

tiality as a crim
in

al o
ffe

n
ce.

M
e

d
ical in

fo
rm

atio
n

 m
u

st b
e

 o
b

tain
e

d
 fro

m
 th

e
 p

e
rso

n
 w

h
o

m
 it co

n
ce

rn
s.Th

is

p
rin

cip
le

 m
u

st p
re

ve
n

t m
e

d
ical in

fo
rm

atio
n

 u
se

d
 to

 p
ro

vid
e

 a tre
atm

e
n

t fro
m

 b
e

in
g

co
lle

cte
d

 fro
m

 a varie
ty o

f so
u

rce
s,su

ch
 as o

th
e

r h
e

alth
 care

 p
ro

fe
ssio

n
als,w

ith
o

u
t th

e

kn
o

w
le

d
g

e
 o

f th
e

 p
e

rso
n

 co
n

ce
rn

e
d

.

Th
e

 Patie
n

ts’R
ig

h
ts A

ct re
affirm

s th
e

 p
atie

n
t’s rig

h
t to

 th
e

 p
ro

te
ctio

n
 o

f h
is p

rivacy

in
 e

ach
 in

te
rve

n
tio

n
 b

y a h
e

alth
 care

 p
ro

fe
ssio

n
al,an

d
 in

 p
articu

lar w
ith

 re
g

ard
 to

in
fo

rm
atio

n
 re

latin
g

 to
 h

is state
 o

f h
e

alth
1

0
8.Th

is act e
lab

o
rate

s th
e

 rig
h

t o
f acce

ss to

o
n

e’s o
w

n
 m

e
d

ical in
fo

rm
atio

n
 g

ran
te

d
 in

 th
e

 P
rivacy A

ct.Th
e

 p
atie

n
t h

as th
e

 rig
h

t to

co
n

su
lt h

is file,w
ith

 th
e

 e
xce

p
tio

n
 o

f th
e

 p
e

rso
n

al n
o

te
s m

ad
e

 b
y th

e
 h

e
alth

 care
 p

ro
-

fe
ssio

n
al an

d
 th

e
 in

fo
rm

atio
n

 re
latin

g
 to

 th
ird

 p
artie

s.If d
e

sire
d

,th
e

 p
atie

n
t can

 se
e

k

th
e

 su
p

p
o

rt o
f a co

n
fid

e
n

tial co
u

n
se

lo
r o

r re
q

u
e

st th
at a co

n
fid

e
n

tial co
u

n
se

lo
r o

f h
is

ch
o

ice
 b

e
 allo

w
e

d
 to

 co
n

su
lt th

e
 in

fo
rm

atio
n

.If th
is p

e
rso

n
 is a h

e
alth

 care
 p

ro
fe

s-

sio
n

al,h
e

/sh
e

 w
ill also

 b
e

 allo
w

e
d

 to
 co

n
su

lt th
e

 p
e

rso
n

al n
o

te
s.

In
so

far as th
e

 h
e

alth
 p

ractitio
n

e
r b

e
lie

ve
s th

at co
n

su
ltatio

n
 o

f th
e

 file
 w

o
u

ld
 m

an
-

ife
stly affe

ct th
e

 p
atie

n
t’s h

e
alth

 in
 an

 ad
ve

rse
 w

ay,h
e

 can
 re

fu
se

 to
 p

ro
vid

e
 acce

ss to

th
e

 p
atie

n
t.In

 th
at case,th

e
 p

atie
n

t can
 ap

p
o

in
t an

o
th

e
r h

e
alth

 care
 p

ro
fe

ssio
n

al to

co
n

su
lt th

e
 file

 o
n

 h
is/h

e
r b

e
h

alf,in
clu

d
in

g
 th

e
 p

e
rso

n
al n

o
te

s.

Th
e

 p
atie

n
t h

as th
e

 rig
h

t to
 a co

p
y o

f all o
r p

art o
f h

is file,u
n

d
e

r th
e

 sam
e

 co
n

d
i-

tio
n

s as th
e

 rig
h

t to
 co

n
su

ltatio
n

.Each
 co

p
y m

e
n

tio
n

s th
at it is strictly p

e
rso

n
al an

d

co
n

fid
e

n
tial.Th

e
 h

e
alth

 care
 p

ro
vid

e
r can

 re
fu

se
 to

 g
ive

 a co
p

y if h
e

/sh
e

 h
as cle

ar 

in
d

icatio
n

s th
at th

ird
 p

artie
s h

ave
 p

u
t th

e
 p

atie
n

t u
n

d
e

r p
re

ssu
re

 to
 o

b
tain

 a co
p

y o
f

h
is file.

A
fte

r th
e

 p
atie

n
t’s d

e
ath

,th
e

 p
atie

n
t’s sp

o
u

se,civil re
g

iste
re

d
 p

artn
e

r,p
artn

e
r an

d

b
lo

o
d

 re
lative

s to
 th

e
 se

co
n

d
 d

e
g

re
e

 m
ay ap

p
o

in
t a h

e
alth

 p
ractitio

n
e

r to
 co

n
su

lt th
e

d
e

ce
ase

d
’s file

 o
n

 th
e

ir b
e

h
alf,if th

e
ir re

q
u

e
st is su

fficie
n

tly m
o

tivate
d

 an
d

 sp
e

cific an
d

th
e

 p
atie

n
t h

ad
 n

o
t e

xp
re

ssly o
b

je
cte

d
 to

 th
is.
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Eve
ry d

o
cu

m
e

n
t m

an
ag

e
m

e
n

t syste
m

 u
se

d
 to

 m
ain

tain
 an

d
 p

re
se

rve
 m

e
d

ical file
s

m
u

st re
sp

e
ct th

e
 p

rivacy o
f th

o
se

 co
n

ce
rn

e
d

.

5
.

F
R

A
G

M
E

N
T

E
D

 M
E

D
IC

A
L

 F
IL

E

Eve
ry h

e
alth

 care
 p

ro
fe

ssio
n

al ke
e

p
s a file

 o
n

 h
is/h

e
r p

atie
n

ts an
d

 m
an

y alre
ad

y

u
se

 e
le

ctro
n

ic file
s.Each

 o
f th

e
se

 file
s is g

e
n

e
rally co

m
p

le
te

ly in
d

e
p

e
n

d
e

n
t an

d
 is n

o
t

co
-o

rd
in

ate
d

 in
 an

y w
ay.Th

ro
u

g
h

 th
e

 d
e

ve
lo

p
m

e
n

t o
f stan

d
ard

s an
d

 th
e

 re
co

m
m

e
n

-

d
atio

n
s,

th
e

 g
o

ve
rn

m
e

n
t is tryin

g
 to

 lay th
e

 fo
u

n
d

atio
n

 fo
r an

 e
le

ctro
n

ic h
e

alth
 

n
e

tw
o

rk th
at w

ill allo
w

 file
s re

latin
g

 to
 a g

ive
n

 p
atie

n
t to

 b
e

 lin
ke

d
 to

 o
n

e
 an

o
th

e
r.Th

e

p
ro

te
ctio

n
 o

f th
e

 p
rivacy o

f all th
o

se
 co

n
ce

rn
e

d
 is th

e
 g

re
ate

st ch
alle

n
g

e
 h

e
re.

1
.

S
C

O
P

E
 O

F
 T

H
E

 P
R

IV
A

C
Y

 A
C

T

I.
P

R
IV

A
C

Y

Th
e

 rig
h

t to
 p

rivacy e
n

co
m

p
asse

s th
e

 rig
h

t to
 e

n
g

ag
e

 in
 re

latio
n

sh
ip

s w
ith

 o
th

e
rs

w
ith

o
u

t th
e

 in
te

rfe
re

n
ce

 o
f th

ird
 p

artie
s.

Th
is fu

n
d

am
e

n
tal rig

h
t h

as far-re
ach

in
g

im
p

licatio
n

s an
d

 h
as m

an
y in

carn
atio

n
s in

 o
u

r law
.

H
isto

rically,
th

is law
 aro

se
 as a d

e
fe

n
sive

 rig
h

t ag
ain

st in
te

rfe
re

n
ce

 fro
m

 th
e

 

g
o

ve
rn

m
e

n
t.H

o
w

e
ve

r,
e

xp
e

rie
n

ce
 h

as sh
o

w
n

 th
at w

e
 h

ave
 as m

u
ch

 to
 fe

ar fro
m

 

o
u

r p
e

e
rs.Th

e
 rise

 o
f in

fo
rm

atio
n

 te
ch

n
o

lo
g

y h
as ace

rb
ate

d
 th

e
 issu

e
 o

f p
rivacy 

p
ro

te
ctio

n
.

P
rivacy re

g
u

latio
n

 h
as a far-re

ach
in

g
 im

p
act o

n
 all asp

e
cts o

f arch
ivin

g
.Th

e
 in

clu
-

sio
n

 o
f d

o
cu

m
e

n
ts in

 th
e

 arch
ive

 m
ay o

n
ly h

ap
p

e
n

 in
 co

m
p

lian
ce

 w
ith

 th
e

 rig
h

t to

p
rivacy o

f all in
vo

lve
d

.Th
e

 co
n

fid
e

n
tiality o

f th
e

 d
ata in

 th
e

 arch
ive

 m
u

st b
e

 g
u

aran
-

te
e

d
 an

d
 u

n
law

fu
l m

o
d

ificatio
n

s m
u

st b
e

 avo
id

e
d

.C
o

n
su

ltatio
n

 o
f p

e
rso

n
al d

ata in

th
e

 arch
ive

 an
d

 m
akin

g
 th

e
m

 availab
le

 to
 th

ird
 p

artie
s are

 strictly re
g

u
late

d
.

Th
e

 law
 o

n
 th

e
 P

ro
te

ctio
n

 o
f P

e
rso

n
al P

rivacy (D
ata P

ro
ce

ssin
g

) A
ct,w

h
ich

 e
stab

-

lish
e

s a g
e

n
e

ral fram
e

w
o

rk in
 o

u
r co

u
n

try,w
ill b

e
 d

iscu
sse

d
 b

e
lo

w
.O

n
ly th

o
se

 asp
e

cts

th
at are

 im
p

o
rtan

t fo
r d

ig
ital arch

ivin
g

 are
 e

lu
cid

ate
d

1
0

9.

1
.1

.D
A

TA
 C

O
N

T
R

O
L

L
E

R

A
n

y p
ro

ce
ssin

g
 o

f p
e

rso
n

al in
fo

rm
atio

n
 carrie

d
 o

u
t w

ith
in

 th
e

 te
rrito

ry o
f B

e
lg

iu
m

,

b
y so

m
e

o
n

e
 d

o
m

icile
d

 h
e

re,m
u

st satisfy th
e

 co
n

d
itio

n
s im

p
o

se
d

 b
y th

e
 law

1
1

0.Th
e

P
rivacy A

ct ap
p

lie
s to

 th
e

 g
o

ve
rn

m
e

n
t,p

rivate
 o

rg
an

izatio
n

s an
d

 citize
n

s alike.

Th
e

 o
b

lig
atio

n
s im

p
o

se
d

 b
y th

e
 law

 are
 aim

e
d

 at “th
o

se
 re

sp
o

n
sib

le
 fo

r p
ro

ce
ss-
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in
g

”.Th
is is th

e
 p

e
rso

n
 w

h
o

,alo
n

e
 o

r w
ith

 o
th

e
rs,d

e
te

rm
in

e
s th

e
 o

b
je

ctive
s o

f an
d

m
e

an
s u

se
d

 fo
r p

ro
ce

ssin
g

 p
e

rso
n

al d
ata

1
1

1.If th
e

 o
b

je
ctive

 an
d

 th
e

 m
e

an
s fo

r p
ro

-

ce
ssin

g
 h

ave
 b

e
e

n
 e

stab
lish

e
d

 b
y o

r in
 e

xe
cu

tio
n

 o
f a law

,a d
e

cre
e

 o
r an

 o
rd

in
an

ce,

th
e

 d
ata co

n
tro

lle
r is th

e
 p

e
rso

n
 o

r e
n

tity in
d

icate
d

 b
y th

is n
o

rm
.

G
e

n
e

rally,
th

e

re
co

rd
s cre

ato
r,in

 o
th

e
r w

o
rd

s,th
e

 p
e

rso
n

 w
h

o
 d

e
cid

e
d

 to
 arch

ive
 d

o
cu

m
e

n
ts an

d

in
fo

rm
atio

n
,is th

e
 d

ata co
n

tro
lle

r an
d

 as su
ch

 h
e

/sh
e

 b
e

ars re
sp

o
n

sib
ility fo

r co
m

p
li-

an
ce

 w
ith

 th
e

 p
rivacy ru

le
s.

Th
e

 d
ata co

n
tro

lle
r can

 call u
p

o
n

 th
e

 aid
 o

f a “p
ro

ce
sso

r”.“P
ro

ce
sso

r”h
e

re
 m

e
an

s

th
e

 o
n

e
 w

h
o

 actu
ally p

ro
ce

sse
s th

e
 p

e
rso

n
al at th

e
 b

e
h

e
st an

d
 u

n
d

e
r th

e
 su

p
e

rvisio
n

o
f th

e
 d

ata co
n

tro
lle

r 1
1

2.Th
is is th

e
 case

 w
h

e
n

 th
e

 arch
ive

 is co
n

tracte
d

 o
u

t to
 a th

ird

p
arty.Th

e
 e

m
p

lo
ye

e
s o

r su
b

o
rd

in
ate

s o
f th

e
 d

ata co
n

tro
lle

r are
 n

o
t “p

ro
ce

sso
rs”in

 th
e

se
n

se
 o

f th
e

 P
rivacy A

ct.

1
.2

.P
E

R
S

O
N

A
L

 D
A

TA

“P
e

rso
n

al d
ata”

is an
y typ

e
 o

f in
fo

rm
atio

n
 re

latin
g

 to
 an

 id
e

n
tifie

d
 o

r id
e

n
tifiab

le

n
atu

ral p
e

rso
n

,th
e

 d
ata su

b
je

ct.A
 p

e
rso

n
 is “id

e
n

tifiab
le”if h

e
/sh

e
 can

 b
e

 id
e

n
tifie

d

d
ire

ctly o
r in

d
ire

ctly,in
 p

articu
lar b

y m
e

an
s o

f an
 id

e
n

tificatio
n

 n
u

m
b

e
r o

r o
f o

n
e

 o
r

m
o

re
 

sp
e

cific 
e

le
m

e
n

ts 
ch

aracte
ristic 

o
f 

h
is/h

e
r 

p
h

ysical,
p

h
ysio

lo
g

ical,
m

e
n

tal,

e
co

n
o

m
ic,cu

ltu
ral o

r so
cial id

e
n

tity
1

1
3.

Th
e

 te
rm

 “p
e

rso
n

al d
ata”m

u
st b

e
 in

te
rp

re
te

d
 ve

ry b
ro

ad
ly.It is n

o
t re

q
u

ire
d

 th
at

th
e

 p
e

rso
n

 h
o

ld
in

g
 th

e
 in

fo
rm

atio
n

 can
 id

e
n

tify th
e

 d
ata su

b
je

ct.A
s so

o
n

 as an
yo

n
e

is ab
le

 to
 id

e
n

tify th
e

 p
e

rso
n

 co
n

ce
rn

e
d

 u
sin

g
 re

aso
n

ab
le

 m
e

an
s,th

e
 in

fo
rm

atio
n

 is

co
n

sid
e

re
d

 p
e

rso
n

al d
ata.

Fo
r in

stan
ce,

an
 e

-m
ail ad

d
re

ss w
ith

 a p
se

u
d

o
n

ym
 (fo

r

e
xam

p
le

 
in

co
g

n
ito

@
p

ro
vid

e
r.b

e
) 

d
o

e
s 

n
o

t 
im

m
e

d
iate

ly 
re

ve
al 

th
e

 
o

w
n

e
r 

o
f 

th
e

ad
d

re
ss.Th

e
 se

rvice
 p

ro
vid

e
r p

ro
b

ab
ly kn

o
w

s w
h

ich
 o

f its cu
sto

m
e

rs u
se

s th
is alias.In

th
at case,an

 e
-m

ail ad
d

re
ss is p

e
rso

n
al d

ata co
n

ce
rn

in
g

 th
e

 cu
sto

m
e

r,re
g

ard
le

ss o
f

w
h

o
 p

ro
ce

sse
s th

e
 ad

d
re

ss.

B
y “p

ro
ce

ssin
g

”
is m

e
an

t an
y m

an
ip

u
latio

n
 o

r an
y se

rie
s o

f m
an

ip
u

latio
n

s p
e

r-

fo
rm

e
d

 o
n

 o
r w

ith
 th

e
 p

e
rso

n
al d

ata,w
h

e
th

e
r o

r n
o

t im
p

le
m

e
n

te
d

 w
ith

 th
e

 h
e

lp
 o

f

au
to

m
ate

d
 p

ro
ce

d
u

re
s su

ch
 as th

e
 co

lle
ctin

g
,re

co
rd

in
g

,o
rd

e
rin

g
,sto

rin
g

,u
p

d
atin

g
,

m
o

d
ifyin

g
,re

trie
vin

g
,co

n
su

ltin
g

,u
sin

g
,p

ro
vid

in
g

 b
y p

assin
g

 o
n

,d
istrib

u
tin

g
 o

r m
ak-

in
g

 th
e

m
 availab

le
 in

 an
y o

th
e

r w
ay,

co
llatin

g
,

co
-o

rd
in

atin
g

 as w
e

ll as re
strictin

g
,

d
e

le
tin

g
 o

r d
e

stro
yin

g
 p

e
rso

n
al d

ata
1

1
4.Th

is te
rm

,to
o

,m
u

st b
e

 in
te

rp
re

te
d

 b
ro

ad
ly.

Th
e

 law
 ap

p
lie

s to
 e

ve
ry p

ro
ce

ss th
at o

ccu
rs in

 w
h

o
le

 o
r in

 p
art au

to
m

atically,an
d

 to

so
m

e
 m

an
u

al p
ro

ce
ssin

g
1

1
5.

Th
e

 law
 ap

p
lie

s o
n

ly to
 a lim

ite
d

 d
e

g
re

e
 to

 p
ro

ce
ssin

g
 carrie

d
 o

u
t b

y th
e

 se
cu

rity,

p
o

lice
 

o
r 

in
te

llig
e

n
ce

 
se

rvice
s

1
1

6.
Th

e
 

Eu
ro

p
e

an
 

C
e

n
tre

 
fo

r 
M

issin
g

 
an

d
 

Se
xu

ally

Exp
lo

ite
d

 C
h

ild
re

n
 w

as g
ran

te
d

 a fe
w

 e
xce

p
tio

n
s

1
1

7.A
d

d
itio

n
al e

xe
m

p
tio

n
s can

 b
e

g
ran

te
d

 b
y ro

yal d
e

cre
e.Th

e
se

 e
xe

m
p

tio
n

s p
rim

arily im
p

act th
e

 cre
atio

n
 o

f arch
ive

s,

an
d

 h
ave

 o
n

ly a lim
ite

d
 e

ffe
ct o

n
 th

e
 arch

ive
 m

an
ag

e
m

e
n

t b
y th

e
 arch

ivist.

2
.

B
A

S
IC

 P
R

IN
C

IP
L

E
S

 O
F

 T
H

E
 P

R
IV

A
C

Y
 A

C
T

T
h

re
e

 im
p

o
rta

n
t p

rin
c

ip
le

s la
y

 a
t th

e
 b

a
sis o

f th
e

 P
riv

a
c

y
 A

c
t:

le
g

a
lity

 o
r 
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tran
sp

are
n

cy,
fin

ality an
d

 p
ro

p
o

rtio
n

ality.
In

 e
ach

 case,
th

e
 p

ro
visio

n
s o

f th
e

 A
ct 

e
lab

o
rate

 th
e

 p
ractical e

ffe
cts o

f th
e

se
 p

rin
cip

le
s.

2
.1

.L
E

G
A

L
IT

Y
 O

R
 T

R
A

N
S

P
A

R
E

N
C

Y

Th
e

 le
g

ality o
r tran

sp
are

n
cy p

rin
cip

le
 sig

n
ifie

s th
at an

yo
n

e
 m

u
st re

aso
n

ab
ly b

e

ab
le

 to
 kn

o
w

 w
h

at in
fo

rm
atio

n
 is b

e
in

g
 p

ro
ce

sse
d

 ab
o

u
t h

im
 o

r h
e

r,w
h

y th
is is b

e
in

g

d
o

n
e

 an
d

 w
h

o
 is d

o
in

g
 it.Th

e
 d

ata co
n

tro
lle

r m
u

st p
ro

vid
e

 cle
ar in

fo
rm

atio
n

 so
 th

at

all th
o

se
 co

n
ce

rn
e

d
 are

 re
aso

n
ab

ly aw
are

 o
f w

h
ich

 p
rivacy e

xp
e

ctatio
n

s th
e

y m
ay

h
arb

o
r.

In
 th

e
 first p

lace,
th

e
 law

 e
stab

lish
e

s u
n

d
e

r w
h

ich
 co

n
d

itio
n

s it is p
e

rm
issib

le
 to

p
ro

ce
ss p

e
rso

n
al d

ata.Th
e

 fo
llo

w
in

g
 situ

atio
n

s are
 im

p
o

rtan
t fo

r th
e

 p
rivate

 se
cto

r:

• th
e

 p
e

rso
n

 co
n

ce
rn

e
d

 h
as g

ive
n

 h
is/h

e
r u

n
e

q
u

ivo
cal co

n
se

n
t 1

1
8

• th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary to
 co

m
p

ly w
ith

 an
 ag

re
e

m
e

n
t to

 w
h

ich
 th

e
 d

ata

su
b

je
ct is a p

arty o
r to

 take
 m

e
asu

re
s p

rio
r to

 th
e

 clo
sin

g
 o

f th
is ag

re
e

m
e

n
t

w
h

e
n

 d
o

n
e

 at th
e

 re
q

u
e

st o
f th

e
 p

e
rso

n
 co

n
ce

rn
e

d
1

1
9

• th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary to
 fu

lfill an
 o

b
lig

atio
n

 to
 w

h
ich

 th
e

 d
ata co

n
tro

lle
r

is su
b

je
cte

d
 b

y a law
,a d

e
cre

e
 o

r an
 o

rd
in

an
ce,o

r b
y an

 e
xe

cu
to

ry m
e

asu
re

1
2

0

• th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary in
 p

u
rsu

it o
f a ju

stifie
d

 in
te

re
st o

f th
e

 d
ata co

n
-

tro
lle

r o
r o

f th
e

 th
ird

 p
arty to

 w
h

o
m

 th
e

 d
ata is g

ive
n

,e
xce

p
t w

h
e

n
 th

e
 in

te
r-

e
sts o

r th
e

 fu
n

d
am

e
n

tal rig
h

ts an
d

 fre
e

d
o

m
s o

f th
e

 p
e

rso
n

 in
vo

lve
d

 o
u

t-

w
e

ig
h

 th
e

 d
ata co

n
tro

lle
rs in

te
re

st 1
2

1.
Th

e
 K

in
g

 is au
th

o
rize

d
 to

 e
xclu

d
e

ap
p

licatio
n

 o
f th

is ru
le

 in
 ce

rtain
 case

s.

2
.2

.F
IN

A
L

IT
Y

Th
e

 p
rin

cip
le

 o
f fin

ality sig
n

ifie
s th

at p
e

rso
n

al d
ata m

ay o
n

ly b
e

 p
ro

ce
sse

d
 fo

r a

ve
ry sp

e
cific,e

xp
licitly d

e
fin

e
d

 an
d

 ju
stifiab

le
 p

u
rp

o
se.U

sin
g

 th
e

 d
ata fo

r a d
iffe

re
n

t

p
u

rp
o

se
 is o

n
ly p

e
rm

itte
d

 if th
is n

e
w

 p
u

rp
o

se
 is co

m
p

atib
le

 w
ith

 th
e

 o
rig

in
al o

n
e.Th

e

co
m

p
atib

ility m
u

st b
e

 e
valu

ate
d

 takin
g

 in
to

 acco
u

n
t all re

le
van

t facto
rs,sp

e
cifically

th
e

 re
aso

n
ab

le
 e

xp
e

ctatio
n

s o
f th

e
 d

ata su
b

je
ct,an

d
 th

e
 ap

p
licab

le
 law

s an
d

 re
g

u
la-

tio
n

s
1

2
2.Fu

rth
e

r p
ro

ce
ssin

g
 o

f th
e

 d
ata fo

r h
isto

rical,statistical o
r acad

e
m

ic p
u

rp
o

se
s

are
 

n
o

t 
co

n
sid

e
re

d
 

in
co

m
p

atib
le

 
u

n
d

e
r 

th
e

 
co

n
d

itio
n

s 
e

stab
lish

e
d

 
b

y 
R

o
yal

D
e

cre
e

1
2

3.C
o

lle
ctin

g
 in

fo
rm

atio
n

 b
e

cau
se

 it m
ay co

m
e

 in
 h

an
d

y so
m

e
 d

ay is o
u

t o
f

th
e

 q
u

e
stio

n
.

2
.3

.P
R

O
P

O
R

T
IO

N
A

L
IT

Y

O
n

ly in
fo

rm
atio

n
 th

at is re
ally n

e
ce

ssary to
 attain

 th
e

 o
b

je
ctive

s se
t m

ay b
e

p
ro

ce
sse

d
:th

e
 d

ata m
u

st b
e

 su
fficie

n
t,re

le
van

t an
d

 m
ay n

o
t b

e
 e

xce
ssive

1
2

4.O
n

 to
p

o
f th

is,th
e

 in
fo

rm
atio

n
 m

u
st b

e
 accu

rate
 an

d
,if n

e
ce

ssary,u
p

d
ate

d
1

2
5.Th

is d
o

e
s n

o
t

im
p

ly th
at th

e
 o

rig
in

al d
o

cu
m

e
n

t m
u

st b
e

 m
o

d
ifie

d
,alte

rn
ative

ly re
m

arks m
ay b

e

ad
d

e
d

 in
 an

 an
n

e
x.

P
e

rso
n

al d
ata m

ay n
o

t b
e

 sto
re

d
 in

 an
 id

e
n

tifiab
le

 w
ay lo

n
g

e
r th

an
 n

e
ce

ssary. 1
2

6

Th
e

 P
rivacy D

e
cre

e
 co

n
tain

s a sp
e

cial re
g

im
e

 fo
r h

isto
rical,statistical o

r acad
e

m
ic p

u
r-

p
o

se
s.W

h
e

n
 se

le
ctin

g
 d

o
cu

m
e

n
ts fo

r th
e

 arch
ive

s,th
e

 p
ro

p
o

rtio
n

ality p
rin

cip
le

 w
ill

h
ave

 an
 im

p
o

rtan
t ro

le
 to

 p
lay.
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3
.

D
A

TA
 S

U
B

JE
C

T
 P

R
O

T
E

C
T

IO
N

 R
IG

H
T

S

3
.1

.N
O

T
IF

IC
A

T
IO

N
 R

IG
H

T

Th
e

 d
ata co

n
tro

lle
r m

u
st,

in
 p

rin
cip

le,
n

o
tify all d

ata su
b

je
cts th

at in
fo

rm
atio

n

ab
o

u
t th

e
m

 is b
e

in
g

 p
ro

ce
sse

d
.Th

e
 law

 m
ake

s a d
istin

ctio
n

 d
e

p
e

n
d

in
g

 o
n

 w
h

e
th

e
r

th
e

 in
fo

rm
atio

n
 cam

e
 fro

m
 th

e
 d

ata su
b

je
ct h

im
se

lf o
r fro

m
 an

o
th

e
r so

u
rce.

3.1.1.D
ata Received

 fro
m

 D
ata Su

b
ject

A
n

 o
rg

an
izatio

n
 w

ill m
ain

ly arch
ive

 p
e

rso
n

al d
ata re

q
u

e
ste

d
 d

ire
ctly fro

m
 th

e
 d

ata

su
b

je
ct.Exam

p
le

s o
f th

is are
 th

e
 p

e
rso

n
n

e
l file

s o
r cu

sto
m

e
r in

fo
rm

atio
n

.

In
 p

rin
cip

le,th
e

 d
ata su

b
je

ct m
u

st b
e

 n
o

tifie
d

 ab
o

u
t th

e
 o

b
je

ctive
 an

d
 th

e
 co

n
te

xt

o
f th

e
 p

ro
ce

ssin
g

 at th
e

 late
st u

p
o

n
 th

e
 tim

e
 o

f co
lle

ctio
n

,e
xce

p
t if h

e
 is alre

ad
y aw

are

o
f th

is in
fo

rm
atio

n
1

2
7.A

d
d

itio
n

al o
b

lig
atio

n
s can

 b
e

 p
ro

scrib
e

d
 fo

r sp
e

cific situ
atio

n
s

b
y ro

yal d
e

cre
e.Th

e
 n

o
tificatio

n
 sh

o
u

ld
 sp

e
cifically co

n
tain

 th
e

 fo
llo

w
in

g
 in

fo
rm

atio
n

:

• th
e

 n
am

e
 an

d
 ad

d
re

ss o
f th

e
 p

e
rso

n
 re

sp
o

n
sib

le
 fo

r th
e

 p
ro

ce
ssin

g
 an

d
,

w
h

e
re

 ap
p

ro
p

riate,h
is re

p
re

se
n

tative

• th
e

 p
u

rp
o

se
s o

f th
e

 p
ro

ce
ssin

g

• th
e

 re
cip

ie
n

ts o
r th

e
 cate

g
o

rie
s o

f re
cip

ie
n

ts o
f th

e
 d

ata

• in
fo

rm
atio

n
 o

n
 w

h
e

th
e

r an
 an

sw
e

r is m
an

d
ato

ry an
d

 th
e

 p
o

ssib
le

 co
n

se
-

q
u

e
n

ce
s o

f n
o

t p
ro

vid
in

g
 an

 an
sw

e
r

• a n
o

tice
 th

at th
e

 p
e

rso
n

 co
n

ce
rn

e
d

 h
as th

e
 rig

h
t to

 co
n

su
lt an

d
 co

rre
ct

h
is/h

e
r o

w
n

 p
e

rso
n

al d
ata.

P
e

rso
n

al d
ata m

ay o
n

ly b
e

 p
re

se
rve

d
 fo

r as lo
n

g
 as th

e
y are

 re
q

u
ire

d
 in

 o
rd

e
r to

ach
ie

ve
 th

e
 p

u
rp

o
se

s fo
r w

h
ich

 th
e

y w
e

re
 co

lle
cte

d
.W

h
e

n
 arch

ivin
g

 is a g
o

al in
 itse

lf,

th
e

 o
rg

an
izatio

n
 sh

o
u

ld
 state

 th
is w

h
e

n
 co

lle
ctin

g
 th

e
 in

fo
rm

atio
n

.

3.1.2.D
ata Received

 fro
m

 A
n

o
th

er So
u

rce

W
h

e
n

 th
e

 d
ata h

as n
o

t b
e

e
n

 re
ce

ive
d

 fro
m

 d
ata su

b
je

ct,th
e

re
 is n

o
 im

m
e

d
iate

o
ccasio

n
 to

 p
ro

vid
e

 th
e

 re
q

u
ire

d
 n

o
tificatio

n
.Th

e
 law

 g
ive

s d
ata co

n
tro

lle
r se

ve
ral

o
p

tio
n

s:e
ith

e
r h

e
/sh

e
 co

n
tacts th

e
 d

ata su
b

je
ct im

m
e

d
iate

ly afte
r re

ce
ivin

g
 th

e
 in

fo
r-

m
atio

n
,o

r h
e

/sh
e

 d
o

e
s so

 b
e

fo
re

 p
assin

g
 o

n
 th

e
 in

fo
rm

atio
n

 to
 th

ird
 p

artie
s.A

g
ain

,in

sp
e

cific case
s,a ro

yal d
e

cre
e

 m
ay p

ro
scrib

e
 ad

d
itio

n
al o

b
lig

atio
n

s.

Th
e

 n
o

tificatio
n

 m
u

st co
n

tain
 th

e
 fo

llo
w

in
g

 in
fo

rm
atio

n
:

• th
e

 n
am

e
 an

d
 ad

d
re

ss o
f th

e
 d

ata co
n

tro
lle

r an
d

,
w

h
e

re
 ap

p
ro

p
riate,

h
is 

re
p

re
se

n
tative

• th
e

 p
u

rp
o

se
s o

f th
e

 p
ro

ce
ssin

g

• n
o

tice
 th

at th
e

 d
ata su

b
je

ct h
as th

e
 rig

h
t,u

p
o

n
 re

q
u

e
st an

d
 at n

o
 co

st,to

o
p

p
o

se
 th

e
 p

ro
ce

ssin
g

 o
f h

is p
e

rso
n

al d
ata fo

r th
e

 p
u

rp
o

se
 o

f d
ire

ct m
arke

t-

in
g

.In
 th

is case,th
e

 p
e

rso
n

 m
u

st b
e

 in
fo

rm
e

d
 b

e
fo

re
 th

e
 p

e
rso

n
al d

ata are

g
ive

n
 to

 a th
ird

 p
arty fo

r th
e

 first tim
e

 o
r b

e
fo

re
 th

e
y are

 u
se

d
 fo

r th
e

 first tim
e

in
 d

ire
ct m

arke
tin

g
 fo

r th
e

 b
e

n
e

fit o
f th

ird
 p

artie
s.

• th
e

 cate
g

o
rie

s o
f d

ata in
vo

lve
d

• th
e

 re
cip

ie
n

ts o
r cate

g
o

rie
s o

f re
cip

ie
n

ts
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• a n
o

tice
 th

at th
e

 p
e

rso
n

 co
n

ce
rn

e
d

 h
as th

e
 rig

h
t to

 co
n

su
lt an

d
 co

rre
ct

h
is/h

e
r o

w
n

 p
e

rso
n

al d
ata.

Th
e

re
 are

 vario
u

s e
xce

p
tio

n
s to

 th
is ru

le.W
h

e
n

 th
e

 d
ata su

b
je

ct alre
ad

y h
as th

e

n
e

ce
ssary 

in
fo

rm
atio

n
 

ab
o

u
t 

th
e

 
d

ata 
p

ro
ce

ssin
g

,
th

e
 

d
ata 

co
n

tro
lle

r 
n

e
e

d
 

n
o

t 

p
ro

vid
e

 a n
e

w
 n

o
tificatio

n
1

2
8.

If th
e

 p
e

rso
n

al d
ata is re

co
rd

e
d

 o
r tran

sm
itte

d
 in

 o
rd

e
r to

 co
m

p
lian

ce
 w

ith
 th

e

law
1

2
9,n

o
 n

o
tificatio

n
 is re

q
u

ire
d

1
3

0.

Th
e

 d
ata co

n
tro

lle
r is n

o
t o

b
lig

e
d

 to
 n

o
tify w

h
e

n
 th

is is im
p

o
ssib

le
 o

r w
h

e
n

 th
is

w
o

u
ld

 re
q

u
ire

 a d
isp

ro
p

o
rtio

n
ate

 am
o

u
n

t o
f e

ffo
rt 1

3
1.Th

e
 P

rivacy D
e

cre
e

1
3

2
im

p
o

se
s 

ad
d

itio
n

al co
n

d
itio

n
s u

p
o

n
 th

is e
xce

p
tio

n
,w

h
ich

 is p
rim

arily in
te

n
d

e
d

 fo
r d

ata p
ro

-

ce
ssin

g
 in

 th
e

 p
u

b
lic in

te
re

st,su
ch

 as statistical,h
isto

rical o
r acad

e
m

ic re
se

arch
 o

r fo
r

p
o

p
u

latio
n

 stu
d

ie
s w

ith
 a vie

w
 to

 p
ro

te
ctin

g
 an

d
 im

p
ro

vin
g

 p
u

b
lic h

e
alth

.

3
.2

.C
O

M
M

U
N

IC
A

T
IO

N
 R

IG
H

T

Th
e

 P
rivacy A

ct g
ive

s e
ve

ryo
n

e
 th

e
 rig

h
t to

 d
e

te
rm

in
e

 h
o

w
 h

is/h
e

r p
e

rso
n

al d
ata

are
 u

se
d

.First an
d

 fo
re

m
o

st,an
y d

ata su
b

je
ct h

as th
e

 rig
h

t to
 ask w

h
e

th
e

r in
fo

rm
atio

n

ab
o

u
t h

im
/h

e
r is b

e
in

g
 p

ro
ce

sse
d

.If th
is is th

e
 case,th

e
 d

ata co
n

tro
lle

r m
u

st also
 

p
ro

vid
e

 in
fo

rm
atio

n
 ab

o
u

t th
e

 o
b

je
ctive

s o
f th

is p
ro

ce
ssin

g
,ab

o
u

t th
e

 cate
g

o
rie

s o
f

d
ata in

 q
u

e
stio

n
 an

d
 ab

o
u

t th
e

 cate
g

o
rie

s o
f re

cip
ie

n
ts to

 w
h

o
m

 th
e

 in
fo

rm
atio

n
 is

g
ive

n
1

3
3.

M
o

re
o

ve
r,th

e
 d

ata su
b

je
ct m

ay d
e

m
an

d
 th

at th
e

 d
ata in

vo
lve

d
 is co

m
m

u
n

icate
d

to
 h

im
 in

 an
 acce

ssib
le

 fo
rm

.A
n

y in
fo

rm
atio

n
 availab

le
 ab

o
u

t th
e

 o
rig

in
 o

f th
e

 d
ata

m
u

st b
e

 in
clu

d
e

d
1

3
4.In

 le
g

al d
o

ctrin
e,a p

rag
m

atic in
te

rp
re

tatio
n

 o
f th

is o
b

lig
atio

n
 is

ad
vo

cate
d

.If it re
q

u
ire

s a d
isp

ro
p

o
rtio

n
ate

ly g
re

at e
ffo

rt to
 m

ake
 a co

p
y o

f all th
e

 d
ata,

an
 o

ve
rvie

w
 sh

o
u

ld
 su

ffice
1

3
5.

Th
is o

b
lig

atio
n

 im
p

o
se

s a h
e

avy b
u

rd
e

n
 o

n
 th

e
 m

an
ag

e
m

e
n

t o
f arch

ive
s.A

s th
e

n
o

tio
n

 “p
e

rso
n

al d
ata”is in

te
rp

re
te

d
 ve

ry b
ro

ad
ly,m

an
y p

e
o

p
le

 can
 in

vo
ke

 th
is rig

h
t.

Fo
r e

xam
p

le,a p
e

rso
n

n
e

l file
 m

ain
ly co

n
tain

s p
e

rso
n

al d
ata ab

o
u

t th
e

 e
m

p
lo

ye
e

 co
n

-

ce
rn

e
d

.H
o

w
e

ve
r,th

e
 sam

e
 file

 m
ay also

 co
n

tain
 in

fo
rm

atio
n

 ab
o

u
t th

e
 m

e
m

b
e

rs o
f

h
is/h

e
r fam

ily,e
valu

atio
n

s fro
m

 h
is su

p
e

rio
rs,in

fo
rm

atio
n

 ab
o

u
t th

e
 h

u
m

an
 re

so
u

rce

m
an

ag
e

r an
d

 co
rre

sp
o

n
d

e
n

ce
 w

ith
 vario

u
s so

cial se
cu

rity ag
e

n
cie

s.O
n

e
 p

e
rso

n
n

e
l

file
 can

 th
u

s co
n

tain
 p

e
rso

n
al d

ata ab
o

u
t m

an
y d

iffe
re

n
t p

e
o

p
le.Id

e
ally,th

e
 m

e
tad

ata

to
 e

ach
 d

o
cu

m
e

n
t o

r file
 in

 th
e

 arch
ive

 sh
o

u
ld

 co
n

tain
 a list o

f all th
e

 d
ata su

b
je

cts

in
vo

lve
d

.Id
e

ally su
ch

 a list is re
co

rd
e

d
 fro

m
 th

e
 ve

ry m
o

m
e

n
t th

e
 d

o
cu

m
e

n
t o

r file
 is

cre
ate

d
.

To
 e

xe
rcise

 th
e

 co
m

m
u

n
icatio

n
 rig

h
t,th

e
 d

ata su
b

je
ct m

u
st se

n
d

 a d
ate

d
 an

d

sig
n

e
d

 re
q

u
e

st to
 th

e
 d

ata co
n

tro
lle

r,h
is re

p
re

se
n

tative
 in

 B
e

lg
iu

m
 o

r th
e

 p
ro

ce
sso

r.

Th
e

 d
ata su

b
je

ct m
u

st p
ro

ve
 h

is/h
e

r id
e

n
tity.Th

e
 re

q
u

e
st m

ay b
e

 d
e

live
re

d
 b

y h
an

d
,

p
o

st o
r e

le
ctro

n
ically.If th

e
 re

q
u

e
st is d

e
live

re
d

 b
y h

an
d

,th
e

 cle
rk m

u
st im

m
e

d
iate

ly

h
an

d
 o

ve
r a d

ate
d

 an
d

 sig
n

e
d

 re
ce

ip
t.

Th
e

 d
ata co

n
tro

lle
r m

u
st re

sp
o

n
d

 to
 th

e

re
q

u
e

st w
ith

in
 4

5
 d

ays o
f re

ce
ivin

g
 it 1

3
6.

Th
e

re
 are

 o
n

ly a fe
w

 e
xce

p
tio

n
s to

 th
e

 co
m

m
u

n
icatio

n
 rig

h
t,n

am
e

ly fo
r d

ata p
ro

-

ce
ssin

g
 b

y th
e

 g
o

ve
rn

m
e

n
t b

o
d

ie
s liste

d
 in

 th
e

 law
 .In

 so
m

e
 case

s th
e

re
 is n

o
 d

ire
ct

rig
h

t to
 b

e
 in

fo
rm

e
d

,b
u

t th
o

se
 co

n
ce

rn
e

d
 m

u
st ap

p
ly to

 th
e

 C
o

m
m

issio
n

 fo
r th

e
P

ro
tectio

n
 o

f P
rivacy

1
3

8.
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3
.3

.C
O

R
R

E
C

T
IO

N
 R

IG
H

T

Eve
ryo

n
e

 h
as th

e
 rig

h
t to

 h
ave

 all in
co

rre
ct p

e
rso

n
al d

ata re
latin

g
 to

 h
im

/h
e

r co
r-

re
cte

d
 at n

o
 co

st.In
 ad

d
itio

n
 to

 co
rre

ctin
g

 in
accu

rate
 d

ata,th
e

 p
e

rso
n

 co
n

ce
rn

e
d

 m
ay

also
 p

ro
vid

e
 su

p
p

le
m

e
n

tary in
fo

rm
atio

n
.W

h
e

n
 in

fo
rm

atio
n

 is p
ro

ce
sse

d
 in

 co
n

trave
n

-

tio
n

 o
f th

e
 law

,h
e

/sh
e

 m
ay d

e
m

an
d

 th
at it b

e
 d

e
le

te
d

,o
r at le

ast n
o

 lo
n

g
e

r u
se

d
1

3
9.

Th
e

 d
ata su

b
je

ct m
ay n

o
t sim

p
ly re

p
lace

 su
b

je
ctive

 e
valu

atio
n

s w
ith

 h
is/h

e
r o

w
n

ve
rsio

n
,b

u
t th

e
 d

ata co
n

tro
lle

r m
u

st re
co

rd
 th

at th
e

 in
fo

rm
atio

n
 is ch

alle
n

g
e

d
1

4
0.

In
 o

th
e

r case
s,to

o
,it can

 b
e

 ad
visab

le
 n

o
t to

 m
ake

 ch
an

g
e

s an
d

 ad
d

itio
n

s to
 th

e
 

o
rig

in
al d

o
cu

m
e

n
t b

u
t to

 p
lace

 th
e

m
 in

 an
 an

n
e

x.

Th
e

 rig
h

t to
 m

ake
 co

rre
ctio

n
s can

 b
e

 in
vo

ke
d

 in
 th

e
 sam

e
 w

ay as th
e

 co
m

m
u

n
i-

catio
n

 rig
h

t.Th
e

 d
ata co

n
tro

lle
r h

as a m
o

n
th

 to
 re

sp
o

n
d

.In
 h

is/h
e

r an
sw

e
r a list o

f th
e

co
rre

ctio
n

s o
r d

e
le

tio
n

s m
u

st b
e

 in
clu

d
e

d
.Th

is in
fo

rm
atio

n
 is also

 p
asse

d
 o

n
 to

 th
e

th
ird

 p
artie

s to
 w

h
o

m
 h

e
/sh

e
 h

as tran
sm

itte
d

 in
co

rre
ct,in

co
m

p
le

te
 o

r irre
le

van
t d

ata

in
so

far as th
e

 d
ata co

n
tro

lle
r still kn

o
w

s to
 w

h
o

m
 th

e
 d

ata w
as tran

sm
itte

d
.Th

is 

o
b

lig
atio

n
 d

o
e

s n
o

t ap
p

ly w
h

e
n

 th
is n

o
tificatio

n
 is im

p
o

ssib
le

 o
r re

q
u

ire
s a d

isp
ro

-

p
o

rtio
n

ate
ly g

re
at e

ffo
rt 1

4
1.

Th
e

re
 are

 o
n

ly a fe
w

 e
xce

p
tio

n
s to

 th
e

 rig
h

t to
 m

ake
 co

rre
ctio

n
s,ag

ain
 fo

r th
o

se

g
o

ve
rn

m
e

n
t b

o
d

ie
s liste

d
 in

 th
e

 law
1

4
2.In

 th
is case,to

o
,th

e
 rig

h
t to

 m
ake

 co
rre

ctio
n

s

m
u

st so
m

e
tim

e
s b

e
 e

xe
rcise

d
 th

ro
u

g
h

 th
e

 C
o

m
m

issio
n

 fo
r th

e
 P

ro
te

ctio
n

 o
f P

rivacy
1

4
3.

3
.4

.R
IG

H
T

 T
O

 O
B

JE
C

T

Eve
ry d

ata su
b

je
ct m

ay o
b

je
ct to

 th
e

 p
ro

ce
ssin

g
 o

f h
is/h

e
r p

e
rso

n
al d

ata if h
e

/sh
e

h
as w

e
ig

h
ty an

d
 ju

stifie
d

 re
aso

n
s fo

r d
o

in
g

 so
1

4
4.O

n
e

 m
ay o

b
je

ct to
 p

ro
ce

ssin
g

 fo
r

d
ire

ct m
arke

tin
g

 p
u

rp
o

se
s w

ith
o

u
t an

y sp
e

cific m
o

tivatio
n

1
4

5.W
h

e
n

 co
lle

ctin
g

 d
ata,

th
e

 d
ata co

n
tro

lle
r m

u
st g

ive
 th

e
 d

ata su
b

je
ct an

 o
p

p
o

rtu
n

ity to
 o

b
je

ct to
 th

e
 u

se
 o

f

h
is/h

e
r d

e
tails fo

r d
ire

ct m
arke

tin
g

1
4

6.

Th
e

 rig
h

t to
 o

b
je

ct d
o

e
s n

o
t ap

p
ly w

h
e

n
 th

e
 p

ro
ce

ssin
g

 is n
e

ce
ssary

:

• to
 fu

lfill a o
b

lig
atio

n
 p

re
scrib

e
d

 b
y law

 to
 w

h
ich

 d
ata co

n
tro

lle
r is su

b
je

ct,o
r

• to
 e

xe
cu

te
 an

 ag
re

e
m

e
n

t to
 w

h
ich

 th
e

 p
e

rso
n

 co
n

ce
rn

e
d

 is a p
arty o

r in

o
rd

e
r to

 to
 take

 m
e

asu
re

s w
h

ich
 w

e
re

 re
q

u
e

ste
d

 b
y th

e
 d

ata su
b

je
ct in

p
re

p
e

ratio
n

 o
f co

n
tract co

n
lu

sio
n

1
4

7

Th
e

 re
co

rd
s cre

ato
r can

 re
co

rd
 th

e
 le

g
al b

asis fo
r p

ro
ce

ssin
g

 th
e

 p
e

rso
n

al d
ata in

th
e

 m
e

tad
ata.Th

is w
ay it can

 b
e

 e
asily d

e
te

rm
in

e
d

 late
r o

n
 w

h
e

th
e

r o
r n

o
t a rig

h
t to

o
b

je
ct e

xists.

Th
e

 p
ro

ce
d

u
re

 fo
r in

vo
kin

g
 th

e
 rig

h
t to

 o
b

je
ct is th

e
 sam

e
 as fo

r th
e

 co
rre

ctio
n

rig
h

t.Th
e

 d
ata co

n
tro

lle
r m

u
st n

o
tify th

e
 re

q
u

e
sto

r w
ith

in
 a m

o
n

th
 ab

o
u

t w
h

at actio
n

h
e

 w
ill take

1
4

8.

In
 ad

d
itio

n
 to

 th
o

se
 alre

ad
y m

e
n

tio
n

e
d

,th
e

re
 are

 a fe
w

 o
th

e
r e

xce
p

tio
n

s fo
r so

m
e

p
u

b
lic b

o
d

ie
s

1
4

9.In
 so

m
e

 case
s th

e
 rig

h
t to

 o
b

je
ct m

ay b
e

 e
xe

rcise
d

 in
d

ire
ctly via th

e

C
o

m
m

issio
n

 fo
r th

e
 P

ro
te

ctio
n

 o
f P

rivacy
1

5
0.

3
.5

.R
IG

H
T

 T
O

 R
E

D
R

E
S

S

Th
e

 P
rivacy A

ct g
ive

s th
e

 d
ata su

b
je

ct tw
o

 sp
e

cial re
m

e
d

ie
s ag

ain
st vio

latio
n

s o
f

h
is/h

e
r p

rivacy.Th
e

 d
ata su

b
je

ct can
 file

 a co
m

p
lain

t w
ith

 th
e

 p
re

sid
e

n
t o

f th
e

 co
u

rt
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o
f first in

stan
ce

 o
r can

 lo
d

g
e

 a co
m

p
lain

t to
 th

e
 C

o
m

m
issio

n
 fo

r th
e

 P
ro

te
ctio

n
 o

f

P
rivacy

1
5

1.In
 ad

d
itio

n
 th

e
 d

ata su
b

je
ct can

,o
f co

u
rse,also

 u
se

 re
g

u
lar le

g
al re

m
e

d
ie

s,

su
ch

 as lo
d

g
in

g
 a co

m
p

lain
t w

ith
 th

e
 d

istrict atto
rn

e
y,su

in
g

 fo
r civil actio

n
 co

n
cu

rre
n

t

w
ith

 a crim
in

al co
m

p
lain

t o
r su

b
m

ittin
g

 a claim
 fo

r d
am

ag
e

s to
 a civil co

u
rt.

4
.

P
R

O
C

E
S

S
IN

G
 S

P
E

C
IA

L
 C

A
T

E
G

O
R

IE
S

 O
F

 P
E

R
S

O
N

A
L

 D
A

TA

In
 ad

d
itio

n
 to

 th
e

 ru
le

s alre
ad

y d
iscu

sse
d

,th
e

re
 is a m

o
re

 strin
g

e
n

t re
g

im
e

 fo
r se

v-

e
ral sp

e
cial case

s o
f p

e
rso

n
al d

ata
1

5
2.In

 p
rin

cip
le,it is to

tally fo
rb

id
d

e
n

 to
 p

ro
ce

ss su
ch

in
fo

rm
atio

n
,e

xce
p

t in
 th

e
 case

s d
e

scrib
e

d
 in

 th
e

 law
.In

 w
h

at fo
llo

w
s th

e
 g

u
id

in
g

 

p
rin

cip
le

s o
f th

e
 law

 are
 e

xp
lain

e
d

.

Th
e

 P
rivacy D

e
cre

e
 e

stab
lish

e
s co

n
d

itio
n

s fo
r th

e
 vario

u
s sp

e
cial cate

g
o

rie
s o

f

d
ata

1
5

3.Th
e

 d
ata co

n
tro

lle
r m

u
st in

d
icate

 th
e

 cate
g

o
rie

s o
f p

e
rso

n
s w

h
o

 can
 co

n
su

lt

th
e

 d
ata an

d
 d

e
scrib

e
 th

e
ir task in

 p
ro

ce
ssin

g
 th

e
 d

ata.Th
is also

 ap
p

lie
s to

 case
s in

w
h

ich
 a p

ro
ce

sso
r is b

ro
u

g
h

t in
.Th

e
 d

ata co
n

tro
lle

r m
u

st e
n

su
re

 th
at th

e
 p

e
rso

n
s in

d
i-

cate
d

 are
 b

o
u

n
d

 b
y a le

g
al,statu

to
ry o

r co
n

tractu
al co

n
fid

e
n

tiality o
b

lig
atio

n
.Th

e

n
o

tificatio
n

 to
 th

e
 d

ata su
b

je
ct an

d
 th

e
 re

g
istratio

n
 w

ith
 th

e
 co

m
m

issio
n

 m
u

st cite

th
e

 le
g

al g
ro

u
n

d
 in

vo
ke

d
 b

y th
e

 d
ata co

n
tro

lle
r fo

r th
e

 p
ro

ce
ssin

g
.

4
.1

.S
E

N
S

IT
IV

E
 D

A
TA

P
e

rso
n

al d
ata re

ve
alin

g
 th

e
 racial o

r e
th

n
ic o

rig
in

,p
o

litical co
n

victio
n

s,re
lig

io
u

s o
r

p
h

ilo
so

p
h

ical co
n

victio
n

s o
r u

n
io

n
 m

e
m

b
e

rsh
ip

,as w
e

ll as p
e

rso
n

al d
ata re

g
ard

in
g

se
xu

al o
rie

n
tatio

n
 all fall u

n
d

e
r th

e
 cate

g
o

ry “se
n

sitive
 in

fo
rm

atio
n

” 1
5

4.

Se
n

sitive
 in

fo
rm

atio
n

 m
ay b

e
 p

ro
ce

sse
d

 in
 am

o
n

g
 o

th
e

rs th
e

 fo
llo

w
in

g
 case

s
1

5
5:

• Th
e

 d
ata su

b
je

ct h
as g

ive
n

 w
ritte

n
 p

e
rm

issio
n

 fo
r su

ch
 p

ro
ce

ssin
g

,o
n

 th
e

co
n

d
itio

n
 th

at h
e

/sh
e

 m
ay w

ith
d

raw
 th

is p
e

rm
issio

n
 at an

y tim
e.Th

is e
xce

p
-

tio
n

 can
n

o
t b

e
 in

vo
ke

d
 b

y p
re

se
n

t o
r p

o
te

n
tial e

m
p

lo
ye

rs o
f th

e
 d

ata su
b

je
ct,

o
r b

y an
y p

e
rso

n
 w

ith
 w

h
o

m
 th

e
 h

e
/sh

e
 is in

 a p
o

sitio
n

 o
f d

e
p

e
n

d
e

n
ce,

u
n

le
ss th

e
 o

b
je

ct o
f th

e
 p

ro
ce

ssin
g

 is to
 p

ro
vid

e
 a b

e
n

e
fit.

• Th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary to
 allo

w
 th

e
 d

ata co
n

tro
lle

r to
 co

m
p

ly w
ith

 

sp
e

cific o
b

lig
atio

n
s an

d
 rig

h
ts re

latin
g

 to
 lab

o
r law

;

• Th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary fo
r th

e
 re

alizatio
n

 o
f an

 o
b

je
ctive

 e
stab

lish
e

d
 b

y

o
r b

y virtu
e

 o
f th

e
 law

s g
o

ve
rn

in
g

 so
cial se

cu
rity;

• Th
e

 p
ro

ce
ssin

g
 re

late
s to

 in
fo

rm
atio

n
 th

at th
e

 d
ata su

b
je

ct h
as in

d
isp

u
tab

ly

m
ad

e
 p

u
b

lic;

• Th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary fo
r th

e
 e

stab
lish

m
e

n
t,e

xe
rcise

 o
r d

e
fe

n
se

 o
f a

rig
h

t in
 co

u
rt;

• Th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary fo
r acad

e
m

ic re
se

arch
,in

so
far as th

e
 co

n
d

itio
n

s

e
stab

lish
e

d
 in

 th
e

 R
o

yal D
e

cre
e

 are
 m

e
t.

Se
n

sitive
 in

fo
rm

atio
n

 m
ay also

 b
e

 p
ro

ce
sse

d
 in

 o
th

e
r case

s w
h

e
n

 a law
,d

e
cre

e
 o

r

o
rd

in
an

ce
 p

e
rm

its th
is fo

r an
o

th
e

r im
p

o
rtan

t re
aso

n
 re

latin
g

 to
 a p

u
b

lic in
te

re
st 1

5
6.A

ro
yal d

e
cre

e
 o

r a m
in

iste
rial o

rd
e

r d
o

e
s n

o
t su

ffice
 in

 th
is case.
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4
.2

.M
E

D
IC

A
L

 IN
F

O
R

M
A

T
IO

N

Th
is cate

g
o

ry co
ve

rs all in
fo

rm
atio

n
 re

late
d

 to
 h

e
alth

1
5

7.Th
e

 law
 d

o
e

s n
o

t e
xp

lain

th
is te

rm
 fu

rth
e

r,
b

u
t it re

fe
rs to

 “all p
e

rso
n

al in
fo

rm
atio

n
 re

latin
g

 to
 th

e
 fo

rm
e

r,

p
re

se
n

t o
r fu

tu
re

 state
 o

f a p
e

rso
n

’s p
h

ysical o
r m

e
n

tal h
e

alth
” 1

5
8.

M
e

d
ical in

fo
rm

atio
n

 m
ay b

e
 p

ro
ce

sse
d

 in
 th

e
 fo

llo
w

in
g

 case
s

1
5

9:

• Th
e

 d
ata su

b
je

ct h
as g

ive
n

 w
ritte

n
 p

e
rm

issio
n

 fo
r su

ch
 p

ro
ce

ssin
g

,o
n

 th
e

co
n

d
itio

n
 th

at h
e

/sh
e

 m
ay w

ith
d

raw
 th

is p
e

rm
issio

n
 at an

y tim
e.Th

is e
xce

p
-

tio
n

 can
n

o
t b

e
 in

vo
ke

d
 b

y p
re

se
n

t o
r p

o
te

n
tial e

m
p

lo
ye

rs o
f th

e
 d

ata su
b

je
ct,

o
r b

y an
y p

e
rso

n
 w

ith
 w

h
o

m
 th

e
 h

e
/sh

e
 is in

 a p
o

sitio
n

 o
f d

e
p

e
n

d
e

n
ce,

u
n

le
ss th

e
 o

b
je

ct o
f th

e
 p

ro
ce

ssin
g

 is to
 p

ro
vid

e
 a b

e
n

e
fit.

• Th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary to
 allo

w
 th

e
 d

ata co
n

tro
lle

r to
 co

m
p

ly w
ith

 

sp
e

cific o
b

lig
atio

n
s an

d
 rig

h
ts re

latin
g

 to
 lab

o
r law

;

• Th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary to
 re

ach
 an

 o
b

je
ctive

 e
stab

lish
e

d
 b

y o
r b

y virtu
e

o
f th

e
 law

s g
o

ve
rn

in
g

 so
cial se

cu
rity.

• Th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary fo
r p

re
ve

n
tative

 m
e

d
icin

e
 o

r m
e

d
ical d

iag
n

o
sis,

to
 p

ro
vid

e
 care

 o
r tre

atm
e

n
t to

 th
e

 d
ata su

b
je

ct o
r a re

lative,o
r fo

r th
e

 m
an

-

ag
e

m
e

n
t o

f m
e

d
ical se

rvice
s in

 th
e

 in
te

re
sts o

f th
e

 d
ata su

b
je

ct.Th
e

 d
ata

m
u

st b
e

 p
ro

ce
sse

d
 u

n
d

e
r th

e
 su

p
e

rvisio
n

 o
f a h

e
alth

 care
 p

ro
fe

ssio
n

al w
h

o

is su
b

je
ct to

 an
 o

b
lig

atio
n

 o
f se

cre
cy.

• T
h

e
 

p
ro

ce
ssin

g
 

in
vo

lve
s 

in
fo

rm
atio

n
 

th
at 

th
e

 
p

e
rso

n
 

co
n

ce
rn

e
d

 
h

as 

in
d

isp
u

tab
ly m

ad
e

 p
u

b
lic.

• Th
e

 p
ro

ce
ssin

g
 is n

e
ce

ssary to
 e

stab
lish

,e
xe

rcise
 o

r d
e

fe
n

d
 a rig

h
t in

 co
u

rt.

• W
h

e
n

 th
e

 
p

ro
ce

ssin
g

 is n
e

ce
ssary fo

r acad
e

m
ic re

se
arch

,
in

so
far as th

e
 

co
n

d
itio

n
s e

stab
lish

e
d

 in
 th

e
 R

o
yal D

e
cre

e
 are

 m
e

t.

B
e

yo
n

d
 th

e
se

 sp
e

cific case
s,m

e
d

ical in
fo

rm
atio

n
 m

ay b
e

 p
ro

ce
sse

d
 in

 all case
s in

w
h

ich
 th

is is re
q

u
ire

d
 b

y a law
,d

e
cre

e,o
rd

in
an

ce,a ro
yal d

e
cre

e
 o

r a m
in

iste
rial o

rd
e

r

fo
r re

aso
n

s o
f g

rave
 p

u
b

lic in
te
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e
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 d

e
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n
d
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rig
h
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g
al d
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u
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r w
h

e
n
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is is p
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e
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 b
y B

e
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1
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 d
ata co

n
tro

lle
r h
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ro
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 b
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in
clu
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g
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b
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n
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e
 co
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 re
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A
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n
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m
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g
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e
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e

rso
n

al d
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ay th
e

n
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e
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d
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6
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N
A
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O
V
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N
S

A
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 o
f th

e
 P

rivacy A
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p
o
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 a fin

e
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n
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frin
g

e
m

e
n

ts o
f th

e
 law
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 ad

d
i-

tio
n

 to
 im

p
o

sin
g

 a fin
e,th

e
 ju

d
g

e
 can

 o
rd

e
r th

e
 co

n
fiscatio

n
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f th
e

 m
e

d
ia co

n
tain
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g
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e
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e

rso
n

al d
ata in
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lve

d
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 th
e
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e,su
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ap
e

r file
s,m

ag
n

e
tic d
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r tap

e
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w
ith

 th
e

 e
xce

p
tio

n
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f th
e
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m

p
u

te
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r an
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th
e
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q

u
ip

m
e

n
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e
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e

d
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e
 d

e
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d
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m
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e

m
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e
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n
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n
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e

 d
e
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n
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e
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e
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d
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n

w
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e
n
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e

 m
e

d
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u

e
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n
 d

o
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o
t b

e
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n
g
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e
 p

e
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n
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C
o

rre
sp

o
n

d
e

n
ce

 in
 p

ap
e

r fo
rm

 is ro
u

tin
e

ly classifie
d
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d

 arch
ive

d
 in

 m
o

st o
rg

an
-

izatio
n
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w

ise,b
u

sin
e

ss-re
late

d
 e

-m
ail sh

o
u

ld
 b

e
 in

clu
d

e
d

 in
 th

e
 arch

ive
s as w

e
ll.

Fro
m

 a te
ch

n
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o
in

t o
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w
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 to
 p
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se

rve
 all in

co
m

in
g

 an
d

 o
u
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o

in
g

m
e

ssag
e

s.
H

o
w

e
ve

r,
th

is p
ractice

 w
o

u
ld

 raise
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an
y h

airy q
u

e
stio

n
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m
 a le

g
al 

p
e

rsp
e

ctive.
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O
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Th
e
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h
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 p
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d
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h
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 b

e
 le
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n

e,b
u
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e
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h
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n
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re
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n
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e

rs 
w
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o

u
t 
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rfe
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n
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m
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p
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s.

“In
te

rfe
re

n
ce”

e
n
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m

p
asse
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p

re
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n
tin

g
 

o
r 

h
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p
e

rin
g
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m
m

u
n
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n
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w
e
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m
o

n
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g
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m

m
u

n
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e

ct o
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e
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h
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 p
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e
d

o
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o
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m
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u
n
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.
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e
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e
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o

m
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m

m
u

n
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p

o
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 in
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u
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u
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e
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o
u
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 b
e

e
n
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n

acte
d
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e

r th
e
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n

fid
e

n
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n
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4
Te
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u
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g
 te
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p

h
o

n
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n
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e
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d
e
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e

 co
n
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e

n
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m

m
u
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 g
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p
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p
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h

e
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 m
o
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g
u
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 d
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e
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n
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e

n
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m

m
u

n
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n
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o
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n
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s o
u
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e

rs to
 re

ad
 th

e

co
n

te
n

t o
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m
e

o
n

e
 e

lse’s e
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ail,
b

u
t e

ve
n
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rd

 th
e
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at m

e
ssag

e
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e
xch

an
g

e
d
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sin

g
 a d

e
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p
t p

rivate
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e
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e
s d

u
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g
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n
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n
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te
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in
g
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5.In
te

rce
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n
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g
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g
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is co
n
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xt,“p

rivate”m
e

an
s th
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e

 m
e
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e
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o

t in
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n
d

e
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 b

e
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n

e.In
 p

rin
cip
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t d
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u
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e
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e
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 o
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n
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e
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m
e

n
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e
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e
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le
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m

m
u
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n
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Th
e

 co
n

fid
e

n
tiality o

f te
le

co
m

m
u

n
icatio

n
 e

n
tails th

at an
 e

m
p

lo
ye

e’s e
-m

ail m
ay

n
o

t b
e
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d

e
d

 to
 th

e
 co

m
p

an
y arch

ive
 ju

st like
 th

at.A
n

 ab
so

lu
te

 p
ro

h
ib

itio
n

 o
n

 acce
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in
g

 an
 e

m
p

lo
ye

e’s m
ailb

o
x is u

n
te

n
ab

le
 in

 a p
ro

fe
ssio

n
al co

n
te

xt.O
n

 th
e

 o
n

e
 h

an
d

th
e

 e
m

p
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ye
r fe

e
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e
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e
e

d
 to

 su
p

e
rvise
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e

 u
se

 th
at h

is e
m

p
lo

ye
e

s m
ake

 o
f e

-m
ail.

O
n

 
th

e
 

o
th

e
r 

h
an

d
,

im
p

o
rtan

t 
b

u
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e
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in
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rm
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m
u

st 
b

e
 

acce
ssib

le
 

to
 

th
e

 

co
m

p
an

y.
Fo

r 
in

stan
ce,
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m

m
u

n
icatio
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e
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ail 
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in

cre
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g
ly 

b
e

in
g

 
u

se
d

 
as 

e
vid

e
n

ce
 in
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u

rt.

C
o

n
fid

e
n

tiality o
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le
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m
m

u
n
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n

 is n
o

t an
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so
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te
 rig

h
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s w

h
e

re
 all
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e

 p
articip

an
ts to

 a co
m

m
u

n
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n
 g

ive
 p

e
rm
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n
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r th

e
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n
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o

 o
ffe

n
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m

m
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d
itio
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p
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 p
e
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n
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g
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e
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r e
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 b
e
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n
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e
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p
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e
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m
p
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r 1
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2.
O

n
 th
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th
e

 e
m

p
lo

ye
r m

ay m
o

n
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r th
e

e
m

p
lo

ye
e’s u

se
 o

f in
te

rn
e

t an
d

 e
-m

ail,an
d

 m
ay also

 se
t u

p
 an

 arch
ive

 co
n

tain
in

g
 

p
ro

fe
ssio

n
al m

e
ssag

e
s.N

o
n

e
th

e
le
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e

 P
rivacy A
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p
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 d

e
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e
s th
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m
p

lo
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r m
u
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e
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h
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g
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p

e
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 in
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e
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 m
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f arch
ivin
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.C

o
n
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o

u
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o
n
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rin

g
 b

o
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o
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e

 p
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f e
m

p
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ye
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m

p
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e

s le
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 to
 th
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e
g

o
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n
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3.Th
e
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m

p
lo

ye
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rg
an

izatio
n

s an
d

 th
e
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e

 u
n

io
n

s lo
o

ke
d
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e
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p
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 le
g

islatio
n

an
d

 ap
p

lie
d

 th
e

se
 to

 w
o

rk e
n
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n

m
e

n
t in
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ay th

at b
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e
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te
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A
lth

o
u
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as n
o
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e

 C
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n
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n
,
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e
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e
m

e
n

t d
o

e
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p
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ivin

g
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ssio
n
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 th
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rivate
 se

cto
r 1

9
4.

Th
e

 C
LA
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o
rate

s th
e

 th
re

e
 b
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rin

cip
le

s fro
m

 th
e

 P
rivacy A

ct,n
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e
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s-

p
are

n
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d

 p
ro

p
o

rtio
n
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ye
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 p

rin
cip

le
s in

to

acco
u

n
t w

h
e

n
 h

e
 se

ts u
p

 an
 arch

ivin
g

 syste
m

 as w
e

ll as d
u
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 a first p
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 a d
e
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h
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e
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e
s to

 b
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e
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to
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e
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d
e
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 m
e
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e
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o

licy sh
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e
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ye
e
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w
h

at to
 arch
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d
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o
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 d

o
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t th
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p
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ye
e

s an
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e
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w
h
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e
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n
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ill b
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p
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u
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m
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e

 arch
ival p

o
licy m

u
st b
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 d
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u
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 p
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b
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s p

u
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e
d

,th
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 an
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 d
u
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f th

e
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se
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r o
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rin

g
 is p
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e
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B
y virtu

e
 o

f th
e

 p
ro

p
o

rtio
n

ality p
rin

cip
le,o

n
ly p

ro
fe
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n

al e
-m

ail m
ay b
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 p

re
-

se
rve

d
 in
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e
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ive
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e
n

e
ral,p
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 e

-m
ail is o
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o
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st to
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e
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m

p
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d
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e
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r p
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g
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 m

e
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e
s in

 an
 arch

ive
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h
e
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u
e

s m
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n
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e

m
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n
 o

f p
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e
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 th
e

 d
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n

 b
e

tw
e

e
n

 “p
rivate”e

n
d

 “p
ro

fe
ssio

n
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e
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ail is m
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u
g

h
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e
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e

cific m
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an
in

g
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asically all e
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ail
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is co
n

sid
e

re
d

 p
rivate

 e
xce

p
t w

h
e

n
 th

e
 e

m
p

lo
ye

e
 “d

o
e

s n
o
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o

u
b

t”u
p

o
n
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ro

-

fe
ssio

n
al n

atu
re.Th

is d
e

scrip
tio

n
 is e

xtre
m

e
ly vag

u
e

 an
d

 d
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lt to
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p
ly in

 p
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ye
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 d
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e
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m
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u
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fe
ssio

n
al e

-m
ail m

ay b
e

 arch
ive

d
 w

ith
o

u
t fu

rth
e

r ad
o

 fo
r fu

tu
re

 u
se

 w
ith

in
 th

e

co
m

p
an

y.
P

rivate
 e

-m
ail m

ay o
n

ly b
e

 co
n

su
lte

d
 in

 a lim
ite

d
 n

u
m

b
e

r o
f case

s,
fo

r

in
stan

ce
 in

 o
rd

e
r to

 m
o

n
ito

r ab
u

se.

Th
e

 m
o

n
ito

rin
g

 o
f th

e
 u

se
 m

ad
e

 b
y e

m
p

lo
ye

e
s o

f e
-m

ail an
d

 in
te

rn
e

t m
u

st b
e

e
xe

cu
te

d
 in

 tw
o

 d
istin

ct p
h

ase
s

1
9

8;th
e

 sam
e

 ap
p

lie
s to

 m
o

n
ito

rin
g

 o
f co

m
p

lian
ce

w
ith

 th
e

 arch
ival p

o
licy.In

 th
e

 first p
h

ase,th
e

 m
o

n
ito

rin
g

 sh
o

u
ld

 b
e

 d
o

n
e

 at a g
e

n
e

ral

le
ve

l an
d

 o
n

ly an
o

n
ym

o
u

s d
ata sh

o
u

ld
 b

e
 p

ro
ce

sse
d

.In
 case

 th
is b

rin
g

s to
 lig

h
t e

vi-

d
e

n
ce

 o
f n

o
n

-co
m

p
lian

ce
 w

ith
 th

e
 arch

ival p
o

licy,th
e

 e
m

p
lo

ye
r sh

o
u

ld
 e

xp
lain

 th
e

p
o

licy ag
ain

 to
 h

is p
e

rso
n

n
e

l an
d

 w
arn

 th
e

m
 th

at if a sim
ilar vio

latio
n

 o
ccu

rs in
 th

e

fu
tu

re,th
o

se
 re

sp
o

n
sib

le
 w

ill b
e

 id
e

n
tifie

d
.Tracin

g
 b

re
ach

e
s b

ack to
 th

e
 in

d
ivid

u
al

re
sp

o
n

sib
le

 is th
e

 se
co

n
d

 p
h

ase,in
 w

h
ich

 case
 e

ve
n

 “p
rivate”e

-m
ail –

 as d
e

fin
e

d
 in

 th
e

C
LA

 –
 m

ay b
e

 p
e

ru
se

d
.Th

is p
ro

ce
d

u
re

 sh
o

w
s th

at th
e

 C
LA

 is p
rim

arily aim
e

d
 at

re
strain

in
g

 ab
u

se
 an

d
 n

o
t at su

p
p

o
rtin

g
 n

o
rm

al b
u

sin
e

ss p
ro

ce
sse

s,su
ch

 as arch
ivin

g

p
ro

fe
ssio

n
al 

in
fo

rm
atio

n
.

A
sse

ssin
g

 
th

e
 

arch
ival 

valu
e

 
o

f 
e

-m
ail 

an
o

n
ym

o
u

sly 
is

e
xtre

m
e

ly d
ifficu

lt.O
rg

an
izatio

n
s sh

o
u

ld
 p

u
t at le

ast as m
u

ch
 e

ffo
rt in

to
 e

n
co

u
rag

in
g

e
m

p
lo

ye
e

s to
 arch

ive
 in

fo
rm

atio
n

,as in
 m

o
n

ito
rin

g
 th

e
ir b

e
h

avio
r.

Th
e

 C
LA

 o
n

ly co
ve

rs th
e

 re
latio

n
sh

ip
 b

e
tw

e
e

n
 th

e
 e

m
p

lo
ye

r an
d

 h
is e

m
p

lo
ye

e
s,

w
ith

o
u

t g
ivin

g
 an

y re
g

ard
 to

 th
e

 p
o

sitio
n

 o
f th

ird
 p

artie
s,fo

r in
stan

ce
 b

u
sin

e
ss co

n
-

tacts.In
 an

y case,th
e

 ru
le

s o
f th

e
 P

rivacy A
ct m

u
st b

e
 re

sp
e

cte
d

 w
ith

 re
g

ard
 to

 th
e

se

th
ird

 p
artie

s.Th
u

s,th
e

 co
rre

sp
o

n
d

e
n

ts m
u

st b
e

 in
fo

rm
e

d
 ab

o
u

t th
e

 p
ro

ce
ssin

g
 o

f

th
e

ir d
ata.Th

is can
 b

e
 d

o
n

e
 b

y in
clu

d
in

g
 a n

o
tice

 to
 th

is e
ffe

ct at th
e

 b
o

tto
m

 o
f e

ach

o
u

tg
o

in
g

 e
-m

ail m
e

ssag
e.A

n
 au

to
m

atic re
sp

o
n

se
 w

ith
 th

is in
fo

rm
atio

n
 co

u
ld

 also
 b

e

se
n

t to
 n

e
w

 co
rre

sp
o

n
d

e
n

ts co
n

tactin
g

 th
e

 o
rg

an
izatio

n
 sp

o
n

tan
e

o
u

sly.

8
.

A
R

C
H

IV
IN

G
 IS

 P
E

R
S

O
N

A
L

 D
A

TA
 M

A
N

A
G

E
M

E
N

T

Eve
ry o

rg
an

izatio
n

 m
u

st se
t u

p
 its in

fo
rm

atio
n

 syste
m

s takin
g

 in
to

 acco
u

n
t th

e

re
q

u
ire

m
e

n
ts o

f th
e

 P
rivacy A

ct.Like
w

ise,it sh
o

u
ld

 e
n

su
re

 th
at th

e
 re

cip
ie

n
ts o

f its

in
fo

rm
atio

n
 are

 also
 ab

le
 to

 co
m

p
ly w

ith
 th

e
 le

g
al p

ro
visio

n
s.Th

e
 o

rg
an

izatio
n

 can

satisfy th
is re

q
u

ire
m

e
n

t b
y ad

d
in

g
 ce

rtain
 m

e
tad

ata to
 its d

o
cu

m
e

n
ts,fo

r in
stan

ce,a

list o
f d

ata su
b

je
cts,th

e
 n

atu
re

 o
f th

e
 in

fo
rm

atio
n

,w
h

ich
 n

o
tificatio

n
 w

as m
ad

e,…

Im
p

le
m

e
n

tin
g

 p
rivacy re

g
u

latio
n

 in
 p

ractice
 is a co

m
p

le
x m

atte
r.It is e

sse
n

tial to

d
raft a w

e
ll-co

n
sid

e
re

d
 p

rivacy p
o

licy.P
ro

ce
ssin

g
 in

fo
rm

atio
n

 in
 co

n
trave

n
tio

n
 o

f th
e

law
 

can
 

h
ave

 
g

rave
 

co
n

se
q

u
e

n
ce

s,
as 

th
e

 
d

ata 
in

vo
lve

d
 

m
u

st,
in

 
p

rin
cip

le,
b

e

d
e

stro
ye

d
.
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J.
C

O
P

Y
R

IG
H

T
 A

N
D

 N
E

IG
H

B
O

R
IN

G
 R

IG
H

T
S

1
.

IN
T

R
O

D
U

C
T

IO
N

2
.

S
C

O
P

E
 O

F
 A

P
P

L
IC

A
T

IO
N

In
 th

e p
ap

er en
viro

n
m

en
t,co

p
yrig

h
t law

 h
ad

 little im
p

act o
n

 th
e activities o

f th
e

reco
rd

s m
an

ag
er.Preservin

g
 a p

h
ysical co

p
y o

f a w
o

rk an
d

 m
akin

g
 it availab

le fo
r co

n
su

l-

tatio
n

 are n
o

t activities relevan
t to

 co
p

yrig
h

t law
.W

ith
 d

ig
ital arch

ivin
g

,th
e situ

atio
n

 is very

d
ifferen

t as each
 u

se o
f a d

ig
ital w

o
rk req

u
ires th

e p
ro

d
u

ctio
n

 o
f co

p
ies.In

 w
h

at fo
llo

w
s

th
e g

u
id

in
g

 p
rin

cip
les o

f co
p

yrig
h

t law
,in

clu
d

in
g

 th
e sp

ecific ru
les fo

r co
m

p
u

ter p
ro

g
ram

s

an
d

 d
atab

ases,are exp
lain

ed
 in

so
far as is relevan

t fo
r arch

ivin
g

 in
 th

e p
rivate secto

r.

In
 ad

d
itio

n
 to

 th
e

 au
th

o
r,o

th
e

r in
te

rm
e

d
iarie

s p
lay a ro

le
 in

 th
e

 e
xp

lo
itatio

n
 o

f a

w
o

rk.
So

m
e

 
o

f 
th

e
se

 
in

te
rm

e
d

iarie
s 

e
n

jo
y 

a 
rig

h
t 

n
e

ig
h

b
o

rin
g

 
to

 
co

p
yrig

h
t,

fo
r

in
stan

ce
 p

e
rfo

rm
in

g
 artists,

th
e

 p
ro

d
u

ce
r o

f p
h

o
n

o
g

ram
s an

d
 film

s,
b

ro
ad

castin
g

co
m

p
an

ie
s an

d
 th

e
 p

ro
d

u
ce

r o
f d

atab
ase

s.O
n

ly th
e

 su
i g

en
eris

rig
h

t o
f th

e
 d

atab
ase

p
ro

d
u

ce
r w

ill b
e

 e
lu

cid
ate

d
 in

 an
y d

e
tail,as th

is is re
le

van
t fo

r e
ve

ry arch
ive. 1

9
9

C
o

p
yrig

h
t law

 p
ro

te
cts te

xts,im
ag

e
s,m

u
sical co

m
p

o
sitio

n
s,co

m
p

u
te

r p
ro

g
ram

s

an
d

 an
y o

th
e

r w
o

rk,as lo
n

g
 as th

e
 w

o
rk p

o
sse

ss a m
in

im
al d

e
g

re
e

 o
f o

rig
in

ality an
d

h
as b

e
e

n
 sh

ap
e

d
 in

to
 a p

articu
lar fo

rm
.Th

e
se

 tw
o

 co
n

d
itio

n
s w

ill b
e

 e
xp

lain
e

d
 b

rie
fly.

2
.1

.O
R

IG
IN

A
L

IT
Y

A
n

 o
rig

in
al w

o
rk is th

e
 re

su
lt o

f th
e

 in
te

lle
ctu

al activity o
r e

ffo
rt o

f its cre
ato

r.Th
e

e
ffo

rt n
e

e
d

 n
o

t b
e

 ve
ry g

re
at,b

u
t m

u
st o

n
ly b

e
 d

e
m

o
n

strab
le.O

rig
in

ality p
re

su
p

p
o

se
s

th
at th

e
 p

e
rso

n
ality o

f th
e

 cre
ato

r is e
xp

re
sse

d
 in

 th
e

 w
o

rk in
 so

m
e

 w
ay.In

 o
th

e
r

w
o

rd
s,fro

m
 th

e
 ran

g
e

 o
f p

o
ssib

ilitie
s,th

e
 cre

ato
r h

as ch
o

se
n

 o
n

e
 fo

rm
 o

f e
xp

re
ssio

n

acco
rd

in
g

 to
 h

is/h
e

r p
e

rso
n

al p
re

fe
re

n
ce.

O
rig

in
al d

o
e

s n
o

t n
e

ce
ssarily im

p
ly “n

e
w

”:d
iffe

re
n

t p
e

o
p

le
 can

 re
ach

 sim
ilar re

su
lts

in
d

e
p

e
n

d
e

n
tly.W

h
e

n
 m

an
y p

e
o

p
le

 e
xp

re
ss th

e
 sam

e
 id

e
a in

 th
e

 sam
e

 m
an

n
e

r,th
e

w
o

rk m
ay b

e
 co

n
sid

e
re

d
 “b

an
al”

an
d

 is n
o

t p
ro

te
cte

d
 b

y co
p

yrig
h

t.Th
e

 am
o

u
n

t o
f

sim
ilar re

su
lts su

g
g

e
sts th

at th
e

 w
o

rk is n
o

t an
 e

xp
re

ssio
n

 o
f th

e
 cre

ato
r’s p

e
rso

n
ality.

2
.2

.F
O

R
M

Id
e

as are
 n

o
t p

ro
te

cte
d

 b
y co

p
yrig

h
t b

e
cau

se
 id

e
as can

n
o

t b
e

 co
m

m
u

n
icate

d

d
ire

ctly to
 o

th
e

rs.Id
e

as m
u

st b
e

 e
xp

re
sse

d
 o

r p
u

t in
to

 a p
articu

lar fo
rm

 an
d

 it is o
n

ly

th
is e

xp
re

ssio
n

 o
r fo

rm
 w

h
ich

 can
 b

e
 p

ro
te

cte
d

.

Th
e

 artist C
h

risto
 is w

o
rld

 re
n

o
w

n
 fo

r w
rap

p
in

g
 larg

e
 stru

ctu
re

s in
 clo

th
,su

ch
 as

th
e

 Po
n

t-N
e

u
f in

 Paris o
r th

e
 p

arliam
e

n
t b

u
ild

in
g

 in
 B

e
rlin

.Th
e

 id
e

a to
 w

rap
 stru

ctu
re

s

is n
o

t p
ro

te
cte

d
 b

y co
p

yrig
h

t an
d

 an
yo

n
e

 m
ay im

itate
 it.

“Fo
rm

”
d

o
e

s n
o

t m
e

an
 th

at o
n

ly tan
g

ib
le

 o
b

je
cts are

 p
ro

te
cte

d
.Sp

e
e

ch
e

s,rad
io

p
ro

g
ram

s an
d

 w
e

b
site

s are
 also

 p
ro

te
cte

d
.
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3
.

T
H

E
 C

O
P

Y
R

IG
H

T
 H

O
L

D
E

R

4
.

E
X

T
E

N
T

 O
F

 T
H

E
 P

R
O

T
E

C
T

IO
N

2
.3

.B
U

S
IN

E
S

S
 D

O
C

U
M

E
N

T
S

C
o

p
yrig

h
t law

 p
ro

te
cts a b

ro
ad

 sp
e

ctru
m

 o
f w

o
rks,

in
clu

d
in

g
 m

ate
rial cre

ate
d

w
ith

in
 a p

ro
fe

ssio
n

al co
n

te
xt.A

n
 o

b
vio

u
s e

xam
p

le
 is a co

m
p

an
y’s ad

ve
rtisin

g
 m

ate
-

rial,in
clu

d
in

g
 its w

e
b

site.B
e

sid
e

 th
is re

p
o

rts,in
te

rn
al m

e
m

o
s an

d
 e

ve
n

 co
rre

sp
o

n
-

d
e

n
ce

 can
 b

e
 p

ro
te

cte
d

 b
y co

p
yrig

h
t if th

e
y are

 su
fficie

n
tly o

rig
in

al.Fo
r all th

e
se

 d
o

c-

u
m

e
n

ts,it is ve
ry im

p
o

rtan
t to

 d
e

te
rm

in
e

 w
h

o
 th

e
 co

p
yrig

h
t h

o
ld

e
r is an

d
 th

e
 e

xte
n

t

o
f th

e
 p

ro
te

ctio
n

.

In
 p

rin
cip

le,b
u

sin
ess fig

u
res,telep

h
o

n
e lists an

d
 th

e like are n
o

t p
ro

tected
 b

y co
p

y-

rig
h

t.B
u

t th
e p

resen
tatio

n
 an

d
 o

rd
erin

g
 o

f th
e m

aterial can
 b

e p
ro

tected
 if it is su

fficien
tly

o
rig

in
al.Th

e co
n

ten
t m

ay even
 fall u

n
d

er th
e su

i g
en

eris
d

atab
ase p

ro
tectio

n
 rig

h
t.

Th
e

 p
e

rso
n

 w
h

o
 cre

ate
d

 th
e

 w
o

rk is th
e

 in
itial co

p
yrig

h
t h

o
ld

e
r o

r au
th

o
r.Th

e

co
p

yrig
h

t w
ill o

fte
n

 b
e

 h
e

ld
 b

y so
m

e
o

n
e

 e
lse

;th
e

 au
th

o
r can

 yie
ld

 h
is/h

e
r rig

h
ts in

 a

co
n

tract an
d

 at d
e

ath
,h

is/h
e

r h
e

irs in
h

e
rit th

e
m

.Th
e

 law
 u

se
s th

e
 te

rm
 “au

th
o

r”to
 d

e
s-

ig
n

ate
 b

o
th

 th
e

 o
rig

in
al cre

ato
r o

f a w
o

rk an
d

 all p
e

rso
n

s w
h

o
 h

ave
 re

ce
ive

d
 th

is rig
h

t

fro
m

 h
im

/h
e

r.In
 w

h
at fo

llo
w

s th
e

 te
rm

 “au
th

o
r”

w
ill also

 b
e

 u
se

d
 to

 d
e

sig
n

ate
 all 

co
p

yrig
h

t h
o

ld
e

rs.

Fo
r an

 o
u

tsid
e

r,it is ve
ry d

ifficu
lt to

 id
e

n
tify th

e
 co

p
yrig

h
t h

o
ld

e
r at a g

ive
n

 tim
e.

Th
e

 law
 p

ro
vid

e
s th

at th
e

 p
e

rso
n

 w
h

o
se

 n
am

e
 o

r “acro
n

ym
”is m

e
n

tio
n

e
d

 o
n

 th
e

 w
o

rk

m
ay b

e
 p

re
su

m
e

d
 to

 b
e

 th
e

 actu
al co

p
yrig

h
t h

o
ld

e
r.In

 case
 o

f an
 an

o
n

ym
o

u
s w

o
rk,

th
e

 “p
u

b
lish

e
r”

is p
re

su
m

e
d

 to
 e

xe
rcise

 co
n

tro
l o

ve
r th

e
 co

p
yrig

h
ts.Th

e
 te

rm
 “p

u
b

-

lish
e

r”
in

clu
d

e
s an

yo
n

e
 w

h
o

 m
an

u
factu

re
s w

o
rks p

ro
te

cte
d

 b
y co

p
yrig

h
t an

d
 p

u
ts

th
e

m
 o

n
 th

e
 m

arke
t.

A
 co

m
p

an
y o

r o
rg

an
izatio

n
 g

e
n

e
rally kn

o
w

s w
h

o
 cre

ate
d

 its ad
ve

rtisin
g

 m
ate

rial,

re
p

o
rts an

d
 th

e
 like.Th

e
re

fo
r th

e
 b

o
ard

 o
f d

ire
cto

rs can
n

o
t sim

p
ly in

vo
ke

 th
e

 p
re

s-

e
n

ce
 o

f th
e

 co
m

p
an

y lo
g

o
 o

n
 th

e
 d

o
cu

m
e

n
t as a p

re
su

m
p

tio
n

 o
f e

n
title

m
e

n
t ag

ain
st

th
e

 actu
al cre

ato
r o

f th
e

 w
o

rk,b
u

t m
u

st sh
o

w
 th

at th
e

 latte
r h

as tran
sfe

rre
d

 h
is/h

e
r

co
p

yrig
h

t to
 th

e
 co

m
p

an
y.

Th
e

 au
th

o
r re

ce
ive

s tw
o

 typ
e

s o
f rig

h
ts to

 h
is/h

e
r w

o
rk:p

ro
p

e
rty rig

h
ts an

d
 m

o
ral

rig
h

ts.Th
e

 p
ro

p
e

rty rig
h

ts g
ive

 th
e

 au
th

o
r a m

o
n

o
p

o
ly o

n
 th

e
 e

xp
lo

itatio
n

 o
f h

is/h
e

r

w
o

rk.Th
e

 m
o

ral rig
h

ts p
ro

te
ct th

e
 “in

tim
ate

 b
o

n
d

”
b

e
tw

e
e

n
 th

e
 in

itial au
th

o
r an

d

h
is/h

e
r cre

atio
n

.

4
.1

.P
R

O
P

E
R

T
Y

 R
IG

H
T

S

Th
e

 au
th

o
r h

as th
e

 e
xclu

sive
 rig

h
t to

 re
p

ro
d

u
ce,d

istrib
u

te,re
n

t an
d

 lo
an

 h
is/h

e
r

w
o

rk.B
e

sid
e

 th
is,th

e
 au

th
o

r h
as th

e
 e

xclu
sive

 rig
h

t to
 p

ro
d

u
ce

 d
e

rivative
 w

o
rks (fo

r
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in
stan

ce
 tran

slatio
n

s,ad
ap

tatio
n

s to
 an

o
th

e
r m

e
d

iu
m

,m
e

rch
an

d
isin

g
,e

tc.).Fin
ally,th

e

au
th

o
r m

u
st g

ive
 h

is/h
e

r co
n

se
n

t fo
r e

ach
 co

m
m

u
n

icatio
n

 to
 th

e
 p

u
b

lic (fo
r in

stan
ce

b
ro

ad
castin

g
 o

n
 rad

io
 o

r te
le

visio
n

,p
e

rfo
rm

an
ce

 o
f a p

lay).

In
 th

e
 trad

itio
n

al an
alo

g
u

e
 co

n
te

xt,th
e

 m
o

n
o

p
o

ly o
n

 re
p

ro
d

u
ctio

n
 an

d
 co

m
m

u
-

n
icatio

n
 to

 th
e

 p
u

b
lic co

ve
r m

ain
ly w

ays to
 e

xp
lo

it a w
o

rk co
m

m
e

rcially.Fo
r in

stan
ce,

o
n

ly th
e

 au
th

o
r m

ay h
ave

 h
is/h

e
r b

o
o

k p
rin

te
d

 an
d

 d
istrib

u
te

d
 fo

r sale.Th
e

 e
n

d
-u

se
r

h
as th

e
 rig

h
t to

 re
ad

 h
is/h

e
r co

p
y,to

 re
se

ll it an
d

 to
 le

n
d

 it to
 th

ird
 p

artie
s.A

rch
ivin

g
 a

co
p

y also
 p

o
se

s n
o

 p
ro

b
le

m
.

B
u

t m
atte

rs are
 d

iffe
re

n
t fo

r d
ig

ital w
o

rks.Th
e

 e
n

d
-u

se
r can

n
o

t p
o

ssib
ly u

se
 a d

ig
i-

tal w
o

rk w
ith

o
u

t m
akin

g
 se

ve
ral co

p
ie

s o
f it,e

ve
n

 if th
is is lim

ite
d

 to
 th

e
 tran

sito
ry

co
p

ie
s in

 th
e

 co
m

p
u

te
r’s w

o
rkin

g
 m

e
m

o
ry.In

 th
e

o
ry,th

e
 au

th
o

r m
u

st g
ive

 h
is/h

e
r

p
e

rm
issio

n
 fo

r th
is.In

d
ire

ctly,th
is g

ive
s th

e
 au

th
o

r m
u

ch
 m

o
re

 p
o

w
e

r o
ve

r h
o

w
 th

e

e
n

d
-u

se
r m

ay o
r m

ay n
o

t u
se

 th
e

 w
o

rk.

M
akin

g
 d

ig
ital w

o
rks availab

le
 o

n
 a n

e
tw

o
rk is u

su
ally e

q
u

ivale
n

t to
 co

m
m

u
n

ica-

tin
g

 th
e

m
 to

 th
e

 p
u

b
lic an

d
 th

e
 au

th
o

r’s p
e

rm
issio

n
 is th

e
re

fo
r re

q
u

ire
d

.U
n

le
ss an

o
rg

an
izatio

n
 o

b
tain

s th
e

 co
p

yrig
h

ts to
 w

o
rks cre

ate
d

 b
y its e

m
p

lo
ye

e
s,it m

u
st ask th

e

au
th

o
r’s p

e
rm

issio
n

 e
ach

 tim
e

 b
e

fo
re

 d
istrib

u
tio

n
.

C
o

p
yrig

h
t law

 h
as an

 im
p

act o
n

 d
ig

ital arch
ivin

g
 in

 vario
u

s w
ays.Th

e
 arch

ivist o
r

re
co

rd
s m

an
ag

e
r m

u
st co

p
y th

e
 w

o
rk to

 in
clu

d
e

 it in
 h

is/h
e

r arch
ive.O

ve
r tim

e,th
e

w
o

rk m
u

st b
e

 ad
ap

te
d

 so
 th

at it re
m

ain
s acce

ssib
le

 fo
r th

e
 fu

tu
re.Fin

ally,it is also
 th

e

in
te

n
tio

n
 to

 m
ake

 th
e

 w
o

rk availab
le

 to
 o

th
e

rs,e
ith

e
r th

e
 g

e
n

e
ral p

u
b

lic o
r a se

le
ct

fe
w

.

4
.2

.M
O

R
A

L
 R

IG
H

T
S

Th
e

 in
itial au

th
o

r h
as th

e
 rig

h
t o

f d
ivu

lg
atio

n
 o

r d
isclo

su
re

:
o

n
ly h

e
/sh

e
 m

ay

d
e

cid
e

 w
h

e
n

 th
e

 w
o

rk is re
ad

y to
 b

e
 m

ad
e

 p
u

b
lic.Th

e
 p

ate
rn

ity rig
h

t im
p

lie
s th

at th
e

au
th

o
r d

e
cid

e
s u

n
d

e
r w

h
at n

am
e

 th
e

 w
o

rk w
ill b

e
 p

u
b

lish
e

d
.Th

e
 au

th
o

r can
 o

p
p

o
se

an
y m

o
d

ificatio
n

 to
 h

is/h
e

r cre
atio

n
 o

n
 th

e
 b

asis o
f h

is rig
h

t to
 in

te
g

rity.

M
o

ral rig
h

ts are
 strictly p

e
rso

n
al,w

h
ich

 m
e

an
s th

at th
e

y are
 lin

ke
d

 to
 a p

articu
lar

p
e

rso
n

 an
d

 are
 n

o
t tran

sfe
rab

le.Th
e

 m
o

ral rig
h

ts p
ro

te
ct th

e
 “in

tim
ate

 b
o

n
d

”b
e

tw
e

e
n

th
e

 au
th

o
r an

d
 h

is cre
atio

n
,w

h
ich

 is co
n

sid
e

re
d

 an
 e

xp
re

ssio
n

 o
f h

is/h
e

r p
e

rso
n

ality.

A
n

 o
rg

an
izatio

n
 can

 n
e

ve
r b

e
 th

e
 h

o
ld

e
r o

f th
e

 m
o

ral rig
h

t to
 a w

o
rk,sin

ce
 th

is is

n
o

t tran
sfe

rab
le.To

 a ce
rtain

 d
e

g
re

e,th
e

 o
rig

in
al au

th
o

r o
f a w

o
rk can

 p
ro

m
ise

 n
o

t to

e
xe

rcise
 h

is/h
e

r m
o

ral rig
h

ts.

5
.

E
X

C
E

P
T

IO
N

S
 T

O
 C

O
P

Y
R

IG
H

T

Fro
m

 th
e

 ve
ry b

e
g

in
n

in
g

 w
h

e
n

 co
p

yrig
h

t w
as first in

tro
d

u
ce

d
 in

 1
8

8
6

,th
e

 le
g

isla-

to
r w

as aw
are

 th
at ce

rtain
 in

te
re

sts sh
o

u
ld

 b
e

 g
ive

n
 p

re
ce

d
e

n
ce

 o
ve

r th
e

 au
th

o
r’s

e
xclu

sive
 rig

h
ts.U

n
d

e
r ce

rtain
 circu

m
stan

ce
s th

e
 law

 g
ran

ts p
e

rm
issio

n
 to

 re
p

ro
d

u
ce

a w
o

rk o
r m

ake
 it p

u
b

lic w
ith

o
u

t th
e

 au
th

o
r's co

n
se

n
t.Th

e
se

 e
xce

p
tio

n
s are

 also

calle
d

 “co
m

p
u

lso
ry lice

n
se

s”o
r “le

g
al lice

n
se

s”.

B
ro

ad
ly sp

e
akin

g
,th

e
 e

xce
p

tio
n

s ap
p

ly to
 p

rivate
 u

se,u
se

 as illu
stratio

n
 in

 e
d

u
ca-

tio
n

,u
se

 fo
r acad

e
m

ic re
se

arch
 an

d
 u

se
 in

 th
e

 p
u

b
lic in

te
re

st.Each
 case

 is su
b

je
ct to
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6
.

T
E

R
M

 O
F

 P
R

O
T

E
C

T
IO

N

7
.

L
IC

E
N

S
E

S

sp
e

cific co
n

d
itio

n
s in

 o
rd

e
r to

 ke
e

p
 th

e
 in

te
rfe

re
n

ce
 w

ith
 th

e
 co

m
m

e
rcial e

xp
lo

itatio
n

b
y th

e
 co

p
yrig

h
t h

o
ld

e
r to

 an
 acce

p
tab

le
 m

in
im

u
m

.

To
 so

m
e

 e
xte

n
t p

u
b

lic an
d

 p
rivate

 arch
ive

s can
 in

vo
ke

 th
e

se
 e

xce
p

tio
n

s in
asfar as

th
e

y are
 n

o
t co

m
m

e
rcially active

2
0

0.B
u

sin
e

ss arch
ive

s can
 g

e
n

e
rally n

o
t in

vo
ke

 th
e

se

e
xce

p
tio

n
s,sin

ce
 th

e
y are

 b
y d

e
fin

itio
n

 o
p

e
ratin

g
 in

 a co
m

m
e

rcial co
n

te
xt.In

 w
h

at fo
l-

lo
w

s,
th

e
 co

p
yrig

h
t e

xce
p

tio
n

s w
ill o

n
ly b

e
 d

iscu
sse

d
 w

h
e

re
 re

le
van

t to
 b

u
sin

e
ss

arch
ive

s.

C
o

p
yrig

h
t p

ro
te

ctio
n

 ru
n

s u
n

til 7
0

 ye
ars afte

r th
e

 au
th

o
r’s d

e
ath

.
A

fte
r h

is/h
e

r

d
e

ath
,th

e
 au

th
o

r’s rig
h

ts p
ass to

 h
is/h

e
r h

e
irs,u

n
le

ss h
e

/sh
e

 h
as assig

n
e

d
 th

e
m

 to

so
m

e
o

n
e

 e
lse.W

h
e

n
 a w

o
rk is au

th
o

re
d

 b
y m

o
re

 th
an

 o
n

e
 p

e
rso

n
,th

e
 co

p
yrig

h
t 

co
n

tin
u

e
s u

n
til 7

0
 ye

ars afte
r th

e
 d

e
ath

 o
f th

e
 lo

n
g

e
st su

rvivin
g

 au
th

o
r.

Fo
r an

o
n

ym
o

u
s o

r p
se

u
d

o
n

ym
o

u
s w

o
rks,th

e
 7

0
-ye

ar te
rm

 co
m

m
e

n
ce

s fro
m

 th
e

p
o

in
t in

 tim
e

 w
h

e
n

 th
e

 w
o

rk w
as law

fu
lly m

ad
e

 acce
ssib

le
 to

 th
e

 p
u

b
lic.In

 case
 th

e

p
se

u
d

o
n

ym
 le

ave
s n

o
 d

o
u

b
t ab

o
u

t th
e

 re
al id

e
n

tity o
f th

e
 au

th
o

r,th
e

 g
e

n
e

ral ru
le

ap
p

lie
s.

A
ll te

rm
s are

 calcu
late

d
 as o

f Jan
u

ary 1
sto

f th
e

 ye
ar fo

llo
w

in
g

 u
p

o
n

 th
e

 e
ve

n
t th

at

g
ive

s rise
 to

 th
e

 rig
h

ts.Th
e

 co
rre

ct calcu
latio

n
 o

f th
e

 te
rm

 o
f p

ro
te

ctio
n

 is m
ain

ly o
f

in
te

re
st fo

r w
o

rks e
xp

lo
ite

d
 co

m
m

e
rcially,fo

r in
stan

ce
 a b

o
o

k,a p
lay o

r a co
m

ic-b
o

o
k

ch
aracte

r.B
u

sin
e

ss d
o

cu
m

e
n

ts,su
ch

 as ad
ve

rtisin
g

 m
ate

rial an
d

 re
p

o
rts w

ill g
e

n
e

rally

lo
se

 th
e

ir re
le

van
ce

 lo
n

g
 b

e
fo

re
 th

is te
rm

 h
as e

xp
ire

d
.

Th
e

 o
rig

in
al au

th
o

r is n
o

t re
q

u
ire

d
 to

 e
xp

lo
it h

is w
o

rk h
im

se
lf,h

e
 m

ay au
th

o
rize

o
th

e
rs to

 d
o

 so
.Th

e
 ag

re
e

m
e

n
t w

h
e

re
b

y an
 au

th
o

r g
ran

ts p
e

rm
issio

n
 to

 a th
ird

 p
arty

to
 e

xp
lo

it h
is w

o
rk o

r in
 w

h
ich

 o
w

n
e

rsh
ip

 o
f co

p
yrig

h
ts are

 tran
sfe

rre
d

,is calle
d

 a

“lice
n

se
 ag

re
e

m
e

n
t”.

Th
e

 C
o

p
yrig

h
t A

ct im
p

o
se

s se
ve

ral sp
e

cial co
n

d
itio

n
s u

p
o

n
 lice

n
ce

 ag
re

e
m

e
n

ts to

p
ro

te
ct th

e
 au

th
o

r.O
n

ly a w
ritte

n
 lice

n
se

 ag
re

e
m

e
n

t h
as e

vid
e

n
tial valu

e
 ag

ain
st th

e

au
th

o
r.Th

e
 lice

n
se

 m
u

st e
xp

re
ssly state

 if an
d

 h
o

w
 th

e
 au

th
o

r w
ill b

e
 re

m
u

n
e

rate
d

,as

w
e

ll as th
e

 e
xte

n
t an

d
 th

e
 d

u
ratio

n
 o

f th
e

 tran
sfe

r o
f rig

h
ts p

e
r m

o
d

e
 o

f e
xp

lo
ita-

tio
n

2
0

1.Th
e

 tran
sfe

r o
f th

e
 rig

h
ts fo

r m
o

d
e

s o
f e

xp
lo

itatio
n

 still u
n

kn
o

w
n

 is n
u

ll an
d

vo
id

.Th
e

 lice
n

ce
e

 is o
b

lig
e

d
 to

 actu
ally e

xp
lo

it th
e

 w
o

rk in
 g

o
o

d
 faith

 an
d

 in
 acco

r-

d
an

ce
 w

ith
 fair trad

e
 p

ractice
s.A

 lice
n

se
 o

n
 w

o
rks still to

 b
e

 cre
ate

d
 m

u
st state

 th
e

g
e

n
re

 o
f th

e
 w

o
rks an

d
 is o

n
ly allo

w
e

d
 fo

r a lim
ite

d
 p

e
rio

d
. 2

0
2

Th
e

re
 are

 m
o

re
 fle

xib
le

 arran
g

e
m

e
n

ts fo
r w

o
rks cre

ate
d

 as p
art o

f an
 e

m
p

lo
ym

e
n

t

co
n

tract o
r an

 ap
p

o
in

tm
e

n
t o

f a civil se
rvan

t.Th
e

 re
laxatio

n
 ap

p
lie

s e
xclu

sive
ly fo

r

w
o

rks 
cre

ate
d

 
in

 
th

e
 

e
xe

cu
tio

n
 

o
f 

th
e

 
e

m
p

lo
ym

e
n

t 
co

n
tract 

o
r 

ap
p

o
in

tm
e

n
t.

M
o

re
o

ve
r,th

e
 e

m
p

lo
ym

e
n

t co
n

tract o
r ap

p
o

in
tm

e
n

t m
u

st e
xp

re
ssly p

ro
vid

e
 fo

r th
e

tran
sfe

r o
f co

p
yrig

h
ts.In

so
far as th

e
se

 co
n

d
itio

n
s are

 fu
lfille

d
,th

e
 tran

sfe
r m

ay re
late
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to
 fu

tu
re

 w
o

rks an
d

 m
o

d
e

s o
f e

xp
lo

itatio
n

 u
n

kn
o

w
n

 w
h

e
n

 th
e

 e
m

p
lo

ye
e

 w
as h

ire
d

.

Th
is last case

 m
u

st b
e

 stip
u

late
d

 e
xp

licite
ly in

 th
e

 lab
o

r ag
re

e
m

e
n

t o
r ap

p
o

in
tm

e
n

t

an
d

 a sh
are

 in
 th

e
 p

ro
fit d

e
rive

d
 fro

m
 th

e
 e

xp
lo

itatio
n

 o
f th

e
se

 w
o

rks m
u

st b
e

acco
rd

e
d

 to
 th

e
 au

th
o

r.Th
e

 o
b

lig
atio

n
 to

 e
lab

o
rate

 th
e

 co
n

d
itio

n
s p

e
r m

o
d

e
 o

f

e
xp

lo
itatio

n
 an

d
 th

e
 o

b
lig

atio
n

 to
 e

xp
lo

it th
e

 w
o

rk d
o

 n
o

t ap
p

ly.Th
e

 tran
sfe

r o
f 

co
p

yrig
h

ts can
 b

e
 th

e
 su

b
je

ct o
f a co

lle
ctive

 ag
re

e
m

e
n

t 2
0

3.

A
 sim

ilar re
laxatio

n
 ap

p
lie

s to
 w

o
rks cre

ate
d

 to
 o

rd
e

r co
m

m
issio

n
e

d
 b

y so
m

e
o

n
e

active
 in

 th
e

 n
o

n
-cu

ltu
ral se

cto
r o

r in
 ad

ve
rtisin

g
,in

 case
s w

h
e

re
 th

e
 w

o
rk is in

te
n

d
e

d

fo
r th

is activity.In
 th

is case,to
o

,th
e

 p
ro

p
e

rty rig
h

ts o
n

 th
e

 w
o

rk to
 b

e
 cre

ate
d

 m
ay b

e

tran
sfe

rre
d

 in
 ad

van
ce,

in
clu

d
in

g
 fu

tu
re

 m
o

d
e

s o
f e

xp
lo

itatio
n

.Th
e

 tran
sfe

r o
f th

e

rig
h

ts are
 n

o
t p

re
su

m
e

d
,b

u
t m

u
st b

e
 ag

re
e

d
 to

 e
xp

licitly.Th
e

 o
b

lig
atio

n
 to

 e
lab

o
rate

th
e

 co
n

d
itio

n
s p

e
r m

o
d

e
 o

f e
xp

lo
itatio

n
 an

d
 th

e
 o

b
lig

atio
n

 to
 e

xp
lo

it th
e

 w
o

rk d
o

 n
o

t

ap
p

ly.

8
.

S
A

N
C

T
IO

N
S

Th
e

 C
o

p
yrig

h
t A

ct im
p

o
se

s sp
e

cific san
ctio

n
s to

 re
strain

 co
p

yrig
h

t in
frin

g
e

m
e

n
ts.

In
 th

e
 first p

lace,th
e

se
 san

ctio
n

s in
te

n
d

 to
 p

u
n

ish
 in

te
rfe

re
n

ce
 w

ith
 th

e
 co

m
m

e
rcial

e
xp

lo
itatio

n
 o

f th
e

 w
o

rk b
y th

e
 co

p
yrig

h
t h

o
ld

e
r.In

 ad
d

itio
n

,th
e

 A
ct g

ive
s th

e
 au

th
o

r

se
ve

ral m
e

an
s to

 h
alt th

is in
te

rfe
re

n
ce.

8
.1

.P
E

N
A

L
 S

A
N

C
T

IO
N

S

A
 p

u
n

ish
ab

le
 o

ffe
n

ce
 alw

ays p
re

su
p

p
o

se
s a m

ate
rial e

le
m

e
n

t (th
e

 act an
d

 its co
n

-

se
q

u
e

n
ce

s) an
d

 a m
o

ral e
le

m
e

n
t (th

e
 m

o
tivatio

n
 o

f th
e

 p
e

rp
e

trato
r).Th

e
 crim

e
 o

f

co
p

yin
g

 in
clu

d
e

s an
y co

p
yrig

h
t in

frin
g

e
m

e
n

t p
e

rp
e

trate
d

 w
ith

 m
alicio

u
s o

r frau
d

u
-

le
n

t in
te

n
t.Th

e
 sam

e
 ap

p
lie

s to
 th

e
 m

alicio
u

s o
r frau

d
u

le
n

t u
se

 o
f an

 au
th

o
r’s n

am
e

o
r o

f an
y d

istin
ctive

 m
arks u

se
d

 b
y th

e
 au

th
o

r to
 sig

n
 h

is cre
atio

n
.W

o
rks cre

ate
d

 in

th
is m

an
n

e
r are

 co
n

sid
e

re
d

 fo
rg

e
rie

s. 2
0

4

Th
e

 m
ate

rial e
le

m
e

n
t in

clu
d

e
s an

y actio
n

 th
at falls u

n
d

e
r th

e
 au

th
o

r’s m
o

n
o

p
o

ly,

th
at is p

e
rfo

rm
e

d
 w

ith
o

u
t h

is co
n

se
n

t an
d

 th
at is n

o
t co

ve
re

d
 b

y a co
p

yrig
h

t e
xce

p
-

tio
n

.Exce
e

d
in

g
 th

e
 lice

n
sin

g
 co

n
d

itio
n

s is also
 p

u
n

ish
ab

le.O
n

 to
p

 o
f th

is th
e

 m
o

ral

e
le

m
e

n
t o

f m
alicio

u
s o

r frau
d

u
le

n
t in

te
n

t is re
q

u
ire

d
.“M

alicio
u

s”m
e

an
s th

at o
n

e
 h

as

th
e

 in
te

n
tio

n
 to

 d
o

 h
arm

.“Frau
d

u
le

n
t”m

e
an

s th
at o

n
e

 w
ish

e
s to

 m
ake

 a p
ro

fit fro
m

th
e

 in
frin

g
e

m
e

n
t o

r th
at o

n
e

 se
e

ks an
 illicit ad

van
tag

e
 b

y frau
d

u
le

n
tly in

frin
g

in
g

 

u
p

o
n

 an
o

th
e

r’s rig
h

ts
2

0
5.In

 a co
m

m
e

rcial co
n

te
xt,n

e
arly e

ve
ry co

p
yrig

h
t in

frin
g

e
-

m
e

n
t p

e
rp

e
trate

d
 kn

o
w

in
g

ly an
d

 w
illin

g
ly is se

e
n

 as frau
d

u
le

n
t.

It is h
ig

h
ly d

o
u

b
tfu

l w
h

e
th

e
r in

clu
sio

n
 o

f a w
o

rk in
 an

 in
te

rn
al b

u
sin

e
ss arch

ive

co
u

ld
 b

e
 b

ran
d

e
d

 m
alicio

u
s an

d
 frau

d
u

le
n

t.Th
e

 d
e

g
re

e
 to

 w
h

ich
 th

e
 n

o
rm

al e
xp

lo
ita-

tio
n

 b
y th

e
 co

p
yrig

h
t o

w
n

e
r is d

istu
rb

e
d

 is in
d

icative
 h

e
re.A

 w
o

rk th
at is cre

ate
d

 b
y

an
 e

m
p

lo
ye

e
 an

d
 is n

o
t in

d
e

p
e

n
d

e
n

tly e
xp

lo
ite

d
 w

ill b
e

 re
g

ard
e

d
 d

iffe
re

n
tly fro

m
 a

w
o

rk o
rig

in
atin

g
 fro

m
 a co

m
p

e
tito

r.G
ran

tin
g

 acce
ss to

 th
e

 w
o

rk o
n

 a m
o

re
 o

r le
ss

b
ro

ad
 scale

 is a m
o

re
 se

n
sitive

 m
atte

r.Th
e

 d
istrib

u
tio

n
 o

f th
e

 w
o

rk co
u

ld
 se

rio
u

sly

th
re

ate
n

 th
e

 e
xp

lo
itatio

n
 b

y th
e

 co
p

yrig
h

t h
o

ld
e

r.
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9
.

S
P

E
C

IA
L

 P
R

O
T

E
C

T
IO

N
 F

O
R

 C
O

M
P

U
T

E
R

 P
R

O
G

R
A

M
S

In
 acco

rd
an

ce
 w

ith
 th

e
 g

e
n

e
ral ru

le
s o

f crim
in

al law
,p

ro
se

cu
tio

n
 o

f acce
sso

rie
s is

p
o

ssib
le

 an
d

 all fo
rg

e
d

 w
o

rks as w
e

ll as re
so

u
rce

s u
se

d
 can

 b
e

 co
n

fiscate
d

2
0

6.Th
e

p
e

n
alty fo

r fo
rg

e
ry is a fin

e
 b

e
tw

e
e

n
 1

0
0

 an
d

 1
0

0
,0

0
0

 EU
R

,m
u

ltip
lie

d
 b

y a facto
r o

f

five
2

0
7.B

e
sid

e
 th

is th
e

 ju
d

g
e

 can
 o

rd
e

r th
e

 p
u

b
licatio

n
 o

f th
e

 ve
rd

ict.If th
e

 o
ffe

n
ce

 is

re
p

e
ate

d
,th

e
 ju

d
g

e
 can

 also
 p

ass a p
riso

n
 se

n
te

n
ce

 an
d

 o
rd

e
r th

e
 te

m
p

o
rary o

r d
e

fin
-

itive
 clo

su
re

 o
f th

e
 p

e
rp

e
trato

r’s e
stab

lish
m

e
n

t (co
m

p
an

y,o
rg

an
izatio

n
,…

).A
n

y in
te

r-

e
ste

d
 th

ird
 p

arty m
ay lo

d
g

e
 a co

m
p

lain
t;in

 ad
d

itio
n

 to
 th

e
 au

th
o

r,th
is can

 b
e

 an
yo

n
e

w
h

o
 e

xp
lo

its a p
art o

f th
e

 rig
h

ts.Th
e

 d
istrict atto

rn
e

y m
ay p

ro
se

cu
te

 in
d

e
p

e
n

d
e

n
tly.

8
.2

.C
IV

IL
 S

A
N

C
T

IO
N

S

Th
e

 co
p

yrig
h

t o
w

n
e

r can
 e

n
te

r a claim
 fo

r d
am

ag
e

s fo
r co

p
yrig

h
t in

frin
g

e
m

e
n

t

b
ase

d
 o

n
 th

e
 g

e
n

e
ral liab

ility ru
le

s in
 th

e
 B

e
lg

ian
 C

o
d

e
 o

f C
ivil Law

.To
 d

o
 th

is,th
re

e

th
in

g
s m

u
st b

e
 p

ro
ve

n
:w

ro
n

g
fu

l act,h
arm

 an
d

 th
e

 cau
sal co

n
n

e
ctio

n
 b

e
tw

e
e

n
 th

e

tw
o

.A
 b

re
ach

 o
f th

e
 co

p
yrig

h
t p

ro
visio

n
s is alre

ad
y an

 w
ro

n
g

fu
l act.M

alicio
u

s in
te

n
t

o
r frau

d
u

le
n

t p
u

rp
o

se
 is n

o
t re

q
u

ire
d

:e
ve

n
 so

m
e

o
n

e
 w

h
o

 in
frin

g
e

s a co
p

yrig
h

t in

g
o

o
d

 faith
 can

 still b
e

 h
e

ld
 liab

le.Th
e

 h
arm

 can
 take

 vario
u

s fo
rm

s in
clu

d
in

g
 lo

st p
ro

fit

an
d

 m
o

ral h
arm

 w
ill b

e
 cite

d
 fre

q
u

e
n

tly.Ju
d

g
e

s o
fte

n
 m

e
asu

re
 h

arm
 b

ase
d

 u
p

o
n

 th
e

rate
s u

se
d

 b
y co

p
yrig

h
t co

lle
ctin

g
 so

cie
tie

s o
r th

o
se

 cu
sto

m
ary in

 th
e

 re
le

van
t in

d
u

s-

try.C
ase

 law
 re

co
g

n
ize

s th
e

 cau
sal re

latio
n

sh
ip

 b
e

tw
e

e
n

 th
e

 co
p

yrig
h

t in
frin

g
e

m
e

n
t

an
d

 th
e

 h
arm

 su
ffe

re
d

 fairly e
asily,e

sp
e

cially in
 a co

m
m

e
rcial co

n
te

xt.

In
 e

xce
p

tio
n

al case
s,th

e
 n

atu
re

 o
f th

e
 co

p
yrig

h
t in

frin
g

e
m

e
n

t is su
ch

 th
at aw

ard
-

in
g

 e
ve

n
 a m

in
im

al am
o

u
n

t o
f d

am
ag

e
s is d

isp
ro

p
o

rtio
n

ate.So
m

e
tim

e
s b

rin
g

in
g

 su
it

is an
 e

xag
g

e
rate

d
 m

e
asu

re.In
 su

ch
 case

s,th
e

 p
e

rso
n

 w
h

o
 is strictly sp

e
akin

g
 co

m
-

m
ittin

g
 a co

p
yrig

h
t in

frin
g

e
m

e
n

t can
 co

u
n

te
rclaim

 th
at th

e
 au

th
o

r is ab
u

sin
g

 th
e

rig
h

ts g
ran

te
d

 b
y co

p
yrig

h
t law

.Th
is co

u
ld

 also
 b

e
 in

vo
ke

d
 ag

ain
st an

 e
m

p
lo

ye
e

 

w
h

o
 re

fu
se

s to
 g

ive
 p

e
rm

issio
n

 to
 in

clu
d

e
 h

is/h
e

r b
u

sin
e

ss co
rre

sp
o

n
d

e
n

ce
 an

d
 

d
o

cu
m

e
n

ts in
 th

e
 arch

ive
s.

Th
e

 Ju
d

icial C
o

d
e

 co
n

tain
s se

ve
ral sp

e
cial p

ro
ce

d
u

re
s to

 h
e

lp
 an

 au
th

o
r d

e
fe

n
d

 h
is

rig
h

ts.Th
e

 se
izu

re
 o

f fo
rg

e
rie

s allo
w

s th
e

 au
th

o
r to

 g
ath

e
r e

vid
e

n
ce

 o
f th

e
 in

frin
g

e
-

m
e

n
t 2

0
8.Th

e
 C

o
p

yrig
h

t A
ct p

ro
vid

e
s th

e
 au

th
o

r w
ith

 tw
o

 w
ays to

 p
ro

te
ct h

is rig
h

ts:

th
e

 au
th

o
r can

 e
n

te
r a p

e
titio

n
 fo

r in
ju

n
ctive

 re
lie

f 2
0

9
an

d
 can

 d
e

m
an

d
 th

at ce
rtain

m
ate

rials b
e

 co
n

fiscate
d

2
1

0.

C
o

p
yrig

h
t p

ro
te

ctio
n

 fo
r co

m
p

u
te

r p
ro

g
ram

s is re
g

u
late

d
 in

 th
e

 law
 o

f 3
0

 Ju
n

e

1
9

9
4

 o
n

 th
e

 le
g

al p
ro

te
ctio

n
 o

f co
m

p
u

te
r p

ro
g

ram
s.A

 fe
w

 p
articu

laritie
s o

f th
is law

w
ill b

e
 d

iscu
sse

d
 in

 w
h

at fo
llo

w
s.

9
.1

.D
E

F
IN

IT
IO

N
 O

F
 T

H
E

 T
E

R
M

 “C
O

M
P

U
T

E
R

 P
R

O
G

R
A

M
”

N
o

 d
e

fin
itio

n
 o

f th
e

 te
rm

 “co
m

p
u

te
r p

ro
g

ram
”is p

ro
vid

e
d

 in
 th

e
 law

.Th
e

 le
g

islato
r

fe
are

d
 th

at an
y d

e
fin

itio
n

 w
o

u
ld

 b
e

co
m

e
 o

b
so

le
te

 to
o

 q
u

ickly.Th
e

 p
re

p
arato

ry te
xts

fo
r th

e
 EU

 so
ftw

are
 d

ire
ctive

 d
e

scrib
e

d
 co

m
p

u
te

r p
ro

g
ram

s as a se
t o

f in
stru

ctio
n

s
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e
xp

re
sse

d
 in

 an
y fo

rm
,lan

g
u

ag
e,n

o
tatio

n
 o

r co
d

e,th
e

 p
u

rp
o

se
 o

f w
h

ich
 is to

 cau
se

 a

co
m

p
u

te
r to

 e
xe

cu
te

 a p
articu

lar task o
r fu

n
ctio

n
2

1
1.Th

u
s o

n
 th

e
 o

n
e

 h
an

d
 co

m
p

u
te

r

p
ro

g
ram

s are
 a kin

d
 o

f te
xt,an

d
 o

n
 th

e
 o

th
e

r h
an

d
 it e

n
co

m
p

asse
s a se

t o
f in

stru
c-

tio
n

s.In
 ad

d
itio

n
,th

e
 law

 p
o

in
ts o

u
t th

at th
e

 p
re

p
arato

ry m
ate

rial also
 falls w

ith
in

 th
e

sco
p

e
 o

f th
e

 law
.

C
o

m
p

u
te

r p
ro

g
ram

s are
 e

q
u

ate
d

 to
 lite

rary w
o

rks in
 th

e
 e

ye
s o

f co
p

yrig
h

t law
.Th

e

g
e

n
e

ral crite
ria –

 o
rig

in
ality an

d
 fo

rm
 –

 also
 ap

p
ly.A

 p
ro

g
ram

’s o
rig

in
ality m

u
st b

e

so
u

g
h

t in
 th

e
 stru

ctu
re

 u
se

d
 an

d
 th

e
 w

ay in
 w

h
ich

 in
stru

ctio
n

s are
 e

xp
re

sse
d

.M
o

st

p
ro

g
ram

s are
 o

n
ly d

istrib
u

te
d

 in
 b

in
ary fo

rm
 so

 th
at o

n
ly co

m
p

u
te

rs can
 re

ad
 th

e
m

.

Th
e

 u
se

r is th
e

re
fo

r u
n

ab
le

 to
 e

valu
ate

 th
e

 o
rig

in
ality an

d
 w

ill h
ave

 co
n

sid
e

r e
ach

p
ro

g
ram

 as p
o

te
n

tially co
ve

re
d

 b
y co

p
yrig

h
t.

9
.2

.T
H

E
 C

O
P

Y
R

IG
H

T
 H

O
L

D
E

R

Fo
r co

m
p

u
te

r p
ro

g
ram

s,to
o

,th
e

 in
itial au

th
o

r is th
e

 p
e

rso
n

 w
h

o
 cre

ate
d

 th
e

 p
ro

-

g
ram

.Th
is ru

le
 is h

o
w

e
ve

r m
itig

ate
d

 in
 favo

r o
f e

m
p

lo
ye

rs.O
n

ly th
e

 e
m

p
lo

ye
r is co

n
-

sid
e

re
d

 to
 b

e
 th

e
 h

o
ld

e
r o

f th
e

 p
ro

p
e

rty rig
h

ts to
 a co

m
p

u
te

r p
ro

g
ram

 w
ritte

n
 b

y o
n

e

o
r m

o
re

 e
m

p
lo

ye
e

s o
r civil se

rvan
ts in

 th
e

 e
xe

cu
tio

n
 o

f th
e

ir tasks o
r at th

e
 re

q
u

e
st o

f

th
e

 e
m

p
lo

ye
r,u

n
le

ss th
e

 co
n

tract o
r ap

p
o

in
tm

e
n

t state
s o

th
e

rw
ise.

9
.3

.E
X

T
E

N
T

 O
F

 T
H

E
 P

R
O

T
E

C
T

IO
N

A
 co

m
p

u
te

r p
ro

g
ram

 is p
ro

te
cte

d
 b

y th
e

 sam
e

 p
ro

p
e

rty rig
h

ts as an
y o

th
e

r w
o

rk,

b
u

t th
e

 m
o

ral rig
h

ts are
 m

o
re

 lim
ite

d
.Th

e
 au

th
o

r o
f a co

m
p

u
te

r p
ro

g
ram

 h
as n

o
 rig

h
t

o
f d

ivu
lg

atio
n

,b
u

t d
o

e
s h

ave
 th

e
 rig

h
t to

 b
e

 cre
d

ite
d

 w
ith

 th
e

 au
th

o
rsh

ip
 an

d
 th

e

rig
h

t to
 fo

rb
id

 an
y m

o
d

ificatio
n

 o
f h

is/h
e

r w
o

rk to
 th

e
 e

xte
n

t th
at th

is w
o

u
ld

 d
am

ag
e

h
is h

o
n

o
r o

r h
is re

p
u

tatio
n

.

9
.4

.C
O

P
Y

R
IG

H
T

 E
X

C
E

P
T

IO
N

S

Th
e

 au
th

o
r’s e

xclu
sive

 rig
h

ts are
 so

 e
xte

n
sive

 th
at n

o
rm

al u
se

 o
f h

is p
ro

g
ram

s is

fo
rb

id
d

e
n

,u
n

le
ss th

e
 au

th
o

r g
ive

s h
is e

xp
re

ss co
n

se
n

t.O
f co

u
rse,th

is is n
o

t th
e

 in
te

n
-

tio
n

 o
f th

e
 co

p
yrig

h
t law

.In
 o

rd
e

r to
 strike

 a ju
st b

alan
ce,se

ve
ral sp

e
cific e

xce
p

tio
n

s

h
ave

 b
e

e
n

 in
tro

d
u

ce
d

 in
 favo

r o
f th

e
 le

g
itim

ate
 u

se
r.Th

is is an
y p

e
rso

n
 w

h
o

 is in
 

p
o

sse
ssio

n
 o

f a le
g

ally o
b

tain
e

d
 co

p
y o

f th
e

 p
ro

g
ram

.

First an
d

 fo
re

m
o

st,th
e

 le
g

itim
ate

 u
se

r m
ay u

se
 th

e
 p

ro
g

ram
 fo

r th
e

 p
u

rp
o

se
 fo

r

w
h

ich
 it w

as cre
ate

d
.Th

e
 u

se
r m

ay m
ake

 co
p

ie
s,m

o
d

ificatio
n

s an
d

 m
ay co

rre
ct an

y

e
rro

rs th
at m

ay b
e

 p
re

se
n

t w
ith

o
u

t th
e

 au
th

o
r’s p

e
rm

issio
n

 in
so

far as th
is is strictly

n
e

ce
ssary to

 w
o

rk w
ith

 h
is/h

e
r co

p
y o

f th
e

 p
ro

g
ram

.

In
 p

ractice,th
e

se
 co

p
ie

s re
fe

r to
 th

e
 co

p
ie

s th
at th

e
 co

m
p

u
te

r lo
ad

s in
to

 th
e

 w
o

rk-

in
g

 m
e

m
o

ry w
h

e
n

 it ru
n

s a p
ro

g
ram

.Th
e

 u
se

rs’ag
re

e
m

e
n

t m
ay im

p
o

se
 re

strictive

co
n

d
itio

n
s,b

u
t,o

f co
u

rse,it can
n

o
t fo

rb
id

 th
e

 lo
ad

in
g

 an
d

 ru
n

n
in

g
 o

f th
e

 p
ro

g
ram

 in

th
e

 w
o

rkin
g

 m
e

m
o

ry.Th
e

 co
n

tract m
ay n

o
t fo

rb
id

 th
e

 co
rre

ctio
n

 o
f e

rro
rs,sin

ce
 su

ch

e
rro

rs can
 h

in
d

e
r n

o
rm

al u
se.A

n
d

 th
e

 le
g

itim
ate

 u
se

r m
ay m

ake
 o

n
e

 sin
g

le
 b

acku
p

co
p

y o
f th

e
 p

ro
g

ram
.H

e
 m

ay n
o

t p
ass th

is b
acku

p
 o

n
 to

 an
o

th
e

r u
se

r,b
e

cau
se

 it

w
o

u
ld

 th
e

n
 n

o
 lo

n
g

e
r b

e
 a b

acku
p

.A
 b

acku
p

 m
ay o

n
ly b

e
 m

ad
e

 w
h

e
n

 th
is is n

e
ce

s-

sary fo
r u

sin
g

 th
e

 p
ro

g
ram

.W
h

e
n

 th
e

 m
an

u
factu

re
r p

ro
vid

e
s a b

acku
p

,it is g
e

n
e

rally
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n
o

 lo
n

g
e

r n
e

ce
ssary to

 m
ake

 o
n

e.W
h

e
n

 th
e

 lice
n

se
 to

 u
se

 th
e

 p
ro

g
ram

 te
rm

in
ate

s,

th
e

 rig
h

t to
 ke

e
p

 a b
acku

p
 also

 e
n

d
s.

It is p
e

rm
itte

d
 to

 d
e

co
m

p
ile

 p
ro

g
ram

s to
 th

e
 e

xte
n

t th
at th

is is strictly n
e

ce
ssary

to
 cre

ate
 co

m
p

atib
le

 o
r in

te
ro

p
e

rab
le

 p
ro

g
ram

s.D
e

co
m

p
ilin

g
 to

 cre
ate

 a p
ro

g
ram

w
ith

 
th

e
 

sam
e

 
cap

ab
ility 

is 
e

xclu
d

e
d

.
Th

is 
e

xce
p

tio
n

 
e

xclu
d

e
s 

d
e

co
m

p
ilin

g
 

th
e

 

p
ro

g
ram

 to
 p

re
se

rve
 it so

 th
at it can

 b
e

 re
co

m
p

ile
d

 fo
r u

se
 o

n
 fu

tu
re

 syste
m

s.

A
s far as th

e
 co

p
yrig

h
t law

 o
n

 co
m

p
u

te
r p

ro
g

ram
s is co

n
ce

rn
e

d
,th

e
 p

re
se

rvatio
n

o
f co

m
p

u
te

r p
ro

g
ram

s in
 an

 arch
ive

 is o
n

ly p
o

ssib
le

 w
ith

 th
e

 au
th

o
r’s co

n
se

n
t.

9
.5

.P
E

N
A

L
 S

A
N

C
T

IO
N

S

Th
e

re
 is an

 ad
d

itio
n

al o
ffe

n
ce

 re
latin

g
 to

 co
m

p
u

te
r p

ro
g

ram
s:p

u
ttin

g
 a co

p
y o

f a

co
m

p
u

te
r p

ro
g

ram
 o

n
 th

e
 m

arke
t o

r p
o

sse
ssin

g
 a co

p
y fo

r co
m

m
e

rcial re
aso

n
s w

h
ilst

o
n

e
 kn

o
w

s o
r co

u
ld

 re
aso

n
ab

ly kn
o

w
 th

at th
e

 co
p

y is ille
g

itim
ate

2
1

2.

Th
is p

ro
visio

n
 is b

ro
ad

e
r th

an
 th

e
 o

ffe
n

ce
s d

e
scrib

e
d

 in
 th

e
 C

o
p

yrig
h

t A
ct.A

 co
p

y

o
f a co

m
p

u
te

r p
ro

g
ram

 can
 b

e
 a m

ate
rial co

p
y (C

D
-R

O
M

) o
r an

 im
m

ate
rial co

p
y (o

n

a w
e

b
site

).In
 ad

d
itio

n
 to

 co
m

m
e

rcializin
g

 ille
g

al co
p

ie
s,d

istrib
u

tin
g

 th
e

m
 w

ith
o

u
t a

co
m

m
e

rcial o
b

je
ctive

 is also
 p

u
n

ish
ab

le.Th
is also

 co
ve

rs fre
e,o

n
lin

e
 d

istrib
u

tio
n

 o
f a

co
p

y.R
e

aso
n

ab
ly kn

o
w

in
g

 is a co
n

sid
e

rab
ly w

e
ake

r co
n

d
itio

n
 th

an
 kn

o
w

in
g

ly an
d

w
illin

g
ly.Th

e
 p

e
n

alty is a fin
e

 b
e

tw
e

e
n

 1
0

0
 an

d
 1

0
0

,0
0

0
 EU

R
,m

u
ltip

lie
d

 b
y a facto

r o
f

five
2

1
3.

In
clu

d
in

g
 a co

m
p

u
te

r p
ro

g
ram

 in
 th

e
 arch

ive
 d

o
e

s n
o

t co
n

stitu
te

 th
is crim

in
al

o
ffe

n
ce.M

akin
g

 it availab
le

 to
,o

r allo
w

in
g

 it to
 b

e
 co

n
su

lte
d

 b
y,e

m
p

lo
ye

e
s an

d
 th

ird

p
artie

s co
u

ld
 b

e
 co

n
stru

e
d

 as ille
g

al trad
e.

1
0

.
S

P
E

C
IA

L
 P

R
O

T
E

C
T

IO
N

 F
O

R
 D

A
TA

B
A

S
E

S

D
atab

ase
s are

 p
ro

te
cte

d
 in

 tw
o

 d
iffe

re
n

t w
ays.Th

e
 d

atab
ase

 as a w
h

o
le

 can
 b

e

p
ro

te
cte

d
 b

y co
p

yrig
h

t if it is o
rig

in
al.B

o
th

 o
rig

in
al an

d
 n

o
n

-o
rig

in
al d

atab
ase

s fall

u
n

d
e

r a su
i g

en
eris

d
atab

ase
 rig

h
t,w

h
ich

 assig
n

s e
xclu

sive
 rig

h
ts to

 th
e

 d
atab

ase
 

p
ro

d
u

ce
r.

1
0

.1
.D

E
F

IN
IT

IO
N

 O
F

 T
H

E
 T

E
R

M
 “D

A
TA

B
A

S
E

”

A
 “d

atab
ase”is a co

lle
ctio

n
 o

f in
d

e
p

e
n

d
e

n
t w

o
rks,d

ata o
r o

th
e

r m
ate

rials arran
g

e
d

in
 a syste

m
atic o

r m
e

th
o

d
ical w

ay an
d

 in
d

ivid
u

ally acce
ssib

le
 b

y e
le

ctro
n

ic o
r o

th
e

r

m
e

an
s.A

 d
atab

ase
 can

 co
n

tain
 co

p
yrig

h
te

d
 w

o
rks,b

u
t it can

 also
 co

n
tain

 u
n

p
ro

-

te
cte

d
 w

o
rks o

r e
ve

n
 raw

 d
ata.Th

e
 e

le
m

e
n

ts m
u

st b
e

 in
d

e
p

e
n

d
e

n
t an

d
 m

ay n
o

t sim
-

p
ly b

e
 su

b
o

rd
in

ate
 e

le
m

e
n

ts o
f a larg

e
r w

h
o

le,su
ch

 as,fo
r in

stan
ce,ch

ap
te

rs in
 a b

o
o

k.

A
 ran

d
o

m
 co

lle
ctio

n
 o

f e
le

m
e

n
ts is n

o
t a d

atab
ase,b

u
t as so

o
n

 as th
e

 d
ata are

 o
rd

e
re

d

in
 an

y w
ay,th

e
y satisfy th

e
 co

n
d

itio
n

 o
f syste

m
atic o

r m
e

th
o

d
ical o

rd
e

rin
g

.Th
e

 u
se

r

m
u

st b
e

 ab
le

 to
 b

ro
w

se
 th

e
 vario

u
s e

le
m

e
n

ts w
ith

o
u

t h
avin

g
 to

 re
ad

 th
ro

u
g

h
 th

e

w
h

o
le

 co
lle

ctio
n

 e
ach

 tim
e.Th

is can
 b

e
 d

o
n

e
 b

y o
rd

e
rin

g
 th

e
 e

le
m

e
n

ts o
r se

ttin
g

 u
p

a se
arch

 syste
m

.A
 d

atab
ase

 can
 e

xist in
 p

ap
e

r o
r e

le
ctro

n
ic fo

rm
2

1
4.
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1
0

.2
.H

O
L

D
E

R
 O

F
 T

H
E

 C
O

P
Y

R
IG

H
T

 A
N

D
 T

H
E

 S
U

I G
E

N
E

R
IS

 

D
A

TA
B

A
S

E
 R

IG
H

T

Th
e

 g
e

n
e

ral co
p

yrig
h

t ru
le

 also
 ap

p
lie

s to
 d

atab
ase

s:th
e

 au
th

o
r is th

e
 o

n
e

 w
h

o

cre
ate

d
 th

e
 d

atab
ase.Fo

r o
n

e
 cate

g
o

ry o
f d

atab
ase

s th
e

 law
 p

re
su

p
p

o
se

s th
at o

n
ly

th
e

 e
m

p
lo

ye
r is th

e
 o

w
n

e
r o

f th
e

 e
co

n
o

m
ic rig

h
ts.Th

is is th
e

 case
 w

h
e

n
 th

e
 d

atab
ase

w
as d

e
ve

lo
p

e
d

 b
y o

n
e

 o
r m

o
re

 e
m

p
lo

ye
e

s o
r civil se

rvan
ts w

h
e

n
 p

e
rfo

rm
in

g
 th

e
ir

d
u

tie
s o

r fo
llo

w
in

g
 in

stru
ctio

n
s fro

m
 th

e
ir e

m
p

lo
ye

r,as lo
n

g
 as th

e
 d

atab
ase

 d
o

e
s n

o
t

b
e

lo
n

g
 to

 th
e

 cu
ltu

ral se
cto

r o
r th

e
 e

m
p

lo
ye

r’s co
n

tract o
r th

e
 civil se

rvan
t’s ap

p
o

in
t-

m
e

n
t d

o
e

s n
o

t state
 o

th
e

rw
ise.

C
o

lle
ctive

 lab
o

r ag
re

e
m

e
n

ts can
 stip

u
late

 fu
rth

e
r

d
e

tails.Th
e

 law
 d

o
e

s n
o

t d
e

fin
e

 th
e

 te
rm

 “cu
ltu

ral se
cto

r”,w
h

ich
 m

e
an

s th
at th

e
 co

u
rts

w
ill h

ave
 to

 in
te

rp
re

t th
is co

n
ce

p
t.

Th
e

 Su
i g

en
eris

d
atab

ase
 rig

h
t d

o
e

s n
o

t p
ro

te
ct th

e
 in

tim
ate

 b
o

n
d

 b
e

tw
e

e
n

 an

au
th

o
r an

d
 h

is cre
atio

n
,b

u
t d

o
e

s p
ro

te
ct th

e
 in

ve
stm

e
n

t m
ad

e
 b

y th
e

 p
ro

d
u

ce
r o

f th
e

d
atab

ase.Th
e

 p
ro

d
u

ce
r is th

e
 o

n
e

 w
h

o
 to

o
k th

e
 in

itiative
 an

d
 b

e
ars th

e
 risk o

f th
e

in
ve

stm
e

n
t le

ad
in

g
 to

 th
e

 cre
atio

n
 o

f th
e

 d
atab

ase
2

1
5.O

n
ly p

ro
d

u
ce

rs e
stab

lish
e

d
 in

a EU
 M

e
m

b
e

r State
 e

n
jo

y th
e

 rig
h

t to
 th

is p
ro

te
ctio

n
2

1
6.P

ro
d

u
ce

rs fro
m

 o
th

e
r co

u
n

-

trie
s can

 o
b

tain
 th

e
 sam

e
 p

ro
te

ctio
n

 w
h

e
n

 th
e

re
 is an

 ag
re

e
m

e
n

t o
n

 th
is m

atte
r

b
e

tw
e

e
n

 th
e

 EU
 an

d
 th

e
 co

u
n

try in
 q

u
e

stio
n

.Su
ch

 ag
re

e
m

e
n

ts can
 o

n
ly b

e
 e

n
te

re
d

in
to

 w
ith

 co
u

n
trie

s o
ffe

rin
g

 co
m

p
arab

le
 p

ro
te

ctio
n

.Th
u

s far,fe
w

 co
u

n
trie

s h
ave

 su
ch

a law
.

1
0

.3
.E

X
T

E
N

T
 O

F
 T

H
E

 C
O

P
Y

R
IG

H
T

 P
R

O
T

E
C

T
IO

N

Th
e

 sp
e

cial re
g

im
e

 fo
r d

atab
ase

s ap
p

lie
s to

 th
e

 d
atab

ase
 as a w

h
o

le
 an

d
 d

o
e

s n
o

t

co
ve

r th
e

 e
le

m
e

n
ts in

clu
d

e
d

 in
 it.Th

e
 “d

atab
ase

 as a w
h

o
le”,m

e
an

in
g

 th
e

 d
atab

ase’s

stru
ctu

re
 an

d
 p

re
se

n
tatio

n
,can

 e
n

jo
y co

p
yrig

h
t p

ro
te

ctio
n

 w
h

e
n

 th
e

 g
e

n
e

ral co
n

d
i-

tio
n

s h
ave

 b
e

e
n

 satisfie
d

.Th
e

 se
le

ctio
n

 o
r o

rd
e

rin
g

 o
f th

e
 d

atab
ase’s co

n
te

n
t can

d
e

m
o

n
strate

 its o
rig

in
ality.H

o
w

e
ve

r,th
e

 valu
e

 o
f m

an
y d

atab
ase

s lie
s in

 th
e

ir co
m

-

p
le

te
n

e
ss an

d
 fu

n
ctio

n
ality,

tw
o

 ch
aracte

ristics th
at o

fte
n

 e
xclu

d
e

 o
rig

in
ality.

Fo
r

in
stan

ce,th
e

 p
h

o
n

e
 b

o
o

k is alw
ays o

rd
e

re
d

 alp
h

ab
e

tically b
e

cau
se

 a m
o

re
 o

rig
in

al

o
rd

e
r w

o
u

ld
 n

o
t b

e
 ve

ry p
ractical.Th

e
 g

e
n

e
ral ru

le
s g

o
ve

rn
in

g
 co

p
yrig

h
t ap

p
ly to

 th
e

e
le

m
e

n
ts in

 th
e

 d
atab

ase.

Th
e

 au
th

o
r o

f an
 o

rig
in

al d
atab

ase
 re

ce
ive

s th
e

 sam
e

 p
ro

p
e

rty rig
h

ts to
 h

is 

w
o

rk as is th
e

 case
 fo

r o
th

e
r w

o
rks,n

am
e

ly th
e

 e
xclu

sive
 rig

h
ts o

f re
p

ro
d

u
ctio

n
 an

d
 

co
m

m
u

n
icatio

n
.

1
0
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F
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H
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N
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R
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Th
e

 su
i g

en
eris

d
atab

ase
 rig

h
t se

ts o
th

e
r crite

ria th
an

 co
p

yrig
h

t law
 to

 d
e

te
rm

in
e

w
h

ich
 d

atab
ase

s fall u
n

d
e

r th
is re

g
im

e.D
atab

ase
s are

 p
ro

te
cte

d
 w

h
e

n
 th

e
 o

b
tain

in
g

,

ve
rificatio

n
 o

r p
re

se
n

tatio
n

 o
f th

e
 co

n
te

n
ts re

q
u

ire
d

 a su
b

stan
tial in

ve
stm

e
n

t in
 a

q
u

alitative
 o

r q
u

an
titative

 se
n

se
2

1
7.

Th
e

 re
q

u
ire

d
 in

ve
stm

e
n

t can
 b

e
 a m

o
n

e
tary

in
ve

stm
e

n
t o

r an
 in

ve
stm

e
n

t o
f tim

e
 o

r e
ffo

rt.O
n

ly a su
b

stan
tial in

ve
stm

e
n

t is take
n

in
to

 acco
u

n
t.“Su

b
stan

tial”can
 re

fe
r to

 a larg
e

 q
u

an
titative

 in
ve

stm
e

n
t o

r an
 im

p
o

rtan
t

q
u

alitative
 in

ve
stm

e
n

t.Th
e

 p
ro

d
u

ce
r m

u
st b

e
 ab

le
 to

 d
e

m
o

n
strate

 th
at th

e
se

 co
n

d
i-

tio
n

s h
ave

 b
e

e
n

 fu
lfille

d
.



D
ig

ita
l a

rc
h

iv
in

g

Part 1:Th
e Leg

al Fram
ew

o
rk fo

r B
u

sin
ess A

rch
ives

65

Th
e

 o
b

je
ctive

 o
f th

e
 su

i g
en

eris
d

atab
ase

 rig
h

t is to
 p

ro
te

ct th
e

 p
ro

d
u

ce
r’s in

ve
st-

m
e

n
t b

y g
ran

tin
g

 h
im

 an
 e

xclu
sive

 rig
h

t to
 th

e
 e

xp
lo

itatio
n

 o
f th

e
 d

atab
ase.M

o
re

sp
e

cifically,th
e

 p
ro

d
u

ce
r m

ay im
p

o
se

 re
strictio

n
s o

n
 th

e
 re

trie
val an

d
 re

u
se

 o
f th

e

d
atab

ase
:“Extractio

n
”is p

e
rm

an
e

n
t o

r te
m

p
o

rary tran
sfe

r o
f all o

r a su
b

stan
tial p

art o
f

th
e

 co
n

te
n

ts o
f a d

atab
ase

 to
 an

o
th

e
r m

e
d

iu
m

 b
y an

y m
e

an
s o

r in
 an

y fo
rm

2
1

8.“R
e

-

u
tilizatio

n
”is an

y fo
rm

 o
f m

akin
g

 availab
le

 to
 th

e
 p

u
b

lic all o
r a su

b
stan

tial p
art o

f th
e

co
n

te
n

ts o
f a d

atab
ase

 b
y th

e
 d

istrib
u

tio
n

 o
f co

p
ie

s,b
y re

n
tin

g
,b

y o
n

-lin
e

 o
r o

th
e

r

fo
rm

s o
f tran

sm
issio

n
2

1
9.

Th
e

 p
ro

d
u

ce
r can

 fo
rb

id
 th

e
 e

xtractio
n

 o
r re

-u
tilizatio

n
 o

f th
e

 d
atab

ase
 as a w

h
o

le

o
r o

f a su
b

stan
tial p

art o
f it.Th

e
 crite

rio
n

 “su
b

stan
tial p

art”m
u

st b
e

 e
valu

ate
d

 re
lative

ly

an
d

 is p
ro

p
o

rtio
n

ate
 to

 th
e

 d
am

ag
e

 d
o

n
e

 to
 th

e
 p

ro
d

u
ce

r’s in
ve

stm
e

n
t.A

 p
art can

 b
e

su
b

stan
tial b

e
cau

se
 o

f th
e

 am
o

u
n

t o
f in

fo
rm

atio
n

 (q
u

an
titative

 crite
rio

n
) o

r b
e

cau
se

o
f th

e
 n

atu
re

 o
f th

e
 d

ata (q
u

alitative
 crite

rio
n

) th
at is e

xtracte
d

 o
r re

-u
tilize

d
.In

 so
m

e

case
s,th

e
 p

ro
d

u
ce

r m
ay also

 fo
rb

id
 th

e
 e

xtractio
n

 o
r re

-u
tilizatio

n
 o

f a n
o

n
-su

b
stan

tial

p
art,n

am
e

ly w
h

e
n

 th
is co

n
flicts w

ith
 th

e
 n

o
rm

al e
xp

lo
itatio

n
 o

f th
e

 d
atab

ase
 o

r w
h

e
n

th
is w

o
u

ld
 u

n
re

aso
n

ab
ly p

re
ju

d
ice

 th
e

 le
g

itm
ate

 in
te

re
sts o

f th
e

 p
ro

d
u

ce
r 2

2
0.

Th
e

 re
co

rd
s m

an
ag

e
r w

ill fre
q

u
e

n
tly h

ave
 to

 arch
ive

 co
m

p
le

te
 d

atab
ase

s.In
 th

at

case,
th

e
re

 is a q
u

e
stio

n
 o

f e
xtractin

g
 th

e
 d

atab
ase

 as a w
h

o
le.

In
 p

rin
cip

le,
th

e
 

p
ro

d
u

ce
r m

u
st g

ive
 h

is/h
e

r p
e

rm
issio

n
 fo

r th
is.M

akin
g

 th
e

 d
atab

ase
 availab

le
 to

 th
e

p
u

b
lic can

 th
e

n
 b

e
 a typ

e
 o

f re
-u

tilizatio
n

.

1
0

.5
.S

A
N

C
T

IO
N

S

A
 vio

latio
n

 o
f th

e
 co

p
yrig

h
t o

n
 a d

atab
ase

 is p
u

n
ish

e
d

 in
 acco

rd
an

ce
 w

ith
 th

e

g
e

n
e

ral ru
le

s o
f th

e
 C

o
p

yrig
h

t A
ct.

Th
e

 B
e

lg
ian

 D
atab

ase
 P

ro
te

ctio
n

 A
ct cre

ate
s 

se
ve

ral san
ctio

n
s to

 p
ro

te
ct th

e
 su

i g
en

eris
d

atab
ase

 rig
h

t,w
h

ich
 ru

n
 p

aralle
l to

 th
e

san
ctio

n
s in

 th
e

 C
o

p
yrig

h
t A

ct.Th
re

e
 typ

e
s o

f actio
n

s are
 co

n
sid

e
re

d
 fo

rg
e

ry
2

2
1:th

e

m
alicio

u
s o

r frau
d

u
le

n
t vio

latio
n

 o
f th

e
 p

ro
d

u
ce

r’s rig
h

t,th
e

 m
alicio

u
s o

r frau
d

u
le

n
t

u
se

 o
f th

e
 p

ro
d

u
ce

r’s n
am

e
 o

r o
f a d

istin
ctive

 ch
aracte

ristic w
ith

 w
h

ich
 h

e
 sig

n
s h

is

p
ro

p
e

rty (e.g
.a lo

g
o

),an
d

 fin
ally re

-u
tilizin

g
 co

p
ie

d
 d

atab
ase

s fo
r co

m
m

e
rcial p

u
r-

p
o

se
s,sto

rin
g

 th
e

m
 fo

r re
-u

tilizatio
n

 o
r im

p
o

rtin
g

 th
e

m
 in

 B
e

lg
iu

m
,to

 th
e

 e
xten

t th
at

th
e

 p
e

rp
e

trato
r

kn
o

w
s th

at th
e

 d
atab

ase
s h

ave
 b

e
e

n
 co

p
ie

d
.

Th
e

 p
e

n
alty is id

e
n

tical to
 th

at se
t b

y co
p

yrig
h

t law
2

2
2.Th

e
 ju

d
g

e
 can

 also
 o

rd
e

r th
e

p
u

b
licatio

n
 o

f th
e

 ve
rd

ict an
d

 th
e

 clo
su

re
 o

f th
e

 p
e

rp
e

trato
r’s e

stab
lish

m
e

n
t 2

2
3.Th

e

o
w

n
e

r can
 in

vo
ke

 th
e

 sam
e

 civil san
ctio

n
s an

d
 m

e
asu

re
s as ap

p
ly u

n
d

e
r co

p
yrig

h
t law

.

Th
e

 co
m

m
e

n
ts o

n
 th

e
 san

ctio
n

s u
n

d
e

r co
p

yrig
h

t law
 ap

p
ly e

q
u

ally to
 th

is co
n

te
xt 2

2
4.

1
1

.
C

A
S

E
 S

T
U

D
Y

:A
R

C
H

IV
IN

G
 T

H
E

 C
O

M
P

A
N

Y
 W

E
B

S
IT

E

W
h

e
re

as co
p

yrig
h

t h
as little

 im
p

act o
n

 a co
m

p
an

y’s p
ap

e
r arch

ive,it m
u

st b
e

 g
ive

n

d
u

e
 co

n
sid

e
ratio

n
 w

h
e

n
 e

stab
lish

in
g

 a d
ig

ital arch
ive.Th

e
 in

clu
sio

n
 o

f a d
o

cu
m

e
n

t in

th
e

 arch
ive

 re
q

u
ire

s th
e

 cre
atio

n
 o

f vario
u

s co
p

ie
s.M

o
re

o
ve

r,th
e

se
 co

p
ie

s m
u

st g
e

n
e

r-

ally b
e

 m
o

d
ifie

d
 in

 o
rd

e
r to

 b
e

 su
itab

le
 fo

r arch
ivin

g
.G

ran
tin

g
 e

m
p

lo
ye

e
s acce

ss to
 th

e

arch
ive

 is a kin
d

 o
f co

m
m

u
n

icatio
n

 to
 th

e
 p

u
b

lic,
e

ve
n

 th
o

u
g

h
 th

is m
ay b

e
 an

e
xtre

m
e

ly lim
ite

d
 p

u
b

lic.A
ll th

e
se

 actio
n

s fall u
n

d
e

r th
e

 co
p

yrig
h

t h
o

ld
e

r’s m
o

n
o

p
o

ly.
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Th
e

 im
p

act o
f co

p
yrig

h
t law

 o
n

 th
e

 d
ig

ital arch
ive

 an
d

 th
e

 o
p

tio
n

s o
p

e
n

 to
 th

e

arch
ivist are

 e
xp

lain
e

d
 b

e
lo

w
 b

y w
ay o

f a p
ractical e

xam
p

le,m
o

re
 sp

e
cifically arch

i-

vin
g

 a co
m

p
an

y w
e

b
site.O

rg
an

izatio
n

s m
ay w

ish
 to

 arch
ive

 th
e

ir w
e

b
site

s fo
r e

vi-

d
e

n
ce

 p
u

rp
o

se
s,fo

r in
stan

ce,in
 o

rd
e

r to
 d

e
m

o
n

strate
 co

m
p

lian
ce

 w
ith

 d
isclo

su
re

re
q

u
ire

m
e

n
ts im

p
o

se
d

 b
y law

.

1
1

.1
.C

R
E

A
T

IN
G

 A
 C

O
R

P
O

R
A

T
E

 W
E

B
S

IT
E

In
 g

e
n

e
ral,a w

e
b

site
 is n

o
t cre

ate
d

 b
y o

n
e

 p
e

rso
n

,b
u

t b
y a w

h
o

le
 te

am
.A

 g
rap

h
-

ics d
e

sig
n

e
r d

e
sig

n
s a lo

g
o

 an
d

 th
e

 style
 fo

r th
e

 w
e

b
site.A

 w
e

b
 d

e
ve

lo
p

e
r tran

sfo
rm

s

th
is d

e
sig

n
 in

to
 a u

sab
le

 te
m

p
late.A

 p
h

o
to

g
rap

h
e

r p
ro

vid
e

s p
ictu

re
s.A

ll th
e

se
 e

le
-

m
e

n
ts take

n
 se

p
arate

ly are
 g

e
n

e
rally su

fficie
n

tly o
rig

in
al to

 b
e

 p
ro

te
cte

d
 b

y co
p

y-

rig
h

t.
Th

e
 

g
rap

h
ics 

d
e

sig
n

e
r,

w
e

b
 

d
e

ve
lo

p
e

r 
an

d
 

p
h

o
to

g
rap

h
e

r 
are

 
th

e
 

o
rig

in
al

au
th

o
rs o

f th
e

se
 w

o
rks.Th

e
 w

h
o

le
 co

m
p

o
se

d
 b

y th
e

se
 e

le
m

e
n

ts p
ro

d
u

ce
s th

e
 site’s

lo
o

k an
d

 fe
e

l,w
h

ich
 can

 b
e

 p
ro

te
cte

d
 as a co

m
p

o
site

 w
o

rk.

Th
e

 co
n

te
n

t o
f a co

rp
o

rate
 site

 is o
fte

n
 p

ro
vid

e
d

 b
y th

e
 m

arke
tin

g
 d

e
p

artm
e

n
t.

O
th

e
r d

o
cu

m
e

n
ts m

ay also
 b

e
 p

u
b

lish
e

d
 o

n
 th

e
 site,fo

r in
stan

ce,p
ro

d
u

ct d
o

cu
m

e
n

-

tatio
n

,
re

p
o

rts o
r an

n
u

al acco
u

n
ts.Th

e
se

 d
o

cu
m

e
n

ts fall u
n

d
e

r th
e

 co
p

yrig
h

t law
,

u
n

le
ss th

e
y can

n
o

t b
e

 co
n

sid
e

re
d

 o
rig

in
al.Th

e
 re

sp
e

ctive
 au

th
o

rs o
f th

e
se

 te
xts are

th
e

 o
rig

in
al h

o
ld

e
rs o

f th
e

 co
p

yrig
h

t.

1
1

.2
.A

R
C

H
IV

IN
G

 T
H

E
 C

O
M

P
A

N
Y

 W
E

B
S

IT
E

Th
e

re
 are

 vario
u

s strate
g

ie
s fo

r arch
ivin

g
 w

e
b

site
s.O

n
e

 p
o

ssib
le

 o
p

tio
n

 is to
 m

ake

a co
p

y o
f all th

e
 file

s th
at w

e
re

 u
se

d
 to

 co
n

stru
ct th

e
 site.O

fte
n

 ce
rtain

 ch
an

g
e

s m
u

st

b
e

 m
ad

e
 to

 p
re

se
rve

 th
e

 site
 in

 w
ay th

at w
ill ke

e
p

 it acce
ssib

le.

Fo
r d

yn
am

ic w
e

b
site

s d
rive

n
 b

y a d
atab

ase
 th

is m
ay b

e
 to

o
 co

m
p

licate
d

 o
r to

o

e
xp

e
n

sive.In
 th

is case
 a scre

e
n

 cap
tu

re
 m

o
vie

 can
 b

e
 m

ad
e

 w
h

ich
 sh

o
w

s h
o

w
 visito

rs

vie
w

 th
e

 site.

In
 b

o
th

 case
s a co

p
y o

f th
e

 site
 is p

ro
d

u
ce

d
 fo

r arch
ival p

u
rp

o
se

s.Th
e

 scre
e

n
 

cap
tu

re
 can

 e
ve

n
 b

e
 se

e
n

 as a d
e

rivative
 w

o
rk.H

e
n

ce,th
e

 p
e

rm
issio

n
 o

f all in
vo

lve
d

co
p

yrig
h

t h
o

ld
e

rs is n
e

ce
ssary in

 o
rd

e
r to

 arch
ive

 th
e

 site.

1
1

.3
.A

R
C

H
IV

A
L

 L
IC

E
N

S
E

W
h

ile
 arch

ive
s an

d
 lib

rarie
s in

 th
e

 p
u

b
lic se

cto
r can

 in
vo

ke
 ce

rtain
 co

p
yrig

h
t

e
xce

p
tio

n
s,

th
is is n

o
t th

e
 case

 in
 th

e
 p

rivate
 se

cto
r.

C
o

m
p

an
ie

s m
u

st o
b

tain
 th

e
 

n
e

ce
ssary lice

n
se

s to
 co

n
stru

ct an
d

 u
se

 th
e

ir arch
ive.A

 sp
e

cific arch
ival lice

n
se

 o
r a

g
e

n
e

ral tran
sfe

r o
f co

p
yrig

h
ts are

 tw
o

 p
o

ssib
le

 ave
n

u
e

s.

Th
e

 co
m

p
an

y can
 o

p
t to

 e
n

te
r in

to
 a sp

e
cific arch

ival lice
n

se
 ag

re
e

m
e

n
t w

ith
 all

th
o

se
 in

vo
lve

d
 in

 co
n

stru
ctin

g
 th

e
 site.A

 n
o

n
-tran

sfe
rab

le
 an

d
 n

o
n

-e
xclu

sive
 lice

n
se

w
ith

 th
e

 fo
llo

w
in

g
 rig

h
ts can

 su
ffice

:th
e

 rig
h

t to
 m

ake
 co

p
ie

s,to
 m

ake
 te

ch
n

ically n
e

c-

e
ssary m

o
d

ificatio
n

s an
d

 to
 m

ake
 th

e
 w

o
rk availab

le
 w

ith
in

 th
e

 co
m

p
an

y.W
ith

 su
ch

 a

lice
n

se,th
e

 co
m

p
an

y can
 m

an
ag

e
 an

 arch
ive

 fo
r its o

w
n

 in
te

rn
al u

se.

N
o

rm
ally,a co

m
p

an
y w

ill w
ish

 b
ro

ad
e

r rig
h

ts.W
ith

 re
sp

e
ct to

 th
e

 co
n

trib
u

tio
n

 o
f

th
e

 e
m

p
lo

ye
e

s,in
 th

is e
xam

p
le

 th
e

 m
arke

tin
g

 an
d

 p
ro

d
u

ctio
n

 d
e

p
artm

e
n

ts,th
e

 lab
o

r

ag
re

e
m

e
n

t o
r a C

LA
 can

 stip
u

late
 th

e
 tran

sfe
r o

f co
p

yrig
h

ts.In
 th

is w
ay,th

e
 co

m
p

an
y
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acq
u

ire
s th

e
 p

ro
p

e
rty rig

h
ts to

 all th
e

 w
o

rk cre
ate

d
 b

y th
e

 e
m

p
lo

ye
e

 in
 e

xe
cu

tio
n

 o
f

h
is co

n
tract fro

m
 th

e
 tim

e
 o

f h
irin

g
 o

r th
e

 clo
sin

g
 o

f th
e

 C
LA

.

Th
e

 co
n

tract w
ith

 th
e

 g
rap

h
ics d

e
sig

n
e

r an
d

 th
e

 w
e

b
 d

e
sig

n
e

r can
 also

 stip
u

late

th
e

 tran
sfe

r o
f th

e
 p

ro
p

e
rty rig

h
ts o

n
 w

o
rks to

 b
e

 cre
ate

d
.A

 co
m

p
an

y arch
ive

 in
 th

e

cu
ltu

ral se
cto

r is su
b

je
ct to

 m
o

re
 re

strictive
 g

e
n

e
ral ru

le
s rath

e
r th

an
 th

e
 m

o
re

 fle
xib

le

ru
le

s,so
 th

at fu
tu

re
 m

o
d

e
s o

f e
xp

lo
itatio

n
 can

n
o

t b
e

 tran
sfe

rre
d

.

W
h

e
n

 th
e

 p
h

o
to

g
rap

h
e

r d
o

e
s n

o
t d

e
live

r m
ad

e
-to

-o
rd

e
r w

o
rk,a lice

n
se

 ag
re

e
-

m
e

n
t m

u
st b

e
 co

n
clu

d
e

d
 w

ith
 h

im
/h

e
r in

 acco
rd

an
ce

 w
ith

 th
e

 g
e

n
e

ral ru
le

s o
f co

p
y-

rig
h

t law
.Th

e
 lice

n
se

 can
 o

n
ly co

ve
r e

xistin
g

 m
o

d
e

s o
f e

xp
lo

itatio
n

 an
d

 m
u

st d
e

scrib
e

th
e

 co
n

d
itio

n
s fo

r e
ach

 m
o

d
e

 in
 d

e
tail.

A
 th

ird
 p

o
ssib

ility co
n

sists in
 re

q
u

e
stin

g
 th

e
 re

sp
e

ctive
 au

th
o

rs to
 re

le
ase

 th
e

ir

w
o

rk u
n

d
e

r a stan
d

ard
 o

p
e

n
 so

u
rce

 lice
n

se.Th
e

 G
e

n
e

ral P
u

b
lic Lice

n
se

 (G
P

L) an
d

 th
e

Le
sse

r 
G

e
n

e
ral 

P
u

b
lic 

Lice
n

se
 

(LG
P

L) 
are

 
co

m
m

o
n

 
e

xam
p

le
s 

fo
r 

co
m

p
u

te
r 

p
ro

-

g
ram

s
2

2
5.Th

e
 vario

u
s C

re
ative

 C
o

m
m

o
n

s P
u

b
lic Lice

n
se

s are
 o

fte
n

 u
se

d
 fo

r te
xts,

m
u

sic an
d

 im
ag

e
s

2
2

6.O
n

e
 ch

aracte
ristic o

f th
e

se
 lice

n
se

s is th
at th

e
 au

th
o

r g
ive

s a

n
o

n
-e

xclu
sive

 an
d

 g
e

n
e

rally tran
sfe

rab
le

 lice
n

se
 to

 co
p

y,d
istrib

u
te

 an
d

 cre
ate

 d
e

rive
d

p
ro

d
u

cts fro
m

 h
is w

o
rk.In

 so
m

e
 case

s strin
g

e
n

t re
cip

ro
city re

q
u

ire
m

e
n

ts ap
p

ly
2

2
4.

1
2

.
A

R
C

H
IV

IN
G

 IS
 C

O
P

Y
IN

G

C
o

p
yrig

h
t law

 p
ro

vid
e

s far-re
ach

in
g

 p
ro

te
ctio

n
 fo

r th
e

 au
th

o
r’s in

te
re

sts,w
h

ile
 th

e

rig
h

tfu
l in

te
re

sts o
f th

e
 u

se
r are

 d
e

alt w
ith

 o
n

ly m
arg

in
ally.A

rch
ivin

g
 e

le
ctro

n
ic w

o
rks

re
q

u
ire

s vario
u

s actio
n

s th
at fall w

ith
in

 th
e

 m
o

n
o

p
o

ly o
f th

e
 au

th
o

r.
In

 p
rin

cip
le,

o
rg

an
izatio

n
s m

u
st o

b
tain

 p
e

rm
issio

n
 fro

m
 th

e
 co

p
yrig

h
t h

o
ld

e
rs if th

e
y w

ish
 to

arch
ive

 p
ro

te
cte

d
 w

o
rks.W

ith
 re

sp
e

ct to
 co

p
yrig

h
t-p

ro
te

cte
d

 w
o

rks cre
ate

d
 b

y th
e

o
rg

an
izatio

n
’s e

m
p

lo
ye

e
s o

r to
 o

rd
e

r,it is ad
visab

le
 to

 n
e

g
o

tiate
 co

n
se

n
t fo

r arch
ivin

g

as e
arly as p

o
ssib

le.

K
.

C
O

N
C

LU
S

IO
N

Th
e

 law
 h

as a p
ro

fo
u

n
d

 im
p

act o
n

 th
e

 cre
atio

n
,th

e
 m

ain
te

n
an

ce
 an

d
 th

e
 u

se
 o

f

d
ig

ital arch
ive

s.M
an

y re
g

u
latio

n
s e

xist p
re

scrib
in

g
 in

 w
h

ich
 fo

rm
 d

o
cu

m
e

n
ts sh

o
u

ld

b
e

 d
rafte

d
 an

d
 p

re
se

rve
d

.O
ve

r th
e

 p
ast ye

ars,se
ve

ral o
b

lig
atio

n
s to

 u
se

 p
ap

e
r h

ave

b
e

e
n

 am
e

n
d

e
d

 in
 favo

r o
f m

o
re

 te
ch

n
o

lo
g

ically n
e

u
tral p

ro
visio

n
s.Th

e
 g

e
n

e
ral ru

le
s

o
f e

vid
e

n
ce,w

h
ich

 in
d

icate
 h

o
w

 d
o

cu
m

e
n

ts sh
o

u
ld

 b
e

 cre
ate

d
 an

d
 p

re
se

rve
d

 w
h

e
n

n
o

 sp
e

cific ru
le

s ap
p

ly,h
ave

 also
 b

e
e

n
 m

o
d

ifie
d

 to
 b

e
tte

r acco
m

m
o

d
ate

 d
ig

ital d
o

c-

u
m

e
n

ts.Th
e

 in
tro

d
u

ctio
n

 o
f th

e
 e

le
ctro

n
ic sig

n
atu

re
 fo

r th
e

 co
n

clu
sio

n
 o

f co
n

tracts is

an
 im

p
o

rtan
t ste

p
 fo

rw
ard

 in
 th

is re
sp

e
ct,th

o
u

g
h

 it is b
y n

o
 m

e
an

s th
e

 last.In
 g

e
n

e
ral,

th
e

 m
o

d
e

rn
ize

d
 ru

le
s le

ave
 m

u
ch

 fre
e

d
o

m
 o

f ch
o

ice
 to

 citize
n

s an
d

 o
rg

an
izatio

n
s o

n

h
o

w
 to

 d
e

sig
n

 an
d

 o
rg

an
ize

 th
e

ir re
co

rd
s m

an
ag

e
m

e
n

t.Th
e

 b
o

tto
m

 lin
e

 re
m

ain
s th

e
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L.
A

N
N

E
X

 1
.

T
H

E
 D

IG
ITA

L S
IG

N
A

T
U

R
E

 T
E

C
H

N
O

LO
G

Y

V
ario

u
s te

ch
n

iq
u

e
s can

 b
e

 u
se

d
 to

 p
ro

d
u

ce
 an

 e
le

ctro
n

ic sig
n

atu
re.Th

e
 m

o
st

w
id

e
sp

re
ad

 te
ch

n
o

lo
g

y to
d

ay is th
e

 d
ig

ital sig
n

atu
re.Th

is te
ch

n
o

lo
g

y se
rve

d
 as a

m
o

d
e

l fo
r th

e
 te

rm
 “ad

van
ce

d
 e

le
ctro

n
ic sig

n
atu

re”
in

 th
e

 EU
 Ele

ctro
n

ic Sig
n

atu
re

D
ire

ctive.Th
e

 b
asic p

rin
cip

le
s o

f h
o

w
 a d

ig
ital sig

n
atu

re
 w

o
rks are

 e
xp

lain
e

d
 in

 th
e

 

fo
llo

w
in

g
 p

arag
rap

h
s.

Th
e

 d
ig

ital sig
n

atu
re

 allo
w

s tw
o

 o
b

je
ctive

s to
 b

e
 ach

ie
ve

d
:e

stab
lish

in
g

 th
e

 o
rig

in

o
f a d

o
cu

m
e

n
t an

d
 ve

rifyin
g

 its in
te

g
rity.Th

e
se

 tw
o

 ch
aracte

ristics allo
w

 th
e

 au
th

o
r to

au
th

e
n

ticate
 d

o
cu

m
e

n
ts,w

h
ich

 m
e

an
s th

at sig
n

ato
ry co

n
firm

s th
at h

e
 is th

e
 au

th
o

r

o
f 

th
is 

p
articu

lar 
d

o
cu

m
e

n
t.

Th
is 

is 
also

 
th

e
 

m
ain

 
o

b
je

ctive
 

o
f 

th
e

 
h

an
d

w
ritte

n
 

sig
n

atu
re,w

h
ich

 e
xp

lain
s th

e
 p

o
p

u
larity o

f d
ig

ital sig
n

atu
re

 te
ch

n
o

lo
g

y am
o

n
g

 le
g

al

sch
o

lars.W
h

e
n

 e
xch

an
g

in
g

 in
fo

rm
atio

n
 via o

p
e

n
 n

e
tw

o
rks,su

ch
 as th

e
 in

te
rn

e
t,su

ch

au
th

e
n

ticatio
n

 can
 b

e
 ve

ry im
p

o
rtan

t.

Th
e

 d
ig

ital sig
n

atu
re

 is a sm
all,e

n
cryp

te
d

 co
m

p
u

te
r file

 (d
ata in

 e
le

ctro
n

ic fo
rm

)

th
at is ad

d
e

d
 to

 th
e

 e
le

ctro
n

ic in
fo

rm
atio

n
 to

 b
e

 au
th

e
n

ticate
d

.Th
is co

m
p

u
te

r file
 is

o
b

tain
e

d
 b

y p
e

rfo
rm

in
g

 tw
o

 o
p

e
ratio

n
s o

n
 th

e
 e

le
ctro

n
ic in

fo
rm

atio
n

:h
ash

in
g

 an
d

e
n

cryp
tin

g
.

ab
ility to

 co
n

vin
ce

 b
u

sin
e

ss p
artn

e
rs,g

o
ve

rn
m

e
n

t ad
m

in
istratio

n
s an

d
 ju

d
g

e
s o

f th
e

au
th

e
n

ticity o
f th

e
 d

o
cu

m
e

n
ts p

re
se

rve
d

.

Th
e

 p
re

se
rvatio

n
 o

f d
ig

ital re
co

rd
s an

d
 th

e
 m

an
ag

e
m

e
n

t o
f th

e
 arch

ive
s in

 th
e

 

p
rivate

 se
cto

r m
u

st co
m

p
ly w

ith
 th

e
 le

g
al fram

e
w

o
rk o

n
 p

rivacy p
ro

te
ctio

n
 an

d
 

co
p

yrig
h

t law
.

In
 o

rd
e

r to
 ach

ie
ve

 th
is,a th

o
ro

u
g

h
 u

n
d

e
rstan

d
in

g
 is re

q
u

ire
d

 o
f th

e
 so

u
rce

 o
f

e
ach

 d
o

cu
m

e
n

t,its typ
e

 o
f co

n
te

n
t,th

e
 p

e
o

p
le

 in
vo

lve
d

 in
 it an

d
 th

e
 co

n
te

xt in
 w

h
ich

it w
as cre

ate
d

.M
e

tad
ata sh

o
u

ld
 b

e
 ke

p
t sp

e
cifyin

g
 w

h
ich

 actio
n

s w
e

re
 p

e
rfo

rm
e

d
 to

co
m

p
ly w

ith
 th

e
 law

.

A
 care

fu
lly d

rafte
d

 arch
ival p

o
licy w

ill allo
w

 o
rg

an
izatio

n
s to

 co
n

tro
l an

d
 acce

ss

in
te

rn
al in

fo
rm

atio
n

 m
o

re
 e

fficie
n

tly,w
h

ile
 p

re
se

rvin
g

 re
liab

le
 e

vid
e

n
ce

 in
 co

m
p

lian
ce

w
ith

 le
g

al re
q

u
ire

m
e

n
ts.C

le
arly,d

ig
ital arch

ival can
n

o
t b

e
 an

 afte
rth

o
u

g
h

t o
f in

fo
r-

m
atio

n
 m

an
ag

e
m

e
n

t,b
u

t sh
o

u
ld

 b
e

 take
n

 in
to

 acco
u

n
t at th

e
 d

e
sig

n
 stag

e
 o

f an
y

in
fo

rm
atio

n
 syste

m
.
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1
.

H
A

S
H

IN
G

H
ash

in
g

 is a te
ch

n
iq

u
e

 w
ith

 w
h

ich
 e

le
ctro

n
ic in

fo
rm

atio
n

 can
 b

e
 re

d
u

ce
d

 to
 a

u
n

iq
u

e
 fixe

d
-le

n
g

th
 co

d
e.B

y ap
p

lyin
g

 vario
u

s m
ath

e
m

atical fu
n

ctio
n

s to
 th

e
 d

o
cu

-

m
e

n
t,th

e
 h

ash
in

g
 alg

o
rith

m
 calcu

late
s a h

ash
in

g
 co

d
e.Th

is h
ash

in
g

 co
d

e
 is u

n
iq

u
e

fo
r e

ach
 d

o
cu

m
e

n
t,w

h
ich

 is w
h

y it is also
 calle

d
 a d

ig
ital fin

g
e

rp
rin

t.If e
ve

n
 a sin

g
le

ch
aracte

r in
 th

e
 d

ig
ital d

o
cu

m
e

n
t is m

o
d

ifie
d

 in
 tran

sm
issio

n
 o

r sto
rag

e,th
e

 re
su

ltin
g

h
ash

in
g

 co
d

e
 w

ill b
e

 d
iffe

re
n

t.
B

y co
m

p
arin

g
 th

e
 o

rig
in

al h
ash

in
g

 co
d

e
 w

ith
 th

e
 

cu
rre

n
t o

n
e,o

n
e

 can
 d

e
te

rm
in

e
 w

h
e

th
e

r a d
o

cu
m

e
n

t h
as ch

an
g

e
d

 o
r n

o
t.

A
 sim

p
le

 e
xam

p
le

 can
 illu

strate
 th

is.A
 sim

p
le

 h
ash

in
g

 alg
o

rith
m

 co
u

ld
 w

o
rk as 

fo
llo

w
s:“re

p
lace

 e
ach

 le
tte

r b
y its p

o
sitio

n
 in

 th
e

 alp
h

ab
e

t an
d

 th
e

n
 ad

d
 all th

e
se

 n
u

m
-

b
e

rs.R
e

start co
u

n
tin

g
 at ze

ro
 e

ach
 tim

e
 th

e
 su

m
 o

f th
e

se
 n

u
m

b
e

rs re
ach

e
s o

n
e

 m
il-

lio
n

.”Th
e

 e
n

d
 re

su
lt w

ill b
e

 a n
u

m
b

e
r sm

alle
r th

an
 o

n
e

 m
illio

n
.Th

at n
u

m
b

e
r is th

e

h
ash

in
g

 co
d

e.If e
ve

n
 o

n
e

 le
tte

r in
 th

e
 te

xt o
f th

e
 m

e
ssag

e
 ch

an
g

e
s,th

e
n

 th
e

 h
ash

in
g

co
d

e
 w

ill b
e

 d
iffe

re
n

t.

O
f co

u
rse,th

is h
ash

in
g

 alg
o

rith
m

 is to
o

 sim
p

le
 to

 o
ffe

r ce
rtain

ty.If tw
o

 le
tte

rs o
r

w
o

rd
s ch

an
g

e
 p

lace,th
is w

ill still p
ro

d
u

ce
 th

e
 sam

e
 h

ash
in

g
 co

d
e.Eve

n
 su

ch
 a m

in
o

r

ch
an

g
e

 co
u

ld
 p

ro
d

u
ce

 a n
e

w
 d

o
cu

m
e

n
t w

ith
 an

 e
n

tire
ly d

iffe
re

n
t m

e
an

in
g

.Th
e

 p
h

e
-

n
o

m
e

n
o

n
 in

 w
h

ich
 tw

o
 d

iffe
re

n
t te

xts p
ro

d
u

ce
 th

e
 sam

e
 h

ash
 co

d
e

 is calle
d

 a h
ash

co
llisio

n
.W

ith
 a g

o
o

d
 h

ash
in

g
 alg

o
rith

m
 it is p

ractically im
p

o
ssib

le,fro
m

 a statistical

p
o

in
t o

f vie
w

,to
 fin

d
 tw

o
 d

iffe
re

n
t d

o
cu

m
e

n
ts w

ith
 th

e
 sam

e
 h

ash
in

g
 co

d
e.O

n
ly

w
h

e
n

 su
ch

 an
 alg

o
rith

m
 is u

se
d

,can
 w

e
 b

e
 ce

rtain
 th

at e
le

ctro
n

ic in
fo

rm
atio

n
 h

as

re
m

ain
e

d
 u

n
ch

an
g

e
d

.

Th
e

 o
rig

in
al fin

g
e

rp
rin

t m
u

st b
e

 safe
g

u
ard

e
d

 ag
ain

st m
an

ip
u

latio
n

 to
 allo

w
 th

e

o
rig

in
al h

ash
in

g
 co

d
e

 to
 b

e
 co

m
p

are
d

 w
ith

 th
e

 p
re

se
n

t h
ash

in
g

 co
d

e.En
cryp

tio
n

te
ch

n
iq

u
e

s are
 u

se
d

 to
 ach

ie
ve

 th
is.
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2
.

E
N

C
R

Y
P

T
IO

N

En
cryp

tio
n

 o
r cryp

to
g

rap
h

y is th
e

 scie
n

ce
 th

at in
ve

stig
ate

s h
o

w
 in

fo
rm

atio
n

 can

b
e

 safe
g

u
ard

e
d

 fro
m

,am
o

n
g

 o
th

e
r th

in
g

s,u
n

au
th

o
rize

d
 acce

ss.In
 an

tiq
u

ity,Ju
liu

s

C
ae

sar u
se

d
 sim

p
le

 e
n

cryp
tio

n
 alg

o
rith

m
s to

 e
xch

an
g

e
 m

e
ssag

e
s w

ith
 h

is g
e

n
e

rals.

En
cryp

tio
n

 o
r e

n
co

d
in

g
 m

e
an

s th
at th

e
 o

rig
in

al p
lain

te
xt m

e
ssag

e
 is tran

sfo
rm

e
d

in
to

 a cip
h

e
r te

xt th
at se

am
s m

e
an

in
g

le
ss.Th

e
 re

ve
rse

 o
p

e
ratio

n
 is calle

d
 d

e
cryp

tio
n

o
r d

e
cip

h
e

rin
g

.A
 ke

y kn
o

w
n

 o
n

ly to
 th

e
 se

n
d

e
r an

d
 re

cip
ie

n
t can

 b
e

 u
se

d
 fo

r e
n

cryp
t-

in
g

 an
d

 d
e

cryp
tin

g
.En

cryp
tin

g
 th

e
 co

n
te

n
t o

f a m
e

ssag
e

 p
re

ve
n

ts o
th

e
rs th

an
 th

e

se
n

d
e

r an
d

 re
cip

ie
n

t fro
m

 b
e

in
g

 ab
le

 to
 re

ad
 it.

In
 ad

d
itio

n
,

it is ce
rtain

 th
at an

e
n

cryp
te

d
 m

e
ssag

e
 th

at can
 b

e
 d

e
cip

h
e

re
d

 b
y u

sin
g

 th
e

 co
m

m
o

n
 se

cre
t ke

y o
rig

i-

n
ate

s fro
m

 o
n

e
 o

f th
e

se
 tw

o
 p

artie
s.Th

is syste
m

,in
 w

h
ich

 o
n

e
 se

cre
t ke

y is sh
are

d
 b

y

th
e

 tw
o

 p
artie

s,is calle
d

 sym
m

e
tric cryp

to
g

rap
h

y.

H
o

w
e

ve
r,th

e
re

 are
 m

an
y d

isad
van

tag
e

s to
 sym

m
e

tric cryp
to

g
rap

h
y.It is n

o
t su

it-

ab
le

 to
 se

cu
re

 e
le

ctro
n

ic co
m

m
u

n
icatio

n
 in

 an
 o

p
e

n
 n

e
tw

o
rk e

n
viro

n
m

e
n

t su
ch

 as

th
e

 in
te

rn
e

t.Th
e

 p
artie

s to
 th

e
 co

m
m

u
n

icatio
n

 m
u

st co
n

tact o
n

e
 an

o
th

e
r via a se

cu
re

ch
an

n
e

l to
 e

xch
an

g
e

 th
e

 se
cre

t ke
y.H

o
w

e
ve

r,e
le

ctro
n

ic co
m

m
e

rce
 w

ill u
su

ally take

p
lace

 b
e

tw
e

e
n

 p
artie

s w
h

o
 d

o
 n

o
t kn

o
w

 o
r tru

st e
ach

 o
th

e
r an

d
 w

h
o

 h
ave

 o
n

ly o
n

e

co
m

m
e

rcial co
n

tact.D
u

rin
g

 th
is e

xch
an

g
e,a th

ird
 p

arty can
 also

 in
te

rce
p

t th
e

 se
cre

t

ke
y.M

o
re

o
ve

r,th
is still le

ave
s tw

o
 p

artie
s h

o
ld

in
g

 th
e

 se
cre

t ke
y,w

h
ich

 m
e

an
s th

at

o
n

e
 o

f th
e

 p
artn

e
rs can

 p
ass h

im
se

lf o
ff as th

e
 o

th
e

r.B
e

cau
se

 th
e

 sam
e

 ke
y is sh

are
d

,

it is still n
o

t p
o

ssib
le

 to
 b

e
 co

m
p

le
te

ly su
re

 ab
o

u
t th

e
 se

n
d

e
r’s id

e
n

tity.Fin
ally,th

e
re

are
 an

 in
fin

ite
 n

u
m

b
e

r o
f p

o
te

n
tial se

n
d

e
r an

d
 re

cip
ie

n
t p

airs o
n

 th
e

 in
te

rn
e

t an
d

e
ach

 se
n

d
e

r w
o

u
ld

 n
e

e
d

 a se
p

arate
 se

cre
t ke

y fo
r e

ach
 re

cip
ie

n
t.

A
sym

m
e

tric cryp
to

g
rap

h
y re

so
lve

s th
is p

ro
b

le
m

 b
y u

sin
g

 tw
o

 d
iffe

re
n

t b
u

t co
m

-

p
le

m
e

n
tary ke

ys
2

2
8.M

e
ssag

e
s e

n
cryp

te
d

 w
ith

 o
n

e
 ke

y –
 th

e
 se

cre
t ke

y –
 can

 o
n

ly b
e

d
e

cryp
te

d
 w

ith
 th

e
 co

m
p

le
m

e
n

tary ke
y –

 th
e

 p
u

b
lic ke

y.Th
e

 se
n

d
e

r n
e

e
d

 o
n

ly ke
e

p

h
is ke

y se
cre

t to
 b

e
 su

re
 th

at n
o

 o
n

e
 e

lse
 can

 se
n

d
 m

e
ssag

e
s in

 h
is n

am
e.Th

is can
 b

e

co
m

p
are

d
 w

ith
 th

e
 P

IN
 co

d
e

 o
n

 a b
an

kcard
.Th

e
 p

u
b

lic ke
y m

ay b
e

 kn
o

w
n

 to
 all an

d

can
,fo

r in
stan

ce,b
e

 in
clu

d
e

d
 in

 an
 e

le
ctro

n
ic d

ire
cto

ry co
n

tain
in

g
 all th

e
 p

u
b

lic ke
ys

fo
r p

articip
an

ts in
 th

e
 n

e
tw

o
rk.

In
 asym

m
e

tric cryp
to

g
rap

h
y th

e
 ke

ys can
 u

su
ally also

 b
e

 u
se

d
 in

 re
ve

rse.A
 m

e
s-

sag
e

 e
n

co
d

e
d

 w
ith

 th
e

 re
cip

ie
n

t’s p
u

b
lic ke

y can
 o

n
ly b

e
 d

e
cip

h
e

re
d

 w
ith

 th
e

 co
rre

-

sp
o

n
d

in
g

 p
rivate

 ke
y.Eve

ryo
n

e
 can

 e
n

co
d

e
 m

e
ssag

e
s in

 th
is m

an
n

e
r,b

u
t o

n
ly th

e

o
w

n
e

r o
f th

e
 p

rivate
 ke

y can
 d

e
co

d
e

 th
e

m
.Th

is e
n

su
re

s th
e

 co
n

fid
e

n
tiality o

f th
e

m
e

ssag
e

s.
Th

is 
is 

th
e

 
w

ay 
to

 
e

n
co

d
e

 
th

e
 

co
n

te
n

t 
o

f 
e

le
ctro

n
ic 

m
e

ssag
e

s 
w

ith
 

asym
m

e
tric cryp

to
g

rap
h

y
:

1
.Th

e
 se

n
d

e
r lo

o
ks u

p
 th

e
 re

cip
ie

n
t’s p

u
b

lic ke
y in

 th
e

 e
le

ctro
n

ic d
ire

cto
ry an

d

u
se

s th
is p

u
b

lic ke
y to

 e
n

cryp
t th

e
 m

e
ssag

e.

2
.O

n
ly th

e
 re

cip
ie

n
t can

 d
e

cip
h

e
r th

e
 m

e
ssag

e,b
e

cau
se

 n
o

 o
n

e
 e

lse
 h

o
ld

s th
e

p
rivate

 ke
y co

rre
sp

o
n

d
in

g
 to

 th
e

 p
u

b
lic ke

y th
at w

as u
se

d
.

Th
e

 p
u

b
lic an

d
 p

rivate
 ke

ys co
m

p
rise

 a “ke
y p

air”.Each
 p

articip
an

t in
 th

e
 n

e
tw

o
rk

m
u

st o
n

ly h
ave

 o
n

e
 ke

y p
air to

 se
n

d
 au

th
e

n
ticate

d
 m

e
ssag

e
s an

d
 re

ce
ive

 co
n

fid
e

n
-

tial m
e

ssag
e

s.Th
e

 p
articip

an
t can

 u
se

 th
e

 sam
e

 ke
y p

air re
p

e
ate

d
ly,re

g
ard

le
ss o

f th
e

o
th

e
r p

arty w
ith

 w
h

o
m

 h
e

/sh
e

 co
m

m
u

n
icate

s.

A
sym

m
e

tric cryp
to

g
rap

h
y w

as o
rig

in
ally d

e
ve

lo
p

e
d

 as a n
e

w
 w

ay o
f e

n
cryp

tin
g

e
le

ctro
n

ic m
e

ssag
e

s so
 th

at n
o

 o
n

e
 b

e
sid

e
s th

e
 in

te
n

d
e

d
 re

cip
ie

n
t co

u
ld

 re
ad

 th
e

m
.
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A
s tim

e
 w

e
n

t b
y,it ap

p
e

are
d

 th
at th

e
 re

ve
rse

 d
ire

ctio
n

 h
ad

 ad
van

tag
e

o
u

s ap
p

lica-

tio
n

s.Th
e

 se
n

d
e

r can
 u

n
e

q
u

ivo
cally id

e
n

tify h
im

se
lf/h

e
rse

lf as th
e

 au
th

o
r o

f h
is/h

e
r

m
e

ssag
e

s b
y e

n
cryp

tin
g

 th
e

m
 w

ith
 h

is/h
e

r p
rivate

 ke
y.Eve

ryo
n

e
 can

 u
se

 th
e

 p
u

b
lic

ke
y to

 ve
rify th

e
 o

rig
in

 an
d

 in
te

g
rity o

f th
e

 m
e

ssag
e

s.Th
e

se
 ch

aracte
ristics m

ake

asym
m

e
tric 

cryp
to

g
rap

h
y 

an
 

e
xce

lle
n

t 
e

le
ctro

n
ic 

su
b

stitu
te

 
fo

r 
th

e
 

h
an

d
w

ritte
n

 

sig
n

atu
re.

3
.

S
IG

N
IN

G
 A

 M
E

S
S

A
G

E

A
 d

ig
ital sig

n
atu

re
 is cre

ate
d

 as fo
llo

w
s:

• A
 h

ash
in

g
 alg

o
rith

m
 is u

se
d

 to
 calcu

late
 th

e
 fin

g
e

rp
rin

t o
f th

e
 m

e
ssag

e
 to

 b
e

sig
n

e
d

.

• Th
e

n
 th

e
 se

n
d

e
r e

n
cryp

ts th
e

 h
ash

in
g

 co
d

e
 w

ith
 h

is o
w

n
 p

rivate
 ke

y.Th
e

re
su

lt o
f th

is p
ro

ce
ss is calle

d
 th

e
 “d

ig
ital sig

n
atu

re”.Th
e

 d
ig

ital sig
n

atu
re

 is

ad
d

e
d

 to
 th

e
 d

o
cu

m
e

n
t an

d
 se

n
t w

ith
 it to

 th
e

 re
cip

ie
n

t.

It is n
o

t n
e

ce
ssary to

 e
n

cryp
t th

e
 co

m
p

le
te

 m
e

ssag
e.O

n
ly th

e
 h

ash
in

g
 co

d
e

 n
e

e
d

b
e

 e
n

cryp
te

d
,w

h
ich

 re
q

u
ire

s m
u

ch
 le

ss calcu
latin

g
 p

o
w

e
r.

4
.

V
E

R
IF

Y
IN

G
 T

H
E

 S
IG

N
A

T
U

R
E

Th
e

 re
cip

ie
n

t m
u

st ve
rify th

e
 se

n
d

e
r’s d

ig
ital sig

n
atu

re
 to

 d
e

te
rm

in
e

 th
e

 o
rig

in
ato

r o
f

th
e

 d
o

cu
m

e
n

t.Th
is is h

o
w

 it is d
o

n
e

:

• Th
e

 re
cip

ie
n

t calcu
late

s th
e

 h
ash

in
g

 co
d

e
 fo

r th
e

 m
e

ssag
e

 re
ce

ive
d

.Th
e

 

d
ig

ital sig
n

atu
re

 se
n

t w
ith

 th
e

 d
o

cu
m

e
n

t is an
 e

n
cryp

te
d

 h
ash

in
g

 co
d

e
 th

at

th
e

 se
n

d
e

r calcu
late

d
.

• Th
e

 re
cip

ie
n

t lo
o

ks u
p

 th
e

 se
n

d
e

r’s p
u

b
lic ke

y in
 an

 e
le

ctro
n

ic d
ire

cto
ry o

r

o
b

tain
s it in

 so
m

e
 o

th
e

r w
ay.

• Th
e

 d
ig

ital sig
n

atu
re

 can
 b

e
 d

e
co

d
e

d
 u

sin
g

 th
e

 p
u

b
lic ke

y so
 th

at th
e

 o
rig

i-

n
al h

ash
in

g
 co

d
e

 b
e

co
m

e
s le

g
ib

le.Th
e

 d
ig

ital sig
n

atu
re

 is su
cce

ssfu
lly ve

ri-

fie
d

 w
h

e
n

 th
e

 o
rig

in
al h

ash
in

g
 co

d
e

 an
d

 th
e

 calcu
late

d
 h

ash
in

g
 co

d
e

 are

id
e

n
tical.Th

e
 re

cip
ie

n
t can

 th
e

n
 b

e
 ce

rtain
 ab

o
u

t th
e

 in
te

g
rity o

f th
e

 m
e

s-

sag
e.B

e
sid

e
 th

is th
e

 re
cip

ie
n

t h
as re

lative
 ce

rtain
ty ab

o
u

t th
e

 se
n

d
e

r’s id
e

n
-

tity.Th
e

 m
e

ssag
e

 is se
n

t b
y th

e
 o

w
n

e
r o

f th
e

 p
rivate

 ke
y th

at co
rre

sp
o

n
d

s to

th
e

 p
u

b
lic ke

y u
se

d
.Th

e
 se

n
d

e
r is id

e
n

tifie
d

 to
 th

e
 e

xte
n

t th
at th

e
 re

cip
ie

n
t

kn
o

w
s w

ith
 ce

rtain
ty w

h
o

 th
e

 o
w

n
e

r o
f th

is ke
y p

air is.
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5
.

P
U

B
L

IC
 K

E
Y

 IN
F

R
A

S
T

R
U

C
T

U
R

E

Th
e

 d
ig

ital sig
n

atu
re

 id
e

n
tifie

s th
e

 se
n

d
e

r o
f a m

e
ssag

e
 o

n
ly re

lative
ly.Th

e
 re

cip
i-

e
n

t m
u

st le
arn

 in
 o

n
e

 w
ay o

r an
o

th
e

r w
h

o
 o

w
n

s th
e

 p
u

b
lic ke

y u
se

d
 to

 ve
rify th

e
 sig

-

n
atu

re.So
m

e
o

n
e

 m
ig

h
t g

e
n

e
rate

 a ke
y p

air an
d

 p
lace

 th
e

 p
u

b
lic ke

y in
 th

e
 e

le
ctro

n
ic

d
ire

cto
ry u

n
d

e
r so

m
e

o
n

e
 e

lse’s n
am

e.
In

 th
is w

ay h
e

 can
 p

re
te

n
d

 to
 b

e
 an

o
th

e
r 

p
e

rso
n

.Th
e

re
 is n

o
 in

trin
sic b

o
n

d
 b

e
tw

e
e

n
 a ke

y p
air an

d
 a sp

e
cific p

e
rso

n
.

“C
e

rtificate
s”e

xp
licitly e

stab
lish

in
g

 th
e

 lin
k b

e
tw

e
e

n
 a p

u
b

lic ke
y an

d
 a p

articu
lar

p
e

rso
n

 are
 u

se
d

 to
 re

so
lve

 th
is p

ro
b

le
m

.A
 ce

rtificate
 can

 b
e

 co
m

p
are

d
 w

ith
 an

 id
e

n
-

tity card
.In

 p
rin

cip
le

 an
yo

n
e

 can
 h

an
d

 o
u

t su
ch

 ce
rtificate

s statin
g

 th
e

 lin
k b

e
tw

e
e

n

a p
u

b
lic ke

y an
d

 a sp
e

cific p
e

rso
n

 in
 a d

o
cu

m
e

n
t,w

h
ich

 h
e

 th
e

n
 sig

n
s.Th

ird
 p

artie
s

w
ill co

n
sid

e
r su

ch
 a ce

rtificate
 cre

d
ib

le
 to

 th
e

 e
xte

n
t th

at th
e

y h
ave

 co
n

fid
e

n
ce

 th
at

th
e

 ce
rtificate

 issu
e

r is te
llin

g
 th

e
 tru

th
.Th

is so
lu

tio
n

 is su
fficie

n
t w

ith
in

 sm
all circle

s,

b
u

t it is n
o

t p
racticab

le
 o

n
 a larg

e
 scale.Th

at is w
h

y sp
e

cialize
d

 co
m

p
an

ie
s o

ffe
r th

e
ir

se
rvice

s as in
d

e
p

e
n

d
e

n
t “tru

ste
d

 th
ird

 p
artie

s”(T
TP

) th
at g

ran
t ce

rtificate
s to

 an
yo

n
e

w
h

o
 asks fo

r th
e

m
.Th

e
se

 co
m

p
an

ie
s are

 calle
d

 “C
e

rtificate
 A

u
th

o
ritie

s”
(C

A
),

e
ve

n

th
o

u
g

h
 th

e
y are

 o
fte

n
 p

rivate
 co

m
p

an
ie

s
2

2
9.In

 th
is case,to

o
,th

ird
 p

artie
s w

ill o
n

ly h
ave

co
n

fid
e

n
ce

 in
 th

e
 ce

rtificate
s w

h
e

n
 th

e
y h

ave
 co

n
fid

e
n

ce
 in

 th
e

 q
u

ality o
f th

e
 C

A
.

Th
e

 C
A

 e
stab

lish
e

s th
e

 lin
k b

e
tw

e
e

n
 a p

e
rso

n
 an

d
 a p

u
b

lic ke
y in

 a ce
rtificate.

O
rg

an
izatio

n
s as w

e
ll as n

atu
ral p

e
rso

n
s can

 o
w

n
 a p

u
b

lic ke
y.D

e
p

e
n

d
in

g
 o

n
 th

e

d
e

sire
d

 le
ve

l o
f ce

rtificate
 se

cu
rity,th

e
 C

A
 ve

rifie
s th

e
 accu

racy o
f th

e
 id

e
n

tificatio
n

d
ata su

p
p

lie
d

 w
ith

 m
o

re
 o

r le
ss scru

tin
y.A

 lo
w

 le
ve

l ce
rtificate

 m
ay m

e
n

tio
n

 o
n

ly a

p
se

u
d

o
n

ym
.To

 o
b

tain
 an

 ad
van

ce
d

 ce
rtificate,th

e
 C

A
 can

 re
q

u
ire

 th
e

 o
w

n
e

r o
f th

e

p
u

b
lic ke

y to
 p

re
se

n
t h

im
se

lf/h
e

rse
lf in

 p
e

rso
n

 b
e

fo
re

 th
e

 ce
rtificate

 is issu
e

d
.A

 ce
r-

tificate
 is n

o
 m

o
re

 th
an

 a d
ig

ital d
o

cu
m

e
n

t th
at is sig

n
e

d
 b

y th
e

 C
A

 an
d

 th
at co

n
tain

s

a p
u

b
lic ke

y an
d

 so
m

e
 id

e
n

tificatio
n

 d
ata ab

o
u

t th
e

 ce
rtificate

 h
o

ld
e

r.
Th

e
 lin

k

b
e

tw
e

e
n

 th
e

 o
w

n
e

r an
d

 h
is/h

e
r p

rivate
 ke

y n
e

e
d

 n
o

t b
e

 e
stab

lish
e

d
 in

 a ce
rtificate,

sin
ce

 th
e

 p
rivate

 ke
y is in

se
p

arab
le

 fro
m

 th
e

 p
u

b
lic ke

y.

Th
e

 ce
rtificate

 h
o

ld
e

r can
 in

clu
d

e
 a co

p
y o

f th
e

 ce
rtificate

 w
ith

 h
is d

ig
itally sig

n
e

d

m
e

ssag
e

s.Th
e

 re
cip

ie
n

t o
f th

e
 d

ig
ital in

fo
rm

atio
n

 can
 ve

rify th
e

 ce
rtificate

 u
sin

g
 th

e

C
A

’s p
u

b
lic ke

y,ju
st as th

e
 d

ig
ital sig

n
atu

re
 is ve

rifie
d

 u
sin

g
 th

e
 ce

rtificate
 h

o
ld

e
r’s

A
sym

m
etric cryp

to
g

rap
h

y:verificatio
n
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p
u

b
lic ke

y.Fo
r th

is re
aso

n
,th

e
 C

A
’s p

u
b

lic ke
y m

u
st b

e
 d

isclo
se

d
.It allo

w
s th

e
 re

cip
i-

e
n

t to
 b

e
 ce

rtain
 w

h
ich

 C
A

 issu
e

d
 th

e
 ce

rtificate.W
h

e
n

 h
e

 tru
sts th

e
 C

A
,h

e
 w

ill acce
p

t

th
e

 lin
k b

e
tw

e
e

n
 th

e
 p

u
b

lic ke
y an

d
 th

e
 id

e
n

tity as it is e
stab

lish
e

d
 in

 th
e

 ce
rtificate

issu
e

d
 b

y th
e

 C
A

It is cle
ar th

at a w
h

o
le

 in
frastru

ctu
re

 in
 ad

d
itio

n
 to

 th
e

 ke
y p

airs is n
e

e
d

e
d

 to

e
n

su
re

 au
th

e
n

ticatio
n

 in
 an

 e
le

ctro
n

ic e
n

viro
n

m
e

n
t.Th

is fram
e

w
o

rk,calle
d

 “P
u

b
lic K

e
y

In
frastru

ctu
re”

(P
K

I),
w

h
ich

 
co

n
sists 

o
f 

a 
co

m
b

in
atio

n
 

o
f 

h
ard

w
are,

so
ftw

are
 

an
d

 

p
ro

ce
d

u
re

s,is a fram
e

w
o

rk w
ith

in
 w

h
ich

 a varie
ty o

f se
rvice

s b
ase

d
 o

n
 p

u
b

lic ke
y

cryp
to

g
rap

h
y can

 b
e

 im
p

le
m

e
n

te
d

.
It o

ffe
rs so

lu
tio

n
s fo

r m
atte

rs su
ch

 as ke
y 

m
an

ag
e

m
e

n
t,

ce
rtificate

 m
an

ag
e

m
e

n
t,

acce
ss to

 re
g

iste
rs,

e
tc.

P
K

I is an
 im

p
o

rtan
t 

e
le

m
e

n
t in

 th
e

 se
cu

rity o
f th

e
 IC

T e
n

viro
n

m
e

n
t.
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A
.

IN
T

R
O

D
U

C
T

IO
N

Th
e

 D
A

V
ID

-p
ro

je
ct e

xam
in

e
d

 h
o

w
 e

le
ctro

n
ic re

co
rd

s can
 b

e
 arch

ive
d

 in
 a d

u
rab

le

an
d

 re
liab

le
 w

ay.Lo
n

g
-te

rm
 arch

ivin
g

 o
f e

le
ctro

n
ic re

co
rd

s is a ch
alle

n
g

e
 fo

r a varie
ty

o
f re

aso
n

s an
d

 h
as a n

u
m

b
e

r o
f o

b
stacle

s to
 o

ve
rco

m
e.Th

e
se

 w
ill b

e
 su

m
m

arise
d

o
n

e
-b

y-o
n

e
 b

e
lo

w
,so

 it g
e

ts cle
ar w

h
at so

lu
tio

n
s are

 n
e

e
d

e
d

 fo
r e

le
ctro

n
ic re

co
rd

ke
e

p
in

g
.Sin

ce
 th

e
 D

A
V

ID
-re

se
arch

 p
rim

arily fo
cu

sse
d

 o
n

 e
le

ctro
n

ic re
co

rd
s,it is u

se
-

fu
l to

 e
xam

in
e

 o
u

r stu
d

y o
b

je
ct m

o
re

 clo
se

ly in
 th

e
 se

co
n

d
 se

ctio
n

 o
f th

is ch
ap

te
r.Th

is

is 
th

e
 

in
itial 

co
n

ce
p

t 
fro

m
 

w
h

ich
 

th
e

 
b

ro
ad

 
ran

g
e

 
o

f 
p

ro
b

le
m

s 
an

d
 

issu
e

s 
is

ap
p

ro
ach

e
d

,w
h

ich
 co

n
ce

rn
 e

le
ctro

n
ic arch

ivin
g

 in
 g

e
n

e
ral (se

ctio
n

 3
).

1
.

P
R

O
B

L
E

M
S

 A
N

D
 IS

S
U

E
S

?

A
d

m
in

istrative
 staff m

e
m

b
e

rs,p
u

b
lic se

rvan
ts,IT m

an
ag

e
rs,re

co
rd

s m
an

ag
e

rs an
d

arch
ivists are

 in
cre

asin
g

ly co
n

fro
n

te
d

 w
ith

 th
e

 safe
ke

e
p

in
g

 an
d

 arch
ivin

g
 o

f e
le

ctro
n

ic

re
co

rd
s.Ele

ctro
n

ic re
co

rd
 ke

e
p

in
g

 is n
o

t se
lf-e

vid
e

n
t;it re

q
u

ire
s a n

u
m

b
e

r o
f sp

e
cial

so
lu

tio
n

s fo
r:

• 1
.1

.th
e

 te
ch

n
o

lo
g

ical o
b

so
le

sce
n

ce

• 1
.2

.th
e

 larg
e

 q
u

an
tity o

f d
o

cu
m

e
n

ts

• 1
.3

.th
e

 ap
p

raisal an
d

 se
le

ctio
n

 p
ro

ce
ss

• 1
.4

.th
e

 varie
ty o

f d
o

cu
m

e
n

ts

• 1
.5

.th
e

 au
th

e
n

ticity an
d

 re
liab

ility o
f re

co
rd

s

• 1
.6

.th
e

 arch
ivin

g
 o

f th
e

 co
n

te
xt

• 1
.7

.th
e

 re
trie

val an
d

 th
e

 acce
ssib

ility

1
.1

.T
H

E
 T

E
C

H
N

O
LO

G
IC

A
L

 O
B

S
O

L
E

S
C

E
N

C
E

Ele
ctro

n
ic re

co
rd

s are
 p

e
r d

e
fin

itio
n

 d
ig

ital.A
 ce

rtain
 h

ard
- an

d
 so

ftw
are

 co
n

fig
u

-

ratio
n

 is re
q

u
ire

d
 fo

r acce
ssin

g
 an

d
 vie

w
in

g
 d

ig
ital d

o
cu

m
e

n
ts.O

n
e

 m
u

st d
e

p
art fro

m

th
e

 p
rin

cip
le

 th
at re

co
rd

s w
ill h

ave
 a lo

n
g

e
r life

sp
an

 th
an

 th
e

 h
ard

- an
d

 so
ftw

are
 co

n
-

fig
u

ratio
n

s in
 w

h
ich

 th
e

y w
e

re
 cre

ate
d

 o
r m

an
ag

e
d

,th
e

re
fo

re
 a so

lu
tio

n
 fo

r te
ch

n
o

-

lo
g

ical o
b

so
le

sce
n

ce
 m

u
st b

e
 availab

le.A
n

 e
le

ctro
n

ic re
co

rd
 can

,afte
r all,h

ave
 a ve

ry

lo
n

g
 o

r e
ve

n
 p

e
rm

an
e

n
t arch

ival valu
e,w

h
ile

 th
e

 ave
rag

e
 IT in

frastru
ctu

re
 o

n
ly h

as an

ave
rag

e
 o

p
e

ratin
g

 life
sp

an
 b

e
tw

e
e

n
 5

 an
d

 1
0

 ye
ars.

Te
ch

n
o

lo
g

ical o
b

so
le

sce
n

ce

ap
p

lie
s also

 to
 th

e
 sto

rag
e

 m
e

d
ia th

at co
n

tain
s th

e
 d

ig
ital in

fo
rm

atio
n

.D
ig

ital m
e

d
ia,

su
ch

 as h
ard

 d
isks,

C
D

-r’s an
d

 tap
e

s h
ave

 a sh
o

rte
r o

p
e

ratin
g

 life
 th

an
 trad

itio
n

al 

in
fo

rm
atio

n
 carrie

rs,su
ch

 as p
arch

m
e

n
t,p

ap
e

r o
r m

icro
film

.

1
.2

.T
H

E
 L

A
R

G
E

 Q
U

A
N

T
IT

Y
 O

F
 D

O
C

U
M

E
N

T
S

A
g

e
n

cie
s are

 m
akin

g
 fu

ll u
se

 o
f IT facilitie

s fo
r th

e
 cre

atio
n

 an
d

 e
xch

an
g

e
 o

f d
o

c-

u
m

e
n

ts.Th
e

 q
u

an
tity o

f d
ig

ital d
o

cu
m

e
n

ts is in
cre

asin
g

 e
ve

ry d
ay.Eve

n
 w

h
e

n
 arch

ival
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se
rvice

s ap
p

ly th
e

 p
rin

cip
le

s o
f ap

p
raisal an

d
 se

le
ctio

n
 e

xtre
m

e
ly w

e
ll,th

e
y w

ill n
e

v-

e
rth

e
le

ss b
e

 co
n

fro
n

te
d

 w
ith

 a ve
ry larg

e
 in

flu
x o

f d
ig

ital d
o

cu
m

e
n

ts.A
p

p
ro

p
riate

so
lu

tio
n

s,
su

ch
 as au

to
m

ate
d

 arch
ival fu

n
ctio

n
alitie

s an
d

 b
atch

 p
ro

ce
ssin

g
 w

ill b
e

re
q

u
ire

d
.Su

ch
 p

ro
ce

sse
s,h

o
w

e
ve

r,m
u

st b
e

 co
n

tro
lle

d
 ve

ry p
re

cise
ly.Strict q

u
ality

ch
e

cks an
d

 e
rro

r d
e

te
ctio

n
,as w

e
ll as e

rro
r co

rre
ctio

n
 m

e
ch

an
ism

s w
ill b

e
 re

q
u

ire
d

.

1
.3

.T
H

E
 A

P
P

R
A

IS
A

L
 A

N
D

 S
E

L
E

C
T

IO
N

 P
R

O
C

E
S

S

E
le

c
tro

n
ic 

re
co

rd
s 

re
q

u
ire

 
h

ard
ly 

an
y 

p
h

ysical 
sp

ace
 

fo
r 

th
e

ir 
sto

rag
e

.

C
o

n
se

q
u

e
n

tly o
n

e
 can

 w
o

n
d

e
r w

h
e

th
e

r ap
p

raisal an
d

 se
le

ctio
n

 o
f d

o
cu

m
e

n
ts is actu

-

ally still n
e

ce
ssary,an

d
 w

h
y all d

ig
ital d

o
cu

m
e

n
ts can

n
o

t b
e

 arch
ive

d
.A

fte
r all,sto

rag
e

co
n

tin
u

e
s to

 b
e

co
m

e
 ch

e
ap

e
r all th

e
 tim

e.
N

e
ve

rth
e

le
ss,

ap
p

raisal an
d

 se
le

ctio
n

re
m

ain
 n

e
ce

ssary.
G

o
o

d
 re

co
rd

s m
an

ag
e

m
e

n
t d

e
m

an
d

s th
at d

o
cu

m
e

n
ts w

ith
o

u
t

arch
ival valu

e
 are

 d
e

stro
ye

d
.

D
ig

ital arch
ivin

g
 is,

afte
r all,

a co
m

p
le

x p
ro

b
le

m
 th

at

re
q

u
ire

s e
xte

n
sive

 re
se

arch
,tim

e
 an

d
 re

so
u

rce
s.Th

e
se

 sh
o

u
ld

 p
re

fe
rab

ly b
e

 u
se

d
 fo

r

d
o

cu
m

e
n

ts th
at h

ave
 th

e
 statu

s o
f re

co
rd

s.It m
ake

s n
o

 se
n

se
 to

 sto
re

 d
o

cu
m

e
n

ts th
at

h
ave

 n
o

 arch
ival valu

e,o
r to

 d
e

m
an

d
 ad

d
itio

n
al tran

sactio
n

s fro
m

 u
se

rs o
r sp

e
cial

re
q

u
ire

m
e

n
ts fro

m
 in

fo
rm

atio
n

 syste
m

s,in
 w

h
ich

 n
o

 re
co

rd
s are

 p
ro

d
u

ce
d

.A
fte

r all,in

co
n

trast to
 sto

rag
e,su

b
stan

tial re
so

u
rce

s an
d

 e
ffo

rts are
 re

q
u

ire
d

 fo
r th

e
 cre

atio
n

 o
f

d
ig

ital d
o

cu
m

e
n

ts o
f h

ig
h

-q
u

ality,
w

h
ich

 can
 b

e
 e

asily arch
ive

d
 an

d
 co

n
ce

p
tu

ally

m
an

ag
e

d
,w

h
ile

 m
ain

tain
in

g
 th

e
ir re

ad
ab

ility an
d

 acce
ssib

ility.A
p

p
raisal is th

e
 ke

y fo
r

arch
ivin

g
 e

le
ctro

n
ic re

co
rd

s th
at h

ave
 b

e
e

n
 cre

ate
d

 in
 co

m
p

le
x an

d
 te

ch
n

o
lo

g
y-

d
e

p
e

n
d

e
n

t syste
m

s.A
p

p
raisal also

 p
lays a ro

le
 in

 th
e

 ch
o

ice
 o

f ce
rtain

 file
 fo

rm
ats as

an
 

arch
ivin

g
 

file
 

fo
rm

at.
B

y 
d

e
stro

yin
g

 
d

o
cu

m
e

n
ts 

w
ith

o
u

t 
arch

ival 
valu

e,
o

n
e

in
cre

ase
s th

e
 acce

ssib
ility o

f th
o

se
 d

o
cu

m
e

n
ts th

at h
ave

 su
ch

 valu
e.A

p
p

raisal an
d

se
le

ctio
n

 m
ake

 a m
o

re
 e

fficie
n

t re
co

rd
s m

an
ag

e
m

e
n

t p
o

ssib
le.A

n
d

 fin
ally,th

e
 se

le
c-

tio
n

 also
 m

ain
tain

s co
n

tro
l o

ve
r th

e
 fu

n
ctio

n
al re

q
u

ire
m

e
n

ts fo
r th

e
 in

frastru
ctu

re
 o

f

e
le

ctro
n

ic re
co

rd
s m

an
ag

e
m

e
n

t syste
m

 an
d

 th
e

 d
ig

ital re
p

o
sito

ry.

1
.4

.T
H

E
 V

A
R

IE
T

Y
 O

F
 D

O
C

U
M

E
N

T
S

Th
e

 d
ig

ital d
o

cu
m

e
n

ts th
at are

 cu
rre

n
tly b

e
in

g
 cre

ate
d

 an
d

 re
ce

ive
d

,
are

 o
f a

h
ig

h
ly d

ive
rse

 n
atu

re.Th
e

re
 is n

o
t o

n
ly a h

ig
h

 d
ive

rsity o
f d

ig
ital o

b
je

ct typ
e

s (w
o

rd

p
ro

ce
ssin

g
 file

s,sp
re

ad
sh

e
e

ts,e
-m

ails,d
atab

ase
s,im

ag
e

s,au
d

io
 visu

al m
ate

rials,w
e

b
-

site
s,G

IS,C
A

D
,virtu

al m
o

d
e

ls,e
tc.),also

 th
e

 h
ard

- an
d

 so
ftw

are
 co

n
fig

u
ratio

n
s vary

g
re

atly.A
n

 ap
p

ro
p

riate
 arch

ivin
g

 so
lu

tio
n

 is n
e

ce
ssary fo

r e
ach

 e
le

ctro
n

ic re
co

rd
.Th

is

is n
o

t se
lf-e

vid
e

n
t,if o

n
e

 take
s in

to
 acco

u
n

t th
e

 g
re

at d
ive

rsity in
 o

p
e

ratin
g

 syste
m

s

an
d

 ap
p

licatio
n

s.

1
.5

.T
H

E
 A

U
T

H
E

N
T

IC
IT

Y
 A

N
D

 R
E

L
IA

B
IL

IT
Y

 O
F

 R
E

C
O

R
D

S

D
ig

ital d
o

cu
m

e
n

ts h
ave

 th
e

 ad
van

tag
e

 th
at th

e
y can

 alw
ays b

e
 ch

an
g

e
d

 afte
r

th
e

ir cre
atio

n
.Th

e
y can

 b
e

 m
o

d
ifie

d
 ve

ry q
u

ickly.B
u

t,th
e

 co
n

te
n

ts o
f re

co
rd

s m
u

st b
e

fixe
d

 an
d

 u
n

alte
rab

le.
In

 m
an

y case
s,

a ch
an

g
e

 in
 a d

ig
ital d

o
cu

m
e

n
t can

 n
o

t b
e

d
e

te
cte

d
 afte

rw
ard

s.Th
is can

 le
ad

 to
 d

o
u

b
ts ab

o
u

t th
e

 re
liab

ility,an
d

 th
at is w

h
y

ap
p

ro
p

riate
 m

e
asu

re
s are

 re
q

u
ire

d
.Th

e
 arch

ivist m
u

st assu
re

 th
at e

le
ctro

n
ic re

co
rd

s

can
n

o
t b

e
 ch

an
g

e
d

 w
ith

o
u

t au
th

o
risatio

n
,an

d
 th

at e
ve

n
tu

al m
an

ip
u

latio
n

s can
 b

e
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trace
d

 an
d

 b
e

 u
n

d
o

n
e.Th

is is th
e

 o
n

ly w
ay an

 arch
ivist can

 assu
re

 th
e

 tru
stw

o
rth

in
e

ss

o
f e

le
ctro

n
ic re

co
rd

s.

1
.6

.T
H

E
 A

R
C

H
IV

IN
G

 O
F

 T
H

E
 C

O
N

T
E

X
T

D
ig

ital d
o

cu
m

e
n

ts can
 o

n
ly b

e
 u

se
d

 in
 th

e
 fu

tu
re,w

h
e

n
 th

e
 u

se
r can

 in
te

rp
re

t

th
e

m
.In

 o
th

e
r w

o
rd

s,th
e

 u
se

rs o
f th

e
 e

le
ctro

n
ic re

co
rd

 m
u

st kn
o

w
 in

 w
h

ich
 co

n
te

xt

th
e

 d
o

cu
m

e
n

ts w
e

re
 cre

ate
d

 o
r re

ce
ive

d
 an

d
 w

h
at th

e
 fu

n
ctio

n
 an

d
 p

u
rp

o
se

 o
f th

e

re
co

rd
 w

as.A
t a m

in
im

u
m

,th
e

 u
se

rs m
u

st kn
o

w
 w

ith
in

 w
h

ich
 b

u
sin

e
ss p

ro
ce

sse
s th

e

d
o

cu
m

e
n

t w
as cre

ate
d

,to
 w

h
ich

 file
 o

r su
b

je
ct th

e
 d

o
cu

m
e

n
t re

fe
rs,an

d
 w

h
at th

e

re
latio

n
 w

ith
 o

th
e

r d
o

cu
m

e
n

ts is.In
 th

e
 p

ap
e

r w
o

rld
,th

e
 d

o
cu

m
e

n
t m

an
ag

e
m

e
n

t an
d

th
e

 b
u

sin
e

ss p
ro

ce
sse

s are
 m

o
re

 clo
se

ly lin
ke

d
 to

 o
n

e
 an

o
th

e
r.Th

is lin
k is like

ly to
 b

e

lo
st in

 a d
ig

ital e
n

viro
n

m
e

n
t.

1
.7

.T
H

E
 R

E
T

R
IE

V
A

L
 A

N
D

 T
H

E
 A

C
C

E
S

S
IB

IL
IT

Y

R
e

co
rd

s m
u

st b
e

 sto
re

d
 in

 a stru
ctu

re
d

 an
d

 acce
ssib

le
 w

ay to
 e

n
ab

le
 th

e
m

 to
 fu

l-

fil th
e

ir fu
n

ctio
n

.Th
is re

q
u

ire
m

e
n

t is th
e

re
fo

re
 also

 ap
p

licab
le

 to
 e

le
ctro

n
ic re

co
rd

s.

Ele
ctro

n
ic re

co
rd

s m
u

st b
e

 sto
re

d
 in

 a lo
g

ical,w
e

ll-o
rg

an
ise

d
 an

d
 stru

ctu
re

d
 w

ay,to

e
n

su
re

 q
u

ick re
trie

val an
d

 p
re

se
rvatio

n
 in

 re
latio

n
 w

ith
 th

e
ir co

n
te

xt.A
s p

art o
f th

is,

in
fo

rm
atio

n
 ab

o
u

t th
e

 co
n

te
xt m

u
st b

e
 co

m
m

u
n

icate
d

 to
 th

e
 u

se
r o

f th
e

 arch
ive,so

th
at h

e
 can

 fu
lly u

n
d

e
rstan

d
 th

e
 n

atu
re

 o
f th

e
 p

re
se

rve
d

 re
co

rd
s.In

te
rp

re
tatio

n
 o

f

e
le

ctro
n

ic re
co

rd
s is o

n
ly p

o
ssib

le
 if th

e
y are

 re
n

d
e

rab
le

 an
d

,as a co
n

se
q

u
e

n
ce,w

h
e

n

a so
lu

tio
n

 fo
r th

e
 p

ro
b

le
m

 o
f d

ig
ital d

u
rab

ility can
 b

e
 p

ro
vid

e
d

.

2
.

T
H

E
 E

L
E

C
T

R
O

N
IC

 R
E

C
O

R
D

Ele
ctro

n
ic re

co
rd

s d
iffe

r in
 se

ve
ral re

sp
e

cts fro
m

 p
ap

e
r re

co
rd

s.
A

 n
u

m
b

e
r o

f

im
p

o
rtan

t d
iffe

re
n

ce
s are

 a co
n

se
q

u
e

n
ce

 o
f th

e
 fact th

at e
le

ctro
n

ic re
co

rd
s are

 

d
ig

ital o
b

je
cts

1:

• th
e

 w
ay in

 w
h

ich
 a d

ig
ital o

b
je

ct is sto
re

d
 an

d
 d

isp
laye

d
 is n

o
t th

e
 sam

e
:o

n

a d
ig

ital m
e

d
iu

m
,in

fo
rm

atio
n

 is sto
re

d
 in

 b
its (se

q
u

e
n

ce
s o

f ze
ro

s an
d

 o
n

e
s),

w
h

ile
 th

e
 d

o
cu

m
e

n
t is d

isp
laye

d
 o

n
 scre

e
n

 in
 its co

n
ce

p
tu

al d
o

cu
m

e
n

tary

fo
rm

.
Th

e
re

fo
re

 
a 

m
o

re
 

e
xp

licit 
id

e
n

tificatio
n

 
an

d
 

d
e

scrip
tio

n
 

o
f 

e
ach

 

e
le

ctro
n

ic re
co

rd
 is n

e
ce

ssary.

• th
e

 sto
rag

e
 m

e
d

iu
m

 an
d

 th
e

 arch
ive

d
 re

co
rd

 are
 n

o
 lo

n
g

e
r an

 u
n

ity
:ch

an
g

e
s

are
 n

o
 lo

n
g

e
r visu

ally d
e

te
ctab

le.

• h
ard

- an
d

 so
ftw

are
 are

 re
q

u
ire

d
 fo

r th
e

 re
n

d
itio

n
 o

f a d
ig

ital o
b

je
ct:so

ftw
are

is re
q

u
ire

d
 fo

r co
n

ve
rtin

g
 th

e
 b

its an
d

 b
yte

s o
f an

 e
le

ctro
n

ic re
co

rd
 (th

e
 d

ig
-

ital re
p

re
se

n
tatio

n
 o

f a re
co

rd
) in

to
 th

e
 d

o
cu

m
e

n
tary fo

rm
 o

f th
e

 re
co

rd
 (th

e

co
n

ce
p

tu
al o

b
je

ct).D
ig

ital o
b

je
cts can

 o
n

ly b
e

 co
n

su
lte

d
,w

h
e

n
 th

e
 re

q
u

ire
d

co
m

p
u

te
r e

q
u

ip
m

e
n

t an
d

 so
ftw

are
 are

 availab
le.

• th
e

 o
rig

in
al b

itstre
am

 can
n

o
t b

e
 d

iffe
re

n
tiate

d
 fro

m
 th

e
 co

p
ie

d
 b

itstre
am

.

• d
ig

ital o
b

je
cts h

ave
 d

iffe
re

n
t ap

p
e

aran
ce

s:th
e

 re
n

d
e

rin
g

 o
n

 scre
e

n
 o

f a d
ig

i-

tal d
o

cu
m

e
n

t d
e

p
e

n
d

s o
n

 th
e

 co
m

p
u

te
rco

n
fig

u
ratio

n
 an

d
 th

e
 u

se
r se

ttin
g

s.
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Th
e

 lo
o

k an
d

 fe
e

l o
f th

e
 sam

e
 re

co
rd

 isn
’t alw

ays th
e

 sam
e.

• an
 e

le
ctro

n
ic re

co
rd

 can
 also

 h
ave

 d
iffe

re
n

t b
it re

p
re

se
n

tatio
n

s:
th

e
 sam

e

re
co

rd
 (fo

r in
stan

ce
 an

 e
-m

ail m
e

ssag
e

) can
 b

e
 sto

re
d

 in
 d

iffe
re

n
t fo

rm
ats (fo

r

in
stan

ce
 M

SG
,A

SC
II/U

n
ico

d
e,TIFF,P

D
F,X

M
L,e

tc.) an
d

 th
e

re
fo

re
 in

 d
iffe

re
n

t

b
itstre

am
s.

• th
e

re
 is n

o
 fixe

d
 re

latio
n

sh
ip

 b
e

tw
e

e
n

 e
le

ctro
n

ic re
co

rd
s an

d
 co

m
p

u
te

r file
s,

th
e

re
fo

re
 m

akin
g

 a cle
ar id

e
n

tificatio
n

 n
e

ce
ssary.Th

e
 re

latio
n

sh
ip

 b
e

tw
e

e
n

e
le

ctro
n

ic re
co

rd
s an

d
 co

m
p

u
te

r file
s can

 b
e

:

• o
n

e
-to

-o
n

e
:1

 e
le

ctro
n

ic re
co

rd
 is sto

re
d

 in
 o

n
e

 co
m

p
u

te
r file

• o
n

e
-to

-m
an

y
:1

 e
le

ctro
n

ic re
co

rd
 co

n
sists o

f se
ve

ral co
m

p
u

te
r file

s

• m
an

y-to
-o

n
e

:
se

ve
ral 

e
le

ctro
n

ic 
re

co
rd

s 
are

 
sto

re
d

 
in

 
a 

sin
g

le
 

co
m

p
u

te
r file.

Th
e

se
 ch

aracte
ristics are

 in
h

e
re

n
t to

 th
e

 “d
ig

ital n
atu

re”o
f e

le
ctro

n
ic re

co
rd

s.Th
e

“d
ig

ital n
atu

re”is an
 e

sse
n

tial ch
aracte

ristic o
f th

e
 e

le
ctro

n
ic re

co
rd

s th
at m

ay n
o

t b
e

lo
st,an

d
 w

h
ich

 m
u

st also
 b

e
 tran

sm
itte

d
 in

 tim
e.A

fte
r all,arch

ivists d
o

 d
e

p
art fro

m
 th

e

arch
ivin

g
 p

rin
cip

le
 th

at re
co

rd
s are

 arch
ive

d
 in

 th
e

ir p
rim

ary fo
rm

:w
h

at h
as b

e
e

n
 

cre
ate

d
 in

 a d
ig

ital w
ay,m

u
st b

e
 arch

ive
d

 d
ig

itally.

Th
ro

u
g

h
 its d

ig
ital p

ro
p

e
rtie

s,th
e

 co
n

ce
p

t o
f “th

e”o
rig

in
al re

co
rd

 is co
m

p
ro

m
ise

d
.

A
fte

r all,th
e

 o
rig

in
al d

o
e

s n
o

t su
rvive

 in
 a d

ig
ital w

o
rld

.Th
e

 o
rig

in
al is d

o
o

m
e

d
 to

 d
is-

ap
p

e
ar,if o

n
ly th

ro
u

g
h

 te
ch

n
o

lo
g

ical o
b

so
le

sce
n

ce.A
ctu

ally,e
ve

rytim
e

 a d
ig

ital d
o

c-

u
m

e
n

t is re
co

n
stru

cte
d

,a n
e

w
 co

p
y o

f th
e

 o
rig

in
al is cre

ate
d

.Th
e

 re
n

d
e

rin
g

 o
n

 scre
e

n

o
f th

e
 sam

e
 b

itstre
am

 w
ill b

e
 g

ive
n

 a n
e

w
 re

p
re

se
n

tatio
n

,d
e

p
e

n
d

in
g

 o
n

 th
e

 co
m

-

p
u

te
rco

n
fig

u
ratio

n
 an

d
 th

e
 u

se
r se

ttin
g

s.Fu
rth

e
rm

o
re,th

e
 o

rig
in

al d
ig

ital d
o

cu
m

e
n

t

can
n

o
t alw

ays b
e

 d
e

fin
e

d
 e

asily
:d

ig
ital d

o
cu

m
e

n
ts d

o
 n

o
t h

ave
 a fixe

d
 ap

p
e

aran
ce

 o
r

so
m

e
tim

e
s e

ve
n

 d
o

cu
m

e
n

tary fo
rm

.Th
is m

ake
s it e

ve
n

 m
o

re
 d

ifficu
lt to

 d
e

fin
e

 th
e

o
rig

in
al “lo

o
k an

d
 fe

e
l”o

f a d
o

cu
m

e
n

t.Fin
ally,th

e
 o

rig
in

al b
itstre

am
s an

d
 th

e
ir co

p
ie

s

can
n

o
t b

e
 d

iffe
re

n
tiate

d
 fro

m
 o

n
e

 an
o

th
e

r.
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Ele
ctro

n
ic re

co
rd

s are,
o

n
 th

e
 o

th
e

r h
an

d
,

also
 m

o
re

 th
an

 ju
st d

ig
ital o

b
je

cts.

Ele
ctro

n
ic re

co
rd

s in
h

e
rit ch

aracte
ristics fro

m
 th

e
ir re

co
rd

n
e

ss.Ele
ctro

n
ic re

co
rd

s are

d
iffe

re
n

tiate
d

 fro
m

 d
ig

ital o
b

je
cts an

d
 d

ig
ital in

fo
rm

atio
n

 b
y th

e
ir 2:

• fixe
d

 d
o

cu
m

e
n

tary fo
rm

3:
th

e
 stru

ctu
re,

th
e

 co
m

p
o

sitio
n

 an
d

 th
e

 d
e

fin
e

d
 

re
n

d
e

rin
g

 o
f th

e
 d

o
cu

m
e

n
t

• a static o
r a fixe

d
 co

n
te

n
t (“cap

tu
re”)

• co
n

te
xt:th

e
 arch

ival b
o

n
d

 w
ith

 th
e

 re
co

rd
s cre

ato
r,w

ith
 th

e
 b

u
sin

e
ss p

ro
ce

ss

in
 w

h
ich

 th
e

y w
e

re
 cre

ate
d

 o
r re

ce
ive

d
,to

g
e

th
e

r w
ith

 re
late

d
 re

co
rd

s.

In
 g

e
n

e
ral,five

 co
m

p
o

n
e

n
ts are

 d
iffe

re
n

tiate
d

 in
 an

 e
le

ctro
n

ic re
co

rd
4:

• co
n

te
n

t

• stru
ctu

re

• co
n

te
xt

• layo
u

t,“lo
o

k an
d

 fe
e

l”

• b
e

h
avio

u
r,fu

n
ctio

n
ality.

Th
e

 id
e

n
tificatio

n
 o

f th
e

 re
co

rd
s,an

d
 th

e
 ap

p
raisal,re

su
lts in

 a d
e

fin
itio

n
 o

f th
e

e
sse

n
tial an

d
 in

cid
e

n
tal p

ro
p

e
rtie

s o
r co

m
p

o
n

e
n

ts o
f a re

co
rd

.Th
e

 co
n

te
n

t,th
e

 stru
c-

tu
re

 an
d

 th
e

 co
n

te
xt o

f th
e

 re
co

rd
 are

 e
sse

n
tial co

m
p

o
n

e
n

ts
5.B

y co
n

trast,th
e

 “lo
o

k

an
d

 fe
e

l”an
d

 th
e

 b
e

h
avio

u
r are

 n
o

t alw
ays e

sse
n

tial fo
r th

e
 re

co
rd

n
e

ss o
f d

o
cu

m
e

n
ts.

Th
e

se
 co

m
p

o
sin

g
 p

arts are
 n

o
t alw

ays e
q

u
ally e

asy to
 arch

ive.Th
e

 “lo
o

k an
d

 fe
e

l”an
d

th
e

 b
e

h
avio

u
r are

 o
fte

n
 so

 d
e

p
e

n
d

e
n

t o
n

 a sp
e

cific co
m

p
u

te
r ap

p
licatio

n
 th

at it is

b
are

ly p
o

ssib
le

 o
r e

ve
n

 im
p

o
ssib

le
 to

 sto
re

 th
e

m
 w

ith
o

u
t th

e
se

 p
ro

g
ram

s.

Th
e

 e
sse

n
tial p

ro
p

e
rtie

s m
u

st b
e

 arch
ive

d
 in

 an
 u

n
alte

re
d

 w
ay,w

h
ile

 th
e

 in
cid

e
n

-

tal p
ro

p
e

rtie
s m

ay b
e

 lo
st o

r ch
an

g
e

d
.In

te
rPA

R
ES re

se
arch

 h
as sh

o
w

n
 th

at a re
co

rd

ke
e

p
in

g
 p

ro
ce

d
u

re
 fo

r au
th

e
n

tic re
co

rd
s d

o
e

s n
o

t m
e

an
 th

at th
e

 e
le

ctro
n

ic re
co

rd
s

m
ay n

o
t b

e
 su

b
je

cte
d

 to
 an

y ch
an

g
e

s,b
u

t th
at th

e
 fin

al p
u

rp
o

se
 o

f th
e

 d
o

cu
m

e
n

t

m
ay n

o
t h

ave
 b

e
e

n
 ch

an
g

e
d

 an
d

 th
at th

e
 e

sse
n

tial co
m

p
o

n
e

n
ts are

 co
m

p
le

te
 an

d

co
rre

ct. 6

3
.

D
IG

ITA
L

 A
R

C
H

IV
IN

G

Th
e

 g
o

al o
f d

ig
ital arch

ivin
g

 is to
 tran

sm
it an

 in
te

rp
re

tab
le

 e
le

ctro
n

ic re
co

rd
 o

ve
r

tim
e.It is b

e
st to

 p
ro

ce
e

d
 fro

m
 th

e
 assu

m
p

tio
n

 th
at th

e
 re

ce
ive

r o
f th

e
 e

le
ctro

n
ic

re
co

rd
 m

u
st h

ave
 acce

ss to
 th

e
 co

n
ce

p
tu

al d
o

cu
m

e
n

t sto
re

d
 in

 th
e

 co
m

p
u

te
rfile,an

d

th
at 

th
is 

d
o

cu
m

e
n

t 
m

u
st 

b
e

 
u

n
d

e
rstan

d
ab

le.
Th

is 
im

p
lie

s,
th

at 
b

o
th

 
th

e
 

fu
tu

re
 

co
m

p
u

te
r an

d
 th

e
 fu

tu
re

 u
se

r m
u

st b
e

 cap
ab

le
 o

f p
ro

ce
ssin

g
 th

e
 p

re
se

rve
d

 b
its 

an
d

 o
f u

n
d

e
rstan

d
in

g
 th

e
 e

le
ctro

n
ic re

co
rd

s.Th
is le

ad
s to

 th
re

e
 re

q
u

ire
m

e
n

ts th
at

m
u

st b
e

 m
e

t b
y e

le
ctro

n
ic re

co
rd

s.Th
e

y n
e

e
d

 to
 b

e
 e

xe
cu

tab
le,

re
n

d
e

rab
le

 an
d

u
n

d
e

rstan
d

ab
le

:

• e
xe

cu
tab

le
:th

e
 d

ig
ital sto

rag
e

 m
e

d
ia m

u
st co

n
tain

 in
tact b

itstre
am

s an
d

 it

m
u

st b
e

 p
o

ssib
le

 to
 tran

sfe
r th

e
se

 to
 th

e
 co

m
p

u
te

rm
e

m
o

ry

• re
n

d
e

rab
le

:th
e

 b
itstre

am
s m

u
st b

e
 p

ro
ce

sse
d

 co
rre

ctly b
y th

e
 co

m
p

u
te

r,so

th
at th

e
 re

co
rd

 can
 b

e
 d

isp
laye

d
 o

n
 scre

e
n
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• u
n

d
e

rstan
d

ab
le

:th
e

 u
se

r kn
o

w
s th

e
 fu

n
ctio

n
,th

e
 m

e
an

in
g

 an
d

 th
e

 co
n

te
xt

o
f th

e
 re

co
rd

,m
akin

g
 th

e
 re

co
rd

s re
-u

sab
le.

Th
e

 p
re

ce
d

in
g

 sh
o

w
s th

at th
e

 m
e

re
 sto

rag
e

 o
f b

itstre
am

s (“b
it p

re
se

rvatio
n

”) is

in
su

fficie
n

t in
 o

rd
e

r to
 g

ain
 acce

ss to
 th

e
 co

n
te

n
t o

f e
le

ctro
n

ic re
co

rd
s.Th

e
 co

n
su

lta-

tio
n

 o
f an

 in
te

rp
re

tab
le

 re
co

rd
 is o

n
ly p

o
ssib

le,w
h

e
n

 a lin
ke

d
 se

q
u

e
n

ce
 o

f d
e

p
e

n
d

-

e
n

cie
s can

 b
e

 e
xe

cu
te

d
 co

rre
ctly

:

1
.th

e
 d

ig
ital sto

rag
e

 m
e

d
iu

m
 co

n
tain

s in
tact b

itstre
am

s

2
.th

e
 b

itstre
am

s can
 b

e
 tran

sfe
re

d
 to

 th
e

 co
m

p
u

te
r m

e
m

o
ry.P

ro
p

e
rly fu

n
c-

tio
n

in
g

 p
e

rip
h

e
ral e

q
u

ip
m

e
n

t,p
o

rts,d
rive

rs,cab
le

s an
d

 o
p

e
ratin

g
 syste

m
s

are
 re

q
u

ire
d

.Th
e

 o
p

e
ratin

g
 syste

m
 o

f th
e

 co
m

p
u

te
r m

u
st b

e
 co

m
p

atib
le

w
ith

 th
e

 file
syste

m
 o

f th
e

 sto
rag

e
 m

e
d

iu
m

.

3
.th

e
 lo

ad
e

d
 b

its can
 b

e
 re

n
d

e
re

d
 as th

e
 co

n
ce

p
tu

al re
co

rd
s,an

d
 th

e
y w

ill b
e

d
isp

laye
d

 as su
ch

 o
n

 scre
e

n
.Th

is is o
n

ly p
o

ssib
le

 w
h

e
n

 o
n

e
 d

isp
o

se
s o

ve
r th

e

n
e

ce
ssary 

ap
p

licatio
n

 
so

ftw
are,

w
h

ich
 

su
p

p
o

rts 
th

e
 

file
 

fo
rm

at 
o

f 
th

e
 

e
le

ctro
n

ic re
co

rd
.

4
.th

e
 u

se
r h

as in
fo

rm
atio

n
 ab

o
u

t th
e

 co
n

te
xt in

 w
h

ich
 th

e
 d

o
cu

m
e

n
t w

as 

cre
ate

d
 

o
r 

u
se

d
,

so
 

th
at 

h
e

/sh
e

 
can

 
fu

lly 
asse

ss 
th

e
 

fu
n

ctio
n

 
an

d
 

th
e

 

m
e

an
in

g
 o

f th
e

 d
o

cu
m

e
n

t.

Th
e

 e
le

ctro
n

ic re
co

rd
 is n

o
 lo

n
g

e
r in

te
rp

re
tab

le,an
d

 it m
u

st b
e

 co
n

sid
e

re
d

 as lo
st

o
r n

o
 lo

n
g

e
r u

sab
le,if an

y o
n

e
 o

f th
e

se
 se

q
u

e
n

tial ste
p

s is m
issin

g
.Th

e
 g

re
ate

r th
e

n
u

m
b

e
r o

f d
e

p
e

n
d

e
n

cie
s,th

e
 g

re
ate

r th
e

 risk is o
f lo

sin
g

 o
f re

co
rd

s.Fo
r th

e
se

 re
aso

n
s,

e
le

m
e

n
ts su

ch
 as b

acku
p

 fo
rm

ats,co
m

p
re

ssio
n

 an
d

 e
n

cryp
tio

n
 sh

o
u

ld
 b

e
 avo

id
e

d
 as

m
u

ch
 as p

o
ssib

le.

Th
e

 ch
aracte

ristics o
f an

 e
le

ctro
n

ic re
co

rd
 also

 sh
o

w
 th

at d
ig

ital arch
ivin

g
 is n

o
t

th
e

 sam
e

 as m
akin

g
 a b

acku
p

 co
p

y.Th
e

 g
o

al o
f b

acku
p

 co
p

ie
s is to

 re
p

air lo
st o

r

d
e

le
te

d
 d

ig
ital file

s in
 th

e
 sh

o
rt-te

rm
,w

h
ile

 e
le

ctro
n

ic re
co

rd
s m

u
st b

e
 re

-u
sab

le
 in

th
e

 lo
n

g
-te

rm
.In

 th
e

 case
 o

f b
acku

p
s,th

e
 b

asic assu
m

p
tio

n
 is th

at th
e

 o
rig

in
al IT co

n
-

fig
u

ratio
n

 is still p
re

se
n

t,w
h

ich
 w

ill n
o

t b
e

 th
e

 case
 fo

r e
le

ctro
n

ic re
co

rd
s th

at h
ave

 a

lo
n

g
-te

rm
 arch

ival valu
e.B

acku
p

 co
p

ie
s are

 also
 u

su
ally u

se
d

 b
y th

e
 au

th
o

rs o
f th

e

d
o

cu
m

e
n

ts th
e

m
se

lve
s,w

h
o

 are
 cap

ab
le

 o
f u

sin
g

 th
e

se
 d

o
cu

m
e

n
ts w

ith
o

u
t ad

d
i-

tio
n

al co
n

te
xtu

al o
r ad

m
in

istrative
 m

e
tad

ata.In
 m

o
st case

s,th
e

 u
se

rs o
f e

le
ctro

n
ic

re
co

rd
s are

 n
o

t th
e

 au
th

o
rs n

o
r o

n
e

 o
f its in

itial re
cip

ie
n

ts.

4
.

C
O

N
C

L
U

S
IO

N

D
ig

ital arch
ivin

g
 in

clu
d

e
s:

• th
e

 p
re

se
rvatio

n
 o

f th
e

 d
ig

ital n
atu

re
 o

f an
 e

le
ctro

n
ic re

co
rd

• p
re

se
rvin

g
 th

e
 p

o
ssib

ility o
f re

co
n

stru
ctin

g
 th

e
 e

le
ctro

n
ic re

co
rd

,i.e.m
akin

g

su
re

 th
at e

le
ctro

n
ic re

co
rd

s can
 b

e
 co

n
su

lte
d

 in
 th

e
 fu

tu
re

• m
akin

g
 an

 in
teractio

n
 b

etw
een

 th
e sto

red
 b

itstream
s,o

n
 th

e o
n

e h
an

d
,an

d
 a

h
ard

- 
an

d
 

so
ftw

are 
co

n
fig

u
ratio

n
,

o
n

 
th

e 
o

th
er 

h
an

d
,

p
o

ssib
le:

takin
g

 
th

e

req
u

ired
 m

easu
res,so

 th
at u

sab
le an

d
 accessib

le electro
n

ic reco
rd

s are arch
ived
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1
.

H
A

R
D

 C
O

P
Y

 S
T

R
A

T
E

G
Y

• lim
itin

g
 (e

xte
rn

al) d
e

p
e

n
d

e
n

cie
s to

 a m
in

im
u

m

• risk asse
ssm

e
n

t:e
valu

atio
n

 an
d

 lim
itatio

n
 o

f risks,in
clu

d
in

g
 th

e
 d

e
p

lo
ym

e
n

t

o
f se

cu
rity m

e
asu

re
s

• m
o

re
 th

an
 ju

st savin
g

 d
ig

ital o
b

je
cts,an

d
 th

e
re

fo
re

 also
:

• d
e

fin
in

g
 th

e
 e

sse
n

tial p
ro

p
e

rtie
s o

r co
m

p
o

n
e

n
ts o

f an
 e

le
ctro

n
ic

re
co

rd
 th

ro
u

g
h

 a u
n

iq
u

e
 id

e
n

tificatio
n

 o
f th

e
 re

co
rd

s an
d

 ap
p

raisal

• e
xp

licit re
g

istratio
n

 an
d

 arch
ivin

g
 o

f in
fo

rm
atio

n
 ab

o
u

t th
e

 arch
ival

b
o

n
d

 
an

d
 

th
e

 
co

n
te

xt:
e

n
su

rin
g

 
th

at 
e

le
ctro

n
ic 

re
co

rd
s 

can
 

b
e

 

u
n

d
e

rsto
o

d
 co

rre
ctly

• tran
sm

ittin
g

 kn
o

w
le

d
g

e
 in

 tim
e

:m
akin

g
 th

e
 co

n
ce

p
tu

al co
n

te
n

t an
d

th
e

 m
e

an
in

g
 o

f an
 e

le
ctro

n
ic re

co
rd

s acce
ssib

le

• sto
rag

e
 w

ith
 a lo

n
g

-te
rm

 visio
n

:e
le

ctro
n

ic re
co

rd
s can

 h
ave

 a p
e

rm
an

e
n

t

arch
ival valu

e

• b
rin

g
in

g
 d

ig
ital d

o
cu

m
e

n
ts u

n
d

e
r co

n
ce

p
tu

al co
n

tro
l an

d
 ad

m
in

istratio
n

• takin
g

 arch
ivin

g
 in

to
 acco

u
n

t,as so
o

n
 as an

 e
le

ctro
n

ic re
co

rd
 is cre

ate
d

 o
r

re
ce

ive
d

:ap
p

ro
p

riate
 p

ro
ce

d
u

re
s m

u
st b

e
 e

m
b

e
d

d
e

d
 in

 th
e

 co
m

p
le

te
 life

-

cycle
 o

f d
o

cu
m

e
n

ts,in
clu

d
in

g
 p

ro
-active

 p
ro

ce
d

u
re

s to
 e

n
su

re
 th

e
 cre

atio
n

an
d

 m
an

ag
e

m
e

n
t o

f e
le

ctro
n

ic re
co

rd
s o

f h
ig

h
 q

u
ality.

B
.

P
R

E
S

E
R

V
A

T
IO

N
 S

T
R

A
T

E
G

IE
S

Ele
ctro

n
ic re

co
rd

s are
 d

ig
ital o

b
je

cts.V
ario

u
s strate

g
ie

s can
 b

e
 ap

p
lie

d
 fo

r th
e

lo
n

g
-te

rm
 p

re
se

rvatio
n

 o
f a d

ig
ital o

b
je

ct.B
e

lo
w

 w
e

 w
ill d

iscu
ss th

e
 m

o
st co

m
m

o
n

p
re

se
rvatio

n
 strate

g
ie

s,an
d

 w
e

 w
ill e

xam
in

e
 to

 w
h

at e
xte

n
t th

e
se

 are
 su

itab
le

 fo
r th

e

lo
n

g
-te

rm
 p

re
se

rvatio
n

 o
f e

le
ctro

n
ic re

co
rd

s
7.Th

e
 fo

llo
w

in
g

 p
re

se
rvatio

n
 strate

g
ie

s

are
 d

iscu
sse

d
:

1
.H

ard
 co

p
y strate

g
y

2
.P

re
se

rvatio
n

 o
f te

ch
n

o
lo

g
y

3
.C

o
n

ve
rsio

n

4
.M

ig
ratio

n

5
.C

o
n

clu
sio

n
:p

re
se

rvatio
n

 o
f th

e
 o

rig
in

al an
d

 th
e

 m
ig

rate
d

 b
itstre

am
s

In
 th

e
 h

ard
co

p
y strate

g
y,e

le
ctro

n
ic re

co
rd

s are
 tran

sfe
rre

d
 to

 m
icro

film
,o

r p
rin

te
d

o
u

t o
n

 p
ap

e
r.

H
o

w
e

ve
r,

arch
ival scie

n
ce

 p
ro

ce
e

d
s fro

m
 th

e
 p

rin
cip

le
 th

at re
co

rd
s sh

o
u

ld
 b

e

arch
ive

d
 in

 th
e

ir o
rig

in
al,p

rim
ary fo

rm
:w

h
at w

as cre
ate

d
 d

ig
itally w

ill b
e

 arch
ive

d
 d

ig
-

itally.Th
e

 sam
e

 h
o

ld
s fo

r re
co

rd
s cre

ate
d

 in
 p

ap
e

r fo
rm

.In
 a co

n
ve

rsio
n

 to
 p

ap
e

r o
r
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m
icro

film
,an

 e
sse

n
tial ch

aracte
ristic o

f a d
ig

ital d
o

cu
m

e
n

t is lo
st,n

am
e

ly its “d
ig

ital

n
atu

re”.Fo
r th

is re
aso

n
 alo

n
e,th

e
 h

ard
 co

p
y strate

g
y is in

ad
visab

le.Fu
rth

e
rm

o
re,th

e
re

are
 still so

m
e

 o
th

e
r facto

rs th
at ap

p
ly in

 a co
n

ve
rsio

n
 to

 p
ap

e
r o

r m
icro

film
:

• th
e

 re
co

rd
s lo

se
 th

e
ir “d

ig
ital ad

van
tag

e
s”,su

ch
 as re

u
sab

ility,ce
n

tral sto
rag

e

an
d

 d
e

ce
n

tralise
d

 acce
ssib

ility,au
to

m
ate

d
 co

m
p

o
sitio

n
 o

f arch
ival d

e
scrip

-

tio
n

s,au
to

m
ate

d
 q

u
e

rie
s,e

tc.

• so
m

e
 fu

n
ctio

n
alitie

s o
r b

e
h

avio
u

r o
f th

e
 e

le
ctro

n
ic re

co
rd

 m
ay b

e
 lo

st

• fo
r th

e
 d

e
stru

ctio
n

 o
r re

p
lace

m
e

n
t o

f a re
co

rd
,th

e
 ap

p
ro

val o
f th

e
 D

ire
cto

r o
f

th
e

 N
atio

n
al A

rch
ive

s o
r h

is au
th

o
rise

d
 d

e
p

u
ty is re

q
u

ire
d

 (art.
5

,
P

u
b

lic

re
co

rd
s act o

f 2
4

 Ju
n

e
 1

9
5

5
)

• it is d
ifficu

lt to
 avo

id
 th

at te
 d

ig
ital ve

rsio
n

s o
f d

o
cu

m
e

n
ts co

n
tin

u
e

 to
 b

e

u
se

d
 as a b

asis fo
r tran

sactio
n

s:
th

e
 fam

iliarity w
ith

 d
ig

ital in
fo

rm
atio

n
 is

g
ro

w
in

g
 an

d
 th

e
 d

ig
ital ve

rsio
n

s w
ill co

n
tin

u
e

 to
 b

e
 vie

w
e

d
 an

d
 u

se
d

 as th
e

p
rim

ary co
p

y in
 b

u
sin

e
ss p

ro
ce

sse
s

• n
o

t all e
sse

n
tial in

fo
rm

atio
n

 is alw
ays p

rin
te

d
 o

u
t

• n
o

t all e
le

ctro
n

ic re
co

rd
s can

 e
asily b

e
 tran

sfe
rre

d
 to

 p
ap

e
r o

r m
icro

film
 (fo

r

in
stan

ce
 G

IS,C
A

D
,m

u
ltim

e
d

ia o
b

je
cts,d

atab
ase

s)

• h
ig

h
e

r co
sts:a co

n
ve

rsio
n

 to
 p

ap
e

r an
d

 m
icro

film
,an

d
 th

e
 sto

rag
e

 o
f p

ap
e

r

re
co

rd
s is m

o
re

 e
xp

e
n

sive
 th

an
 d

ig
ital arch

ivin
g

.

A
 p

rin
to

u
t o

n
 p

ap
e

r,o
r a tran

sfe
r to

 m
icro

film
,can

 o
n

ly b
e

 co
n

sid
e

re
d

 as a te
m

-

p
o

rary arch
ivin

g
 so

lu
tio

n
,w

h
ich

 is ap
p

lie
d

 in
 e

xp
e

ctatio
n

 o
f a fu

ll e
le

ctro
n

ic re
co

rd

ke
e

p
in

g
 p

ro
ce

d
u

re.Th
is o

p
tio

n
 is,b

y th
e

 w
ay,n

o
t ap

p
licab

le
 to

 all typ
e

s o
f d

ig
ital d

o
c-

u
m

e
n

ts;o
n

ly th
e

 e
le

ctro
n

ic re
co

rd
s w

ith
 a p

ap
e

r e
q

u
ivale

n
t can

 b
e

 p
rin

te
d

 o
u

t e
asily.

A
n

 im
p

o
rtan

t re
q

u
ire

m
e

n
t is th

at all e
sse

n
tial in

fo
rm

atio
n

 w
ill b

e
 in

clu
d

e
d

 o
n

 th
e

p
rin

to
u

t o
r th

e
 m

icro
film

 ve
rsio

n
.

2
.

P
R

E
S

E
R

V
A

T
IO

N
 O

F
 T

E
C

H
N

O
LO

G
Y

2
.1

 C
O

M
P

U
T

E
R

 M
U

S
E

U
M

 S
T

R
A

T
E

G
Y

Th
is ap

p
ro

ach
 co

n
sists o

f th
e sto

rag
e o

f th
e o

rig
in

al h
ard

- an
d

 so
ftw

are,w
ith

 w
h

ich

th
e electro

n
ic reco

rd
s w

ere created
 o

r m
an

ag
ed

.In
 th

is w
ay,an

 o
u

td
ated

 co
m

p
u

ter co
n

-

fig
u

ratio
n

 is m
ain

tain
ed

,so
 th

at th
e co

m
p

u
ter files can

 b
e co

n
su

lted
 in

 th
eir o

rig
in

al fo
rm

.

Fo
r m

e
d

iu
m

-te
rm

 an
d

 lo
n

g
-te

rm
 sto

rag
e,th

is so
lu

tio
n

 is n
o

t fe
asib

le
:

• all th
e

 vario
u

s co
n

fig
u

ratio
n

s m
u

st b
e

 sto
re

d

• h
ard

- an
d

 so
ftw

are
 h

ave
 a lim

ite
d

 life
-cycle

• o
ld

 h
ard

w
are

 co
m

p
o

n
e

n
ts are

 b
e

co
m

in
g

 in
cre

asin
g

ly scarce

• th
e

 IT kn
o

w
-h

o
w

,
w

h
ich

 is re
q

u
ire

d
 fo

r w
o

rkin
g

 w
ith

 th
e

 o
ld

 h
ard

- an
d

 

so
ftw

are,d
isap

p
e

ars

• p
ro

d
u

ct su
p

p
o

rt b
e

co
m

e
s in

cre
asin

g
ly d

ifficu
lt w

ith
 th

e
 p

assag
e

 o
f tim

e

• a tran
sfe

r o
f e

le
ctro

n
ic re

co
rd

s to
 n

e
w

 sto
rag

e
 m

e
d

ia b
e

co
m

e
s n

e
ce

ssary,

b
e

cau
se

 o
f th

e
 (n

atu
ral) d

e
g

rad
atio

n
 o

f sto
rag

e
 m

e
d

ia.Th
e

 n
e

w
 sto

rag
e

 m
e

d
ia

w
ill p

ro
b

ab
ly n

o
t b

e
 co

m
p

atib
le

 w
ith

 th
e

 o
ld

 co
m

p
u

te
r co

n
fig

u
ratio

n
s.
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Th
is ap

p
ro

ach
 is o

n
ly p

o
ssib

le
 fo

r sh
o

rt-te
rm

 sto
rag

e
 (5

 to
 1

0
 ye

ars) o
f e

le
ctro

n
ic

re
co

rd
s.Th

e
 m

u
se

u
m

 strate
g

y is th
e

re
fo

re
 o

n
ly u

sab
le

 fo
r th

e
 sto

rag
e

 o
f th

o
se

 re
co

rd
s,

w
h

e
re

 th
e

 arch
ival valu

e
 d

o
e

s n
o

t e
xce

e
d

 th
e

 life
sp

an
 o

f th
e

 te
ch

n
o

lo
g

y,o
r as a te

m
-

p
o

rary so
lu

tio
n

 th
at is ap

p
lie

d
 in

 e
xp

e
ctatio

n
 o

f a m
o

re
 p

e
rsiste

n
t re

co
rd

 ke
e

p
in

g

so
lu

tio
n

.O
ld

 co
m

p
u

te
r co

n
fig

u
ratio

n
s can

 so
m

e
tim

e
s still b

e
 u

se
d

 fo
r th

e
 re

cu
p

e
ratio

n

o
f re

co
rd

s in
 o

u
td

ate
d

 fo
rm

ats.

2
.2

 E
M

U
L

A
T

IO
N

In
 th

e
 e

m
u

latio
n

 strate
g

y,th
e

 o
rig

in
al h

ard
- an

d
 so

ftw
are

 is n
o

t p
re

se
rve

d
.In

ste
ad

,

th
e

 re
q

u
ire

d
 p

latfo
rm

 is sim
u

late
d

 o
n

 fu
tu

re
 (n

e
w

e
r) co

m
p

u
te

r co
n

fig
u

ratio
n

s,so
 th

at

e
le

ctro
n

ic re
co

rd
s can

 b
e

 co
n

su
lte

d
 in

 th
e

ir o
rig

in
al (o

b
so

le
te

) file
 fo

rm
at.

Em
u

latio
n

 can
 b

e
 ap

p
lie

d
 at vario

u
s le

ve
ls.O

n
e

 can
 im

itate
 th

e
 co

m
p

u
te

r h
ard

-

w
are,th

e
 o

p
e

ratin
g

 syste
m

s,sp
e

cific so
ftw

are
 o

r a co
m

b
in

atio
n

 o
f th

e
se.Em

u
latio

n
 is

p
o

ssib
le

 o
n

 th
e

 b
asis o

f co
n

fig
u

rab
le

 ch
ip

s (e
m

u
latio

n
 via h

ard
w

are
),o

r o
n

 th
e

 b
asis

o
f co

m
p

u
te

r p
ro

g
ram

s (e
m

u
latio

n
 via so

ftw
are

).

A
t th

e
 m

o
m

e
n

t d
iffe

re
n

t vie
w

s e
xist,w

ith
 re

g
ard

 to
 th

e
 w

ay e
m

u
latio

n
 can

 b
e

 ap
p

lie
d

in
 d

ig
ital arch

ivin
g

:

• Je
ff R

o
th

e
n

b
e

rg
:Em

u
latio

n
 V

irtu
al M

ach
in

e
8

• Ste
ve

 G
ilh

e
an

y
:Tu

rin
g

 M
ach

in
e

9

• R
a

ym
o

n
d

 Lo
rie

:U
n

iv
e

rsa
l V

irtu
a

l M
a

c
h

in
e

 (d
a

ta
 p

re
se

rva
tio

n
,p

ro
g

ra
m

p
re

se
rvatio

n
) 1

0

• C
e

d
ars &

 C
am

ile
o

n
 p

ro
je

ct:M
ig

ratio
n

 o
n

 re
q

u
e

st 1
1

Em
u

latio
n

 h
as a n

u
m

b
e

r o
f in

te
re

stin
g

 ad
van

tag
e

s:

• in
 th

e
o

ry,th
e

 d
o

cu
m

e
n

ts can
 b

e
 p

re
se

rve
d

 an
d

 acce
sse

d
 in

 th
e

ir o
rig

in
al 

fo
rm

at:• all o
rig

in
al p

ro
p

e
rtie

s an
d

 fu
n

ctio
n

alitie
s are

 m
ain

tain
e

d

• n
o

 e
le

m
e

n
ts are

 lo
st as a co

n
se

q
u

e
n

ce
 o

f co
n

ve
rsio

n
 o

r m
ig

ratio
n

• th
e

 au
th

e
n

ticity o
f th

e
 e

le
ctro

n
ic re

co
rd

s is e
asie

r to
 g

u
aran

te
e

• th
e

 fo
rm

ats o
f th

e
 sto

re
d

 d
o

cu
m

e
n

ts d
o

 n
o

t h
ave

 to
 b

e
 ch

an
g

e
d

,e
ve

ry tim
e

an
 arch

ivin
g

 file
 fo

rm
at b

e
co

m
e

s o
b

so
le

te

• th
e

 co
st is n

o
t d

e
p

e
n

d
an

t o
n

 th
e

 n
u

m
b

e
r o

f p
re

se
rve

d
 e

le
ctro

n
ic re

co
rd

s.

O
n

 th
e

 o
th

e
r h

an
d

,th
e

re
 are

 also
 a n

u
m

b
e

r o
f d

isad
van

tag
e

s th
at are

 co
n

n
e

cte
d

 to

e
m

u
latio

n
:

• e
m

u
latio

n
 is te

ch
n

ically ve
ry co

m
p

le
x:th

e
 n

e
ce

ssary kn
o

w
-h

o
w

 an
d

 e
xp

e
rt-

ise
 fo

r d
e

ve
lo

p
in

g
 an

d
 m

ain
tain

in
g

 an
 e

m
u

latio
n

 syste
m

 is n
o

t availab
le

 in

arch
ival in

stitu
tio

n
s.A

s a co
n

se
q

u
e

n
ce,th

e
 arch

ival in
stitu

tio
n

s d
e

p
e

n
d

 o
n

e
xte

rn
al se

rvice
s an

d
 p

artn
e

rs.Th
is is in

 co
n

flict w
ith

 th
e

 g
o

al to
 b

u
ild

 u
p

 a

se
lf-co

n
tain

in
g

 d
ig

ital arch
ive.

• e
m

u
latio

n
 h

as h
ig

h
 d

e
ve

lo
p

m
e

n
t an

d
 m

ain
te

n
an

ce
 co

sts:w
ill arch

ive
s,w

h
ich

o
p

t 
fo

r 
th

is 
ap

p
ro

ach
 

at 
th

e
 

p
re

se
n

t 
tim

e,
h

ave
 

th
e

 
fin

an
cial 

m
e

an
s 

to
 

m
ain

tain
 th

is syste
m

 in
 th

e
 fu

tu
re

?

• th
e p

latfo
rm

s,o
n

 w
h

ich
 th

ese em
u

latio
n

 p
ro

g
ram

s ru
n

,evo
lve,w

h
ich

 m
ean

s th
at
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a co
n

versio
n

 o
r m

ig
ratio

n
 o

f th
e em

u
latio

n
 p

ro
g

ram
s is n

ecessary in
 d

u
e tim

e

• o
ve

rkill:ce
rtain

 e
m

u
latio

n
 ap

p
ro

ach
e

s p
ro

ce
e

d
 fro

m
 a co

m
p

le
te

 sim
u

latio
n

o
f th

e
 o

rig
in

al ap
p

licatio
n

s,in
clu

d
in

g
 all e

d
itin

g
 fu

n
ctio

n
alitie

s,w
h

ile
 a vie

w
e

r

fo
r a d

isp
lay o

f a (static) re
co

rd
 is su

fficie
n

t in
 p

rin
cip

le.Em
u

latio
n

 is d
ire

cte
d

p
rim

arily to
 th

e
 lo

n
g

-te
rm

 p
re

se
rvatio

n
 o

f syste
m

s an
d

 so
ftw

are,w
h

ile
 th

e

arch
ivist is,in

 th
e

 first p
lace,co

n
ce

rn
e

d
 w

ith
 th

e
 d

ig
ital arch

ivin
g

 o
f re

co
rd

s.

• cre
ato

rs u
tilise

 a larg
e

 varie
ty o

f d
iffe

re
n

t in
fo

rm
atio

n
 syste

m
s,a n

u
m

b
e

r o
f

w
h

ich
 h

ave
 b

e
e

n
 sp

e
cifically d

e
ve

lo
p

e
d

 fo
r th

e
 o

rg
an

isatio
n

 o
r w

e
re

 p
ro

-

g
ram

m
e

d
 o

n
 an

 ad
 h

o
c b

asis.A
rch

ival se
rvice

s m
u

st h
ave

 a larg
e

 n
u

m
b

e
r o

f

e
m

u
lato

rs at th
e

ir d
isp

o
sal,an

d
 it is n

o
t p

o
ssib

le
 to

 sh
are

 so
m

e
 o

f th
e

 co
sts

w
ith

 o
th

e
r arch

ive
s.

• th
e

 p
ro

te
ctio

n
 o

f au
th

o
r’s rig

h
ts o

n
 h

ard
- an

d
 so

ftw
are

 le
ad

s to
 re

strictio
n

s

o
n

 re
ve

rse
 e

n
g

in
e

e
rin

g
,d

e
co

m
p

ilatio
n

 an
d

 d
isasse

m
b

ly o
f co

d
e,w

h
ich

 lim
its

th
e

 cre
atio

n
 o

f e
m

u
lato

rs

• e
m

u
latio

n
 o

f clo
se

d
 o

r u
n

d
o

cu
m

e
n

te
d

 file
 fo

rm
ats,w

h
ich

 is b
ase

d
 o

n
 re

ve
rse

e
n

g
in

e
e

rin
g

,
is risky if n

o
t im

p
o

ssib
le.Em

u
latio

n
 o

f stan
d

ard
ise

d
 o

r d
o

cu
-

m
e

n
te

d
 fo

rm
ats is e

asie
r an

d
 safe

r.M
u

st e
m

u
latio

n
 th

e
n

 b
e

 p
re

ce
d

e
d

 b
y

m
ig

ratio
n

 to
 an

 o
p

e
n

 arch
ivin

g
 file

 fo
rm

at afte
r all?

• u
se

rs w
o

rk w
ith

 o
u

td
ate

d
 so

ftw
are

 an
d

 can
n

o
t m

ake
 u

se
 o

f te
ch

n
o

lo
g

ical

in
n

o
vatio

n
s

• arch
ive

s m
u

st n
o

t o
n

ly m
ain

tain
 e

le
ctro

n
ic re

co
rd

s,b
u

t also
 e

m
u

latio
n

 h
ard

-

an
d

 so
ftw

are,an
d

 th
e

 n
e

ce
ssay d

o
cu

m
e

n
tatio

n
.

• th
e

 fe
asib

ility o
f ce

rtain
 e

m
u

latio
n

 ap
p

ro
ach

e
s w

ill o
n

ly b
e

co
m

e
 ap

p
are

n
t in

th
e

 fu
tu

re.

Th
e

 m
o

st im
p

o
rtan

t arg
u

m
e

n
t th

at is p
re

se
n

te
d

 b
y th

e
 p

ro
m

o
te

rs o
f e

m
u

latio
n

,

as a d
ig

ital p
re

se
rvatio

n
 strate

g
y,is p

rim
arily th

e
 m

ain
te

n
an

ce
 o

f th
e

 o
rig

in
al co

m
-

p
u

te
r file,w

ith
 all its o

rig
in

al p
ro

p
e

rtie
s.O

n
e

 e
sp

e
cially e

m
p

h
asise

s th
e

 p
o

ssib
ility o

f

sto
rin

g
 th

e
 “lo

o
k an

d
 fe

e
l”

an
d

 th
e

 fu
n

ctio
n

alitie
s,w

h
ile

 th
e

se
 p

ro
p

e
rtie

s are
 o

fte
n

ch
an

g
e

d
 o

r lo
st d

u
rin

g
 co

n
ve

rsio
n

 o
r m

ig
ratio

n
.Th

e
y d

o
 n

o
t q

u
e

stio
n

 w
h

e
th

e
r all o

f

th
e

 “o
rig

in
al”

p
ro

p
e

rtie
s co

n
trib

u
te

 to
 th

e
 re

co
rd

n
e

ss o
f an

 e
le

ctro
n

ic d
o

cu
m

e
n

t,o
r

h
o

w
 th

e
 o

rig
in

al “lo
o

k an
d

 fe
e

l”can
 b

e
 d

e
fin

e
d

,n
o

r w
h

e
th

e
r th

e
 m

ain
te

n
an

ce
 o

f th
e

o
rig

in
al fu

n
ctio

n
alitie

s is re
ally an

 e
sse

n
tial co

n
d

itio
n

.Th
e

y vie
w

 e
le

ctro
n

ic re
co

rd
s

m
e

re
ly as d

ig
ital arte

facts,all o
f w

h
o

se
 p

ro
p

e
rtie

s m
u

st b
e

 m
ain

tain
e

d
.It is n

o
t a co

in
-

cid
e

n
ce

 th
at th

e
 g

re
at ad

vo
cate

s o
f e

m
u

latio
n

 are
 in

 th
e

 first p
lace

 co
m

p
u

te
r scie

n
-

tists.O
n

e
 sh

o
u

ld
 n

o
t fo

rg
e

t th
at arch

ive
s h

ave
 o

th
e

r g
o

als th
an

 m
u

se
u

m
s,an

d
 th

at

ap
p

raisal an
d

 co
n

te
xtu

alisatio
n

 are
 e

sse
n

tial tasks fo
r arch

ivists.

N
o

n
e

th
e

le
ss,e

m
u

latio
n

 re
m

ain
s a p

o
te

n
tial strate

g
y,w

h
ich

 m
ay h

ave
 its b

e
n

e
fits

fo
r th

e
 lo

n
g

-te
rm

 p
re

se
rvatio

n
 o

f e
le

ctro
n

ic re
co

rd
s.In

 all e
ve

n
ts,th

e
 e

xp
e

rie
n

ce
 w

ith

e
m

u
latio

n
 as a d

ig
ital p

re
se

rvatio
n

 strate
g

y is lim
ite

d
 at th

e
 p

re
se

n
t tim

e.Fu
rth

e
rm

o
re

an
d

 u
p

 to
 th

e
 p

re
se

n
t,ve

ry fe
w

 larg
e

-scale
 e

m
u

latio
n

 ap
p

licatio
n

s are
 o

p
e

ratio
n

al fo
r

d
ig

ital arch
ivin

g
 p

u
rp

o
se

s.
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In
 th

e
 case

 o
f co

n
ve

rsio
n

,
d

ig
ital d

o
cu

m
e

n
ts are

 co
n

ve
rte

d
 fro

m
 a lo

w
e

r to
 a

h
ig

h
e

r ve
rsio

n
 o

f th
e

 sam
e

 file
 fo

rm
at.A

n
 e

xam
p

le
 is th

e
 co

n
ve

rsio
n

 o
f a d

o
cu

m
e

n
t

th
at w

as cre
ate

d
 in

 M
S W

o
rd

 9
7

 to
 M

S W
o

rd
 2

0
0

0
.

Th
e

 ad
van

tag
e

s:

• th
e

 d
o

cu
m

e
n

ts re
m

ain
 e

xe
cu

tab
le

 an
d

 fu
lly fu

n
ctio

n
al.

Th
e

 d
isad

van
tag

e
s:

• e
le

ctro
n

ic re
co

rd
s m

u
st b

e
 co

n
ve

rte
d

 w
ith

 a h
ig

h
-fre

q
u

e
n

cy (fo
r in

stan
ce

 

M
S W

o
rd

 6
.0

 •
M

S W
o

rd
9

7
 •

M
S W

o
rd

2
0

0
0

 •
M

S W
o

rd
2

0
0

2
 •

M
S W

o
rd

2
0

0
3

)

• p
ro

p
e

rtie
s are

 o
fte

n
 ch

an
g

e
d

 o
r lo

st,w
h

ich
 m

e
an

s th
at th

e
 au

th
e

n
ticity o

f

th
e

 d
o

cu
m

e
n

t is m
o

re
 d

ifficu
lt to

 g
u

aran
te

e

• d
ig

ital d
o

cu
m

e
n

ts fre
q

u
e

n
tly co

n
tin

u
e

 to
 b

e
 sto

re
d

 in
 a m

an
u

factu
re

r,so
ft-

w
are

 o
r ve

rsio
n

-d
e

p
e

n
d

an
t fo

rm
at:ab

so
lu

te
ly n

o
 g

u
aran

te
e

 fo
r lo

n
g

-te
rm

su
p

p
o

rt is availab
le

 fro
m

 th
e

 m
an

u
factu

re
r o

f so
ftw

are
-d

e
p

e
n

d
an

t fo
rm

ats.

C
o

n
ve

rsio
n

 is n
o

t a p
ractical lo

n
g

-te
rm

 sto
rag

e
 strate

g
y fo

r d
ig

ital d
o

cu
m

e
n

ts.

A
s a co

n
se

q
u

e
n

ce,
co

n
ve

rsio
n

 sh
o

u
ld

 b
e

 avo
id

e
d

 as m
u

ch
 as p

o
ssib

le,
u

n
le

ss n
o

 

o
th

e
r p

o
ssib

ilitie
s are

 availab
le.Fo

r in
stan

ce
 w

h
e

n
 n

o
 su

itab
le

 arch
ivin

g
 file

 fo
rm

at is

availab
le,o

r if th
e

 lo
ss o

f e
sse

n
tial co

m
p

o
n

e
n

ts o
f th

e
 re

co
rd

 ap
p

e
ars im

m
in

e
n

t.

3
.

C
O

N
V

E
R

S
IO

N

4
.

M
IG

R
A

T
IO

N

M
ig

ratio
n

 is a p
re

se
rvatio

n
 strate

g
y,in

 w
h

ich
 d

ig
ital d

o
cu

m
e

n
ts are

 tran
sfo

rm
e

d

in
to

 su
itab

le
 arch

ivin
g

 file
 fo

rm
ats.Th

is is cu
rre

n
tly th

e
 m

o
st fre

q
u

e
n

t m
e

th
o

d
 u

se
d

 fo
r

arch
ivin

g
 e

le
ctro

n
ic re

co
rd

s.

Sin
ce

 su
itab

le
 arch

ivin
g

 file
 fo

rm
ats are

 p
re

fe
rab

ly stan
d

ard
ise

d
 file

 fo
rm

ats,th
is

p
re

se
rvatio

n
 strate

g
y p

ro
vid

e
s fo

r th
e

 m
ig

ratio
n

 o
f e

le
ctro

n
ic re

co
rd

s (fro
m

 a p
ro

p
ri-

atary) to
 a stan

d
ard

ise
d

 fo
rm

at.Stan
d

ard
s are

 d
o

cu
m

e
n

te
d

,stab
le

 an
d

 n
o

t d
e

p
e

n
d

e
n

t

o
n

 o
n

e
 m

an
u

factu
re

r.M
ig

ratio
n

 is so
m

e
tim

e
s also

 in
d

icate
d

 b
y th

e
 te

rm
s “tran

sfo
r-

m
atio

n
”o

r “n
o

rm
alisatio

n
”,w

h
e

n
e

ve
r stan

d
ard

s are
 u

se
d

 as a targ
e

t fo
rm

at.

Th
e

 ad
van

tag
e

s o
f m

ig
ratio

n
 as a sto

rag
e

 strate
g

y are
:

• e
le

ctro
n

ic re
co

rd
s are

 n
o

t sto
re

d
 in

 a m
an

u
factu

re
r-,so

ftw
are

- o
r ve

rsio
n

-

d
e

p
e

n
d

an
t file

 fo
rm

at

• th
e

 sp
e

cificatio
n

 o
f th

e
 file

 fo
rm

at is availab
le

:o
n

 th
e

 b
asis o

f th
is fo

rm
at 

d
o

cu
m

e
n

tatio
n

,a n
e

w
 vie

w
e

r can
 b

e
 p

ro
g

ram
m

e
d

 at an
y tim

e

• availab
ility o

f co
n

ve
rsio

n
 to

o
ls:b

e
sid

e
s th

e
 m

an
y co

n
ve

rsio
n

 to
o

ls th
at are

availab
le

 o
n

 th
e

 m
arke

t,
m

ig
ratio

n
 is also

 e
asy to

 re
alise

 w
ith

 th
e

 h
e

lp
 o

f

w
id

e
ly availab

le
 co

m
p

u
te

r p
ro

g
ram

s.
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Th
e

 d
isad

van
tag

e
s:

• th
is sto

rag
e

 strate
g

y is stro
n

g
ly d

e
p

e
n

d
in

g
 o

n
 stan

d
ard

s.H
o

w
e

ve
r,stan

d
ard

s

h
ave

 a n
u

m
b

e
r o

f d
isad

van
tag

e
s:

• th
e

ir 
d

e
ve

lo
p

m
e

n
t 

p
ro

ce
ss 

take
s 

a 
lo

n
g

 
tim

e
;

th
is 

m
e

an
s 

th
at 

stan
d

ard
s can

n
o

t fo
llo

w
 th

e
 sp

e
e

d
 o

f th
e

 m
arke

t e
vo

lu
tio

n

• stan
d

ard
s are

 n
o

t alw
ays p

re
cise

ly ap
p

lie
d

 o
r im

p
le

m
e

n
te

d
:stan

d
ard

s

are
 so

m
e

tim
e

s e
xp

an
d

e
d

,
so

 th
at ad

d
itio

n
al fu

n
ctio

n
alitie

s b
e

co
m

e

availab
le,th

ro
u

g
h

 w
h

ich
 th

e
 d

o
cu

m
e

n
ts are

 n
o

 lo
n

g
e

r fu
lly co

m
p

atib
le

• stan
d

ard
s su

p
p

o
rt alm

o
st m

o
st n

o
 ap

p
licatio

n
-o

rie
n

te
d

 fu
n

ctio
n

alitie
s

• n
o

t all stan
d

ard
s are

 e
q

u
ally w

e
ll d

istrib
u

te
d

 o
r h

ave
 a su

fficie
n

t 

m
arke

t p
e

n
e

tratio
n

• stan
d

ard
s d

o
 n

o
t h

ave
 an

 u
n

lim
ite

d
 life

sp
an

• fo
r so

m
e

 file
 fo

rm
ats th

e
re

 are
 n

o
 su

itab
le

 arch
ivin

g
 file

 fo
rm

ats availab
le

 

• th
e

 o
rig

in
al p

ro
p

e
rtie

s o
r fu

n
ctio

n
alitie

s o
f th

e
 so

u
rce

 fo
rm

at can
 rare

ly 

in
te

g
rally b

e
 tran

sfe
rre

d
 to

 th
e

 targ
e

t fo
rm

at:
m

ig
ratio

n
 is in

 m
an

y case
s 

asso
ciate

d
 w

ith
 lo

ss

• at e
ach

 co
n

ve
rsio

n
,th

e
 au

th
e

n
ticity o

f th
e

 re
co

rd
 is th

re
ate

n
e

d
.

M
ig

ratio
n

 is at p
re

se
n

t th
e

 m
o

st fre
q

u
e

n
tly u

se
d

 strate
g

y fo
r th

e
 lo

n
g

-te
rm

 p
re

se
r-

vatio
n

 o
f e

le
ctro

n
ic re

co
rd

s.O
n

e
 m

u
st,h

o
w

e
ve

r,m
ake

 su
re

 th
at n

o
 e

sse
n

tial in
fo

rm
a-

tio
n

 is lo
st d

u
rin

g
 m

ig
ratio

n
,an

d
 th

at th
e

 au
th

e
n

ticity o
f th

e
 e

le
ctro

n
ic re

co
rd

s is n
o

t

co
m

p
ro

m
ise

d
.In

 p
rin

cip
le,th

is is n
o

 h
in

d
ran

ce
 fo

r th
e

 ap
p

licatio
n

 o
f a m

ig
ratio

n
 strat-

e
g

y.W
ith

 a th
o

ro
u

g
h

 an
alysis o

f th
e

 so
u

rce
 an

d
 th

e
 targ

e
t fo

rm
at,su

ch
 risks can

 b
e

avo
id

e
d

 an
d

 an
y lo

sse
s lim

ite
d

 to
 a m

in
im

u
m

.B
ase

d
 o

n
 an

 ap
p

raisal d
e

cisio
n

,th
is

sh
o

u
ld

 le
ad

 to
 th

e
 m

ig
ratio

n
 o

f all e
sse

n
tial an

d
 as m

an
y o

f th
e

 in
cid

e
n

tal p
ro

p
e

rtie
s

as p
o

ssib
le.

Th
e

 m
ig

ratio
n

 p
ro

ce
d

u
re

 sh
o

u
ld

 b
e

 au
to

m
ate

d
,

takin
g

 in
to

 acco
u

n
t th

e
 larg

e

q
u

an
tity o

f e
le

ctro
n

ic re
co

rd
s.M

an
u

al co
n

ve
rsio

n
s are

 lab
o

u
r in

te
n

sive
 an

d
 n

o
t alw

ays

co
n

siste
n

tly accu
rate.A

u
to

m
ate

d
 m

ig
ratio

n
 p

ro
ce

d
u

re
s le

ad
 to

 a n
u

m
b

e
r o

f sp
e

cial

re
q

u
ire

m
e

n
ts fo

r th
e

 m
ig

ratio
n

 p
ro

ce
ss.O

n
e

 m
u

st d
e

fin
e

 a m
ig

ratio
n

 p
ath

 fo
r e

ach

re
co

rd
 typ

e.A
 m

ig
ratio

n
 p

ath
 co

n
sists o

f th
e

 fo
llo

w
in

g
 ste

p
s:

• ap
p

raisal an
d

 se
le

ctio
n

:
id

e
n

tify th
e

 re
co

rd
 an

d
 d

e
fin

e
 th

e
 e

sse
n

tial an
d

 

in
cid

e
n

tal ch
aracte

ristics o
f th

e
 re

co
rd

• ch
o

ice
 o

f th
e

 targ
e

t file
 fo

rm
at 

• ch
o

o
se

 a file
 fo

rm
at th

at fu
lfills th

e
 re

q
u

ire
m

e
n

ts o
f a su

itab
le

 arch
i-

vin
g

 file
 fo

rm
at (se

e
 C

.3
.2

)

• ch
o

o
se

 a file
 fo

rm
at th

at su
p

p
o

rts all e
sse

n
tial co

m
p

o
n

e
n

ts o
f th

e

e
le

ctro
n

ic re
co

rd

• d
e

fin
e

 
th

e
 

p
ro

file
 

o
f 

th
e

 
targ

e
t 

file
 

fo
rm

at 
(u

n
co

m
p

re
sse

d
,

co
lo

r

sch
e

m
a,e

n
cap

su
latio

n
 o

f m
e

tad
ata,e

tc.)

• p
ay atte

n
tio

n
 to

 th
e

 e
n

cap
su

late
d

 m
e

tad
ata in

 th
e

 so
u

rce
 file

s

• ch
o

ice
 o

f th
e

 m
ig

ratio
n

 to
o

l:

• se
le

ct a “d
o

cu
m

e
n

te
d

”
m

ig
ratio

n
 to

o
l:

avo
id

 “b
lack b

o
x”

m
ig

ratio
n

to
o

ls.M
ake

 su
re

 yo
u

 kn
o

w
 w

h
ich

 o
p

e
ratio

n
s are

 p
e

rfo
rm

e
d

 b
e

h
in

d

th
e

 sce
n

e
s

• se
le

ct a m
ig

ratio
n

 to
o

l:
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• o
n

ly afte
r e

xte
n

sive
 te

stin
g

• th
at le

ave
s th

e
 so

u
rce

 file
s u

n
alte

re
d

• w
ith

 e
rro

r-h
an

d
lin

g
:e

rro
r-d

e
te

ctio
n

,e
rro

r-co
rre

ctio
n

 an
d

 e
rro

r-

lo
g

g
in

g

• te
sts:in

clu
d

e
 an

 e
xte

n
d

e
d

 te
st p

h
ase

 o
f th

e
 p

ro
ce

d
u

re
 an

d
 th

e
 tran

sfo
rm

atio
n

o
p

e
ratio

n
,b

e
fo

re
 m

ig
ratio

n
 is e

ffe
ctive

ly ap
p

lie
d

• m
ig

ratio
n

 o
f th

e
 e

le
ctro

n
ic re

co
rd

s

• valid
atio

n
 o

f th
e

 tran
sfo

rm
e

d
 re

co
rd

s:ch
e

ck th
e

 q
u

ality o
f th

e
 re

co
rd

s:ve
rify

w
h

e
th

e
r th

e
 tran

sfo
rm

e
d

 re
co

rd
s are

 in
 co

n
fo

rm
ity w

ith
 th

e
 sp

e
cificatio

n
 o

f

th
e

 arch
ivin

g
 file

 fo
rm

at an
d

 th
e

 ap
p

lie
d

 p
ro

file

• d
o

cu
m

e
n

t th
e

 e
n

tire
 m

ig
ratio

n
 p

ro
ce

ss

5
.

C
O

N
C

L
U

S
IO

N
:P

R
E

S
E

R
V

A
T

IO
N

 O
F

 T
H

E
 O

R
IG

IN
A

L
 

A
N

D
 T

H
E

 M
IG

R
A

T
E

D
 B

IT
S

T
R

E
A

M
S

A
n

 e
valu

atio
n

 o
f th

e
 p

o
ssib

le
 p

re
se

rvatio
n

 strate
g

ie
s sh

o
w

s th
at th

e
re

 are
 cu

r-

re
n

tly n
o

 d
e

fin
itive

 so
lu

tio
n

s fo
r th

e
 lo

n
g

-te
rm

 p
re

se
rvatio

n
 o

f e
le

ctro
n

ic re
co

rd
s.

N
o

n
e

 o
f th

e
 d

iscu
sse

d
 p

re
se

rvatio
n

 strate
g

ie
s is fre

e
 o

f risk.

Th
e

 se
arch

 fo
r a su

itab
le

 p
re

se
rvatio

n
 strate

g
y h

as fo
r m

an
y ye

ars fo
cu

se
d

 o
n

 th
e

q
u

e
stio

n
,w

h
e

th
e

r an
 e

m
u

latio
n

 o
f th

e
 o

rig
in

al so
ftw

are
 e

n
viro

n
m

e
n

t o
r,in

ste
ad

,a

m
ig

ratio
n

 o
f e

le
ctro

n
ic re

co
rd

s is th
e

 b
e

st so
lu

tio
n

.B
o

th
 so

lu
tio

n
s h

ave
 o

n
e

 co
m

m
o

n

d
e

n
o

m
in

ato
r,

n
am

e
ly th

at th
e

y tran
slate

 a b
itstre

am
 in

to
 a re

ad
ab

le
 d

o
cu

m
e

n
t.

M
ig

ratio
n

 an
d

 e
m

u
latio

n
,h

o
w

e
ve

r,d
o

 th
is at a d

iffe
re

n
t p

o
in

t in
 tim

e.W
ith

 m
ig

ratio
n

th
is is carrie

d
 o

u
t in

 th
e

 p
re

se
n

t,w
h

ile
 e

m
u

latio
n

 p
ro

je
cts th

is actio
n

 so
m

e
w

h
e

re
 in

th
e

 fu
tu

re.M
ig

ratio
n

 tackle
s th

e
 p

ro
b

le
m

 b
y d

e
alin

g
 w

ith
 th

e
 d

o
cu

m
e

n
t sid

e,w
h

e
re

as

e
m

u
latio

n
 se

arch
e

s fo
r a so

lu
tio

n
 fo

r th
e

 re
ad

ab
ility p

ro
b

le
m

 o
n

 th
e

 h
ard

- an
d

 

so
ftw

are
 sid

e.

In
 th

e
 m

e
an

tim
e,th

e
 vie

w
 th

at b
o

th
 ap

p
ro

ach
e

s d
o

 n
o

t n
e

e
d

 to
 e

xclu
d

e
 o

n
e

an
o

th
e

r h
as w

o
n

 g
ro

u
n

d
.B

o
th

 so
lu

tio
n

s are
 co

m
p

lim
e

n
tary in

 th
e

 life
-cycle

 o
f an

e
le

ctro
n

ic re
co

rd
,o

r are
 m

o
re

 su
itab

le
 fo

r a ce
rtain

 typ
e

 o
f e

le
ctro

n
ic re

co
rd

s.In
 g

e
n

-

e
ral,e

m
u

latio
n

 is m
o

re
 su

itab
le

 w
h

e
n

 th
e

 “lo
o

k an
d

 fe
e

l”an
d

 th
e

 b
e

h
avio

u
r o

f th
e

 d
o

c-

u
m

e
n

t is im
p

o
rtan

t,w
h

ile
 m

ig
ratio

n
 is su

fficie
n

t w
h

e
n

e
ve

r th
e

 co
n

te
n

t an
d

 th
e

 stru
c-

tu
re

 re
p

re
se

n
t th

e
 e

sse
n

tial co
m

p
o

n
e

n
ts o

f a re
co

rd
.Fo

r a su
cce

ssfu
l e

m
u

latio
n

,th
e

sp
e

cificatio
n

s o
f th

e
 te

ch
n

o
lo

g
y m

u
st b

e
 availab

le.A
 n

u
m

b
e

r o
f in

 b
e

tw
e

e
n

 so
lu

tio
n

s

also
 e

xist,w
h

ich
 co

m
b

in
e

 e
le

m
e

n
ts o

f m
ig

ratio
n

 an
d

 e
m

u
latio

n
.

Th
e

 p
re

se
rvatio

n
 strate

g
y th

at is re
co

m
m

e
n

d
e

d
 b

y th
e

 D
A

V
ID

-p
ro

je
ct 1

2
is a m

id
-

d
le

 w
ay b

e
tw

e
e

n
 e

m
u

latio
n

 an
d

 m
ig

ratio
n

,ke
e

p
in

g
 all o

p
tio

n
s o

p
e

n
 fo

r th
e

 fu
tu

re

an
d

 o
ffe

rin
g

 a d
ire

ct so
lu

tio
n

 fo
r th

e
 re

ad
ab

ility p
ro

b
le

m
.Th

is can
 b

e
 ach

ie
ve

d
 w

h
e

n

w
e

 p
re

se
rve

 th
e

 o
rig

in
al b

itstre
am

s to
g

e
th

e
r w

ith
 th

e
 m

ig
rate

d
 ve

rsio
n

s,w
h

ich
 o

ffe
rs

m
o

re
 

q
u

aran
te

e
s 

to
w

ard
s 

lo
n

g
-te

rm
 

re
ad

ab
ility,

o
f 

th
o

se
 

b
itstre

am
s.

Ele
ctro

n
ic

re
co

rd
s,w

h
ich

 h
ave

 n
o

t b
e

e
n

 sto
re

d
 in

 a su
itab

le
 arch

ivin
g

 file
 fo

rm
at,are

 m
ig

rate
d

 to
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a su
itab

le
 arch

ivin
g

 file
 fo

rm
at b

e
fo

re
 th

e
ir in

g
e

st in
to

 th
e

 d
ig

ital re
p

o
sito

ry.Th
e

re
co

rd
 in

 its o
rig

in
al file

 fo
rm

at is n
o

t d
e

stro
ye

d
;in

ste
ad

 it is also
 in

clu
d

e
d

 in
 th

e
 d

ig
i-

tal re
p

o
sito

ry.Th
is m

e
an

s th
at tw

o
 b

it re
p

re
se

n
tatio

n
s o

f th
e

 sam
e

 e
le

ctro
n

ic re
co

rd

are
 p

re
se

rve
d

:o
n

e
 in

 its o
rig

in
al file

 fo
rm

at,an
d

 o
n

e
 in

 th
e

 m
ig

rate
d

 file
 fo

rm
at.It is

p
o

ssib
le

 to
 sto

re
 th

e
se

 re
p

re
se

n
tatio

n
s in

 se
p

arate
 co

m
p

u
te

r file
s,o

r to
 e

n
cap

su
late

th
e

m
 in

 o
n

e
 X

M
L co

n
tain

e
r.Th

is o
ffe

rs th
e

 ad
van

tag
e

 th
at in

 th
e

 fu
tu

re
 b

o
th

 e
m

u
la-

tio
n

 an
d

 m
ig

ratio
n

 are
 p

o
ssib

le,e
ith

e
r fro

m
 th

e
 o

rig
in

al o
r fro

m
 th

e
 m

ig
rate

d
 file

 

fo
rm

at.N
o

 m
ig

ratio
n

 is n
e

ce
ssary fo

r e
le

ctro
n

ic re
co

rd
s,w

h
ich

 w
e

re
 d

ire
ctly cre

ate
d

in
 a su

itab
le

 arch
ivin

g
 file

 fo
rm

at,so
 o

n
ly o

n
e

 re
p

re
se

n
tatio

n
 o

f su
ch

 re
co

rd
 m

u
st b

e

p
re

se
rve

d
.

W
h

e
n

 ap
p

lie
d

 to
 a te

xt d
o

cu
m

e
n

t w
h

ich
 h

ad
 b

e
e

n
 save

d
 in

 an
 M

S W
o

rd
 file

 fo
r-

m
at,th

is p
re

se
rvatio

n
 strate

g
y in

clu
d

e
s th

e
 fo

llo
w

in
g

 ste
p

s.A
t th

e
 late

st at th
e

 tim
e

th
e

 d
o

cu
m

e
n

t is in
g

e
ste

d
 in

 th
e

 d
ig

ital re
p

o
sito

ry (m
o

m
e

n
t x),th

e
 te

xt d
o

cu
m

e
n

t in

an
 M

S W
o

rd
 fo

rm
at w

ill b
e

 m
ig

rate
d

 to
 a su

itab
le

 arch
ivin

g
 file

 fo
rm

at w
ith

 m
ig

ratio
n

to
o

l A
.D

e
p

e
n

d
in

g
 o

n
 an

 id
e

n
tificatio

n
 o

f th
e

 e
sse

n
tial co

m
p

o
n

e
n

ts an
d

 o
n

 ap
p

raisal,

a se
le

ctio
n

 w
ill b

e
 m

ad
e

 fro
m

 th
e

 X
M

L,TIFF an
d

 P
D

F arch
ivin

g
 file

 fo
rm

ats.M
S W

o
rd

is afte
r all an

 u
n

d
o

cu
m

e
n

te
d

 file
 fo

rm
at th

at is d
e

p
e

n
d

an
t u

p
o

n
 o

n
e

 m
an

u
factu

re
r

an
d

 o
n

e
 ap

p
licatio

n
,

fo
r w

h
ich

 o
n

ly tim
e

-lim
ite

d
 su

p
p

o
rt is availab

le
1

3,
m

akin
g

 it

to
tally u

n
su

itab
le

 fo
r lo

n
g

-te
rm

 arch
ivin

g
.In

 th
e

 d
ig

ital re
p

o
sito

ry,b
o

th
 th

e
 o

rig
in

al

M
S W

o
rd

 file
 an

d
 th

e
 m

ig
rate

d
 file
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re
d

.W
h

e
n

e
ve

r th
e

 X
M

L,TIFF o
r P

D
F arch

i-

vin
g

 file
 fo

rm
ats th

re
ate

n
 to

 b
e

co
m

e
 o

b
so

le
te

 (m
o

m
e

n
t y),o

n
e

 h
as a ch

o
ice

 b
e

tw
e

e
n

vario
u

s o
p

tio
n

s:

• th
e

 u
se

 o
f an

 e
m

u
lato

r fo
r th

e
 M

S W
o

rd
 fo

rm
at

• th
e

 u
se

 o
f an

 e
m

u
lato

r fo
r th

e
 m

ig
rate

d
 fo

rm
at

• m
ig

ratio
n

 to
 a n

e
w

 arch
ivin

g
 file

 fo
rm

at (m
ig

rate
d

 b
itstre

am
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),carrie
d

 o
u

t o
n

th
e

 M
S W

o
rd

 file
 w

ith
 m

ig
ratio

n
 to

o
l B
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• m
ig

ratio
n

 to
 a n

e
w

 arch
ivin

g
 file

 fo
rm

at (m
ig

rate
d

 b
itstre

am
 2

),carrie
d

 o
u

t o
n

th
e

 m
ig

rate
d

 file
 fo

rm
at (m

ig
rate

d
 b

itstre
am

 1
) w

ith
 m

ig
ratio

n
 to

o
l C

.

Eve
n

 if,in
 th

e
 case

 o
f M

S W
o

rd
,e

m
u

latio
n

 ap
p

e
ars to

 b
e

 a re
lative

ly u
n

like
ly p

o
ssi-

b
ility,th

is p
re

se
rvatio

n
 strate

g
y co

u
ld

 m
e

an
 th

at m
o

re
 o

f th
e

 o
rig

in
al p

ro
p

e
rtie

s o
f th

e

re
co

rd
 are

 p
re

se
rve

d
 in

 th
e

 se
co

n
d

 arch
ivin

g
 file

 fo
rm

at th
an

 in
 th

e
 first arch

ivin
g

 file

fo
rm

at.

1
.

IM
P

O
R

TA
N

C
E

C
.

A
R

C
H

IV
IN

G
 S

TA
N

D
A

R
D

S

IT stan
d

ard
s p

lay an
 im

p
o

rtan
t ro

le
 in

 e
ve

ry p
re

se
rvatio

n
 strate

g
y.In

 th
e

 case
 o

f

m
ig

ratio
n

,
th

e
 re

co
rd

 is p
re

fe
rab

ly tran
sfo

rm
e

d
 to

 a stan
d

ard
ise

d
 file

 fo
rm

at.Th
is

m
e

an
s th

at re
co

rd
s d

o
 n

o
t fre

q
u

e
n

tly n
e

e
d

 to
 b

e
 m

ig
rate

d
.Sin

ce
 th

e
 te

ch
n

ical sp
e

c-

ificatio
n

s o
f stan

d
ard

ise
d

 file
 fo

rm
ats are
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le,n

e
w
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w

e
rs can

 b
e

 p
ro

g
ram

m
e

d

fo
r th

e
 o

u
td

ate
d

 fo
rm

at at an
y tim

e.Em
u

latio
n

 o
f so

ftw
are

 fo
r th

e
 visu

alisatio
n

 o
f d

o
c-

u
m

e
n

ts in
 stan

d
ard

ise
d

 file
 fo

rm
ats,is sim

p
le

r an
d

 m
o

re
 re

alistic th
e

n
 b

u
ild

in
g

 an

e
m

u
lato

r fo
r u

n
d

o
cu

m
e

n
te

d
 o

r clo
se

d
 file

 fo
rm

ats.
A

n
d

 fin
ally,

stan
d

ard
s are

 also

im
p

o
rtan

t fo
r th

e
 sto

rag
e

 o
f re

co
rd

s o
n

 m
e

d
ia.A

fte
r all,d

ig
ital p

re
se

rvatio
n

 m
e

d
ia are

also
 su

b
je

ct to
 te

ch
n

o
lo

g
ical o

b
so

le
sce

n
ce.Fo

r th
e

 sto
rag

e
 o

f re
co

rd
s o

n
 a p

re
se

rva-

tio
n

 m
e

d
ia,p

h
ysical (typ

e
 o

f p
re

se
rvatio

n
 m

e
d

ia) an
d

 a lo
g

ical (file
syste

m
) stan

d
ard

s

are
 p

re
fe

rab
ly ap

p
lie

d
,so

 th
e

 e
le

ctro
n

ic re
co

rd
s are

 at le
ast e

xch
an

g
e
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le.
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Stan
d

ard
s can

 b
e

 ap
p

lie
d

 to
:

• th
e

 p
re

se
rvatio

n
 m

e
d

ia o
n

 w
h

ich
 th

e
 e

le
ctro

n
ic re

co
rd

s are
 sto

re
d

• th
e

 file
 fo

rm
ats in

 w
h

ich
 th

e
 e

le
ctro

n
ic re

co
rd

s are
 sto

re
d

.

2
.

P
R

E
S

E
R

V
A

T
IO

N
 M

E
D

IA

2
.1

.D
U

R
A

B
L

E
 S

T
O

R
A

G
E

 M
E

D
IA

W
h

e
th

e
r e

le
ctro

n
ic re

co
rd
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e
 re

n
d

e
rab

le
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 th
e

 fu
tu

re
 d

e
p

e
n

d
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 th
e

first p
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n
 th

e
 m

e
d

ia o
n

 w
h

ich
 th

e
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ave
 b

e
e

n
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re
d
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ctro

n
ic re

co
rd
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e
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re

d
 o

n
 d

u
rab

le
 p

re
se

rvatio
n

 m
e

d
ia.Th

e
 p

re
se

rvatio
n

 m
e

d
ia m

u
st b

e
 cap

ab
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 o
f

sto
rin

g
 d

ata fo
r th

e
 lo

n
g

-te
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 an
d

 m
ay n

o
t d

e
te
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 all to
o
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u

ickly.

Th
e

 life
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 o

f sto
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e
 m

e
d

ia is u
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in
e

d
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n
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e
 b
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h

e
re

b
y
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e
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e

in
g

 p
ro

ce
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e
e

d
e

d
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p
 an

d
 w

h
e

re
 th

e
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u
m

b
e

r o
f e

rro
rs o

n
 th

e
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e
d

 sto
r-
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e

 m
e

d
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 m
e

asu
re

d
.Th

e
 life
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an

 o
f th

e
 sto

rag
e

 m
e

d
ia is su

b
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q
u

e
n

tly fo
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o
n

 th
e

 b
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f th
e

se
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sts,an
d

 o
n

 th
e
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m

p
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n
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at th
e

 m
e

d
iu

m
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d
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n

d
e

r

g
o

o
d
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n

d
itio

n
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n
 e

rro
r-d

e
te

ctio
n
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d

 e
rro

r-co
rre

ctio
n

 syste
m

 is take
n

 in
to
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u

n
t

in
 th

is re
g

ard
.A

fte
r all,an

 e
rro

r-d
e

te
ctio

n
 an

d
 e

rro
r-co

rre
ctio

n
 syste

m
 e

xists fo
r e

ve
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typ
e

 o
f sto

rag
e

 m
e

d
iu

m
.Th

e
se

 m
e

ch
an

ism
s can

 re
p

air e
rro

rs o
n

 th
e

 sto
rag

e
 m

e
d

iu
m

u
p

 to
 a ce

rtain
 le

ve
l,so

 th
at th

e
 e

le
ctro

n
ic file

s re
m

ain
 re

ad
ab

le.Th
e

 n
u

m
b

e
r o

f co
r-

re
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le
 e

rro
rs d

o
e

s,h
o

w
e

ve
r,h

ave
 an

 u
p

p
e

r lim
it.C

o
m

p
u

te
r file

s b
e
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m

e
 u

n
re

ad
ab

le

o
n

ce
 th
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sh
o

ld
 is e

xce
e

d
e

d
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e
 life
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an
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ive
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o
o

d
 in

d
icatio

n
 o

f th
e

e
xp

e
cte

d
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 e
xp

e
ctan

cy o
f th

e
 sto

rag
e

 m
e

d
iu

m
,

b
u

t th
e

y are
 in

 th
e

m
se

lve
s n

o
 

g
u

aran
te

e
 fo

r th
e
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ad

ab
ility o

f th
e

 re
co

rd
s in

 th
e

 lo
n

g
-te

rm
.

A
 d

u
rab

le
 p

re
se

rvatio
n

 m
e

d
iu

m
 an

d
 g

o
o

d
 m

ate
rial sto

rag
e

 co
n

d
itio

n
s o

n
ly assu

re

th
at th

e
 sto

rag
e

 m
e

d
ia still co

n
tain

 th
e

 d
ata th

at w
as tran

sfe
rre

d
 to

 th
e

m
 at o

n
e

 p
o

in
t

in
 tim

e.W
h

e
th

e
r th

e
 in

fo
rm

atio
n

 o
n

 th
e

 sto
rag

e
 m

e
d

ia can
 e

ffe
ctive

ly still b
e

 re
trie

ve
d

an
d

 e
xe

cu
te

d
 d

e
p

e
n

d
s o

n
 th

e
 availab

le
 te

ch
n

o
lo

g
y.
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E
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P

E
C
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N

C
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C
H

N
O
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O
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e
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u
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 th

e
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e
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ssary h
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- an
d

 so
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 th
e

 fu
tu

re,to
 b

e
 ab

le

to
 lo

ad
 th

e
 in

fo
rm

atio
n

 o
n
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rtain

 sto
rag

e
 m

e
d

iu
m

 in
to

 th
e

 co
m

p
u

te
r’s m

e
m

o
ry

(a.o
.e

q
u

ip
m

e
n

t,o
p

e
ratin

g
 syste

m
s,d

rive
rs,cab

le
s,e

tc.).Th
is te

ch
n

o
lo

g
y ag

e
s q

u
ickly

an
d

 u
su

ally h
as a sh

o
rte

r life
 e

xp
e

ctan
cy th

an
 th

e
 m

e
d

ia o
n

 w
h

ich
 th

e
 e

le
ctro

n
ic

re
co

rd
s are

 sto
re

d
.

Fro
m

 th
is vie

w
p

o
in

t,
it is irre

le
van

t w
h

e
th

e
r a C

D
-r h

as a life

e
xp

e
ctan

cy o
f 1

0
0

 ye
ars o

r n
o

t.Th
e

re
 is a su

b
stan

tial p
ro

b
ab

ility th
at th

e
 e

q
u

ip
m

e
n

t

an
d

/o
r th

e
 p

ro
g

ram
s,fo

r re
ad

in
g

 th
e

 d
ata o

n
 a C

D
-r w

ill n
o

 lo
n

g
e

r b
e

 availab
le

 in
 1

0

o
r 2

0
 ye

ars
1

4.A
t p

re
se

n
t th

is is alre
ad

y th
e

 case
 fo

r a varie
ty o

f d
iske

tte
 an

d
 tap

e
 fo

r-

m
ats.A

n
d

 th
is is valid

 fo
r all typ

e
s o

f sto
rag

e
 m

e
d

ia,b
o

th
 o

p
tical an

d
 m

ag
n

e
tic.Th

e

life
sp

an
 o

f a sto
rag

e
 m

e
d

ia is,as a co
n

se
q

u
e

n
ce,in

 p
art d

e
te

rm
in

e
d

 b
y th

e
 availab

le

te
ch

n
o

lo
g

y.Tran
sfe

rral to
 o

th
e

r sto
rag

e
 m

e
d

ia w
ill b

e
co

m
e

 n
e

ce
ssary,as so

o
n

 as a 

ce
rtain

 te
ch

n
o

lo
g

y is like
ly to

 b
e

co
m

e
 u

n
availab

le.
B

y care
fu

lly se
le

ctin
g

 a stab
le
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p
re

se
rvatio

n
 

m
e

d
iu

m
 

an
d

 
a 

d
u

rab
le

 
te

ch
n

o
lo

g
y,

th
e

 
fre

q
u

e
n

cy 
o

f 
re

fre
sh

in
g

 

o
p

e
ratio

n
s can

 b
e

 re
d

u
ce

d
 to

 a m
in

im
u

m
.
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.G
E

N
E

R
A

L
 R

E
C

O
M

M
E

N
D

A
T

IO
N

S

B
o

th
 m

ag
n

e
tic an

d
 o

p
tical sto

rag
e

 m
e

d
ia are,in

 p
ractice,u

se
d

 as p
re

se
rvatio

n

m
e

d
ia fo

r e
le

ctro
n

ic re
co

rd
s.Th

e
 fo

llo
w

in
g

 re
co

m
m

e
n

d
atio

n
s ap

p
ly to

 b
o

th
 typ

e
s 

o
f m

e
d

ia:

• sp
re

ad
 th

e
 risk:if p

o
ssib

le,sto
re

 th
e

 e
le

ctro
n

ic re
co

rd
s o

n
 se

ve
ral d

iffe
re

n
t

typ
e

s o
f p

re
se

rvatio
n

 m
e

d
ia;d

o
 m

ain
tain

 a clo
se

 co
n

tro
l o

ve
r th

e
 n

u
m

b
e

r o
f

d
iffe

re
n

t 
typ

e
s 

o
f 

o
p

tical 
an

d
 

d
ig

ital 
p

re
se

rvatio
n

 
m

e
d

ia 
fo

r 
e

le
ctro

n
ic

re
co

rd
s,so

 th
at th

e
 n

u
m

b
e

r o
f su

p
p

o
rte

d
 syste

m
s can

 re
m

ain
 lim

ite
d

• o
p

t fo
r sto

rag
e

 m
e

d
ia an

d
 te

ch
n

o
lo

g
y th

at h
as p

ro
ve

n
 its re

liab
ility an

d
 

o
p

e
ratio

n
al safe

ty;
avo

id
 th

e
 n

e
w

e
st te

ch
n

o
lo

g
ie

s th
at h

ave
 n

o
t p

ro
ve

n

th
e

m
se

lve
s in

 th
is re

g
ard

• sto
re

 re
co

rd
s o

n
 m

e
d

ia th
at d

o
 n

o
t d

e
g

rad
e

 to
o

 q
u

ickly
:se

le
ct sto

rag
e

 m
e

d
ia

w
ith

 a lo
n

g
 life

 e
xp

e
ctan

cy an
d

 a ro
b

u
st e

rro
r-d

e
te

ctio
n

 an
d

 e
rro

r-co
rre

ctio
n

syste
m

• m
ake su

re th
at th

e req
u

ired
 eq

u
ip

m
en

t an
d

 so
ftw

are ap
p

licatio
n

s are availab
le:

• p
h

ysical fo
rm

at:u
se

 stan
d

ard
ise

d
 sto

rag
e

 m
e

d
ia,w

h
ich

 can
 b

e
 re

ad
 

b
y 

d
iffe

re
n

t 
typ

e
s 

o
f 

e
q

u
ip

m
e

n
t 

p
ro

d
u

ce
d

 
b

y 
se

ve
ral 

d
iffe

re
n

t 

m
an

u
factu

re
rs

• lo
g

ical fo
rm

at:W
rite

 d
ata to

 th
e

 sto
rag

e
 m

e
d

iu
m

 u
sin

g
 a stan

d
ard

ise
d

file
 syste

m

• m
ake

 safe
ty co

p
ie

s an
d

 sto
re

 th
e

se
 in

 se
p

arate
 an

d
 safe

 lo
catio

n
s o

ff-site
:th

e

n
u

m
b

e
r o

f safe
ty co

p
ie

s th
at are

 re
q

u
ire

d
 in

cre
ase

s w
ith

 th
e

 cap
acity an

d

d
e

n
sity o

f th
e

 p
re

se
rvatio

n
 m

e
d

iu
m

• sto
re

 th
e

 sto
rag

e
 m

e
d

ia u
n

d
e

r g
o

o
d

 m
ate

rial co
n

d
itio

n
s

• carry o
u

t re
g

u
lar q

u
ality co

n
tro

ls

• tran
sfe

r th
e

 e
le

ctro
n

ic re
co

rd
s to

 a n
e

w
 p

re
se

rvatio
n

 m
e

d
ia,w

h
e

n
e

ve
r:

• th
e

 n
u

m
b

e
r o

f co
rre

ctab
le

 e
rro

rs o
n

 th
e

 sto
rag

e
 m

e
d

iu
m

 rise
s stro

n
g

ly

• w
h

e
n

 th
e

 te
ch

n
o

lo
g

y th
re

ate
n

s to
 b

e
co

m
e

 o
b

so
le

te

• ch
e

ck th
e

 in
te

g
rity o

f th
e

 tran
sfe

rre
d

 b
itstre

am
s d

u
rin

g
 re

fre
sh

 p
ro

ce
d

u
re

s

(fo
r in

stan
ce

 b
y co

m
p

arin
g

 ch
e

cksu
m

s)

• p
re

p
are

 
a 

d
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r 
an

d
 

re
co

ve
ry 

p
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fo

r 
e

ve
ry 

typ
e

 
o

f 
sto

rag
e

 
m

e
d

ia 

co
n

tain
in

g
 e

le
ctro

n
ic re

co
rd

s

• to
g

e
th

e
r w

ith
 e

ach
 p

re
se

rvatio
n

 m
e

d
iu

m
,sto

re
 an

 o
ve

rvie
w

 o
f th

e
 fo

ld
e

r

stru
ctu

re
 an

d
 its co

n
te

n
ts 

• sto
re

 th
e

 re
co

rd
s in

 a stan
d

ard
ise

d
 file

syste
m

,u
sin

g
 an

 o
p

e
n

,d
o

cu
m

e
n

te
d

an
d

 u
n

co
m

p
re

sse
d

 file
 fo

rm
at o

n
 th

e
 sto

rag
e

 m
e

d
iu

m
.
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 fo
rm

ats are
 (as

ye
t) availab

le.Th
e

se
 d

ig
ital d

o
cu

m
e

n
ts are

 so
 clo

se
ly lin

ke
d

 to
 th

e
 h

ard
- an

d
 so

ftw
are

e
n

viro
n

m
e

n
t in

 w
h

ich
 th

e
y w

e
re

 cre
ate

d
 th

at th
e

y can
 o

n
ly b

are
ly (o

r n
o

t at all) b
e

u
se

d
 o

u
tsid

e
 th

at e
n

viro
n

m
e

n
t.Th

is is th
e

 case
 fo

r ce
rtain

 typ
e

 o
f m

u
ltim

e
d

ia o
b

je
cts

at th
e

 p
re

se
n

t tim
e.In

 su
ch

 a case
 it is re

co
m

m
e

n
d

e
d

 to
 se

arch
 fo

r a file
 fo

rm
at w

h
ich

an
sw

e
rs as clo

se
ly as p

o
ssib

le
 to

 th
e

 crite
ria o

f a su
itab

le
 arch

ivin
g

 file
 fo

rm
at,w

h
e

re
b

y

an
y d

e
p

e
n

d
e

n
cie

s are
 avo

id
e

d
 to

 a m
axim

u
m

 d
e

g
re

e.

Reco
m

m
en

d
atio

n
:d

o
 n

o
t u

se co
m

p
ressio

n
 fo

r lo
n

g
-term

 p
reservatio

n
!

Th
e

 ap
p

licatio
n

 o
f co

m
p

re
ssio

n
 is avo

id
e

d
 fo

r th
e

 fo
llo

w
in

g
 re

aso
n

s:

• d
e

co
m

p
re

ssio
n

 is an
 e

xtra ste
p

 in
 th

e
 re

co
n

stru
ctio

n
 p

ro
ce

ss fro
m

 p
re

se
rve

d

b
its to

 u
n

d
erstan

d
ab

le d
o

cu
m

en
t o

n
 screen

,w
h

ich
 co

n
flicts w

ith
 th

e p
rin

cip
le

o
f avo

id
in

g
 all p

o
ssib

le
 d

e
p

e
n

d
e

n
cie

s

• in
fo

rm
atio

n
 an

d
 q

u
ality is lo

st in
 th

e case o
f lo

ssy
co

m
p

ressio
n

.Th
e lo

ss o
f q

u
ality,

n
o

ise an
d

/o
r d

efo
rm

atio
n

,easily b
eco

m
es au

d
ib

le o
r visu

ally p
erceivab

le in
 au

d
io

-

visu
al reco

rd
s,w

h
en

 d
ifferen

t co
m

p
ressio

n
 alg

o
rith

m
s are ap

p
lied

 in
 seq

u
en

ce

• th
e

 p
ro

ce
ssin

g
 o

f co
m

p
re

sse
d

 b
itstre

am
s is m

o
re

 co
m

p
le

x

• co
m

p
re

sse
d

 d
ig

ital d
o

cu
m

e
n

ts are
 m

o
re

 vu
ln

e
rab

le
 th

an
 u

n
co

m
p

re
sse

d

d
o

cu
m

e
n

ts:an
 e

rro
r in

 a co
m

p
re

sse
d

 file
 le

ad
s m

o
re

 q
u

ickly to
 an

 irre
trie

vab
le

lo
ss o

f d
ata 

• th
e n

eed
 fo

r co
m

p
ressio

n
 is u

su
ally d

u
e to

 tech
n

o
lo

g
ical lim

itatio
n

s (p
ro

cessin
g

,

sto
rag

e,tran
sm

issio
n

):th
e

se
 lim

itatio
n

s w
ill b

e
co

m
e

 le
ss rig

id
 an

d
 p

ro
b

ab
ly

d
isap

p
e

ar e
n

tire
ly in

 th
e

 co
m

in
g

 ye
ars,d

u
e

 to
 te

ch
n

o
lo

g
ical p

ro
g

re
ss.
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If co
m

p
re

ssio
n

 is u
n

avo
id

ab
le,th

e
n

 o
n

e
 sh

o
u

ld
 o

p
t fo

r a lo
ssle

ss co
m

p
re

ssio
n

m
e

th
o

d
 (o

n
e

 w
ith

o
u

t d
ata lo

ss) an
d

 se
le

ct a co
m

p
re

ssio
n

 m
e

th
o

d
 w

ith
 an

 o
p

e
n

,

d
o

cu
m

e
n

te
d

 an
d

 stan
d

ard
ise

d
 d

e
co

m
p

re
ssio

n
 alg

o
rith

m
.

3
.3

.E
X

A
M

P
L

E
S

 O
F

 S
U

ITA
B

L
E

 A
R

C
H

IV
IN

G
 F

IL
E

 F
O

R
M

A
T

S

T
Y

P
E

 O
F

 D
O

C
U

M
E

N
T

A
R

C
H

IV
IN

G
 F

IL
E

 F
O

R
M

A
T

Te
xt:

A
SC

II/U
N

IC
O

D
E,TIFF,P

D
F,X

M
L

Im
ag

e
s:

Scre
e

n
TIFF,P

N
G

V
e

cto
r

SV
G

Scre
e

n
 an

d
 ve

cto
r

C
G

M

So
u

n
d

:
W

A
V

 (u
n

co
m

p
re

sse
d

 P
C

M
)

C
A

D
:

D
X

F

G
IS:

G
M

L

V
id

e
o

:
M

X
F

Reco
m

m
en

d
atio

n
s:

• lim
it th

e
 n

u
m

b
e

r o
f file

 fo
rm

ats th
at are

 u
se

d
 w

ith
in

 th
e

 o
rg

an
isatio

n
 as an

arch
ivin

g
 file

 fo
rm

at

• if p
o

ssib
le,

sto
re

 e
le

ctro
n

ic re
co

rd
s im

m
e

d
iate

ly afte
r th

e
ir cre

atio
n

 in
 a 

su
itab

le
 arch

ivin
g

 file
 fo

rm
at

• d
o

 n
o

t p
re

se
rve

 e
le

ctro
n

ic re
co

rd
s in

 a clo
se

d
 o

r u
n

d
o

cu
m

e
n

te
d

 fo
rm

at

• avo
id

 th
e

 u
se

 o
f co

m
p

re
ssio

n
 (fo

r in
stan

ce
 LZ

W
,JP

EG
,Z

IP
 in

 a TIFF file
;Z

IP
 in

a P
D

F-file
)

• d
o

 n
o

t w
rap

 u
p

 re
co

rd
s in

to
 co

m
p

re
sse

d
 fo

rm
ats (.zip

,.tar,.rar)

• w
h

e
n

e
ve

r th
e

 o
rig

in
al fo

rm
ats are

 n
o

t save
d

,d
e

stro
y th

e
 o

rig
in

al co
m

p
u

te
r

file
s o

n
ly afte

r th
e

 m
ig

ratio
n

 h
as b

e
e

n
 ch

e
cke

d
 an

d
 valid

ate
d

 

• ch
e

ck 
th

at 
th

e
 

stan
d

ard
s 

are
 

ap
p

lie
d

 
co

rre
ctly,

an
d

 
also

 
ve

rify 
th

at 
th

e
 

e
le

ctro
n

ic re
co

rd
s are

 co
n

fo
rm

 th
e

 fo
rm

al d
e

fin
itio

n
 o

f th
e

 stan
d

ard
.

1
.

A
R

C
H

IV
IN

G
 P

O
L

IC
Y

D
.

P
O

LIC
Y

 A
N

D
 P

R
O

C
E

D
U

R
E

S

Eve
ry o

rg
an

isatio
n

 n
e

e
d

s a g
e

n
e

ral p
o

licy,w
h

ich
 d

e
fin

e
s th

e
 b

asic o
p

tio
n

s an
d

 th
e

g
o

al o
f th

e
 re

co
rd

 ke
e

p
in

g
 p

ro
ce

d
u

re
s w

ith
in

 th
e

 o
rg

an
isatio

n
.Th

is p
o

licy m
u

st m
ake
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2
.

T
H

E
 O

P
E

N
 A

R
C

H
IV

A
L

 IN
F

O
R

M
A

T
IO

N
 S

Y
S

T
E

M
 (O

A
IS

) M
O

D
E

L

a co
h

e
re

n
t re

co
rd

s m
an

ag
e

m
e

n
t an

d
 re

co
rd

 ke
e

p
in

g
 p

o
ssib

le,th
e

 fin
al g

o
al o

f w
h

ich

is th
at re

co
rd

s are
 m

an
ag

e
d

 in
 a g

o
o

d
,stru

ctu
re

d
 an

d
 acce

ssib
le

 w
ay,fo

r as lo
n

g
 as

th
is is re

q
u

ire
d

.Th
e

 arch
ivin

g
 p

o
licy is a p

latfo
rm

 o
n

 w
h

ich
 re

co
rd

 m
an

ag
e

m
e

n
t

actio
n

s an
d

 re
co

rd
 ke

e
p

in
g

 p
ro

ce
d

u
re

s are
 im

p
le

m
e

n
te

d
.

Th
e

 arch
ivin

g
 p

o
licy w

ith
in

 an
 o

rg
an

isatio
n

 is p
re

fe
rab

ly d
e

fin
e

d
 in

 a p
o

licy d
o

cu
-

m
e

n
t,w

h
ich

 h
as b

e
e

n
 fo

rm
ally ap

p
ro

ve
d

 an
d

 w
h

ich
 is ap

p
licab

le
 b

o
th

 to
 th

e
 p

ap
e

r

an
d

 to
 th

e
 e

le
ctro

n
ic re

co
rd

s.Su
ch

 a d
o

cu
m

e
n

t d
e

fin
e

s,am
o

n
g

 o
th

e
r th

in
g

s:

• w
h

at th
e

 g
e

n
e

ral g
o

als an
d

 b
asic p

rin
cip

le
s o

f th
e

 re
co

rd
 ke

e
p

in
g

 p
o

licy o
f

th
e

 o
rg

an
isatio

n
 are

• w
h

at le
g

al o
b

lig
atio

n
s are

 ap
p

licab
le

 to
 th

e
 re

co
rd

s m
an

ag
e

m
e

n
t an

d
 re

co
rd

ke
e

p
in

g
 p

ro
ce

d
u

re
s w

ith
in

 th
e

 o
rg

an
isatio

n

• w
h

ich
 d

o
cu

m
e

n
ts h

ave
 th

e
 statu

s o
f re

co
rd

 w
ith

in
 th

e
 o

rg
an

isatio
n

• w
h

ich
 

d
o

cu
m

e
n

ts 
are

 
p

re
se

rve
d

 
o

n
 

p
ap

e
r 

an
d

 
w

h
ich

 
are

 
p

re
se

rve
d

 

e
le

ctro
n

icly

• th
e

 lo
n

g
-te

rm
 p

re
se

rvatio
n

 strate
g

y th
at is o

b
se

rve
d

 fo
r e

le
ctro

n
ic re

co
rd

s

• h
o

w
 an

d
 to

 w
h

at d
e

g
re

e
 th

e
 re

liab
ility o

f th
e

 e
le

ctro
n

ic re
co

rd
s is g

u
aran

te
e

d

• w
h

ich
 

p
art 

o
f 

th
e

 
o

rg
an

isatio
n

 
is 

m
an

d
ate

d
 

fo
r 

d
e

ve
lo

p
in

g
 

th
e

 
re

co
rd

 

ke
e

p
in

g
 p

ro
ce

d
u

re
s

• h
o

w
 th

e
 co

m
p

e
te

n
cie

s an
d

 th
e

 re
sp

o
n

sib
ilitie

s are
 d

istrib
u

te
d

 b
e

tw
e

e
n

 th
e

ag
e

n
cie

s,th
e

 IT m
an

ag
e

rs an
d

 th
e

 arch
ival se

rvice

• w
h

at th
e

 g
e

n
e

ral g
u

id
e

lin
e

s are
 fo

r th
e

 cre
atio

n
,u

se,m
an

ag
e

m
e

n
t,arch

ivin
g

an
d

 d
isp

o
sitio

n
 o

f (e
le

ctro
n

ic) re
co

rd
s

• h
o

w
 th

e
 co

sts are
 d

ivid
e

d

• w
h

at th
e

 cre
ato

rs an
d

 th
e

 arch
ive

 u
se

rs m
ay e

xp
e

ct.

Th
e

 O
p

e
n

 A
rch

ival In
fo

rm
atio

n
 Syste

m
 (O

A
IS) m

o
d

e
l can

 b
e

 u
se

d
 as a g

u
id

e
 in

 th
e

d
e

ve
lo

p
m

e
n

t o
f an

 in
fo

rm
atio

n
 m

an
ag

e
m

e
n

t an
d

 re
co

rd
 ke

e
p

in
g

 syste
m

.O
A

IS w
as

d
e

ve
lo

p
e

d
 b

y th
e

 C
o

n
su

ltative
 C

o
m

m
itte

e
 o

f N
A

SA
 fo

r th
e

ir Sp
ace

 D
ata Syste

m
s,an

d

in
 th

e
 m

e
an

tim
e

 it is e
stab

lish
e

d
 as an

 ISO
 stan

d
ard

 (ISO
-1

4
7

2
1

:2
0

0
2

) 1
5.A

lth
o

u
g

h
 th

e

O
A

IS m
o

d
e

l is ap
p

licab
le

 to
 b

o
th

 p
ap

e
r an

d
 e

le
ctro

n
ic re

co
rd

s,th
e

 m
o

d
e

l is p
rim

arily

d
ire

cte
d

 to
w

ard
s th

e
 se

co
n

d
 cate

g
o

ry.

Th
e

 O
A

IS m
o

d
e

l is n
o

t a syste
m

 m
o

d
e

l fo
r a re

co
rd

 ke
e

p
in

g
 syste

m
 w

h
ich

 can
 b

e

im
p

le
m

e
n

te
d

 im
m

e
d

iate
ly,it is rath

e
r a co

n
ce

p
tu

al re
fe

re
n

ce
 m

o
d

e
l.It o

ffe
rs a fram

e
-

w
o

rk in
 w

h
ich

 p
ro

ce
d

u
re

s fo
r th

e
 lo

n
g

-te
rm

 arch
ivin

g
 o

f d
ig

ital in
fo

rm
atio

n
 can

 b
e

d
e

ve
lo

p
e

d
.Fo

r d
e

ve
lo

p
in

g
 a re

co
rd

 ke
e

p
in

g
 p

ro
ce

d
u

re,th
e

 p
ro

ce
sse

s an
d

 m
e

tad
ata

th
at are

 id
e

n
tifie

d
 w

ith
in

 O
IA

S are,am
o

n
g

st o
th

e
rs,im

p
o

rtan
t.Th

e
 fu

n
ctio

n
s,activitie

s

an
d

 w
o

rkflo
w

 are
 p

rim
ary p

arts o
f e

ve
ry re

co
rd

 ke
e

p
in

g
 syste

m
,an

d
 th

e
y g

ive
 fo

rm
 to

th
e

 re
co

rd
 ke

e
p

in
g

 fu
n

ctio
n

 o
f an

 arch
ival in

stitu
tio

n
 o

r arch
ival se

rvice
:

• in
g

e
st:

q
u

ality 
co

n
tro

l,
re

g
istratio

n
,

d
e

scrip
tio

n
,

e
xtractio

n
 

o
f 

m
e

tad
ata,

m
ig

ratio
n

 o
f re

co
rd

s,e
tc.

• lo
n

g
-te

rm
 sto

rag
e

 (p
h

ysical m
an

ag
e

m
e

n
t):th

e
 p

ro
visio

n
 o

f g
o

o
d

 m
ate

rial 
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circu
m

stan
ce

s,re
fre

sh
in

g
 o

f p
re

se
rvatio

n
 m

e
d

ia,e
rro

r-d
e

te
ctio

n
 (ch

e
cksu

m
s),

d
isaste

r p
lan

s,th
e

 p
re

p
aratio

n
 o

f b
acku

p
s,th

e
 m

ain
te

n
an

ce
 o

f re
ad

ab
ility,e

tc.

• assu
rin

g
 acce

ssib
ility (lo

g
ical m

an
ag

e
m

e
n

t):cre
atio

n
 an

d
 u

p
d

atin
g

 o
f arch

ival

d
e

scrip
tio

n
s an

d
 m

e
tad

ata,an
d

 th
e

 p
ro

visio
n

 o
f re

trie
val p

ath
s

• m
an

ag
e

m
e

n
t:

d
e

fin
in

g
 

a 
p

o
licy,

co
n

su
ltatio

n
 

w
ith

 
th

e
 

arch
ive

 
cre

ato
rs,

ch
o

o
sin

g
 stan

d
ard

s,m
an

ag
e

m
e

n
t o

f th
e

 d
ig

ital re
p

o
sito

ry,m
ain

te
n

an
ce

 o
f

d
o

cu
m

e
n

tatio
n

,fo
llo

w
-u

p
 o

n
 te

ch
n

o
lo

g
ical ch

an
g

e
s,e

tc.

• p
ro

vid
in

g
 acce

ss to
 th

e
 arch

ive
s an

d
 th

e
 re

co
rd

s.

Th
e

se
 five

 fu
n

ctio
n

s are
 th

e
 ke

y p
ro

ce
sse

s in
 e

ve
ry re

co
rd

 ke
e

p
in

g
 p

ro
ce

d
u

re
 fo

r

e
le

ctro
n

ic re
co

rd
s,an

d
 th

e
y co

ve
r th

e
 e

n
tire

 d
o

cu
m

e
n

t flo
w

 b
e

tw
e

e
n

 th
e

 cre
ato

r an
d

th
e

 u
se

rs o
f th

e
 arch

ive
s.H

o
w

 th
e

se
 p

ro
ce

sse
s w

ill lo
o

k like,d
e

p
e

n
d

s o
n

 th
e

 co
n

cre
te

d
e

sig
n

 an
d

 re
alizatio

n
 o

f th
e

 re
co

rd
 ke

e
p

in
g

 p
ro

ce
d

u
re

s.

3
.

T
O

W
A

R
D

S
 A

 C
O

N
C

R
E

T
E

 R
E

C
O

R
D

 K
E

E
P

IN
G

 P
R

O
C

E
D

U
R

E

Th
e

 re
co

rd
 ke

e
p

in
g

 p
o

licy an
d

 th
e

 arch
ivin

g
 fu

n
ctio

n
 w

ith
in

 an
 o

rg
an

isatio
n

 are

p
u

t in
to

 p
ractice

 th
ro

u
g

h
 co

n
cre

te
 arch

ivin
g

 p
ro

ce
d

u
re

s.

A
 varie

ty o
f arch

ivin
g

 p
ro

ce
d

u
re

s are
 ap

p
licab

le
 fo

r th
e

 arch
ivin

g
 o

f e
le

ctro
n

ic

re
co

rd
s.It is im

p
o

rtan
t fo

r th
e

 cre
ato

r o
f th

e
 arch

ive
 to

 se
le

ct th
e

 arch
ivin

g
 p

ro
ce

d
u

re
s

th
at are

 m
o

st e
ffe

ctive
 fo

r th
e

 o
rg

an
isatio

n
 an

d
 its re

co
rd

s.G
e

n
e

rally,th
e

 d
e

ve
lo

p
-

m
e

n
t o

f a g
o

o
d

 arch
ivin

g
 p

ro
ce

d
u

re
 can

 b
e

 su
b

d
ivid

e
d

 in
to

 tw
o

 ste
p

s:

• th
e

 
d

e
fin

itio
n

 
o

f 
g

e
n

e
ral 

crite
ria,

w
h

ich
 

m
u

st 
b

e
 

m
e

t 
b

y 
th

e
 

arch
ivin

g
 

p
ro

ce
d

u
re

• a co
n

cre
te

 d
e

fin
itio

n
 o

f th
e

 arch
ivin

g
 p

ro
ce

d
u

re,o
n

 th
e

 b
asis o

f a d
e

cisio
n

m
o

d
e

l.

3
.1

.G
E

N
E

R
A

L
 C

R
IT

E
R

IA
 F

O
R

 A
N

 A
R

C
H

IV
IN

G
 P

R
O

C
E

D
U

R
E

In
 g

e
n

e
ral,

th
e

re
 are

 th
re

e
 typ

e
s o

f crite
ria w

h
ich

 a re
co

rd
 ke

e
p

in
g

 p
ro

ce
d

u
re

 

m
u

st m
e

e
t:

• le
g

al:th
e

 le
g

al fram
e

w
o

rk in
 w

h
ich

 a re
co

rd
 ke

e
p

in
g

 p
ro

ce
d

u
re

 o
p

e
rate

s,u
su

-

ally co
n

tain
s a n

u
m

b
e

r o
f lim

itatio
n

s an
d

/o
r o

b
lig

atio
n

s w
h

ich
 m

u
st b

e

o
b

se
rve

d
.

Esp
e

cially,
p

ro
te

ctio
n

 
o

f 
th

e
 

p
e

rso
n

al 
p

rivacy,
o

b
lig

atio
n

s 
w

ith

re
g

ard
 to

 th
e

 fre
e

d
o

m
 o

f acce
ss to

 p
u

b
lic re

co
rd

s an
d

 th
e

 co
p

yrig
h

t law
 m

u
st

b
e

 take
n

 in
to

 acco
u

n
t.Fu

rth
e

rm
o

re,sp
e

cific law
s o

r d
iffe

re
n

t re
g

u
latio

n
s m

ay

b
e

 ap
p

licab
le

 fo
r e

ach
 typ

e
 o

f re
co

rd
.

• arch
ival scie

n
ce

:th
e

 e
le

ctro
n

ic re
co

rd
s m

u
st co

n
fo

rm
 to

 a n
u

m
b

e
r o

f arch
iv-

in
g

 q
u

ality re
q

u
ire

m
e

n
ts su

ch
 as a d

ig
ital d

u
rab

ility,
th

e
 h

ig
h

e
st p

o
ssib

le

d
e

g
re

e
 

o
f 

au
to

n
o

m
y 

an
d

 
se

lf-co
n

tain
m

e
n

t,
th

e
 

availab
ility 

o
f 

re
q

u
ire

d
 

m
e

tad
ata,co

n
te

xtu
alisatio

n
,e

tc.

• im
p

le
m

e
n

tatio
n

:th
e

 te
ch

n
o

lo
g

ical in
frastru

ctu
re,scalab

ility,u
se

r-frie
n

d
lin

e
ss,

co
-o

p
e

ratio
n

 an
d

 h
e

lp
fu

ln
e

ss o
f u

se
rs,e

tc.
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A
 p

re
lim

in
ary stu

d
y w

ill p
ro

vid
e

 crite
ria to

 w
h

ich
 th

e
 re

co
rd

 ke
e

p
in

g
 p

ro
ce

d
u

re

m
u

st co
m

p
ly.Th

e
 p

o
ssib

le
 arch

ivin
g

 so
lu

tio
n

s are
 fu

rth
e

r d
e

lim
ite

d
 b

y e
ach

 g
ro

u
p

 o
f

crite
ria,so

 th
at th

e
 re

co
rd

 ke
e

p
in

g
 p

ro
ce

d
u

re
 can

 b
e

 p
ractically d

e
fin

e
d

 in
 th

e
 n

e
xt

p
h

ase.

3
.2

.T
H

E
 D

A
V

ID
-D

E
C

IS
IO

N
 M

O
D

E
L

O
n

ce
 th

e
 g

e
n

e
ral crite

ria h
ave

 b
e

e
n

 d
e

fin
e

d
,th

e
 b

u
ild

in
g

 b
lo

cks o
f th

e
 actu

al

re
co

rd
 ke

e
p

in
g

 p
ro

ce
d

u
re

 are
 d

e
fin

e
d

 in
 a fo

llo
w

in
g

 ste
p

.Th
e

 D
A

V
ID

-d
e

cisio
n

 m
o

d
e

l

can
 b

e
 u

se
d

 as a g
u

id
e

lin
e

 in
 th

is re
g

ard
.Th

is d
e

cisio
n

 m
o

d
e

l can
 b

e
 ap

p
lie

d
 to

 th
e

p
re

se
rvatio

n
 o

f all typ
e

s o
f e

le
ctro

n
ic re

co
rd

s.

C
o

n
cre

te
 ch

o
ice

s are
 m

ad
e

 o
n

 th
e

 b
asis o

f th
is d

e
cisio

n
 m

o
d

e
l,w

h
ich

 fo
rm

u
late

s

an
 an

sw
e

r to
 fo

u
r q

u
e

stio
n

s:

• W
H

A
T is to

 b
e

 arch
ive

d
?

• W
H

O
 arch

ive
s?

• H
O

W
 are

 re
co

rd
 ke

e
p

in
g

 actio
n

s p
u

t in
to

 p
ractice

?

• W
H

EN
 is a re

co
rd

 ke
e

p
in

g
 actio

n
 carrie

d
 o

u
t? 

Th
e

 b
asis fo

r an
sw

e
rin

g
 th

e
se

 fo
u

r q
u

e
stio

n
s is th

e
 in

fo
rm

atio
n

 syste
m

,in
 w

h
ich

th
e

 re
co

rd
s are

 cre
ate

d
,re

ce
ive

d
 o

r m
an

ag
e

d
.It is typ

ical fo
r th

is d
e

cisio
n

 m
o

d
e

l th
at

an
 an

sw
e

r to
 o

n
e

 o
f th

e
 q

u
e

stio
n

s w
ill/can

 d
e

te
rm

in
e

 th
e

 an
sw

e
r to

 so
m

e
 o

f th
e

o
th

e
r q

u
e

stio
n

s.Fo
r in

stan
ce,if th

e
 an

sw
e

r to
 th

e
 H

O
W

-q
u

e
stio

n
 is e

m
u

latio
n

,th
e

n

th
is w

ill also
 d

e
te

rm
in

e
 W

H
A

T is to
 b

e
 arch

ive
d

.
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3.2.1.W
H

AT is to
 b

e arch
ived

?

• Id
e

n
tificatio

n
 o

f re
co

rd
s:

• W
h

at are
 th

e
 re

co
rd

s?

• W
h

ich
 

e
le

m
e

n
ts 

id
e

n
tify 

th
e

 
d

o
cu

m
e

n
ts 

th
at 

h
ave

 
a 

p
e

rm
an

e
n

t

arch
ival valu

e
? W

h
at id

e
n

tifie
s th

e
 re

co
rd

:file
n

am
e,u

n
iq

u
e

 ID
 n

u
m

b
e

r,

e
tc?

• W
h

ich
 co

m
p

o
n

e
n

ts o
f th

e
 re

co
rd

 are
 (p

e
rm

an
e

n
tly) p

re
se

rve
d

:co
n

-

te
n

t,stru
ctu

re,co
n

te
xt,layo

u
t/lo

o
k &

 fe
e

l,b
e

h
avio

u
r/fu

n
ctio

n
alitie

s?

=
>

 W
h

at 
are

 
th

e
 

e
sse

n
tial 

an
d

 
in

cid
e

n
tal 

p
ro

p
e

rtie
s 

o
f 

a 

e
le

ctro
n

ic re
co

rd
?

=
>

 W
h

ich
 co

m
p

o
n

e
n

ts g
ive

 a d
o

cu
m

e
n

t th
e

 statu
s o

f a re
co

rd
?

• W
ill re

co
rd

s b
e

 sto
re

d
 in

 th
e

ir o
rig

in
al file

 fo
rm

at,o
r are

 th
e

y o
n

ly sto
re

d
 in

th
e

ir arch
ivin

g
 file

 fo
rm

at?

• A
re

 
sp

e
cific 

co
m

p
u

te
r 

p
ro

g
ram

s 
re

q
u

ire
d

 
fo

r 
th

e
 

re
co

n
stru

ctio
n

 
o

f 
th

e

re
co

rd
s (fo

r in
stan

ce
 e

m
u

latio
n

 p
ro

g
ram

s)? 

• W
h

ich
 d

e
scrip

tive
 o

r te
ch

n
ical m

e
tad

ata o
f th

e
 re

co
rd

 w
ill b

e
 arch

ive
d

?

• W
h

ich
 d

e
scrip

tive
 o

r te
ch

n
ical m

e
tad

ata o
f th

e
 in

fo
rm

atio
n

 syste
m

 w
ill b

e

arch
ive

d
 in

 w
h

ich
 th

e
 re

co
rd

 w
as cre

ate
d

 an
d

/o
r m

an
ag

e
d

?

3.2.2.W
H

O
 arch

ives?

• W
h

o
 cre

ate
s th

e
 d

ig
ital file

s?

• W
h

o
 re

g
iste

rs th
e

 d
e

scrip
tive

 m
e

tad
ata?

• W
h

o
 re

g
iste

rs th
e

 te
ch

n
ical m

e
tad

ata?

• W
h

o
 co

n
ve

rts th
e

 d
o

cu
m

e
n

ts to
 an

 arch
ivin

g
 file

 fo
rm

at?

• W
h

o
 d

e
p

o
sits th

e
 re

co
rd

s w
ith

 th
e

 arch
ival se

rvice
?
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Param
e

te
rs:

• D
o

e
s th

e
 p

ro
te

ctio
n

 o
f p

e
rso

n
al p

rivacy cre
ate

 lim
itatio

n
s?

• Is sp
e

cial h
ard

- o
r so

ftw
are

 re
q

u
ire

d
?

• W
h

o
 h

as th
e

 re
q

u
ire

d
 te

ch
n

ical kn
o

w
-h

o
w

?

3.2.3.H
O

W
 are reco

rd
 keep

in
g

 actio
n

s p
u

t in
to

 p
ractice?

• W
h

ich
 sto

rag
e

 strate
g

y w
ill b

e
 u

se
d

 fo
r d

ig
ital o

b
je

cts :

–
 M

ig
ratio

n
?

–
 Em

u
latio

n
?

–
 A

 co
m

b
in

atio
n

 o
f m

ig
ratio

n
 an

d
 e

m
u

latio
n

?

• In
 w

h
ich

 arch
ivin

g
 file

 fo
rm

at w
ill d

o
cu

m
e

n
ts b

e
 save

d
 an

d
 p

re
se

rve
d

?

• H
o

w
 w

ill th
e

 m
e

tad
ata b

e
 arch

ive
d

:

–
 In

 a se
p

arate
 co

m
p

u
te

r file
?

–
 Em

b
e

d
d

e
d

 in
 th

e
 sam

e
 co

m
p

u
te

r file
 th

at co
n

tain
s th

e
 re

co
rd

?

–
 In

 a d
atab

ase
?

• W
h

ich
 in

stru
m

e
n

ts/to
o

ls are
 u

se
d

 fo
r th

e
 re

g
istratio

n
 o

f th
e

 m
e

tad
ata an

d

th
e

 co
n

ve
rsio

n
 to

 arch
ivin

g
 file

 fo
rm

ats?

• H
o

w
 w

ill th
e

 o
ld

 e
le

ctro
n

ic re
co

rd
s b

e
 arch

ive
d

? W
h

at to
o

ls are
 re

q
u

ire
d

 in

th
is re

g
ard

?

• H
o

w
 are

 th
e

 re
co

rd
s an

d
 th

e
ir m

e
tad

ata d
e

p
o

site
d

 at th
e

 arch
ival se

rvice
?

• O
n

 w
h

at typ
e

 o
f p

re
se

rvatio
n

 m
e

d
ia w

ill th
e

 re
co

rd
s an

d
 th

e
ir m

e
tad

ata b
e

sto
re

d
?

• H
o

w
 w

ill th
e

 au
th

e
n

ticity an
d

 th
e

 in
te

g
rity o

f th
e

 arch
ive

d
 d

ig
ital d

o
cu

m
e

n
ts

b
e

 g
u

aran
te

e
d

? 

• H
o

w
 w

ill it b
e

 g
u

aran
te

e
d

 th
at re

co
rd

s are
 n

o
t ch

an
g

e
d

,afte
r th

e
y h

ave
 b

e
e

n

sto
re

d
.

3.2.4.W
H

EN
 is a reco

rd
 keep

in
g

 actio
n

 carried
 o

u
t?

• W
h

e
n

 w
ill th

e
 re

co
rd

 b
e

 sto
re

d
? W

h
e

n
 is th

e
 re

co
rd

 cre
ate

d
? W

h
e

n
 is th

e
 

d
o

cu
m

e
n

t g
ive

n
 th

e
 statu

s an
d

 fu
n

ctio
n

 o
f a re

co
rd

?

• W
h

ich
 ste

p
s in

 th
e

 arch
ivin

g
 p

ro
ce

d
u

re
 are

 carrie
d

 o
u

t at w
h

at tim
e

? 

• W
h

e
n

 d
o

e
s “cap

tu
re”take

 p
lace

?

• W
h

e
n

 are
 th

e
 re

co
rd

s tran
sfe

rre
d

 to
 th

e
 arch

ival se
rvice

?

Param
e

te
rs:

• C
ap

acity o
f th

e
 sto

rag
e

 syste
m

• Th
e

 re
te

n
tio

n
 p

e
rio

d
 o

f th
e

 d
o

cu
m

e
n

ts

• Th
e

 p
e

rfo
rm

an
ce

 le
ve

l o
f th

e
 co

m
p

u
te

r syste
m

• P
ro

d
u

ct su
p

p
o

rt fo
r th

e
 co

m
p

u
te

r syste
m

• R
e

p
lace

m
e

n
t o

f th
e

 co
m

p
u

te
r syste

m
,

w
ith

 w
h

ich
 th

e
 d

o
cu

m
e

n
ts

w
e

re
 cre

ate
d

 o
r ad

m
in

iste
re

d
.
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1
.

B
A

S
IC

 P
R

IN
C

IP
L

E
S

E
.

A
R

C
H

IV
IN

G
 P

R
O

C
E

D
U

R
E

S

C
o

n
cre

te
 arch

ivin
g

 p
ro

ce
d

u
re

s are
 d

e
ve

lo
p

e
d

 an
d

 ap
p

lie
d

 in
 im

p
le

m
e

n
tatio

n
 o

f

th
e

 arch
ivin

g
 p

o
licy.Th

e
se

 arch
ivin

g
 p

ro
ce

d
u

re
s tran

slate
 th

e
 g

e
n

e
ral p

o
licy in

to
 p

rac-

tice,an
d

 th
e

y are
 cu

sto
m

ise
d

 to
 th

e
 re

q
u

ire
m

e
n

ts o
f th

e
 o

rg
an

isatio
n

 an
d

 its re
co

rd
s.

Tw
o

 arch
ivin

g
 p

ro
ce

d
u

re
s h

ave
 b

e
e

n
 d

e
taile

d
 w

ith
in

 th
e

 D
A

V
ID

-p
ro

je
ct:o

n
e

 fo
r

o
ffice

 d
o

cu
m

e
n

ts an
d

 an
o

th
e

r o
n

e
 fo

r in
fo

rm
atio

n
 syste

m
s.B

o
th

 arch
ivin

g
 p

ro
ce

-

d
u

re
s are

 b
ase

d
 u

p
o

n
 th

e
 g

e
n

e
ral crite

ria fo
r an

 arch
ivin

g
 p

ro
ce

d
u

re
 an

d
 th

e
 D

A
V

ID
-

d
e

cisio
n

 m
o

d
e

l.Th
e

 e
le

ctro
n

ic classificatio
n

 sch
e

m
a an

d
 its e

le
ctro

n
ic file

s are
 th

e

fo
cu

s o
f atte

n
tio

n
 in

 th
e

 p
ro

ce
d

u
re

 fo
r o

ffice
 d

o
cu

m
e

n
ts,w

h
ile

 th
e

 p
ro

ce
d

u
re

 fo
r

in
fo

rm
atio

n
 syste

m
s d

e
p

arts fro
m

 th
e

 syste
m

 itse
lf.

To
o

ls an
d

 in
stru

m
e

n
ts w

e
re

d
e

ve
lo

p
e

d
 d

u
rin

g
 th

e
 co

u
rse

 o
f th

e
 D

A
V

ID
-p

ro
je

ct fo
r im

p
le

m
e

n
tin

g
 b

o
th

 p
ro

ce
-

d
u

re
s.D

e
sp

ite
 th

e
ir d

iffe
re

n
t startin

g
 p

o
in

ts,b
o

th
 p

ro
ce

d
u

re
s sh

are
 a n

u
m

b
e

r o
f sim

-

ilar p
ro

ce
d

u
ral ste

p
s an

d
 in

stru
m

e
n

ts,su
ch

 as q
u

ality co
n

tro
l,re

g
istratio

n
 an

d
 re

trie
val,

ap
p

licatio
n

 o
f arch

ivin
g

 stan
d

ard
s,e

tc.

Th
e fo

llo
w

in
g

 b
asic p

rin
cip

les w
ere ap

p
lied

 in
 d

evelo
p

in
g

 th
ese arch

ivin
g

 p
ro

ced
u

res:

• ap
p

licatio
n

 o
f th

e
 re

co
rd

s co
n

tin
u

u
m

 p
rin

cip
le

 fo
r th

e
 e

le
ctro

n
ic re

co
rd

s:th
e

arch
ivin

g
 p

ro
ce

d
u

re
 starts w

ith
 th

e
 cre

atio
n

 o
r re

ce
ip

t o
f d

ig
ital d

o
cu

m
e

n
ts,

an
d

 it co
n

tin
u

e
s th

ro
u

g
h

 to
 th

e
 in

g
e

st in
 th

e
 d

ig
ital re

p
o

sito
ry,th

e
ir m

an
-

ag
e

m
e

n
t an

d
 d

isse
m

in
atio

n
.Th

is m
e

an
s th

at th
e

 arch
ivist b

e
co

m
e

s in
vo

lve
d

w
ith

 re
co

rd
s m

an
ag

e
m

e
n

t.

• in
te

g
ratin

g
 as m

an
y ste

p
s as p

o
ssib

le
 fro

m
 th

e
 “p

ap
e

r w
o

rld
”,w

ith
 w

h
ich

 th
e

u
se

r is acq
u

ain
te

d
 (re

g
istratio

n
,filin

g
,e

tc.).

• au
to

m
atio

n
 o

f as m
an

y actio
n

s as p
o

ssib
le

:

• au
to

m
atio

n
 in

cre
ase

s u
se

r-frie
n

d
lin

e
ss

• au
to

m
atio

n
 en

h
an

ces th
e co

rrect ap
p

licatio
n

 o
f th

e arch
ivin

g
 p

ro
ced

u
re

• in
te

g
ratin

g
 th

e
 arch

ivin
g

 p
ro

ce
d

u
re

 as m
u

ch
 as p

o
ssib

le
 in

to
 th

e
 e

xistin
g

 

IT in
frastru

ctu
re.

Th
e

 im
p

le
m

e
n

tatio
n

 o
f th

is arch
ivin

g
 p

ro
ce

d
u

re
 d

e
p

e
n

d
s o

n
 a n

u
m

b
e

r o
f facto

rs,

n
o

t le
ast th

e
 IT in

frastru
ctu

re
 in

 w
h

ich
 th

e
 p

ro
ce

d
u

re
 is ap

p
lie

d
.In

 a first p
h

ase,th
e

arch
ivin

g
 p

ro
ce

d
u

re
 is ap

p
lie

d
 in

 th
e

 e
xistin

g
 IT e

n
viro

n
m

e
n

t as far as p
o

ssib
le.A

fte
r

all,
co

m
p

u
te

r co
n

fig
u

ratio
n

s can
n

o
t sim

p
ly b

e
 re

p
lace

d
.

In
 p

ractice
 th

is w
ill o

fte
n

m
e

an
 th

at a n
u

m
b

e
r o

f (au
to

m
ate

d
) re

co
rd

s m
an

ag
e

m
e

n
t fu

n
ctio

n
alitie

s w
ill b

e
 b

u
ilt

in
to

 e
xistin

g
 co

n
fig

u
ratio

n
s.To

 w
h

at e
xte

n
t th

is is p
o

ssib
le

 d
e

p
e

n
d

s,am
o

n
g

 o
th

e
r

th
in

g
s,o

n
 th

e
 fle

xib
ility an

d
 th

e
 p

o
ssib

ility fo
r cu

sto
m

isatio
n

 o
f th

e
 in

stalle
d

 o
p

e
ratin

g

syste
m

s an
d

 ap
p

licatio
n

s.Th
e

 co
m

p
u

te
r p

ro
g

ram
s th

at are
 cu

rre
n

tly in
 u

se
 h

ave
 th

e
ir

lim
itatio

n
s in

 th
is are

a,
b

u
t th

is isn
’t n

e
ce

ssarily a d
isad

van
tag

e.
It is e

ve
n

 re
co

m
-

m
e

n
d

e
d

 th
at re

co
rd

 m
an

ag
e

m
e

n
t is at first o

rg
an

ise
d

 w
ith

in
 th

e
 e

xistin
g

 IT e
n

viro
n

-

m
e

n
t b

e
fo

re
 o

n
e

 p
ro

ce
e

d
s to

 p
u

rch
ase

 an
d

 im
p

le
m

e
n

t m
o

re
 ad

van
ce

d
 d

o
cu

m
e

n
t

an
d

 re
co

rd
 m

an
ag

e
m

e
n

t syste
m

s.In
 th

is w
ay,th

e
 u

se
rs can

 co
n

tin
u

e
 to

 w
o

rk in
 a

fam
iliar so

ftw
are

 e
n

viro
n

m
e

n
t,an

d
 th

e
y w

ill b
e

co
m

e
 acq

u
ain

te
d

 w
ith

 th
e

 re
q

u
ire

d



D
ig

ita
l a

rc
h

iv
in

g

Part 2:Electro
n

ic Reco
rd

 K
eep

in
g

103

2
.

O
F

F
IC

E
 D

O
C

U
M

E
N

T
S

actio
n

s,su
ch

 as th
e

 cre
atio

n
 o

f e
le

ctro
n

ic file
s an

d
 re

g
istratio

n
 w

ith
in

 a d
ig

ital co
n

te
xt.

In
 th

e
 m

e
an

tim
e,all o

f th
e

 in
vo

lve
d

 p
artie

s w
ill g

ain
 e

xp
e

rie
n

ce,an
d

 o
n

e
 w

ill o
b

tain
 a

b
e

tte
r in

sig
h

t in
to

 th
e

 sp
e

cific d
e

m
an

d
s th

at w
ill b

e
 m

ad
e

 o
n

 n
e

w
 so

ftw
are.Th

is w
ay

o
n

e
 w

ill b
e

 in
 a b

e
tte

r p
o

sitio
n

 to
 d

e
fin

e
 th

e
 fu

n
ctio

n
al re

q
u

ire
m

e
n

ts n
e

w
 so

ftw
are

sh
o

u
ld

 m
e

e
t fro

m
 th

e
 p

o
in

t o
f vie

w
 o

f re
co

rd
s m

an
ag

e
m

e
n

t,so
 th

at o
n

e
 w

ill b
e

 ab
le

to
 ap

p
ly th

e
 co

m
p

le
te

 p
ro

ce
d

u
re

 in
 a se

co
n

d
 p

h
ase.

Th
e

 D
A

V
ID

-arch
ivin

g
 p

ro
ce

d
u

re
 fo

r o
ffice

 d
o

cu
m

e
n

ts co
n

sists o
f six ste

p
s:

1
.D

e
ve

lo
p

in
g

 a classificatio
n

 sch
e

m
a fo

r e
le

ctro
n

ic re
co

rd
s

2
.C

re
atin

g
 an

d
 m

an
ag

in
g

 q
u

ality d
o

cu
m

e
n

ts

3
.C

re
atin

g
 d

ig
ital file

s 

4
.A

p
p

raisal an
d

 se
le

ctio
n

 fo
r lo

n
g

-te
rm

 p
re

se
rvatio

n

5
.M

ig
ratio

n
 to

 arch
ivin

g
 file

 fo
rm

ats

6
.In

g
e

st in
to

 th
e

 d
ig

ital re
p

o
sito

ry an
d

 re
trie

val

Th
e

 b
asic ste

p
s o

f th
e

 D
A

V
ID

-arch
ivin

g
 p

ro
ce

d
u

re
 fo

r o
ffice

 d
o

cu
m

e
n

ts can
 b

e

ap
p

lie
d

 w
ith

in
 e

ve
ry IT e

n
viro

n
m

e
n

t.Th
e

 im
p

le
m

e
n

tatio
n

 o
f an

 arch
ivin

g
 p

ro
ce

d
u

re

can
 p

ro
ce

e
d

 ste
p

 b
y ste

p
.N

o
t all o

f th
e

 ste
p

s o
f su

ch
 a p

ro
ce

d
u

re
 m

u
st n

e
ce

ssarily b
e

o
p

e
ratio

n
al at th

e
 start.Ste

p
s 1

 to
 3

 are
 o

f p
rim

ary im
p

o
rtan

ce.O
n

ce
 th

e
 p

ro
ce

d
u

re

fo
r cre

atin
g

 a classificatio
n

 sch
e

m
a fo

r e
le

ctro
n

ic file
s is u

p
 an

d
 ru

n
n

in
g

,atte
n

tio
n

 can

b
e

 g
ive

n
 to

 p
re

p
arin

g
 th

e
 im

p
le

m
e

n
tatio

n
 o

f th
e

 re
m

ain
in

g
 ste

p
s as w

e
ll as to

 in
clu

d
-

in
g

 th
e

 le
g

acy re
co

rd
s re

tro
-active

ly in
 th

e
 arch

ivin
g

 p
ro

ce
d

u
re

 o
r im

m
e

d
iate

ly in
to

th
e

 d
ig

ital re
p

o
sito

ry.Th
e

 first ste
p

s are
 p

rim
arily d

ire
cte

d
 to

w
ard

s th
e

 cre
atio

n
 o

f d
o

c-

u
m

e
n

ts o
f a g

o
o

d
 q

u
ality,w

ith
in

 a stru
ctu

re
d

 an
d

 co
n

tro
lle

d
 e

n
viro

n
m

e
n

t.D
ig

ital d
o

c-

u
m

e
n

ts w
h

ich
 are

 n
o

t cre
ate

d
 an

d
 m

an
ag

e
d

 in
 an

 o
rg

an
ise

d
 an

d
 stru

ctu
re

d
 w

ay are

d
ifficu

lt to
 in

te
g

rate
 re

tro
-active

ly in
 a re

co
rd

 ke
e

p
in

g
 syste

m
,an

d
 it is ve

ry d
ifficu

lt to

tu
rn

 th
e

m
 in

to
 h

ig
h

-q
u

ality re
co

rd
s.A

 p
ro

-active
 p

ro
ce

d
u

re
 is th

e
re

fo
re

 re
q

u
ire

d
 fro

m

th
e

 m
o

m
e

n
t o

f cre
atio

n
.If p

o
ssib

le,th
e

se
 first ste

p
s sh

o
u

ld
 b

e
 lin

ke
d

 as m
u

ch
 as 

p
o

ssib
le

 to
 an

 ap
p

raisal d
e

cisio
n

,so
 th

at th
e

 e
sse

n
tial co

m
p

o
n

e
n

ts o
f th

e
 re

co
rd

s are

d
e

te
rm

in
e

d
 in

 a stru
ctu

re
d

 w
ay.

2
.1

.D
E

V
E

LO
P

IN
G

 A
 C

L
A

S
S

IF
IC

A
T

IO
N

 S
C

H
E

M
A

 F
O

R
 E

L
E

C
T

R
O

N
IC

 R
E

C
O

R
D

S

Th
e

 d
e

ve
lo

p
m

e
n

t o
f a classificatio

n
 sch

e
m

a,in
 w

h
ich

 e
le

ctro
n

ic file
s an

d
 re

co
rd

s

are
 m

an
ag

e
d

,is th
e

 first ste
p

 in
 b

rin
g

in
g

 d
ig

ital d
o

cu
m

e
n

ts u
n

d
e

r in
te

lle
ctu

al co
n

tro
l.

A
n

 e
le

ctro
n

ic classificatio
n

 sch
e

m
a stru

ctu
re

s th
e

 e
le

ctro
n

ic file
s an

d
 o

rg
an

ise
s

th
e

 e
le

ctro
n

ic re
co

rd
s o

f th
e

 o
rg

an
isatio

n
.In

 th
is w

ay,th
e

 arch
ival co

n
te

xt o
f th

e
 file

s

an
d

 th
e

 in
d

ivid
u

al ite
m

s can
 b

e
 d

e
fin

e
d

.B
y b

asin
g

 a classificatio
n

 sch
e

m
a o

r file
 p

lan

o
n

 th
e

 b
u

sin
e

ss p
ro

ce
sse

s an
d

 th
e

 fu
n

ctio
n

s o
f th

e
 cre

ato
r,a re

latio
n

sh
ip

 is e
stab

-

lish
e

d
 b

e
tw

e
e

n
 th

e
 file

s an
d

 th
e

 b
u

sin
e

ss p
ro

ce
sse

s in
 w

h
ich

 th
e

y w
e

re
 cre

ate
d

 o
r

re
ce

ive
d

.A
fte

r all,an
 arch

ive
 co

n
tain

s p
ro

ce
ss-re

late
d

 in
fo

rm
atio

n
 an

d
 its g

o
al is to

d
o

cu
m

en
t b

u
sin

ess p
ro

cesses.Th
e file p

lan
 ach

ieves th
is g

o
al b

est,w
h

en
 it is a reflectio

n
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o
f th

e
 o

p
e

ratio
n

al p
ro

ce
sse

s th
at lie

 at th
e

 b
asis o

f re
co

rd
s cre

atio
n

.If p
o

ssib
le,it is also

d
e

sirab
le

 to
 lin

k th
e

 classificatio
n

 sch
e

m
a fo

r p
ap

e
r an

d
 e

le
ctro

n
ic re

co
rd

s to
 e

ach

o
th

e
r.Th

is is p
o

ssib
le

 b
y ap

p
lyin

g
 th

e
 sam

e
 stru

ctu
re,o

r b
y u

sin
g

 co
m

m
o

n
 filin

g
- o

r

re
g

istratio
n

 co
d

e
s.In

 th
is w

ay,th
e

 re
latio

n
sh

ip
 b

e
tw

e
e

n
 e

le
ctro

n
ic an

d
 p

ap
e

r file
s can

b
e

 in
d

icate
d

1
6.

B
y classifyin

g
 e

le
ctro

n
ic file

s,th
e

 stru
ctu

re
 o

f th
e

 arch
ive

 is m
ad

e
 visib

le.W
ith

in
 th

e

classificatio
n

 syste
m

 th
e

 file
s are

 o
rd

e
re

d
 in

 su
ch

 a w
ay th

at th
e

ir (p
are

n
t-ch

ild
) re

la-

tio
n

sh
ip

 to
 o

n
e

 an
o

th
e

r is m
ad

e
 cle

ar.B
y assig

n
in

g
 se

m
an

tic fo
ld

e
r n

am
e

s an
d

/o
r

ad
d

in
g

 d
e

scrip
tio

n
s,o

n
e

 can
 g

ive
 ad

d
itio

n
al m

e
an

in
g

 to
 th

e
 e

le
ctro

n
ic re

co
rd

s th
at

are
 m

ain
tain

e
d

 w
ith

in
 th

is stru
ctu

re.In
 th

is w
ay,a lo

g
ical an

d
 w

e
ll-o

rg
an

ise
d

 fo
ld

e
r

stru
ctu

re
 is d

e
ve

lo
p

e
d

,
w

h
ich

 co
m

m
u

n
icate

s in
fo

rm
atio

n
 ab

o
u

t th
e

 co
n

te
xt.Th

is

m
ake

s th
e

 file
s an

d
 th

e
ir co

n
te

n
ts m

o
re

 e
asily acce

ssib
le

 an
d

 u
sab

le
 b

y th
ird

 p
artie

s,

in
 ste

ad
 o

f ju
st b

y staff m
e

m
b

e
rs re

sp
o

n
sib

le
 fo

r th
e

 ad
m

in
istratio

n
.

Th
e

 file
 p

lan
 o

r th
e

 classificatio
n

 syste
m

 n
o

t o
n

ly fo
rm

s th
e

 stru
ctu

re
 in

 w
h

ich
 e

le
c-

tro
n

ic re
co

rd
s are

 arch
ive

d
,b

u
t it also

 d
e

live
rs im

p
o

rtan
t m

e
tad

ata in
fo

rm
atio

n
 ab

o
u

t

th
e

 re
co

rd
s th

e
m

se
lve

s.In
 co

m
b

in
atio

n
 w

ith
 th

e
 n

am
e

s o
f h

ig
h

e
r-le

ve
l fo

ld
e

rs,th
e

fo
ld

e
r n

am
e

 p
ro

vid
e

s in
fo

rm
atio

n
 ab

o
u

t th
e

 arch
ival co

n
te

xt an
d

 in
d

icate
s th

e
 lo

ca-

tio
n

 o
f th

e
 d

o
cu

m
e

n
ts.Th

is classificatio
n

 stru
ctu

re
 m

u
st n

o
t o

n
ly b

e
 arch

ive
d

 alo
n

g

w
ith

 th
e

 d
o

cu
m

e
n

ts;it is also
 re

co
m

m
e

n
d

e
d

 to
 fo

re
se

e
 a w

ay to
 re

co
n

stru
ct th

e
 

classificatio
n

 syste
m

 if n
e

ce
ssary.

In
 sh

o
rt,a d

ig
ital classificatio

n
 syste

m
 is im

p
o

rtan
t fro

m
 an

 arch
ival p

o
in

t o
f vie

w

fo
r a n

u
m

b
e

r o
f re

aso
n

s:

• d
ig

ital d
o

cu
m

e
n

ts are
 cre

ate
d

 in
 a stru

ctu
re

d
 an

d
 co

n
tro

lle
d

 e
n

viro
n

m
e

n
t

• th
e

 b
o

n
d

 b
e

tw
e

e
n

 th
e

 file
 o

n
 th

e
 o

n
e

 h
an

d
,an

d
 th

e
 b

u
sin

e
ss p

ro
ce

sse
s o

n

th
e

 o
th

e
r h

an
d

,is d
o

cu
m

e
n

te
d

:sin
ce

 th
e

 d
o

cu
m

e
n

ts are
 m

an
ag

e
d

 w
ith

in

th
e

ir arch
ival co

n
te

xt,th
e

y can
 b

e
 u

n
d

e
rsto

o
d

 an
d

 in
te

rp
re

te
d

• a lin
k is cre

ate
d

 b
e

tw
e

e
n

 e
le

ctro
n

ic an
d

 p
ap

e
r file

s

• th
e

 file
 p

lan
 o

ffe
rs an

 o
ve

rvie
w

 o
f all d

ig
ital d

o
cu

m
e

n
ts w

h
ich

 are
 at th

e
 

d
isp

o
sal o

f th
e

 o
rg

an
isatio

n
:th

e
 fo

ld
e

r stru
ctu

re
 stre

n
g

th
e

n
s th

e
 co

n
ce

p
t o

f

d
ig

ital in
fo

rm
atio

n
 as a co

rp
o

rate
 m

e
m

o
ry o

r re
so

u
rce

 o
f th

e
 o

rg
an

isatio
n

• th
e

 stru
ctu

re
 o

f th
e

 arch
ive

 is m
ad

e
 visib

le
:re

co
rd

s are
 m

o
re

 acce
ssib

le

• cre
atio

n
 o

f file
s:th

e
 lin

k b
e

tw
e

e
n

 e
le

ctro
n

ic re
co

rd
s is e

stab
lish

e
d

;re
late

d

e
le

ctro
n

ic re
co

rd
s can

 b
e

 m
an

ag
e

d
 as a g

ro
u

p
 (e.g

.ap
p

raisal an
d

 se
le

ctio
n

)

• a classificatio
n

 syste
m

 m
ake

s ap
p

raisal an
d

 se
le

ctio
n

 p
o

ssib
le,

so
 th

at an

e
xce

ssive
 p

re
se

rvatio
n

 o
f file

s w
ith

o
u

t arch
ival valu

e
 is avo

id
e

d
.

R
e

co
rd

s

sh
o

u
ld

 e
ith

e
r b

e
 d

e
stro

ye
d

 o
r arch

ive
d

 in
 a tim

e
ly m

an
n

e
r.

• d
o

cu
m

e
n

ts are
 acce

ssib
le

 o
n

 th
e

 b
asis o

f co
n

siste
n

t d
e

scrip
tio

n
s an

d
 th

e

stru
ctu

re
 o

f th
e

 arch
ive.

Th
e

 o
rg

an
isatio

n
 o

f re
co

rd
s in

 a classificatio
n

 syste
m

 is n
o

t o
n

ly im
p

o
rtan

t fro
m

 an

arch
ival p

o
in

t o
f vie

w
,b

u
t also

 o
ffe

rs a n
u

m
b

e
r o

f p
ractical ad

van
tag

e
s:

• d
o

cu
m

e
n

ts can
 b

e
 fo

u
n

d
 m

o
re

 q
u

ickly an
d

,as a co
n

se
q

u
e

n
ce,w

ill b
e

 re
-u

se
d

to
 a g

re
ate

r e
xte

n
t
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• th
e

 sam
e

 d
o

cu
m

e
n

ts w
ill n

o
 lo

n
g

e
r b

e
 sto

re
d

 in
 m

u
ltip

le
 co

p
ie

s at d
iffe

re
n

t

lo
catio

n
s:file

 se
rve

rs w
ill b

e
 u

n
b

u
rd

e
n

e
d

 an
d

 cap
acity p

ro
b

le
m

s w
ill d

e
cre

ase

• g
re

ate
r clarity ab

o
u

t th
e

 valu
e

 an
d

 th
e

 im
p

o
rtan

ce
 o

f d
o

cu
m

e
n

ts 

• an
 e

asie
r ap

p
licatio

n
 o

f ve
rsio

n
 m

an
ag

e
m

e
n

t.

Id
e

ally,an
 e

le
ctro

n
ic classificatio

n
 syste

m
 is th

e
 re

su
lt o

f co
llab

o
ratio

n
 b

e
tw

e
e

n

th
e

 cre
ato

r,th
e

 IT staff an
d

 th
e

 arch
ivist.It is ad

visab
le

 to
 take

 th
e

 tim
e

 n
e

ce
ssary to

d
e

ve
lo

p
 a jo

in
t fo

ld
e

r stru
ctu

re,sin
ce

 th
is stru

ctu
re

 is th
e

 fram
e

w
o

rk w
ith

in
 w

h
ich

e
le

ctro
n

ic re
co

rd
s are

 cre
ate

d
 an

d
 m

an
ag

e
d

.It m
u

st b
e

 p
o

ssib
le

 fo
r th

e
 e

n
d

-u
se

r to

fin
d

 h
is w

ay in
 th

is stru
ctu

re
 e

asily,as o
th

e
rw

ise
 h

e
/sh

e
 m

ay b
e

 d
isco

u
rag

e
d

 fro
m

 fil-

in
g

 h
is re

co
rd

s co
rre

ctly.It is also
 re

co
m

m
e

n
d

e
d

 to
 fo

re
se

e
 a p

ro
ce

d
u

re
 o

r ag
re

e
-

m
e

n
ts fo

r th
e

 m
an

ag
e

m
e

n
t an

d
 co

n
tro

l o
f th

e
 classificatio

n
 syste

m
,fro

m
 th

e
 m

o
m

e
n

t

th
at it is d

e
fin

e
d

.

Th
is first ste

p
 is p

rim
arily d

ire
cte

d
 to

w
ard

s th
e

 o
rg

an
isatio

n
 o

f e
le

ctro
n

ic file
s an

d

re
co

rd
s,an

d
 is ap

p
licab

le
 w

ith
in

 e
ach

 o
p

e
ratin

g
 syste

m
.Th

e
 cu

rre
n

tly u
se

d
 o

p
e

ratin
g

syste
m

s p
e

rm
it th

e
 cre

atio
n

 o
f a h

ie
rarch

ical fo
ld

e
r stru

ctu
re

 (W
in

d
o

w
s,U

n
ix-Lin

u
x,

A
p

p
le

).Th
e

 e
le

ctro
n

ic classificatio
n

 syste
m

 can
 b

e
 cre

ate
d

 an
d

 m
an

ag
e

d
 w

ith
 th

e

h
e

lp
 o

f ve
ry sim

p
le

 file
 m

an
ag

e
m

e
n

t ap
p

licatio
n

s (W
in

d
o

w
s Exp

lo
re

r,N
au

tilu
s File

M
an

ag
e

r,M
ac Fin

d
e

r).Th
e

se
 ap

p
licatio

n
s d

o
,o

f co
u

rse,h
ave

 th
e

ir lim
itatio

n
s:n

o
 ve

r-

sio
n

 m
an

ag
e

m
e

n
t,lim

ite
d

 acce
ss co

n
tro

l,n
o

 p
o

ssib
ility fo

r th
e

 re
g

istratio
n

 o
f se

lf-

d
e

fin
e

d
 m

e
tad

ata at file
 le

ve
l,lack o

f fu
n

ctio
n

alitie
s fo

r th
e

 in
d

icatio
n

 o
f re

te
n

tio
n

 p
e

ri-

o
d

s,lim
ite

d
 se

arch
 p

o
ssib

ilitie
s,e

tc.W
ith

in
 m

o
re

 ad
van

ce
d

 d
o

cu
m

e
n

t m
an

ag
e

m
e

n
t

an
d

 re
co

rd
 m

an
ag

e
m

e
n

t syste
m

s,su
ch

 fu
n

ctio
n

alitie
s are

 availab
le

1
7.

P
ractical tip

s an
d

 re
co

m
m

e
n

d
atio

n
s fo

r th
e

 cre
atio

n
 o

f a classificatio
n

 syste
m

 fo
r

e
le

ctro
n

ic file
s are

 availab
le

 o
n

 th
e

 D
A

V
ID

-w
e

b
site

:

• D
ig

ital A
rch

iV
in

g
.g

u
Id

e
lin

e
 &

 aD
vice,n

o
.3

:Fo
ld

er stru
ctu

re an
d

 file n
am

es 
fo

r electro
n

ic reco
rd

s.

2
.2

.C
R

E
A

T
IN

G
 A

N
D

 M
A

N
A

G
IN

G
 Q

U
A

L
IT

Y
 D

O
C

U
M

E
N

T
S

To
 e

n
ab

le
 a g

o
o

d
 re

co
rd

 ke
e

p
in

g
 syste

m
 fo

r e
le

ctro
n

ic re
co

rd
s,it is im

p
o

rtan
t to

cre
ate

 d
o

cu
m

e
n

ts o
f h

ig
h

 q
u

ality fro
m

 th
e

 b
e

g
in

n
in

g
.Th

is ste
p

 is d
ire

cte
d

 to
w

ard
s

th
e

 cre
atio

n
 an

d
 m

an
ag

e
m

e
n

t o
f au

th
e

n
tic,(re

)u
sab

le
 an

d
 e

asily arch
ivab

le
 e

le
ctro

n
ic

d
o

cu
m

e
n

ts.
Sin

ce
 th

e
 au

th
e

n
ticity o

f th
e

 re
co

rd
 is lin

ke
d

 to
 its id

e
n

tity an
d

 its

in
te

g
rity

1
8,th

e
 n

e
ce

ssary atte
n

tio
n

 w
ill b

e
 p

aid
 to

 th
e

se
 asp

e
cts in

 th
is ste

p
.

Th
e

 q
u

ality o
f a d

ig
ital d

o
cu

m
e

n
t d

e
p

e
n

d
s o

n
:

1
.th

e
 stru

ctu
re

2
.th

e
 m

e
tad

ata

3
.th

e
 file

 fo
rm

at

4
.th

e
 re

liab
ility

5
.th

e
 u

se
r.

Th
e

 sp
e

cific q
u

ality re
q

u
ire

m
e

n
ts o

f an
 e

le
ctro

n
ic re

co
rd

 d
e

p
e

n
d

 o
n

 th
e

 fu
n

ctio
n

o
f 

th
e

se
 

re
co

rd
s 

w
ith

in
 

th
e

 
b

u
sin

e
ss 

p
ro

ce
sse

s 
in

 
w

h
ich

 
th

e
y 

are
 

cre
ate

d
 

an
d
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m
an

ag
e

d
.G

o
o

d
 re

co
rd

s m
u

st re
m

ain
 re

late
d

 to
 th

e
 b

u
sin

e
ss p

ro
ce

sse
s,in

 w
h

ich
 th

e
y

w
e

re
 o

rig
in

ally cre
ate

d
 o

r re
ce

ive
d

 (se
e

 se
ctio

n
s 2

.1
 an

d
 2

.3
).

Th
e

 cre
atio

n
 an

d
 th

e
 m

an
ag

e
m

e
n

t o
f h

ig
h

-q
u

ality re
co

rd
s w

ill n
o

t o
n

ly assu
re

th
at th

e
 re

co
rd

 ke
e

p
in

g
 p

ro
ce

d
u

re
 p

ro
ce

e
d

s m
o

re
 e

asily an
d

 m
o

re
 e

fficie
n

tly,it w
ill

also
 e

n
su

re
 th

at m
o

re
 in

cid
e

n
tal p

ro
p

e
rtie

s o
f e

le
ctro

n
ic re

co
rd

s are
 save

d
 fo

r th
e

lo
n

g
-te

rm
.

2.2.1.Th
e stru

ctu
re

Th
e

 in
te

rn
al stru

ctu
re

 o
f a d

o
cu

m
e

n
t is n

o
t o

n
ly im

p
o

rtan
t b

e
cau

se
 it is u

su
ally an

e
sse

n
tial co

m
p

o
n

e
n

t o
f an

 e
le

ctro
n

ic re
co

rd
,b

u
t also

 b
e

cau
se

 a su
cce

ssfu
l m

ig
ratio

n

is o
n

ly p
o

ssib
le

 w
h

e
n

 e
le

ctro
n

ic d
o

cu
m

e
n

ts are
 w

e
ll-stru

ctu
re

d
.

To
g

e
th

e
r w

ith
 th

e
 co

n
te

n
t,th

e
 stru

ctu
re

 o
f an

 e
le

ctro
n

ic re
co

rd
 is im

p
o

rtan
t fo

r

tran
sm

ittin
g

 th
e

 p
u

rp
o

se
 an

d
 th

e
 in

te
n

tio
n

 w
h

ich
 is co

n
tain

e
d

 in
 th

e
 d

o
cu

m
e

n
t o

ve
r

tim
e.A

s a co
n

se
q

u
e

n
ce,th

e
 stru

ctu
re

 o
f a re

co
rd

 is in
 m

o
st case

s an
 e

sse
n

tial co
m

-

p
o

n
e

n
t.Th

e
 stru

ctu
rin

g
 o

f a d
ig

ital d
o

cu
m

e
n

ts is clo
se

ly asso
ciate

d
 w

ith
 d

o
cu

m
e

n
t

m
o

d
e

llin
g

.Th
is is o

n
e

 o
f th

e
 stan

d
ard

 m
e

th
o

d
s fo

r co
m

m
u

n
icatin

g
 kn

o
w

le
d

g
e

 in
 an

e
le

ctro
n

ic w
ay.Th

e
 d

o
cu

m
e

n
t m

o
d

e
l re

fle
cts th

e
 kn

o
w

le
d

g
e

 th
at o

rig
in

ate
s afte

r

co
m

p
u

te
r d

ata are
 d

e
fin

e
d

,id
e

n
tifie

d
 an

d
 re

late
d

.A
fte

r all,co
m

p
u

te
r d

ata b
y th

e
m

-

se
lve

s h
ave

 n
o

 m
e

an
in

g
;m

e
an

in
g

 is attain
e

d
 b

y d
e

fin
in

g
 an

d
 clarifyin

g
 th

e
 re

latio
n

-

sh
ip

s b
e

tw
e

e
n

 th
e

 d
ata.Th

e
 in

te
rn

al stru
ctu

re
 also

 in
d

icate
s h

o
w

 th
e

 d
iffe

re
n

t co
m

-

p
o

n
e

n
ts o

f a d
o

cu
m

e
n

t are
 lin

ke
d

 to
 o

n
e

 an
o

th
e

r.Th
e

 m
o

re
 th

e
 lo

g
ical re

latio
n

s

b
e

tw
e

e
n

 th
e

 e
le

m
e

n
ts o

f a d
o

cu
m

e
n

ts are
 in

d
icate

d
,th

e
 b

e
tte

r a re
co

rd
 w

ill fu
lfil its

fu
n

ctio
n

.

Su
cce

ss in
 th

e
 m

ig
ratio

n
 o

f a d
o

cu
m

e
n

t d
e

p
e

n
d

s su
b

stan
tially o

n
 th

e
 stru

ctu
re

 o
f

th
e

 so
u

rce
 d

o
cu

m
e

n
t.W

e
ll-stru

ctu
re

d
 d

ig
ital d

o
cu

m
e

n
ts can

 b
e

 m
ig

rate
d

 m
o

re
 e

as-

ily an
d

 w
ith

 b
e

tte
r re

su
lts th

an
 u

n
stru

ctu
re

d
 d

o
cu

m
e

n
ts.Th

e
se

 latte
r d

o
cu

m
e

n
ts are

alw
ays m

o
re

 d
ifficu

lt to
 re

-u
se

 o
u

tsid
e

 o
f th

e
ir o

rig
in

al so
ftw

are
 e

n
viro

n
m

e
n

t.W
e

ll-

stru
ctu

re
d

 d
o

cu
m

e
n

ts w
ill su

rvive
 th

e
 ravag

e
s o

f tim
e

 b
e

tte
r,an

d
 it is e

asie
r to

 p
ro

ce
ss

th
e

m
 in

 an
 au

to
m

ate
d

 w
ay.

A
s a co

n
se

q
u

e
n

ce,it is im
p

o
rtan

t to
 stru

ctu
re

 d
ig

ital d
o

cu
m

e
n

ts in
te

rn
ally in

 an

e
xp

licit w
ay.D

o
cu

m
e

n
tin

g
 th

e
 stru

ctu
re

 o
f a d

o
cu

m
e

n
t so

le
ly o

n
 th

e
 b

asis o
f its lay-

o
u

t cre
ate

s a su
b

stan
tial risk,sin

ce
 th

e
 layo

u
t is in

 m
an

y case
s lo

st.It is b
e

tte
r to

 u
se

layo
u

t p
ro

file
s an

d
 h

e
ad

e
r style

s,to
 w

h
ich

 te
xt-fo

rm
attin

g
 can

 e
ve

n
tu

ally b
e

 lin
ke

d
.

Th
e

 g
ran

u
larity o

f th
e

 in
te

rn
al stru

ctu
re

 d
e

p
e

n
d

s o
n

 th
e

 d
o

cu
m

e
n

t m
o

d
e

l,an
d

 

o
n

 th
e

 d
e

g
re

e
 to

 w
h

ich
 e

ach
 co

m
p

o
n

e
n

t o
f th

e
 d

o
cu

m
e

n
t m

u
st b

e
 (se

p
arate

ly) 

re
-u

sab
le

 o
r se

p
arate

ly trace
ab

le.

2.2.2.Th
e m

etad
ata

D
ig

ital d
o

cu
m

e
n

ts can
 fu

lly fu
lfil th

e
ir fu

n
ctio

n
 as a re

co
rd

 in
 th

e
 fu

tu
re,w

h
e

n

m
e

tad
ata ab

o
u

t th
e

 d
o

cu
m

e
n

t an
d

 its co
n

te
xt are

 availab
le.Th

e
 q

u
ality o

f a re
co

rd
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also
 d

e
p

e
n

d
s o

n
 th

e
 q

u
ality o

f its m
e

tad
ata.M

e
tad

ata fu
lfil a varie

ty o
f fu

n
ctio

n
s,

su
ch

 as th
e

 id
e

n
tificatio

n
 o

f th
e

 re
co

rd
,su

p
p

lyin
g

 in
fo

rm
atio

n
 ab

o
u

t th
e

 arch
ival co

n
-

te
xt o

f d
ig

ital d
o

cu
m

e
n

ts,h
e

lp
in

g
 to

 g
u

aran
te

e
 lo

n
g

-te
rm

 re
ad

ab
ility,assu

rin
g

 th
e

ir

re
liab

ility,e
tc.

M
e

tad
ata,e

xactly like
 th

e
 e

le
ctro

n
ic re

co
rd

s th
e

m
se

lve
s,m

u
st b

e
 p

e
rm

an
e

n
t,sta-

b
le

 an
d

 re
ad

ab
le.M

e
tad

ata are
 sto

re
d

 fo
r at le

ast th
e

 sam
e

 p
e

rio
d

,as th
e

 d
ig

ital d
o

c-

u
m

e
n

ts to
 w

h
ich

 th
e

y re
late.Id

e
ally,m

e
tad

ata o
f e

le
ctro

n
ic re

co
rd

s can
 b

e
 p

ro
ce

sse
d

au
to

m
atically.Fo

r m
e

tad
ata a n

u
m

b
e

r o
f q

u
ality re

q
u

ire
m

e
n

ts are
 ap

p
licab

le,n
am

e
ly

th
e

y m
u

st b
e

:

• fixe
d

• e
xp

licit

• stru
ctu

re
d

• d
ig

ital 

• re
ad

ab
le

 in
 th

e
 lo

n
g

-te
rm

 

• lin
ke

d
 to

 a re
co

rd
.

W
ith

 re
g

ard
 to

 th
e

 m
e

tad
ata o

f a re
co

rd
,an

d
 as a p

art o
f th

e
 D

A
V

ID
-d

e
cisio

n

m
o

d
e

l,o
n

e
 h

as to
 ask o

n
e

se
lf w

h
at m

e
tad

ata are
 re

g
iste

re
d

 b
y w

h
o

m
,at w

h
at le

ve
l,

an
d

 w
h

e
re

 th
e

y w
ill b

e
 sto

re
d

.

W
h

ich
 m

e
tad

ata are
 n

e
ce

ssary d
e

p
e

n
d

s in
 p

art o
n

 th
e

 typ
e

 o
f e

le
ctro

n
ic re

co
rd

an
d

 its fu
n

ctio
n

.Fo
r ce

rtain
 typ

e
s o

f d
o

cu
m

e
n

ts,m
e

tad
ata su

ch
 as th

e
 au

th
o

r,ve
rsio

n
,

title,d
ate

 o
f cre

atio
n

,e
tc.are

 im
p

o
rtan

t,w
h

ile
 th

e
se

 m
ay b

e
 u

n
im

p
o

rtan
t fo

r o
th

e
r

d
o

cu
m

e
n

ts.
Th

e
 m

e
tad

ata o
f an

 e
-m

ail,
fo

r in
stan

ce,
d

iffe
r su

b
stan

tially fro
m

 th
e

 

m
e

tad
ata o

f an
 arch

ive
d

 w
e

b
site.

M
e

tad
ata can

 re
late

 to
 a varie

ty o
f d

iffe
re

n
t le

ve
ls:

• th
e

 in
d

ivid
u

al re
co

rd
:f.i.th

e
 title,au

th
o

r,ve
rsio

n
,d

ate,a re
fe

re
n

ce
 to

 th
e

 file

fo
ld

e
r o

r th
e

 su
b

je
ct m

atte
r,

a d
e

scrip
tio

n
,

ke
yw

o
rd

s,
re

liab
ility crite

ria,
file

n
am

e,so
ftw

are,e
tc.

• th
e

 file
:

f.i.
th

e
 sto

rag
e

 lo
catio

n
,

ID
 n

u
m

b
e

r,
re

te
n

tio
n

 p
e

rio
d

,
p

e
rm

an
e

n
t

arch
ival valu

e,re
late

d
 (p

ap
e

r) file
s,e

tc.

• th
e

 
se

rie
s:

f.i.
cre

ato
r,

fu
n

ctio
n

,
h

an
d

lin
g

,
classificatio

n
 

syste
m

,
re

late
d

 

d
o

cu
m

e
n

ts,sco
p

e,b
e

g
in

-e
n

d
 d

ate,th
e

 arch
ivin

g
 h

isto
ry,e

tc.

• th
e

 arch
ive

:f.i.th
e

 cre
ato

r,th
e

 m
an

d
ate,fu

n
ctio

n
,h

an
d

lin
g

,b
e

g
in

-e
n

d
 d

ate,e
tc.

Th
e

 m
e

tad
ata ab

o
u

t e
le

ctro
n

ic re
co

rd
s can

 b
e

 sto
re

d
 in

 a varie
ty o

f lo
catio

n
s.

M
e

tad
ata:

• can
 

b
e

 
e

n
cap

su
late

d
 

in
 

th
e

 
e

le
c

tro
n

ic 
re

co
rd

 
(f.i.

in
 

th
e

 
d

o
cu

m
e

n
t

p
ro

file
/p

ro
p

e
rtie

s,in
 th

e
 file

h
e

ad
e

r)

• can
 b

e
 sto

re
d

 in
 a se

p
arate

 co
m

p
u

te
r file

• can
 b

e
 in

clu
d

e
d

 in
 a d

atab
ase.

In
 p

ractice,a co
m

b
in

atio
n

 o
f th

e
se

 th
re

e
 p

o
ssib

ilitie
s is fre

q
u

e
n

tly ap
p

lie
d

 an
d

th
e

y larg
e

ly d
e

p
e

n
d

 o
n

 th
e

 w
ay acce

ss is p
ro

vid
e

d
 to

 th
e

 arch
ive

d
 re

co
rd

s.Th
e

 ad
van

-

tag
e

 o
f e

n
cap

su
latio

n
 is th

at th
e

 m
e

tad
ata are

 in
d

isso
lu

b
le

 lin
ke

d
 to

 th
e

 re
co

rd
,b

u
t
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su
ch

 a d
e

ce
n

tralise
d

 sto
rag

e
 h

as d
isad

van
tag

e
s re

g
ard

in
g

 au
to

m
ate

d
 se

arch
 p

ro
ce

-

d
u

re
s.Th

e
 sto

rag
e

 in
 a ce

n
tralise

d
 d

atab
ase

 is th
e

re
fo

re
 b

e
tte

r,b
u

t th
is d

o
e

s re
q

u
ire

sp
e

cial care
 fo

r a p
e

rsiste
n

t lin
k b

e
tw

e
e

n
 re

co
rd

 an
d

 its m
e

tad
ata.R

e
g

ard
le

ss o
f th

e

sto
rag

e
 lo

catio
n

,a lo
n

g
-te

rm
 sto

rag
e

 o
f m

e
tad

ata m
u

st also
 b

e
 take

n
 in

to
 co

n
sid

e
ra-

tio
n

.En
cap

su
late

d
 m

e
tad

ata,fo
r in

stan
ce,m

u
st b

e
 m

ig
rate

d
 alo

n
g

 w
ith

 th
e

 d
o

cu
m

e
n

t

to
 th

e
 targ

e
t fo

rm
at (f.i.m

ig
ratio

n
 o

f th
e

 d
o

cu
m

e
n

t p
ro

file
 o

f M
S W

o
rd

 to
 X

M
L,TIFF o

r

P
D

F),an
d

 su
ch

 a p
ro

ce
d

u
re

 m
ay n

o
t le

ad
 to

 an
y re

ad
ab

ility p
ro

b
le

m
s.D

atab
ase

s,in

w
h

ich
 m

e
tad

ata are
 sto

re
d

,are
 also

 su
b

je
ct to

 te
ch

n
o

lo
g

ical o
b

so
le

sce
n

ce.

W
h

e
re

ve
r p

o
ssib

le,m
e

tad
ata are

 p
re

fe
rab

ly re
g

iste
re

d
 in

 an
 au

to
m

ate
d

 w
ay.A

fte
r

all,m
an

y m
e

tad
ata are

 alre
ad

y p
re

se
n

t in
 th

e
 co

m
p

u
te

r syste
m

.In
 m

an
y case

s th
is

re
q

u
ire

s th
at th

e
 m

e
tad

ata are
 cap

tu
re

d
 in

 a static an
d

 e
xp

licit w
ay an

d
 are

 lin
ke

d
 to

th
e

 d
o

cu
m

e
n

t o
r th

e
 file,to

 w
h

ich
 th

e
y are

 re
late

d
.A

n
o

th
e

r p
o

ssib
ility is to

 co
m

p
o

se

th
e

 m
e

tad
ata au

to
m

atically.H
o

w
e

ve
r,n

o
t all m

e
tad

ata can
 b

e
 re

g
iste

re
d

 au
to

m
ati-

cally.M
e

tad
ata ab

o
u

t th
e

 arch
ival co

n
te

xt are
 a typ

ical e
xam

p
le

 o
f th

is.Th
e

se
 m

e
ta-

d
ata are

 b
e

st re
g

iste
re

d
 b

y th
o

se
 p

e
rso

n
s w

h
o

 kn
o

w
 th

e
 co

n
te

n
ts an

d
 fu

n
ctio

n
s o

f

th
e

 re
co

rd
s b

e
st,w

h
ich

,in
 m

o
st p

ractical in
stan

ce
s,w

ill u
su

ally b
e

 th
e

 ad
m

in
istrative

staff.If an
y actio

n
 is re

q
u

ire
d

 fro
m

 th
e

 u
se

r in
 th

is re
g

ard
,th

e
n

 it is re
co

m
m

e
n

d
e

d
 th

at

a ve
ry u

se
r-frie

n
d

ly so
lu

tio
n

 is p
ro

vid
e

d
.

O
th

e
rw

ise,
th

e
 risk th

at n
o

 m
e

tad
ata are

assig
n

e
d

 is ve
ry larg

e.

M
e

tad
ata are

 b
e

st re
g

iste
re

d
 w

h
e

n
 th

e
 d

o
cu

m
e

n
t is cre

ate
d

,
o

r as q
u

ickly as 

p
o

ssib
le

 afte
r its re

ce
ip

t.Sin
ce

 th
e

 assig
n

m
e

n
t o

f m
e

tad
ata is an

 in
cre

m
e

n
tal p

ro
ce

ss,

th
is m

u
st b

e
 take

n
 in

to
 acco

u
n

t.

2.2.3.Th
e file fo

rm
at

Th
e

 ch
o

ice
 o

f th
e

 file
 fo

rm
at,in

 w
h

ich
 d

ig
ital in

fo
rm

atio
n

 is sto
re

d
,h

as d
ire

ct co
n

-

se
q

u
e

n
ce

s fo
r th

e
 life

sp
an

 an
d

 th
e

 d
u

rab
ility o

f e
le

ctro
n

ic re
co

rd
s.If p

o
ssib

le
 it is

h
ig

h
ly re

co
m

m
e

n
d

e
d

 to
 sto

re
 d

ig
ital d

o
cu

m
e

n
ts in

 a su
itab

le
 arch

ivin
g

 file
 fo

rm
at

fro
m

 th
e

 m
o

m
e

n
t o

f th
e

ir cre
atio

n
.Th

is w
ill h

e
lp

 to
 avo

id
 m

ig
ratio

n
 an

d
 th

e
 p

o
ssib

le

lo
ss o

f in
cid

e
n

tal co
m

p
o

n
e

n
ts.

In
 p

ractice,th
o

u
g

h
,th

is w
ill n

o
t alw

ays b
e

 p
o

ssib
le

 o
r d

e
sirab

le.Fo
r th

e
 p

u
rp

o
se

 o
f

fu
n

ctio
n

ality,re
u

sab
ility o

r u
se

r-frie
n

d
lin

e
ss,p

re
fe

re
n

ce
 can

 b
e

 g
ive

n
 d

e
cid

e
d

 to
 te

m
-

p
o

rarily sto
rin

g
 d

ig
ital d

o
cu

m
e

n
ts in

 a (n
o

n
-e

xch
an

g
e

ab
le

) m
an

u
factu

re
r o

r ap
p

lica-

tio
n

 d
e

p
e

n
d

an
t fo

rm
at.In

 su
ch

 case
s,th

e
 m

ig
ratio

n
 p

ath
 (targ

e
t fo

rm
at,m

ig
ratio

n

to
o

l) m
u

st b
e

 kn
o

w
n

 fo
r th

is typ
e

 o
f d

o
cu

m
e

n
t at th

e
 m

o
m

e
n

t o
f cre

atio
n

,so
 th

at,if

n
e

ce
ssary,sp

e
cial m

e
asu

re
s can

 still b
e

 take
n

 d
u

rin
g

 th
e

 cre
atio

n
 p

ro
ce

ss.Sin
ce

 in
 a

d
e

skto
p

 e
n

viro
n

m
e

n
t,th

e
 e

n
d

-u
se

r can
 se

le
ct th

e
 file

 fo
rm

at an
d

 a n
u

m
b

e
r o

f o
th

e
r

se
ttin

g
s h

im
se

lf,it is also
 h

ig
h

ly im
p

o
rtan

t th
at cle

ar g
u

id
e

lin
e

s an
d

 ru
le

s are
 co

m
m

u
-

n
icate

d
 ab

o
u

t th
is.

If p
o

ssib
le,

th
e

 p
ro

p
e

r file
 fo

rm
at an

d
 p

ro
file

 sh
o

u
ld

 b
e

 p
re

-

p
ro

g
ram

m
e

d
,so

 e
rro

rs can
 b

e
 avo

id
e

d
.

W
h

e
n

 a d
o

cu
m

e
n

t is save
d

 in
 a su

itab
le

 arch
ivin

g
 file

 fo
rm

at,o
n

e
 h

as to
 m

ake
 su

re

th
at th

e
 ap

p
lie

d
 file

 fo
rm

at p
ro

file
 is in

 co
n

fo
rm

ity w
ith

 th
e

 se
ttin

g
s th

at are
 im

p
o

r-

tan
t fro

m
 an

 arch
ival p

o
in

t o
f vie

w
.

M
o

st arch
ivin

g
 file

 fo
rm

ats can
,

afte
r all,

b
e
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co
m

p
o

se
d

 in
 a varie

ty o
f w

ays.Th
e

 u
se

r is fre
e

 to
 u

se
 a n

u
m

b
e

r o
f se

ttin
g

s,b
u

t n
o

t all

se
ttin

g
s are

 e
q

u
ally su

itab
le

 fo
r lo

n
g

-te
rm

 arch
ivin

g
.

Fo
r in

stan
ce,

is n
o

t re
co

m
-

m
e

n
d

e
d

 to
 co

m
p

o
se

 P
D

F d
o

cu
m

e
n

ts w
ith

 a P
D

F w
rite

r,o
r to

 ap
p

ly JP
EG

 co
m

p
re

ssio
n

w
h

e
n

 sto
rin

g
 a TIFF d

o
cu

m
e

n
t.

M
o

re
 in

fo
rm

atio
n

 o
n

 th
is is availab

le
 o

n
 th

e
 D

A
V

ID
-w

e
b

site
:

• F.B
O

U
D

R
EZ

, Stan
d

aard
en

 vo
o

r d
ig

itale arch
iefd

o
cu

m
en

ten
,C

ity A
rch

ive
s o

f

A
n

tw
e

rp
,A

n
tw

e
rp

,2
0

0
2

-2
0

0
5

.

• D
ig

ital A
rch

iV
in

g
.g

u
Id

e
lin

e
 &

 aD
vice,n

o
.4

:Stan
d

ard
s fo

r file fo
rm

ats.

2.2.4.Th
e reliab

ility

Th
e

re’s still n
o

 d
e

fin
te

 an
sw

e
r to

 th
e

 q
u

e
stio

n
 h

o
w

 lo
n

g
-te

rm
 re

liab
ility can

 b
e

assu
re

d
 in

 a co
n

clu
sive

 m
an

n
e

r.In
 an

y case,th
e

 p
re

se
rvatio

n
 o

f re
liab

le
 re

co
rd

s is o
n

ly

p
o

ssib
le,w

h
e

n
 a p

ro
ce

d
u

re
 th

at assu
re

s su
ch

 a re
liab

ility is ap
p

lie
d

 fro
m

 th
e

 m
o

m
e

n
t

o
f th

e
 cre

atio
n

 o
r th

e
 re

ce
ip

t o
f su

ch
 d

o
cu

m
e

n
ts.A

fte
r all,th

e
 re

liab
ility m

u
st b

e
 g

u
ar-

an
te

e
d

 fo
r th

e
 e

n
tire

 life
-cycle.Su

ch
 a p

ro
ce

d
u

re
 m

u
st,in

 first in
stan

ce,m
ake

 su
re

 th
at

d
ig

ital d
o

cu
m

e
n

ts can
n

o
t b

e
 ch

an
g

e
d

 w
ith

o
u

t au
th

o
risatio

n
 an

d
 th

at ch
an

g
e

s are

trace
ab

le.Th
e

 e
m

p
h

asis lie
s o

n
 th

e
 p

ro
te

ctio
n

 o
f th

e
 in

te
g

rity o
f th

e
 re

co
rd

.Fo
r th

is

p
u

rp
o

se,th
e

 cre
ato

r can
 co

m
b

in
e

 a varie
ty o

f sim
p

le
 o

r so
m

e
w

h
at m

o
re

 co
m

p
le

x

m
e

asu
re

s:

• acce
ss co

n
tro

l an
d

 au
th

o
risatio

n
:o

n
ly au

th
o

rise
d

 u
se

rs h
ave

 acce
ss to

 file
s

an
d

 re
co

rd
s (fo

r in
stan

ce
 u

se
r ID

s,p
assw

o
rd

s,b
io

m
e

trics,P
K

I)

• “re
ad

-o
n

ly”acce
ss:afte

r arch
ivin

g
 o

r “cap
tu

re”,th
e

 e
le

ctro
n

ic re
co

rd
s are

 fixe
d

an
d

 n
o

 lo
n

g
e

r ch
an

g
e

ab
le

 (p
ro

te
cte

d
 fo

ld
e

rs an
d

/o
r file

s,co
n

su
ltatio

n
 o

n
ly

w
ith

 a vie
w

e
r so

ftw
are

)

• ve
rsio

n
 co

n
tro

l:ch
an

g
e

s in
 d

o
cu

m
e

n
ts can

 o
n

ly b
e

 save
d

 as a n
e

w
 ve

rsio
n

• m
ain

te
n

an
ce

 o
f an

 au
d

it trail:re
g

istratio
n

 o
f ce

rtain
 actio

n
s o

n
 d

o
cu

m
e

n
ts

(fo
r in

stan
ce,w

h
o

 ch
an

g
e

d
 w

h
at at w

h
at p

o
in

t in
 tim

e
?).Sin

ce
 it is p

ractically

im
p

o
ssib

le
 to

 lo
g

 all actio
n

s,o
n

e
 h

as to
 d

e
fin

e
 in

 ad
van

ce
 w

h
ich

 actio
n

s an
d

w
h

at p
art o

f th
e

se
 actio

n
s w

ill b
e

 re
g

iste
re

d
.Th

e
 lo

g
 file

s th
at are

 u
tilise

d
 fo

r

syste
m

 m
an

ag
e

m
e

n
t w

ill o
n

ly b
e

 ab
le

 to
 fu

lfil th
is fu

n
ctio

n
 in

 rare
 case

s,so

th
e

 cre
atio

n
 o

f se
p

arate
 au

d
it trails m

ay b
e

 n
e

ce
ssary.

• h
ash

in
g

:sto
rag

e
 o

f th
e

 h
ash

 co
d

e
s th

at are
 calcu

late
d

 o
n

 th
e

 b
its o

f th
e

 

d
ig

ital d
o

cu
m

e
n

ts,so
 th

at su
b

se
q

u
e

n
t ve

rificatio
n

s are
 p

o
ssib

le

• tim
e

-stam
p

in
g

:re
g

istratio
n

 o
f th

e
 d

ate
 an

d
 th

e
 tim

e
 o

f a tran
sactio

n

• e
n

cryp
tio

n
:th

e
 tran

sfo
rm

atio
n

 o
f th

e
 d

ig
ital d

o
cu

m
e

n
ts,so

 th
at th

e
y b

e
co

m
e

u
n

re
ad

ab
le

 fo
r an

yo
n

e
 w

h
o

 d
o

e
s n

o
t h

ave
 th

e
 co

rre
sp

o
n

d
in

g
 d

e
cryp

tio
n

 ke
y.

Th
e

 re
liab

ility o
f e

le
ctro

n
ic re

co
rd

s is assu
re

d
 th

ro
u

g
h

 a co
m

b
in

atio
n

 o
f p

ro
ce

-

d
u

re
s an

d
 te

ch
n

o
lo

g
y.In

 th
is re

g
ard

,o
n

e
 m

ay n
o

t lo
se

 sig
h

t o
f th

e
 fact th

at te
ch

n
o

l-

o
g

y is su
b

je
ct to

 ag
e

in
g

 (o
b

so
le

sce
n

ce
) an

d
 th

at p
ro

ce
d

u
re

s are
 re

q
u

ire
d

,to
 m

ake

su
re

 th
at te

ch
n

o
lo

g
ie

s can
 b

e
 re

p
lace

d
 e

ffe
ctive

ly.Su
ch

 te
ch

n
o

lo
g

ie
s are

 p
re

fe
rab

ly

also
 e

m
b

e
d

d
e

d
 in

 a g
e

n
e

ral p
ro

ce
d

u
re,w

h
ich

 g
u

aran
te

e
s re

liab
ility in

 th
e

 lo
n

g
-te

rm
.

Th
e

 (te
ch

n
o

lo
g

ical) co
m

p
o

n
e

n
ts o

f th
e

se
 p

ro
ce

d
u

re
s m

u
st b

e
 re

p
lace

ab
le,w

h
e

n
e

ve
r

th
e

 te
ch

n
o

lo
g

y itse
lf ch

an
g

e
s.
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ce

 re
liab

ility is an
 im

p
o

rtan
t facto

r in
 an

 ap
p

raisal d
e

cisio
n

,an
d

 b
e

cau
se

 o
f th

e

n
e

ce
ssity o

f d
e

m
o

n
stratin

g
 su

ch
 a re

liab
ility,it is im

p
o

rtan
t th

at th
e

 cre
ato

r d
o

cu
-

m
e

n
ts h

is re
liab

ility p
ro

ce
d

u
re

s,an
d

 th
at th

e
se

 are
 m

ad
e

 availab
le

 to
 th

e
 arch

ivist.

2.2.5.Th
e u

ser

A
n

d
 fin

ally,th
e

 q
u

ality o
f d

ig
ital d

o
cu

m
e

n
ts is also

 d
e

te
rm

in
e

d
 th

ro
u

g
h

 th
e

 u
se

rs:

th
e

 w
ay in

 w
h

ich
 d

ig
ital d

o
cu

m
e

n
ts are

 cre
ate

d
,m

e
tad

ata are
 re

g
iste

re
d

 an
d

 th
e

 

d
o

cu
m

e
n

ts are
 o

rg
an

ise
d

.

Th
e

 cre
atio

n
 o

f h
ig

h
-q

u
ality d

ig
ital d

o
cu

m
e

n
ts,an

d
 in

 a n
e

xt ste
p

 th
e

 cre
atio

n
 o

f

file
s,d

e
p

e
n

d
s o

n
 h

o
w

 fam
iliar th

e
 are

 u
se

rs w
ith

 IT-p
ro

ce
sse

s an
d

 th
e

 le
ve

l o
f care

th
e

y take.A
s a co

n
se

q
u

e
n

ce,m
akin

g
 th

e
 u

se
rs aw

are
 th

ro
u

g
h

 train
in

g
 p

ro
ce

d
u

re
s is

e
sse

n
tial.Th

e
 in

te
g

ratio
n

 o
f b

asic skills fo
r g

o
o

d
 d

o
cu

m
e

n
t m

an
ag

e
m

e
n

t in
 stan

d
ard

IT train
in

g
 co

u
rse

s fo
r ad

m
in

istrative
 staff m

e
m

b
e

rs,is th
e

re
fo

re
 re

co
m

m
e

n
d

e
d

.Sin
ce

th
e

 cre
atio

n
 o

f g
o

o
d

 d
ig

ital d
o

cu
m

e
n

ts im
p

o
se

s so
m

e
 lim

itatio
n

s o
n

 th
e

 u
se

r in
 a

n
u

m
b

e
r o

f d
iffe

re
n

t case
s,

it is also
 im

p
o

rtan
t to

 p
ro

vid
e

 m
o

tivatio
n

s fo
r th

o
se

 

lim
itatio

n
s.

2.2.6.Im
p

lem
en

tatio
n

 an
d

 exam
p

les

Th
e

 cre
atio

n
 o

f q
u

ality d
ig

ital d
o

cu
m

e
n

ts d
e

p
e

n
d

s stro
n

g
ly o

n
 th

e
 w

ay u
se

rs

co
m

p
o

se
 d

o
cu

m
e

n
ts an

d
 save

 th
e

m
.Th

is p
ro

ce
ss can

 b
e

 ste
e

re
d

 in
 th

e
 rig

h
t d

ire
c-

tio
n

 b
y p

ro
vid

in
g

 th
e

 n
e

ce
ssary train

in
g

 an
d

 th
ro

u
g

h
 th

e
 cre

atio
n

 o
f stan

d
ard

 d
o

cu
-

m
e

n
ts o

r th
e

 u
se

 o
f te

m
p

late
s.Te

m
p

late
s can

 b
e

 u
se

d
 to

 fix th
e

 stru
ctu

re
 o

f a d
o

cu
-

m
e

n
t 

in
 

ad
van

ce,
an

d
 

p
e

rh
ap

s 
also

 
to

 
an

ticip
ate

 
o

n
 

fu
tu

re
 

m
ig

ratio
n

s 
o

f 
th

e

d
o

cu
m

e
n

ts,
fo

r in
stan

ce
 b

y re
g

iste
rin

g
 d

yn
am

ic d
ata in

 a static an
d

 e
xp

licit w
ay.

Fu
rth

e
rm

o
re,

te
m

p
late

s 
also

 
in

clu
d

e
 

th
e

 
p

o
ssib

ility 
o

f 
assig

n
in

g
 

m
e

tad
ata 

in
 

an
 

au
to

m
ate

d
 an

d
 u

se
r-frie

n
d

ly w
ay.

W
ith

 te
m

p
late

s,ce
rtain

 actio
n

s can
 b

e
 carrie

d
 o

u
t in

 a co
m

p
le

te
ly au

to
m

ate
d

 o
r

u
se

r-frie
n

d
ly w

ay.O
ffice

 ap
p

licatio
n

s,su
ch

 as M
S O

ffice
 an

d
 O

p
e

n
O

ffice,p
e

rm
it th

e

u
se

 o
f m

acro
s an

d
 scrip

ts w
ith

 te
m

p
late

s.

Tw
o

 e
xam

p
le

s o
f su

ch
 te

m
p

late
s are

 availab
le

 o
n

 th
e

 D
A

V
ID

-w
e

b
site

:

• an
 e

-m
ail te

m
p

late
 w

ith
 a scrip

t:

• au
to

m
atic re

g
istratio

n
 o

f m
e

tad
ata:e

-m
ail ad

d
re

ss o
f th

e
 se

n
d

e
r,d

ate

an
d

 tim
e

-stam
p

 o
f th

e
 tran

sm
issio

n
 an

d
 re

ce
ip

t,
file

 n
am

e
s o

f th
e

attach
m

e
n

ts are
 cap

tu
re

d
 in

 an
 au

to
m

ate
d

 an
d

 stru
ctu

re
d

 w
ay

• u
se

r-frie
n

d
ly assig

n
m

e
n

t o
f th

e
 re

fe
re

n
ce

 co
d

e
 an

d
 th

e
 targ

e
t fo

ld
e

r

b
y th

e
 se

n
d

e
r o

r re
ce

ive
r

• e
xp

o
rt fu

n
ctio

n
ality

:sto
rag

e
 in

 a p
re

d
e

fin
e

d
 file

 fo
rm

at,se
p

aratio
n

 o
f

th
e

 e
-m

ailm
e

ssag
e

 an
d

 attach
m

e
n

ts,re
p

lace
m

e
n

t o
f im

p
e

rm
issib

le

ch
aracte

rs in
 file

 n
am

e
s

• w
o

rd
 tem

p
late w

ith
 m

acro
:m

an
d

ato
ry ad

d
in

g
 o

f p
re-p

ro
g

ram
m

ed
 an

d
 cu

sto
m

ised

m
etad

ata in
 an

 au
to

m
ated

 an
d

 u
ser-frien

d
ly w

ay,w
h

ich
 is ach

ieved
 at d

o
cu

m
en

t

level b
y a u

ser th
ro

u
g

h
 th

e o
p

en
in

g
 an

d
 clo

sin
g

 o
f a text p

ro
cessin

g
 d

o
cu

m
en

t.
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Tip
s an

d
 re

co
m

m
e

n
d

atio
n

s fo
r g

o
o

d
 d

ig
ital d

o
cu

m
e

n
ts:

• g
ive

 o
ffice

 d
o

cu
m

e
n

ts a cle
ar id

e
n

tifie
r (f.i.file

n
am

e,re
fe

re
n

ce
co

d
e,e

tc.)

• d
e

fin
e

 th
e

 in
te

rn
al stru

ctu
re

 o
f d

o
cu

m
e

n
ts in

 an
 e

xp
licit w

ay;d
e

fin
e

 th
e

 stru
c-

tu
re

 w
ith

 th
e

 h
e

lp
 o

f (h
e

ad
e

r-)style
s,in

ste
ad

 o
f o

n
ly u

sin
g

 te
xt-fo

rm
attin

g

• m
ake

 su
re

 th
at th

e
 co

n
te

n
t o

f d
yn

am
ic fie

ld
s (fo

r in
stan

ce
 an

 au
to

m
ate

d
 d

ate

fie
ld

) is fixe
d

 as so
o

n
 as th

e
 d

o
cu

m
e

n
t h

as b
e

e
n

 co
m

p
le

te
d

• m
ake

 ag
re

e
m

e
n

ts ab
o

u
t th

e
 re

-u
se

 o
f d

o
cu

m
e

n
ts,an

d
 fo

r th
e

 cre
atio

n
 o

f

n
e

w
 ve

rsio
n

s o
f an

 e
xistin

g
 d

o
cu

m
e

n
t,afte

r th
e

 o
rig

in
al ve

rsio
n

 h
as b

e
e

n

cap
tu

re
d

 in
 a d

e
fin

itive
 w

ay.

2
.3

.C
R

E
A

T
IN

G
 D

IG
ITA

L
 F

IL
E

S

D
ig

ital file
s are

 cre
ate

d
 an

d
 m

an
ag

e
d

 in
 a d

ig
ital classificatio

n
 syste

m
.A

ll d
ig

ital

d
o

cu
m

e
n

ts w
h

ich
 are

 re
late

d
 to

 a task,a file
 o

r a su
b

je
ct,are

 sto
re

d
 in

 th
e

 sam
e

 fo
ld

e
r.

In
 th

is w
ay,a re

latio
n

sh
ip

 b
e

tw
e

e
n

 re
late

d
 d

o
cu

m
e

n
ts is d

e
fin

e
d

.

Th
e

 cre
atio

n
 o

f e
le

ctro
n

ic file
s o

ffe
rs th

e
 ad

van
tag

e
 th

at th
e

 p
o

ssib
le

 fin
d

in
g

p
lace

s o
f e

le
ctro

n
ic re

co
rd

s w
ith

in
 an

 o
rg

an
isatio

n
 are

 re
d

u
ce

d
 to

 o
n

e
 ce

n
tral lo

ca-

tio
n

.In
ste

ad
 o

f sp
re

ad
in

g
 d

o
cu

m
e

n
ts o

ve
r lo

cal h
ard

 d
isks,file

 se
rve

rs,e
-m

ail syste
m

s,

d
atab

ase
 syste

m
s,e

xte
rn

al sto
rag

e
 m

e
d

ia,e
tc.,th

e
 e

le
ctro

n
ic re

co
rd

s are
 co

lle
cte

d
 in

a ce
n

trally m
an

ag
e

d
 classificatio

n
 syste

m
.In

 th
is w

ay o
n

e
 o

b
tain

s a q
u

ick o
ve

rvie
w

 o
f

all availab
le

 in
fo

rm
atio

n
 w

ith
in

 th
e

 o
rg

an
isatio

n
 an

d
 o

f all re
co

rd
s re

late
d

 to
 a p

artic-

u
lar e

ve
n

t o
r su

b
je

ct,re
g

ard
le

ss o
f th

e
 typ

e
 o

f d
o

cu
m

e
n

t o
r ap

p
licatio

n
 in

 w
h

ich
 th

e
se

d
o

cu
m

e
n

ts w
e

re
 cre

ate
d

:te
xt d

o
cu

m
e

n
ts,sp

re
ad

sh
e

e
ts,e

-m
ail m

e
ssag

e
s,p

re
se

n
ta-

tio
n

s,e
tc.Th

is is th
e

 w
ay to

 p
re

ve
n

t th
e

 cre
atio

n
 o

f se
ve

ral in
fo

rm
atio

n
 islan

d
s w

ith
in

an
 o

rg
an

isatio
n

.In
fo

rm
atio

n
 islan

d
s so

m
e

tim
e

s co
m

e
 in

to
 e

xiste
n

ce,b
e

cau
se

 sp
e

cific

ap
p

licatio
n

s are
 u

se
d

 fo
r th

e
 m

an
ag

e
m

e
n

t o
f a ce

rtain
 se

rie
s o

f re
co

rd
s (d

e
cisio

n
s,

co
rre

sp
o

n
d

e
n

ce,e
-m

ail m
e

ssag
e

s,e
tc.).Th

e
se

 ap
p

licatio
n

s are
 n

o
t su

itab
le

 fo
r sto

rin
g

larg
e

 q
u

an
titie

s o
f re

co
rd

s in
 th

e
 (m

e
d

iu
m

) lo
n

g
 te

rm
.It is b

e
tte

r to
 ad

d
 th

e
 re

co
rd

s

o
f su

ch
 a series to

 an
 electro

n
ic file,in

stead
 o

f m
an

ag
in

g
 th

em
 w

ith
in

 th
ese ap

p
licatio

n
s.
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112 Th
e

 stru
ctu

re
d

 classificatio
n

 o
f e

le
ctro

n
ic re

co
rd

s b
y file

 o
r su

b
je

ct fo
ld

e
rs,m

ake
s

it p
o

ssib
le

 fo
r th

e
 ad

m
in

istrative
 staff o

r arch
ivist to

 p
ro

ce
ss th

o
se

 d
ig

ital d
o

cu
m

e
n

ts

as a g
ro

u
p

.A
p

p
raisal an

d
 se

le
ctio

n
 can

,fo
r in

stan
ce,b

e
 carrie

d
 o

u
t at a file

 o
r su

b
je

ct

le
ve

l.Th
is h

as,h
o

w
e

ve
r,co

n
se

q
u

e
n

ce
s,sin

ce
 d

ro
p

p
in

g
 a d

o
cu

m
e

n
t in

 a ce
rtain

 fo
ld

e
r

is co
n

n
e

cte
d

 to
 a d

e
cisio

n
 w

ith
 re

g
ard

 to
 its p

re
se

rvatio
n

 o
r d

e
stru

ctio
n

.
C

lo
se

 

su
p

e
rvisio

n
 is re

co
m

m
e

n
d

e
d

 in
 th

is re
g

ard
,b

u
t is n

o
t alw

ays e
asy to

 ach
ie

ve.

A
n

 e
sse

n
tial asp

e
ct o

f th
e

 cre
atio

n
 o

f e
le

ctro
n

ic file
s is th

e
 re

g
istratio

n
 o

f m
e

tad
ata

ab
o

u
t th

e
se

 file
s.Im

p
o

rtan
t in

fo
rm

atio
n

 ab
o

u
t e

le
ctro

n
ic file

s are
 am

o
n

g
st o

th
e

rs:

th
e

ir p
o

sitio
n

 w
ith

in
 a ce

rtain
 w

o
rk p

ro
ce

ss,a d
e

scrip
tio

n
,th

e
ir re

latio
n

 w
ith

 an
d

 th
e

lo
catio

n
 o

f a re
late

d
 p

ap
e

r file,th
e

 d
o

cu
m

e
n

ts in
 th

e
 file,an

d
 th

e
 re

te
n

tio
n

 p
e

rio
d

.

Th
e

se
 m

e
tad

ata are
 co

m
m

o
n

 to
 all d

o
cu

m
e

n
ts w

ith
in

 th
e

 file,
an

d
 th

e
y m

u
st b

e

lin
ke

d
 to

 th
e

 e
le

ctro
n

ic file
 in

 o
n

e
 w

ay o
r an

o
th

e
r.Th

at is h
o

w
 a file

 p
ro

file
 is d

e
ve

l-

o
p

e
d

.M
o

st co
m

m
o

n
ly u

se
d

 o
p

e
ratin

g
 syste

m
s o

f to
d

ay d
o

 n
o

t o
ffe

r th
e

 p
o

ssib
ility o

f

re
g

iste
rin

g
 

cu
sto

m
ise

d
 

m
e

tad
ata 

at 
fo

ld
e

r 
le

ve
l.

H
o

w
e

ve
r,

th
is 

is 
p

o
ssib

le
 

w
ith

W
e

b
D

A
V,o

r w
ith

 m
o

re
 ad

van
ce

d
 d

o
cu

m
e

n
t m

an
ag

e
m

e
n

t syste
m

s.A
n

 in
b

e
tw

e
e

n

so
lu

tio
n

 is th
e

 ad
 h

o
c ap

p
licatio

n
,w

h
ich

 h
as b

e
e

n
 d

e
sig

n
e

d
 b

y D
A

V
ID

.Th
is ap

p
lica-

tio
n

 o
ffe

rs th
e

 u
se

r an
 in

te
rface

 to
 ad

d
 m

e
tad

ata ab
o

u
t an

 e
le

tro
n

ic file,an
d

 th
e

se
 file

attrib
u

te
s are

 save
d

 as an
 X

M
L d

o
cu

m
e

n
t in

 th
e

 fo
ld

e
r to

 w
h

ich
 th

e
 m

e
tad

ata are

re
late

d
1

9.

Th
e

 e
le

ctro
n

ic file
s are

 th
e

 b
u

ild
in

g
 b

lo
cks o

f th
e

 classificatio
n

 syste
m

.Sin
ce

 th
e

fo
llo

w
in

g
 ste

p
s in

 th
e

 arch
ivin

g
 p

ro
ce

d
u

re
 take

 th
is classificatio

n
 syste

m
 as th

e
ir start-

in
g

 p
o

in
t,o

n
e

 can
 co

n
sid

e
r th

e
 in

clu
sio

n
 o

f a d
o

cu
m

e
n

t in
 a ce

rtain
 file

 fo
ld

e
r as th

e

fo
rm

al tran
sactio

n
 w

ith
 w

h
ich

 th
e

 d
o

cu
m

e
n

t e
ffe

ctive
ly b

e
co

m
e

s a re
co

rd
 fo

r th
e
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o
rg

an
isatio

n
.D

ig
ital d

o
cu

m
e

n
ts,

w
h

ich
 are

 n
o

t a p
art o

f th
is classificatio

n
 syste

m
,

e
ffe

ctive
ly e

scap
e

 th
e

 arch
ivin

g
 p

ro
ce

d
u

re
 an

d
 w

ill n
o

t b
e

 in
clu

d
e

d
 in

 th
e

 d
ig

ital

re
p

o
sito

ry.O
n

e
 co

u
ld

 say th
at ad

d
in

g
 a d

o
cu

m
e

n
t to

 a classificatio
n

 syste
m

 “classifie
s”

th
e

 re
co

rd
statu

s o
f a d

o
cu

m
e

n
t.

Th
e

 classificatio
n

 stru
ctu

re
 itse

lf an
d

 th
e

 lo
catio

n
 o

f e
le

ctro
n

ic re
co

rd
s w

ith
in

 th
is

stru
ctu

re
 are

 im
p

o
rtan

t m
e

tad
ata in

fo
rm

atio
n

.Th
e

 file
 fo

ld
e

r stru
ctu

re
 re

fle
cts th

e

co
n

te
xt in

 w
h

ich
 th

e
 d

o
cu

m
e

n
ts are

 cre
ate

d
 o

r m
an

ag
e

d
 an

d
 in

d
icate

s th
e

 re
latio

n
-

sh
ip

 b
e

tw
e

e
n

 th
e

 d
o

cu
m

e
n

ts an
d

 w
ith

in
 a b

u
sin

e
ss p

ro
ce

ss.A
s a co

n
se

q
u

e
n

ce,th
e

fo
ld

e
r stru

ctu
re

 m
u

st b
e

 arch
ive

d
 an

d
 sh

o
u

ld
 b

e
 d

o
cu

m
e

n
te

d
 e

xte
n

sive
ly.A

 lo
ss o

f

th
e

 fo
ld

e
r stru

ctu
re

 w
o

u
ld

,afte
r all,m

e
an

 a lo
ss o

f th
e

 arch
ival co

n
te

xt.It is o
n

e
 o

f th
e

e
sse

n
tial co

m
p

o
n

e
n

ts o
f a re

co
rd

.A
 p

o
ssib

le
 so

lu
tio

n
 fo

r th
is p

ro
b

le
m

 is th
e

 cre
atio

n

o
f X

M
L file

 lists.A
 h

ie
rarch

ical o
ve

rvie
w

 o
f th

e
 fo

ld
e

rs is cre
ate

d
 in

 su
ch

 a file
 list,

in
clu

d
in

g
 a m

e
n

tio
n

 o
f th

e
 d

o
cu

m
e

n
ts th

at are
 sto

re
d

 in
 th

o
se

 fo
ld

e
rs

2
0.

2
.4

.A
P

P
R

A
IS

A
L

 A
N

D
 S

E
L

E
C

T
IO

N
 F

O
R

 LO
N

G
-T

E
R

M
 P

R
E

S
E

R
V

A
T

IO
N

Th
e

 issu
e

s re
g

ard
in

g
 ap

p
raisal an

d
 se

le
ctio

n
 are

 situ
ate

d
 at tw

o
 d

iffe
re

n
t le

ve
ls

w
ith

in
 th

e
 d

ig
ital w

o
rld

:th
e

 file
 an

d
 th

e
 re

co
rd

s.A
t file

 le
ve

l,th
e

 q
u

e
stio

n
 re

g
ard

in
g

se
le

ctio
n

 fo
cu

se
s ab

o
ve

 all o
n

 w
h

ich
 file

s are
 p

re
se

rve
d

 an
d

 w
h

ich
 are

 d
e

stro
ye

d
.A

t

re
co

rd
 le

ve
l,

b
ase

d
 o

n
 ap

p
raisal a d

e
cisio

n
 is m

ad
e

 as to
 w

h
ich

 co
m

p
o

n
e

n
ts are

e
sse

n
tial an

d
 w

h
ich

 are
 in

cid
e

n
tal.In

 case
 o

f p
ap

e
r d

o
cu

m
e

n
ts,th

is last q
u

e
stio

n
 d

o
e

s

n
o

t p
o

se
 itse

lf b
e

cau
se

 th
e

 e
n

tire
 p

ap
e

r re
co

rd
 is p

re
se

rve
d

.

Th
e

 re
co

rd
s sch

e
d

u
le

s fo
r p

ap
e

r file
s are

 e
q

u
ally valid

 fo
r e

le
ctro

n
ic file

s.N
o

 o
th

e
r

re
te

n
tio

n
 p

e
rio

d
s ap

p
ly fo

r e
le

ctro
n

ic file
s.B

ro
u

g
h

t in
to

 p
ractice

 th
is m

e
an

s th
at at a

g
ive

n
 p

o
in

t in
 tim

e,
th

o
se

 file
s,

w
h

ich
 are

 co
n

sid
e

re
d

 fo
r lo

n
g

-te
rm

 arch
ivin

g
,

are

se
le

cte
d

 an
d

 re
m

o
ve

d
 fro

m
 th

e
 active

 classificatio
n

 stru
ctu

re.Su
ch

 a se
le

ctio
n

 can
 b

e

carrie
d

 o
u

t o
n

 th
e

 b
ase

s o
f a m

an
u

al an
d

/o
r au

to
m

atic se
le

ctio
n

 p
ro

ce
d

u
re.Th

e
 latte

r

m
e

th
o

d
,h

o
w

e
ve

r,re
q

u
ire

s th
at th

e
 re

te
n

tio
n

 p
e

rio
d

 is in
d

icate
d

 an
d

 p
ro

ce
ssab

le
 in

o
n

e
 w

ay o
r an

o
th

e
r.O

n
e

 p
o

ssib
ility is,fo

r in
stan

ce,to
 in

clu
d

e
 th

e
 re

te
n

tio
n

 p
e

rio
d

 an
d

th
e

 d
isp

o
sitio

n
 in

 th
e

 m
e

tad
ata o

f th
e

 file.

Fo
r ap

p
raisal an

d
 se

le
ctio

n
,it is n

o
t an

 u
n

n
e

ce
ssary lu

xu
ry to

 re
g

iste
r m

e
tad

ata at

file
 le

ve
l.Th

e
se

 m
e

tad
ata p

ro
vid

e
 in

fo
rm

atio
n

 ab
o

u
t th

e
 co

n
te

xt an
d

 th
e

 valu
e

 w
h

ich

th
e

 cre
ato

r assig
n

s to
 th

e
 file

s in
 th

e
 e

le
ctro

n
ic classificatio

n
 syste

m
.Th

e
 fact th

at

ad
m

in
istrative

 staff m
e

m
b

e
rs h

ave
 assig

n
e

d
 sto

rag
e

 p
e

rio
d

s d
o

e
s n

o
t re

p
lace

 th
e

n
e

e
d

 fo
r re

te
n

tio
n

 sch
e

d
u

le
s.Q

u
ite

 to
 th

e
 co

n
trary,th

e
 assig

n
m

e
n

t o
f a re

te
n

tio
n

p
e

rio
d

 is b
ase

d
 o

n
 th

e
 re

co
rd

s sch
e

d
u

le
s o

r o
n

 arch
ival m

an
ag

e
m

e
n

t p
lan

s.Th
e

se
 are

d
e

ve
lo

p
e

d
 b

y th
e

 re
co

rd
s cre

ato
r an

d
 th

e
 arch

ivist,an
d

 th
e

y im
m

e
d

iate
ly in

d
icate

w
h

at im
p

o
rtan

ce
 th

e
 cre

ato
r g

ive
s to

 ce
rtain

 file
s.

A
t d

o
cu

m
e

n
t le

ve
l,th

e
 p

ro
b

le
m

 co
n

ce
rn

in
g

 ap
p

raisal an
d

 se
le

ctio
n

 is actu
ally

co
n

tin
u

o
u

sly p
re

se
n

t in
 th

e
 arch

ivin
g

 p
ro

ce
d

u
re.It m

u
st actu

ally b
e

 kn
o

w
n

 fro
m

 th
e

m
o

m
e

n
t a d

o
cu

m
e

n
t is cre

ate
d

,w
h

ich
 co

m
p

o
n

e
n

ts o
f th

e
 d

o
cu

m
e

n
t are

 e
sse

n
tial

an
d

 m
u

st th
e

re
fo

re
 b

e
 arch

ive
d

,so
 e

ve
n

tu
ally th

e
 n

e
ce

ssary m
e

asu
re

s can
 b

e
 take

n
.

Th
e

 sam
e

 q
u

e
stio

n
 arise

s ag
ain

 b
e

fo
re

 d
e

cid
in

g
 o

n
 a m

ig
ratio

n
 p

ath
 to

 a su
itab

le
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arch
ivin

g
 file

 fo
rm

at,an
d

 it m
u

st b
e

 an
sw

e
re

d
 e

ve
ry tim

e
 th

e
 re

co
rd

 is m
ig

rate
d

 o
n

ce

m
o

re
 in

 th
e

 fu
tu

re.Th
e

 re
su

lt o
f ap

p
raisal w

ill,afte
r all,co

n
trib

u
te

 to
 m

akin
g

 a d
e

cisio
n

ab
o

u
t th

e
 file

 fo
rm

at th
at is u

se
d

 as an
 arch

ivin
g

 file
 fo

rm
at.Th

e
 e

sse
n

tial p
ro

p
e

rtie
s

h
ave

 to
 b

e
 in

clu
d

e
d

 in
 th

e
 arch

ivin
g

 file
 fo

rm
at.Th

e
 arch

ivin
g

 file
 fo

rm
at m

u
st th

e
re

-

fo
re

 su
p

p
o

rt th
e

se
 p

ro
p

e
rtie

s an
d

 p
e

rm
it th

e
ir m

ain
te

n
an

ce
 in

 th
e

 fu
tu

re.In
cid

e
n

tal

p
ro

p
e

rtie
s m

ay b
e

 lo
st o

r ch
an

g
e

d
 d

u
rin

g
 m

ig
ratio

n
.

2
.5

.M
IG

R
A

T
IO

N
 T

O
 A

R
C

H
IV

IN
G

 F
IL

E
 F

O
R

M
A

T
S

A
fte

r se
le

ctio
n

 an
d

 b
e

fo
re

 d
ig

ital d
o

cu
m

e
n

ts are
 in

clu
d

e
d

 in
 a d

ig
ital arch

ive,th
e

y

m
u

st,if n
e

ce
ssary,b

e
 m

ig
rate

d
 in

to
 a su

itab
le

 arch
ivin

g
 file

 fo
rm

at.Th
is o

ffe
rs tw

o

ad
van

tag
e

s:

• first o
f all,o

n
ly e

le
ctro

n
ic re

co
rd

s w
ith

 p
e

rm
an

e
n

t arch
ival valu

e
 are

 m
ig

rate
d

,

w
h

ich
 save

s co
sts an

d
 tim

e

• an
d

 se
co

n
d

ly,th
e

 m
ig

ratio
n

 can
 o

ccu
r u

n
d

e
r th

e
 re

sp
o

n
sib

ility o
f th

e
 cre

ato
r,

w
h

o
 can

 d
e

clare
 m

ig
rate

d
 d

o
cu

m
e

n
ts as au

th
e

n
tic.

Th
o

se
 e

le
ctro

n
ic re

co
rd

s,w
h

ich
 are

 sto
re

d
 in

 an
 arch

ivin
g

 file
 fo

rm
at fro

m
 th

e

m
o

m
e

n
t th

at th
e

y are
 cre

ate
d

,n
e

e
d

 n
o

t b
e

 m
ig

rate
d

.It is re
co

m
m

e
n

d
e

d
 to

 ch
e

ck

w
h

e
th

e
r th

e
 co

rre
ct se

ttin
g

s fro
m

 an
 arch

ival p
o

in
t o

f vie
w

 w
e

re
 u

se
d

.If n
e

ce
ssary,

co
m

p
re

ssio
n

,e
n

cryp
tio

n
,p

assw
o

rd
s,e

tc.m
u

st b
e

 re
m

o
ve

d
,

M
ig

ratio
n

 to
 a su

itab
le

 arch
ivin

g
 file

 fo
rm

at is p
re

fe
rab

ly p
e

rfo
rm

e
d

 w
ith

 re
liab

le

m
ig

ratio
n

 to
o

ls,w
h

ich
 are

 cap
ab

le
 o

f m
ig

ratin
g

 larg
e

 q
u

an
titie

s o
f d

ig
ital d

o
cu

m
e

n
ts

au
to

m
atically.Th

e
 q

u
ality o

f th
e

 m
ig

rate
d

 d
o

cu
m

e
n

ts d
e

p
e

n
d

s stro
n

g
ly o

n
 th

e
 co

m
-

p
u

te
r p

ro
g

ram
 th

at is u
se

d
 fo

r th
e

 m
ig

ratio
n

s.
Sp

e
cial re

q
u

ire
m

e
n

ts are
 th

e
re

fo
re

ap
p

licab
le

 to
 m

ig
ratio

n
 to

o
ls:

• a 1
0

0
%

 co
rre

ct ap
p

licatio
n

 o
f th

e
 file

 fo
rm

at stan
d

ard
 o

r sp
e

cificatio
n

• th
e

 p
o

ssib
ility o

f co
n

fig
u

rin
g

 w
h

ich
 p

ro
file

 o
f th

e
 arch

ivin
g

 file
 fo

rm
at to

 ap
p

ly

• re
liab

le
 an

d
 e

rro
r-fre

e
 m

ig
ratio

n
:e

xte
n

sive
 te

stin
g

!

• e
rro

r-d
e

te
ctin

g
 an

d
 re

p
o

rtin
g

:
re

g
istratio

n
 o

f w
h

ich
 d

o
cu

m
e

n
ts w

e
re

 n
o

t

su
cce

ssfu
lly m

ig
rate

d
,so

 th
at th

e
se

 can
 su

b
se

q
u

e
n

tly b
e

 m
ig

rate
d

 m
an

u
ally

• q
u

ality co
n

tro
l o

f th
e

 m
ig

rate
d

 d
o

cu
m

e
n

ts.

B
o

th
 co

m
m

e
rcial o

r o
p

e
n

 so
u

rce
 to

o
ls can

 b
e

 u
se

d
 fo

r th
e

 m
ig

ratio
n

,e
xistin

g

co
m

p
u

te
r ap

p
licatio

n
s can

 b
e

 cu
sto

m
ise

d
,o

r cu
sto

m
 so

ftw
are

 can
 b

e
 d

e
ve

lo
p

e
d

.

A
d

ap
tin

g
 e

xistin
g

 ap
p

licatio
n

s o
n

e
se

lf,o
r p

ro
g

ram
m

in
g

 cu
sto

m
 so

ftw
are,o

ffe
rs th

e

ad
van

tag
e

 th
at o

n
e

 d
e

te
rm

in
e

s th
e

 fu
n

ctio
n

al re
q

u
ire

m
e

n
ts fo

r th
e

 m
ig

ratio
n

 to
o

l

o
n

e
se

lf.A
lso

,o
n

e
 can

 b
e

tte
r u

n
d

e
rstan

d
 th

e
 o

p
e

ratio
n

s th
at are

 carrie
d

 o
u

t b
e

h
in

d

th
e

 sce
n

e
s.A

vailab
ility o

f an
d

 co
n

tro
l o

ve
r th

e
 so

u
rce

 co
d

e
 o

f th
e

 m
ig

ratio
n

 to
o

l,as

w
e

ll as a fu
ll d

o
cu

m
e

n
tatio

n
 th

e
re

o
f,is alm

o
st in

d
isp

e
n

sab
le

 o
n

 o
rd

e
r to

 b
e

 cap
ab

le

o
f ve

rifyin
g

 an
d

 d
e

m
o

n
stratin

g
 th

e
 re

liab
ility o

f th
e

 m
ig

ratio
n

 o
p

e
ratio

n
.

M
o

re
 in

fo
rm

atio
n

 o
n

 th
is is availab

le
 o

n
 th

e
 D

A
V

ID
-w

e
b

site
:

• D
ig

ital 
A

rch
iV

in
g

.
g

u
Id

e
lin

e
 

&
 

aD
vice,

n
o

.
1

0
:

M
ig

ratio
n

 
to

 
arch

ivin
g

 
file 

fo
rm

ats.
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Tip
s an

d
 reco

m
m

en
d

atio
n

s:

• take
 o

ld
 h

ard
- an

d
 so

ftw
are

 o
u

t o
f o

p
e

ratio
n

 o
n

ly afte
r yo

u
 h

ave
 carrie

d
 o

u
t

a q
u

ality co
n

tro
l o

n
 th

e
 m

ig
rate

d
 d

o
cu

m
e

n
ts.R

e
m

o
ve

 ce
rtain

 h
ard

- an
d

 so
ft-

w
are

 o
n

ly afte
r yo

u
 h

ave
 m

ad
e

 su
re

 th
at all d

ata w
ith

 arch
ival valu

e,w
h

ich

h
as b

e
e

n
 cre

ate
d

 w
ith

 th
at h

ard
- an

d
 so

ftw
are,can

 still b
e

 co
n

su
lte

d
 w

ith
 th

e

m
ig

rate
d

 ve
rsio

n
s.

• ch
eck an

d
 d

o
cu

m
en

t th
e so

u
rce co

d
e o

f th
e co

n
versio

n
 ap

p
licatio

n
s.Sp

ecify in

th
e co

n
tract th

at th
e so

u
rce co

d
e o

f cu
sto

m
 so

ftw
are is d

o
cu

m
en

ted
 b

y th
e

p
ro

g
ram

m
er an

d
 is tran

sferred
 alo

n
g

 w
ith

 th
e in

stallatio
n

 files o
f th

e ap
p

licatio
n

.

2
.6

.IN
G

E
S

T
 IN

T
O

 T
H

E
 D

IG
ITA

L
 R

E
P

O
S

IT
O

R
Y

 A
N

D
 R

E
T

R
IE

V
A

L

2.6.1.Verificatio
n

 an
d

 reg
istratio

n

O
n

 re
ce

ip
t in

 th
e

 arch
ival se

rvice,th
e

 tran
sfe

rre
d

 d
o

cu
m

e
n

ts m
u

st b
e

 ve
rifie

d
 an

d

re
g

iste
re

d
.

Th
e

 ve
rificatio

n
 o

f th
e

 tran
sfe

rre
d

 e
le

ctro
n

ic re
co

rd
s in

clu
d

e
s:

• th
e

 co
m

p
le

te
n

e
ss o

f th
e

 tran
sfe

r:d
o

e
s th

e
 sto

rag
e

 m
e

d
ia co

n
tain

 all re
co

rd
s

(fo
r in

stan
ce,a ch

e
ck o

n
 th

e
 b

asis o
f an

 X
M

L file
 list,w

h
ich

 h
as b

e
e

n
 u

se
d

 as

a tran
sfe

r list)

• q
u

ality o
f th

e
 e

le
ctro

n
ic re

co
rd

s:in
te

g
rity o

f th
e

 b
itstre

am
s (M

D
5

-ch
e

ck o
n

th
e

 b
itstre

am
s);are

 th
e

y sto
re

d
 in

 a su
itab

le
 arch

ivin
g

 file
 fo

rm
at (id

e
n

tifica-

tio
n

 o
f th

e
 file

 fo
rm

ats);h
as th

e
 co

rre
ct arch

ivin
g

 p
ro

file
 b

e
e

n
 ap

p
lie

d
 (vali-

d
atio

n
 o

f th
e

 file
 fo

rm
ats);h

ave
 cle

ar file
 n

am
e

s an
d

 th
e

 co
rre

ct file
n

am
e

e
xte

n
sio

n
s b

e
e

n
 u

se
d

;h
ave

 th
e

 file
s b

e
e

n
 p

ro
vid

e
d

 w
ith

 m
e

tad
ata?

• th
e

 p
re

se
n

ce
 o

f in
stru

m
e

n
ts fo

r re
co

rd
 re

trie
val

• th
e

 q
u

ality o
f th

e
 tran

sfe
r sto

rag
e

 m
e

d
ia,w

h
e

n
e

ve
r th

e
se

 also
 se

rve
 as th

e

lo
n

g
-te

rm
 sto

rag
e

 m
e

d
ia

• co
m

p
u

te
r viru

se
s.

W
h

e
n

e
ve

r,d
u

rin
g

 su
ch

 a ve
rificatio

n
,p

ro
b

le
m

s are
 d

e
te

cte
d

 o
r th

e
 p

re
d

e
fin

e
d

q
u

ality re
q

u
ire

m
e

n
ts are

 n
o

t o
b

se
rve

d
,th

e
 cre

ato
r m

u
st b

e
 co

n
tacte

d
 an

d
 aske

d
 to

re
so

lve
 th

e
se

 p
ro

b
le

m
s.

A
fte

r a p
o

sitive
 e

valu
atio

n
 o

f th
e

 q
u

ality,th
e

 cre
ato

r is g
ive

n
 p

e
rm

issio
n

 to
 d

e
le

te

th
e

 d
o

cu
m

e
n

ts an
d

 th
e

 n
e

w
 acq

u
isitio

n
s are

 re
g

iste
re

d
.Th

e
n

 an
 in

ve
n

to
ry o

f th
e

re
co

rd
s is p

re
p

are
d

 an
d

 th
e

ir m
e

tad
ata are

 co
m

p
le

te
d

.In
 th

is re
g

ard
,atte

n
tio

n
 m

u
st

b
e

 g
ive

n
 to

 th
e

 p
re

se
n

ce
 o

f a u
n

iq
u

e
 ID

 n
u

m
b

e
r fo

r e
ach

 o
f th

e
 e

le
ctro

n
ic re

co
rd

s.

D
u

rin
g

 re
g

istratio
n

,th
e

 m
e

tad
ata at file

 an
d

/o
r d

o
cu

m
e

n
t le

ve
l can

 also
 b

e
 in

d
e

xe
d

an
d

 in
clu

d
e

d
 in

 a d
atab

ase,so
 th

at ce
n

tralise
d

 se
arch

 q
u

e
rie

s are
 p

o
ssib

le.

2.6.2.Search
in

g
 fo

r arch
ived

 files an
d

 reco
rd

s

Th
e

 u
se

r can
 b

e
 g

ive
n

 acce
ss to

 th
e

 arch
ive

d
 e

le
ctro

n
ic re

co
rd

s o
n

 a varie
ty o

f 

d
iffe

re
n

t le
ve

ls:
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1
.se

rie
s

2
.file

3
.d

o
cu

m
e

n
t.

G
ivin

g
 acce

ss o
n

ly at a se
rie

s (typ
e

) le
ve

l,su
ch

 as fo
r in

stan
ce

 “p
e

rso
n

n
e

l file
s”,is to

o

g
e

n
e

ral to
 allo

w
 arch

ive
d

 file
s an

d
 re

co
rd

s to
 b

e
 re

trie
ve

d
 e

fficie
n

tly.Se
arch

in
g

 at file

an
d

 re
co

rd
 le

ve
l are

 m
o

re
 in

te
re

stin
g

,as th
is allo

w
s fo

r m
o

re
 targ

e
te

d
 se

arch
e

s.W
e

 

w
ill d

iscu
ss h

o
w

 re
co

rd
s can

 b
e

 se
arch

e
d

 fo
r an

d
 lo

cate
d

 at b
o

th
 le

ve
ls b

e
lo

w
.Tw

o

m
e

th
o

d
s are

 p
ro

vid
e

d
 fo

r th
is:

1
.via sto

rag
e

 o
f m

e
tad

ata in
 a d

atab
ase

2
.via X

M
L file

 lists.

Th
e

 le
ve

l an
d

 th
e

 w
ay in

 w
h

ich
 d

ig
ital file

s an
d

 re
co

rd
s are

 q
u

e
rie

d
,d

e
p

e
n

d
s p

ri-

m
arily o

n
 th

e
 availab

ility an
d

 th
e

 sto
rag

e
 lo

catio
n

 o
f th

e
ir m

e
tad

ata.Efficie
n

tly se
arch

-

in
g

 th
ro

u
g

h
 all m

e
tad

ata is o
n

ly p
o

ssib
le,w

h
e

n
 th

e
se

 are
 sto

re
d

 in
 a ce

n
tral d

atab
ase.

In
 o

rd
e

r to
 g

ive
 acce

ss at file
 le

ve
l,th

is m
e

an
s th

at th
e

 m
e

tad
ata o

f all d
ig

ital file
s m

u
st

b
e

 kn
o

w
n

,an
d

 can
 b

e
 p

ro
ce

sse
d

.If th
e

se
 m

e
tad

ata h
ave

 b
e

e
n

 sto
re

d
 in

 a d
ig

ital,

e
xp

licit an
d

 stru
ctu

re
d

 w
ay,th

e
y can

 b
e

 in
clu

d
e

d
 in

 th
e

 d
atab

ase
 au

to
m

atically.

G
ivin

g
 acce

ss at re
co

rd
 le

ve
l d

e
p

e
n

d
s also

 o
n

 th
e

 availab
ility o

f m
e

tad
ata (fo

r

in
stan

ce
 th

e
 file

 n
am

e,au
th

o
r,a su

b
je

ct d
e

scrip
tio

n
,ke

yw
o

rd
s,e

tc.).A
 m

o
re

 d
e

taile
d

se
arch

 p
ro

ce
d

u
re

 o
n

 w
o

rd
s th

at are
 in

clu
d

e
d

 in
 th

e
 d

o
cu

m
e

n
ts is an

 o
p

tio
n

.Th
is

m
e

an
s,h

o
w

e
ve

r,th
at th

e
 re

co
rd

s m
u

st b
e

 in
d

e
xe

d
,an

d
 th

at th
e

 fu
ll-te

xt in
d

e
x h

as

b
e

e
n

 ad
d

e
d

 to
 th

e
 d

atab
ase

 w
h

ich
 in

clu
d

e
s th

e
 m

e
tad

ata.
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Se
arch

in
g

 fo
r file

s an
d

 re
co

rd
s is also

 p
o

ssib
le

 o
n

 th
e

 b
asis o

f X
M

L file
 lists,w

h
ich

w
e

re
 cre

ate
d

 as d
o

cu
m

e
n

tatio
n

 o
f th

e
 e

le
ctro

n
ic classificatio

n
 syste

m
,

an
d

 w
h

ich

w
e

re
 also

 u
se

d
 as a tran

sfe
r list (se

e
 ite

m
 2

.3
 an

d
 2

.6
.1

).Th
is m

e
th

o
d

 d
o

e
s n

o
t m

ake

u
se

 o
f a d

atab
ase,

in
 w

h
ich

 all th
e

 file
s an

d
/o

r d
o

cu
m

e
n

t m
e

tad
ata h

ave
 b

e
e

n

in
clu

d
e

d
,in

ste
ad

 it o
ffe

rs th
e

 u
se

r a se
arch

in
g

 m
e

ch
an

ism
 th

at is b
ase

d
 o

n
 th

e
 d

ata

th
at is in

clu
d

e
d

 in
 th

e
 X

M
L file

 lists.
Th

e
 fu

n
ctio

n
 o

f X
M

L file
 lists is o

n
ce

 m
o

re

e
xp

an
d

e
d

 in
 th

is w
ay.

O
n

 th
e

 b
asis o

f th
e

 X
M

L file
 lists,th

e
 e

le
ctro

n
ic classificatio

n
 stru

ctu
re

 o
f a cre

ato
r

can
 b

e
 re

co
n

stru
cte

d
,so

 th
at se

arch
 o

p
e

ratio
n

s re
m

ain
 p

o
ssib

le
 o

n
 th

e
 b

asis o
f th

e

classificatio
n

 syste
m

,e
ve

n
 if th

e
 arch

ive
d

 file
s h

ave
 b

e
e

n
 re

m
o

ve
d

 fro
m

 th
e

 active

classificatio
n

 stru
ctu

re
 an

d
 h

ave
 b

e
e

n
 d

istrib
u

te
d

 o
n

 se
ve

ral sto
rag

e
 m

e
d

ia.Fo
r th

e

re
co

n
stru

ctio
n

 o
f th

e
 classificatio

n
 stru

ctu
re

 an
d

 its co
n

te
n

ts,th
e

 vario
u

s X
M

L file
 lists

o
f o

n
e

 p
articu

lar cre
ato

r are
 m

e
rg

e
d

.Fo
r su

ch
 an

 o
p

e
ratio

n
 th

e
 X

SLT-te
ch

n
o

lo
g

y can

b
e

 u
se

d
.A

 d
e

skto
p

 ap
p

licatio
n

 can
 b

e
 d

e
ve

lo
p

e
d

 fo
r th

is p
u

rp
o

se
 o

r o
n

e
 co

u
ld

 o
ffe

r

th
is fu

n
ctio

n
ality as a w

e
b

se
rvice

 in
 w

h
ich

 a w
e

b
p

ag
e

 w
ith

 th
e

 m
e

rg
e

 o
r se

arch
 re

su
lt

are
 se

n
t to

 th
e

 u
se

r.

Se
arch

in
g

 re
co

rd
s is a tw

o
 ste

p
 p

ro
ce

ss in
 th

is case.Th
e

 u
se

r first se
arch

e
s fo

r th
e

re
le

van
t file

s,b
y b

ro
w

sin
g

 th
ro

u
g

h
 th

e
 b

u
sin

e
ss p

ro
ce

sse
s,tasks an

d
 activitie

s o
f th

e

cre
acto

r.
Su

b
se

q
u

e
n

tly,
th

e
 d

e
sire

d
 d

o
cu

m
e

n
t is se

arch
e

d
 fo

r w
ith

in
 th

e
 lo

cate
d

fo
ld

e
r.Su

ch
 a se

arch
 p

ro
ce

d
u

re
 p

ro
ce

e
d

s p
rim

arily o
n

 th
e

 b
asis o

f th
e

 file
 n

am
e

 o
f th

e

d
o

cu
m

e
n

t.Sin
ce

 th
e

 file
 n

am
e

s o
f th

e
 re

co
rd

s h
ave

 b
e

e
n

 in
clu

d
e

d
 in

 th
e

 X
M

L file
 lists,

th
e

y can
,if re

q
u

ire
d

,b
e

 d
isp

laye
d

 u
n

d
e

r th
e

 fo
ld

e
r n

am
e

s in
 th

e
 in

te
rface

 w
ith

 th
e

se
arch

 re
su

lts.A
lso

 th
e

 file
 typ

e
 can

 b
e

 a g
u

id
e

lin
e

 d
u

rin
g

 a se
arch

 p
ro

ce
d

u
re.Sin

ce

th
e

 se
arch

 p
ro

ce
d

u
re

 is n
o

w
 alre

ad
y re

fin
e

d
 to

 se
arch

in
g

 w
ith

in
 a ce

rtain
 fo

ld
e

r,an

“o
n

-th
e

-fly”q
u

e
ry o

f th
e

 co
n

te
n

t o
f th

e
 d

o
cu

m
e

n
ts can

 p
ro

ce
e

d
 m

o
re

 q
u

ickly an
d

 in

a m
o

re
 targ

e
te

d
 w

ay.H
o

w
e

ve
r,in

 th
e

 case
 o

f larg
e

 q
u

an
titie

s o
f d

o
cu

m
e

n
ts,th

is is n
o

t

a re
co

m
m

e
n

d
e

d
 o

r e
fficie

n
t w

ay o
f w

o
rkin

g
,sin

ce
 th

e
 d

o
cu

m
e

n
ts m

u
st b

e
 se

arch
e

d

o
n

e
 b

y o
n

e.

Th
e

 se
arch

 p
ath

,
w

h
e

n
 acce

ssin
g

 th
e

 arch
ive

s o
n

 th
e

 b
asis o

f an
 X

M
L file

 list,

re
m

ain
s larg

e
ly lim

ite
d

 to
 th

e
 stru

ctu
re

 o
f th

e
 arch

ive
 w

h
ich

 is b
ase

d
 o

n
 th

e
 b

u
sin

e
ss

p
ro

ce
sse

s,tasks an
d

 activitie
s o

f th
e

 re
co

rd
s cre

ato
r.Th

is can
 b

e
 su

fficie
n

t fo
r th

o
se

u
se

rs w
h

o
 are

 acq
u

ain
te

d
 w

ith
 th

e
 actio

n
s o

f th
e

 cre
ato

r,su
ch

 as ad
m

in
istrative

 staff

m
e

m
b

e
rs an

d
 civil se

rvan
ts.Th

is is le
ss su

itab
le

 fo
r e

xte
rn

al u
se

rs o
f th

e
 arch

ive
s.Th

e

arch
ive

d
 file

s an
d

 re
co

rd
s m

u
st b

e
 m

ad
e

 acce
ssib

le
 in

 a m
o

re
 e

xp
licit w

ay fo
r th

e
m

,

an
d

 th
e

 re
co

rd
s m

u
st b

e
 p

lace
d

 w
ith

in
 a co

n
te

xt,so
 th

at th
e

y can
 fo

llo
w

 o
th

e
r se

arch

p
ath

s.X
M

L to
p

ic m
ap

s co
u

ld
 b

e
 a so

lu
tio

n
 fo

r th
is n

e
e

d
.O

n
 th

e
 b

asis o
f a to

p
ic m

ap
,

an
 e

xte
rn

al u
se

r can
 re

trie
ve

 arch
ive

d
 file

s an
d

 re
co

rd
s,b

ase
d

 o
n

 h
is o

w
n

 asso
ciatio

n
s

an
d

 se
arch

 p
ath

s.Th
e

 X
M

L file
 lists can

 b
e

 u
se

d
 as b

u
ild

in
g

 b
lo

cks fo
r an

 X
M

L to
p

ic

m
ap

.M
o

re
 in

fo
rm

atio
n

 o
n

 th
is is availab

le
 o

n
 th

e
 D

A
V

ID
-w

e
b

site
:

• F.B
O

U
D

R
EZ

,H
.D

EK
EY

SER
 an

d
 S.VA

N
 D

EN
 EY

N
D

E, A
rch

ivin
g

 e-m
ail,C

ity A
rch

ives

o
f A

n
tw

erp
 –

 IC
R

I Leu
ven

,A
n

tw
erp

-Leu
ven

,2
0

0
3

.(D
A

V
ID

-rap
p

o
rt n

o
.4

).
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• F.B
O

U
D

R
EZ

, E-m
ails: h

o
e b

ew
aren

 en
 g

o
ed

 arch
iveren

?,Te
ch

n
ical re

p
o

rt o
f

th
e

 C
ity A

rch
ive

s o
f A

n
tw

e
rp

,A
n

tw
e

rp
,2

0
0

3
.

• F.B
O

U
D

R
EZ

,H
o

e arch
iveer je d

ig
itale kan

to
o

rd
o

cu
m

en
ten

,in
:Lo

kaal,n
o

.7
,

ap
ril 2

0
0

3
,p

.1
7

- 1
9

.

• F.B
O

U
D

R
EZ

,<
X

M
L/>

 an
d

 electro
n

ic reco
rd

keep
in

g
,C

ity A
rch

ive
s o

f A
n

tw
e

rp
,

A
n

tw
e

rp
,2

0
0

2
.

• F.
B

O
U

D
R

EZ
,

X
M

L To
p

ic M
ap

s vo
o

r d
ig

itale arch
iverin

g
,

C
ity 

A
rch

ive
s 

o
f

A
n

tw
e

rp
,A

n
tw

e
rp

,2
0

0
2

.

• D
A

V
ID

-case
s:

• e
-m

ail.

3
.

IN
F

O
R

M
A

T
IO

N
 S

Y
S

T
E

M
S

3
.1

.C
H

A
R

A
C

T
E

R
IS

T
IC

S

B
e

sid
e

s d
ig

ital o
ffice

 d
o

cu
m

e
n

ts,o
rg

an
isatio

n
s m

ain
tain

 larg
e

-scale
 in

fo
rm

atio
n

syste
m

s w
ith

 w
h

ich
 d

ig
ital in

fo
rm

atio
n

 an
d

 d
o

cu
m

e
n

ts are
 cre

ate
d

,m
an

ag
e

d
 an

d
 d

is-

trib
u

te
d

.Exam
p

le
s o

f su
ch

 in
fo

rm
atio

n
 syste

m
s are

 w
e

b
site

s,g
e

o
g

rap
h

ical in
fo

rm
a-

tio
n

 syste
m

s,
ap

p
licatio

n
s fo

r th
e

 m
an

ag
e

m
e

n
t o

f all kin
d

s o
f re

g
iste

rs,
d

e
live

rin
g

 

p
e

rm
its,p

o
stal re

g
istratio

n
,fo

llo
w

-u
p

 o
f file

 h
an

d
lin

g
,e

tc.

Th
e

se
 in

fo
rm

atio
n

 syste
m

s h
ave

 a n
u

m
b

e
r o

f typ
ical ch

aracte
ristics,w

h
ich

 m
ake

 a

se
p

arate
 

arch
ivin

g
 

p
ro

ce
d

u
re

 
n

e
ce

ssary 
fo

r 
e

ach
 

o
f 

th
e

m
.

Th
e

se
 

ch
aracte

ristics

in
clu

d
e

 th
e

 fo
llo

w
in

g
:

• th
at th

e
 in

fo
rm

atio
n

 syste
m

s are
 u

su
ally co

n
tro

lle
d

 b
y d

atab
ase

s.Th
at th

e

d
ata an

d
/o

r th
e

 d
o

cu
m

e
n

ts are
 sto

re
d

 in
 d

atab
ase

 syste
m

s,w
h

ich
 in

 tu
rn

 are

p
art o

f an
 in

te
g

rate
d

 w
h

o
le

 o
f in

te
ractive

 ap
p

licatio
n

s.

• th
at th

e
 d

ata w
h

ich
 is cre

ate
d

 an
d

 m
an

ag
e

d
 in

 th
e

se
 syste

m
s d

o
e

s n
o

t

alw
ays h

ave
 a fixe

d
 d

o
cu

m
e

n
tary fo

rm
.Th

is is a co
n

se
q

u
e

n
ce

 o
f th

e
 u

se
 o

f

n
e

w
 te

ch
n

o
lo

g
ie

s,an
d

 th
e

 fact th
at d

ata,n
o

t d
o

cu
m

e
n

ts,se
rve

 as th
e

ir b
asis.

• th
at th

e
 d

o
cu

m
e

n
ts are

 u
su

ally re
-co

m
p

o
se

d
 at th

e
 m

o
m

e
n

t th
at th

e
y are

re
q

u
e

ste
d

,an
d

 th
at th

e
y are

 n
o

t statically sto
re

d
 as a d

o
cu

m
e

n
t as su

ch
.Th

at

th
e

 co
n

te
n

t o
f th

e
 d

o
cu

m
e

n
ts d

e
p

e
n

d
s o

n
 th

e
 in

fo
rm

atio
n

 w
h

ich
 is availab

le

at th
e

 m
o

m
e

n
t o

f th
e

 in
te

ractio
n

 w
ith

 th
e

 u
se

r.

• th
e

 d
ata/d

o
cu

m
e

n
ts are

 in
te

g
rally m

an
ag

e
d

 ce
n

trally o
n

 m
ain

fram
e

s an
d

se
rve

rs,an
d

 th
e

y can
n

o
t b

e
 stru

ctu
re

d
 b

y cre
atin

g
 file

s.

A
 co

n
se

q
u

e
n

ce
 o

f th
e

se
 ch

aracte
ristics is th

at “cap
tu

re”(id
e

n
tificatio

n
,sto

rag
e

 an
d

re
g

istratio
n

) o
f th

e
 re

co
rd

s is an
 e

sse
n

tial p
art o

f th
e

 arch
ivin

g
 p

ro
ce

d
u

re
 fo

r in
fo

rm
a-

tio
n

 syste
m

s.Th
e

 re
co

rd
s are

 id
e

n
tifie

d
 in

 th
e

se
 d

ata-ce
n

tric in
fo

rm
atio

n
 syste

m
s o

n

th
e

 b
asis o

f ap
p

raisal.Th
e

 d
yn

am
ic an

d
 in

te
ractive

 ch
aracte

r o
f th

e
se

 in
fo

rm
atio

n
 

syste
m

s,an
d

 th
e

 larg
e

ly in
d

e
te

rm
in

ate
 d

o
cu

m
e

n
tary fo

rm
 o

f m
an

y o
f th

e
 d

o
cu

m
e

n
ts

in
 th

e
se

 syste
m

s,d
o

e
s n

o
t m

ake
 th

is se
lf-e

vid
e

n
t.
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3
.2

.T
H

E
 IN

F
O

R
M

A
T

IO
N

 S
Y

S
T

E
M

 A
S

 S
TA

R
T

IN
G

 P
O

IN
T

Th
e

 startin
g

 p
o

in
t fo

r an
 arch

ivin
g

 p
ro

ce
d

u
re

 is th
e

 in
fo

rm
atio

n
 syste

m
,in

 w
h

ich

th
e

 d
o

cu
m

e
n

ts are
 cre

ate
d

 an
d

 m
ain

tain
e

d
.Th

e
re

 is su
ch

 a larg
e

 varie
ty an

d
 co

m
-

p
le

xity in
 in

fo
rm

atio
n

 syste
m

s th
at e

ach
 sh

o
u

ld
 b

e
 an

alyse
d

 to
 fin

d
 o

u
t its sp

e
cific

ch
aracte

ristics.Particu
lary th

e
 arch

ite
ctu

re,th
e

 fu
n

ctio
n

alitie
s,th

e
 d

e
p

e
n

d
e

n
cie

s,th
e

w
o

rkflo
w

,th
e

 in
te

ractio
n

s,e
tc.d

iffe
r fro

m
 syste

m
 to

 syste
m

,so
 th

at th
e

 arch
ivin

g
 p

ro
-

ce
d

u
re

 m
u

st d
e

p
art fro

m
 th

e
 in

fo
rm

atio
n

 syste
m

 itse
lf,so

 as to
 b

e
 ab

le
 to

 d
e

te
rm

in
e

W
H

A
T n

e
e

d
s to

 b
e

 arch
ive

d
 H

O
W

 an
d

 W
H

EN
.

Sin
ce

 th
e

 in
fo

rm
atio

n
 syste

m
s are

 

u
su

ally m
an

ag
e

d
 o

n
 a co

m
p

le
te

ly ce
n

tralise
d

 b
asis,th

e
 an

sw
e

r to
 th

e
 W

H
O

 q
u

e
stio

n

is in
 m

o
st case

s th
e

 syste
m

 ad
m

in
istrato

r,b
u

t e
xce

p
tio

n
s are

 p
o

ssib
le.

3
.3

.W
O

R
K

F
LO

W
 A

N
D

 IN
S

T
R

U
M

E
N

T
S

Ju
st as w

ith
 o

ffice
 d

o
cu

m
e

n
ts,th

e
 arch

ivin
g

 p
ro

ce
d

u
re

 fo
r in

fo
rm

atio
n

 syste
m

s

starts w
ith

 th
e

 cre
atio

n
 u

p
 to

 th
e

 in
g

e
st in

to
 th

e
 d

ig
ital re

p
o

sito
ry an

d
 g

ivin
g

 acce
ss.

Th
e

 first ste
p

s in
 th

e
 arch

ivin
g

 p
ro

ce
d

u
re

 are
 take

n
 at a ve

ry e
arly stag

e.Th
e

 arch
ivin

g

p
ro

ce
d

u
re

 starts w
ith

 th
e

 d
e

sig
n

 an
d

 th
e

 d
e

ve
lo

p
m

e
n

t o
f th

e
 in

fo
rm

atio
n

 syste
m

,in

w
h

ich
 th

e
 d

o
cu

m
e

n
ts are

 cre
ate

d
 an

d
 m

an
ag

e
d

,i.e.b
e

fo
re

 th
e

 actu
al cre

atio
n

 o
f th

e

d
o

cu
m

e
n

ts th
e

m
se

lve
s.
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Th
e

 p
ro

ce
d

u
re

 starts w
ith

 in
fo

rm
in

g
 th

e
 arch

ivist an
d

 th
e

 

re
g

istratio
n

 o
f m

e
tad

ata ab
o

u
t th

e
 in

fo
rm

atio
n

 syste
m

.

Th
e

 cre
ato

r in
fo

rm
s th

e
 arch

ivist ab
o

u
t th

e
 d

e
ve

lo
p

m
e

n
t o

f th
e

 n
e

w
 in

fo
rm

atio
n

syste
m

,th
e

 ad
ap

tatio
n

s to
 an

 e
xistin

g
 in

fo
rm

atio
n

 syste
m

 o
r th

e
 d

ism
an

tlin
g

 o
f an

o
u

td
ate

d
 in

fo
rm

atio
n

 syste
m

.It is b
e

st to
 in

clu
d

e
 th

is n
o

tificatio
n

 o
b

lig
atio

n
 w

ith
in

th
e

 o
rg

an
isatio

n
 as a fo

rm
al ste

p
 in

 th
e

 g
e

n
e

ral IT p
ro

ce
d

u
re

s.P
re

fe
rab

ly,su
ch

 a n
o

ti-

ficatio
n

 sh
o

u
ld

 b
e

 d
o

n
e

 as e
arly as p

o
ssib

le,so
 th

at th
e

 arch
ivist h

as th
e

 re
q

u
ire

d
 tim

e

fo
r an

 an
alysis an

d
 an

ticip
ative

 m
e

asu
re

s,an
d

 d
o

e
s n

o
t lag

 b
e

h
in

d
 th

e
 facts.Th

e
 aim

o
f th

is ste
p

 is in
fo

rm
in

g
 th

e
 arch

ivist so
 h

e
 kn

o
w

s fo
r w

h
at typ

e
 o

f in
fo

rm
atio

n
 syste

m

an
 arch

ivin
g

 so
lu

tio
n

 is re
q

u
ire

d
,so

 th
at h

e
 w

ill b
e

 in
vo

lve
d

 in
 th

e
 d

e
ve

lo
p

m
e

n
t,th

e

ad
ap

tatio
n

 o
r th

e
 d

ism
an

tlin
g

 o
f th

e
 co

rre
sp

o
n

d
in

g
 in

fo
rm

atio
n

 syste
m

.

Sin
ce

 th
e

 arch
ivist re

q
u

ire
s in

fo
rm

atio
n

 ab
o

u
t th

e
 in

fo
rm

atio
n

 syste
m

 fo
r p

lan
n

in
g

h
is fo

llo
w

in
g

 ste
p

s in
 th

e
 arch

ivin
g

 p
ro

ce
d

u
re,it is im

p
o

rtan
t th

at d
o

cu
m

e
n

tatio
n

ab
o

u
t th

e
 in

fo
rm

atio
n

 syste
m

 is p
ro

vid
e

d
 fo

r re
g

istratio
n

 an
d

 m
ain

te
n

an
ce

 as e
arly as

p
o

ssib
le,an

d
 in

 a stru
ctu

re
d

 an
d

 o
rg

an
ise

d
 w

ay.M
e

tad
ata ab

o
u

t in
fo

rm
atio

n
 syste

m
s

are,
h

o
w

e
ve

r,
n

o
t syste

m
atically m

ain
tain

e
d

 in
 m

o
st ad

m
in

istratio
n

s o
r IT d

e
p

art-

m
e

n
ts.A

s a co
n

se
q

u
e

n
ce,arch

ivists o
n

ly d
isp

o
se

 o
f th

e
 in

fo
rm

atio
n

 syste
m

 itse
lf at

th
e

 m
o

m
e

n
t o

f arch
ivin

g
,in

 th
e

 b
e

st o
f case

s in
clu

d
in

g
 so

m
e

 ve
rb

ally p
ro

vid
e

d
 in

fo
r-

m
atio

n
 ab

o
u

t th
e

 syste
m

.It sp
e

aks fo
r itse

lf th
at th

is is an
 in

su
fficie

n
t b

asis fo
r im

p
o

r-

tan
t d

e
cisio

n
s,su

ch
 as th

e
 id

e
n

tificatio
n

 o
f re

co
rd

s,ap
p

raisal an
d

 th
e

 d
e

ve
lo

p
m

e
n

t o
f

an
 arch

ivin
g

 strate
g

y.

Th
e

 m
e

tad
ata ab

o
u

t in
fo

rm
atio

n
 syste

m
s are

 re
g

iste
re

d
 an

d
 m

ain
tain

e
d

 in
 a n

e
w

arch
ivin

g
 in

stru
m

e
n

t:an
 in

fo
rm

atio
n

 syste
m

s in
ve

n
to

ry.Fro
m

 th
e

 d
ay o

f its cre
atio

n
,

m
e

tad
ata ab

o
u

t th
e

 e
le

ctro
n

ic in
fo

rm
atio

n
 syste

m
 are

 m
ain

tain
e

d
 in

 th
is in

ve
n

to
ry b

y

th
e

 cre
ato

r,th
e

 syste
m

 ad
m

in
istrato

r(s) an
d

 th
e

 arch
ivist.Th

e
 b

asic d
ata m

o
d

e
l fo

r th
is

m
an

ag
e

m
e

n
t in

ve
n

to
ry are

 th
e

 d
ata fie

ld
s th

at are
 re

q
u

ire
d

 fro
m

 an
 arch

ival p
o

in
t o

f

vie
w

.Th
e

se
 re

fe
r to

 th
e

 cre
atio

n
 co

n
te

xt,th
e

 te
ch

n
ical co

n
te

xt an
d

 th
e

 m
an

ag
e

m
e

n
t

co
n

te
xt.Su

ch
 an

 in
fo

rm
atio

n
 syste

m
s in

ve
n

to
ry can

,h
o

w
e

ve
r,also

 se
rve

 o
th

e
r g

o
als,

su
ch

 as a h
e

lp
d

e
sk fu

n
ctio

n
 o

r th
e

 m
an

ag
e

m
e

n
t o

f th
e

 IT in
frastru

ctu
re.In

 th
is w

ay,

th
is in

ve
n

to
ry o

ffe
rs an

 ad
d

e
d

 valu
e

 fo
r th

e
 e

n
tire

 o
rg

an
isatio

n
,w

h
e

re
b

y th
e

 cre
ato

r

an
d

 th
e

 arch
ivist are

 n
o

t th
e

 o
n

ly in
te

re
ste

d
 p

artie
s fo

r ke
e

p
in

g
 th

e
 in

ve
n

to
ry u

p
-to

-

d
ate.A

n
 in

fo
rm

atio
n

 syste
m

s in
ve

n
to

ry can
 take

 o
n

 a varie
ty o

f fo
rm

s.It can
 e

vo
lve

fro
m

 a sim
p

le
 te

xt file
 in

to
 a su

b
stan

tially m
o

re
 ad

van
ce

d
 d

atab
ase

 ap
p

licatio
n

.Th
e

in
fo

rm
atio

n
 syste

m
s in

ve
n

to
ry o

f th
e

 C
ity o

f A
n

tw
e

rp
,

fo
r in

stan
ce,

is a re
latio

n
al 

d
atab

ase
 w

ith
 a w

e
b

 b
ase

d
 in

te
rface,in

clu
d

in
g

 a d
yn

am
ic d

ata m
o

d
e

l.

B
ase

d
 o

n
 th

e
 in

fo
rm

atio
n

 in
 th

e
 in

fo
rm

atio
n

 syste
m

s in
ve

n
-

to
ry,p

o
ssib

ly su
p

p
le

m
e

n
te

d
 th

ro
u

g
h

 ad
d

itio
n

al d
o

cu
m

e
n

tatio
n

,

th
e

 arch
ivist id

e
n

tifie
s th

e
 re

co
rd

s w
ith

in
 th

e
 syste

m
,

an
d

 h
e

e
xam

in
e

s w
h

e
th

e
r d

o
cu

m
e

n
ts w

ith
 arch

ival valu
e

 are
 b

e
in

g
 cre

ate
d

.B
e

fo
re

 n
e

w
 sys-

te
m

s are
 im

p
le

m
e

n
te

d
,th

e
 arch

ivist can
 e

xam
in

e
 d

e
m

o
 ve

rsio
n

s o
r te

ch
n

ical d
ata

sh
e

e
ts / d

e
scrip

tio
n

s o
f th

e
 in

fo
rm

atio
n

 syste
m

.Sin
ce

 n
o

 d
o

cu
m

e
n

ts h
ave

 ye
t b

e
e

n

cre
ate

d
 in

 th
is in

stan
ce,it is h

ig
h

ly im
p

o
rtan

t to
 lin

k th
e

 ap
p

raisal to
 th

e
 b

u
sin

e
ss

p
ro

ce
sse

s in
 w

h
ich

 d
o

cu
m

e
n

ts are
 cre

ate
d

,as w
e

ll as to
 th

e
 fu

n
ctio

n
 th

at th
e

y fu
lfil in
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th
e

se
 p

ro
ce

sse
s.In

 th
e

 case
 o

f ad
ap

tatio
n

s o
r d

ism
an

tlin
g

 o
f e

xistin
g

 syste
m

s,th
e

in
fo

rm
atio

n
 syste

m
 itse

lf is an
 im

p
o

rtan
t so

u
rce.

W
ith

 re
g

ard
 to

 d
atab

ase
s,th

e
 arch

ivist m
u

st e
xam

in
e

 w
h

e
th

e
r:

• th
e

 d
atab

ase
 itse

lf is a re
co

rd
 

• th
e

 d
atab

ase
 is an

 ag
g

re
g

atio
n

 o
f re

co
rd

s

• a p
articu

lar o
u

tp
u

t o
f th

e
 d

atab
ase

 are
 th

e
 re

co
rd

s.

D
u

rin
g

 th
e

 p
ro

ce
ss o

f id
e

n
tifyin

g
 th

e
 re

co
rd

s,th
e

 arch
ivist m

u
st also

 d
e

fin
e

 th
e

b
o

u
n

d
arie

s o
f th

e
 re

co
rd

.M
an

y in
fo

rm
atio

n
 syste

m
s are,afte

r all,lin
ke

d
 to

 o
n

e
 an

o
th

e
r

an
d

 e
xtract in

fo
rm

atio
n

 fro
m

 e
xte

rn
al so

u
rce

s.O
n

 th
e

 b
asis o

f th
e

 id
e

n
tificatio

n
 o

f th
e

re
co

rd
s an

d
 ap

p
raisal,th

e
 arch

ivist d
e

te
rm

in
e

s w
h

e
th

e
r th

e
 e

xte
rn

al in
fo

rm
atio

n
 is

arch
ive

d
 as a p

art o
f th

e
 in

fo
rm

atio
n

 syste
m

 o
r se

p
arate

ly.

If n
o

 re
co

rd
s are

 cre
ate

d
 w

ith
in

 th
e

 in
fo

rm
atio

n
 syste

m
,th

e
n

 it sp
e

aks fo
r itse

lf th
at

n
o

 arch
ivin

g
 p

ro
ce

d
u

re
 is d

e
ve

lo
p

e
d

,an
d

 also
 th

at fro
m

 an
 arch

ival p
o

in
t o

f vie
w

 n
o

sp
e

cial re
q

u
ire

m
e

n
ts are

 d
e

fin
e

d
 fo

r th
e

 in
fo

rm
atio

n
 syste

m
.

If re
co

rd
s are

 cre
ate

d
 an

d
 m

an
ag

e
d

 w
ith

in
 th

e
 in

fo
rm

atio
n

syste
m

,th
e

n
 th

e
 arch

ivist w
ill an

sw
e

r th
e

 W
H

A
T an

d
 W

H
EN

 q
u

e
s-

tio
n

s o
f th

e
 D

A
V

ID
-d

e
cisio

n
 m

o
d

e
l.It is im

p
o

rtan
t to

 lin
k th

e
se

q
u

e
stio

n
s im

m
e

d
iate

ly to
 a re

te
n

tio
n

 p
e

rio
d

 fo
r th

e
 re

co
rd

s,an
d

 also
 to

 th
e

 re
q

u
ire

-

m
e

n
t fo

r arch
ivin

g
 stab

le
 an

d
 fixe

d
 (n

o
n

-d
yn

am
ic) d

o
cu

m
e

n
ts.

R
e

co
rd

s w
ith

 a lim
ite

d
 re

te
n

tio
n

 p
e

rio
d

,o
r th

o
se

 w
h

e
re

 th
e

 life
sp

an
 is lim

ite
d

 to

th
at o

f th
e

 in
fo

rm
atio

n
 syste

m
 itse

lf,can
 p

ro
b

ab
ly b

e
 p

re
se

rve
d

 w
ith

in
 th

e
 active

in
fo

rm
atio

n
 syste

m
,w

h
e

re
as a lo

n
g

-te
rm

 so
lu

tio
n

 m
u

st b
e

 p
ro

vid
e

d
 o

u
tsid

e
 o

f th
e

in
fo

rm
atio

n
 syste

m
 fo

r th
o

se
 d

o
cu

m
e

n
ts w

ith
 a lo

n
g

-te
rm

 p
re

se
rvatio

n
 re

q
u

ire
m

e
n

t.

• in
 th

e
 first case,th

e
 arch

ivist w
ill se

e
 to

 it th
at th

e
 re

co
rd

s are
 m

ain
tain

e
d

 an
d

can
 b

e
 co

n
su

lte
d

 in
 th

e
 in

fo
rm

atio
n

 syste
m

 itse
lf 

• an
d

 in
 th

e
 se

co
n

d
 case,th

e
 arch

ivist w
ill se

e
 to

 it th
at th

e
 re

co
rd

s are
 cap

-

tu
re

d
 as co

n
ce

p
tu

al o
b

je
cts,

so
 an

 in
te

rp
re

tatio
n

 is p
o

ssib
le

 in
 th

e
 fu

tu
re

w
ith

o
u

t re
co

u
rse

 to
 th

e
 o

rig
in

al in
fo

rm
atio

n
 syste

m
.

O
n

 th
e

 b
asis o

f an
 id

e
n

tificatio
n

 o
f re

co
rd

s,ap
p

raisal an
d

 th
e

 re
te

n
tio

n
 p

e
rio

d
s,th

e

arch
ivist w

ill e
xam

in
e

 w
h

ich
 co

m
p

o
n

e
n

ts o
f th

e
 in

fo
rm

atio
n

 syste
m

 m
u

st b
e

 arch
ive

d

fo
r th

e
 lo

n
g

-te
rm

.Th
e

 ch
o

ice
 o

f th
e

 co
m

p
o

n
e

n
ts o

f an
 in

fo
rm

atio
n

 syste
m

,w
h

ich
 are

o
r are

 n
o

t arch
ive

d
,is n

o
t o

n
ly d

e
p

e
n

d
e

n
t o

n
 th

e
 classical arch

ivin
g

 crite
ria.Su

ch
 a

ch
o

ice
 d

e
p

e
n

d
s also

 o
n

 th
e

 te
ch

n
ical re

q
u

ire
m

e
n

ts fo
r faith

fu
lly re

co
n

stru
ctin

g
 th

e

re
co

rd
s in

 th
e

 fu
tu

re.

In
 o

rd
e

r to
 an

sw
e

r th
e

 W
H

A
T q

u
e

stio
n

 it m
ay b

e
 u

se
fu

ll to
 vie

w
 th

e
 in

fo
rm

atio
n

syste
m

 as a co
m

p
o

sitio
n

 o
f th

re
e

 in
te

ractive
 laye

rs:

• th
e

 d
ata:th

e
 co

m
p

le
te

 d
atab

ase,a p
art o

f th
e

 d
atab

ase
 (d

atase
ts) o

r a ce
rtain

o
u

tp
u

t fro
m

 th
e

 d
atab

ase

• th
e lo

g
ical co

m
p

o
n

en
ts:th

o
se elem

en
ts th

at p
ro

cess in
p

u
t an

d
 g

en
erate o

u
tp

u
t

• th
e

 to
o

ls:th
e

 in
stru

m
e

n
ts o

r ap
p

licatio
n

s fo
r in

p
u

t,o
u

tp
u

t an
d

 d
isp

lay.
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e

se
 th

re
e

 laye
rs can

 b
e

 lin
ke

d
 to

 th
e

 five
 co

m
p

o
n

e
n

ts o
f th

e
 re

co
rd

.A
n

 id
e

n
tifi-

catio
n

 o
f th

e
 e

sse
n

tial an
d

 th
e

 in
cid

e
n

tal co
m

p
o

n
e

n
ts o

f th
e

 re
co

rd
 w

ill d
e

te
rm

in
e,

w
h

ich
 laye

rs o
r w

h
ich

 p
arts o

f th
at in

fo
rm

atio
n

 syste
m

 are
 arch

ive
d

.In
 th

is w
ay a d

if-

fe
re

n
tiatio

n
 is,

fo
r in

stan
ce,

m
ad

e
 in

 th
e

 d
ata laye

r,
b

e
tw

e
e

n
 co

m
p

u
te

r d
ata an

d

re
co

rd
s,w

h
e

n
e

ve
r th

e
 d

atab
ase

 is n
o

t th
e

 co
m

p
le

te
 d

o
cu

m
e

n
t itse

lf.Th
e

 re
co

rd
s are

co
lle

cte
d

 b
y a q

u
e

ry,w
h

ich
 is cre

ate
d

 o
n

 th
e

 b
asis o

f ap
p

raisal.Th
e

 re
su

lt o
f th

is q
u

e
ry

w
ill su

b
se

q
u

e
n

tly b
e

 e
xp

o
rte

d
 fro

m
 th

e
 d

atab
ase

 syste
m

 an
d

 arch
ive

d
.W

h
e

n
,b

y co
n

-

trast,th
e

 d
atab

ase
 itse

lf is th
e

 re
co

rd
,th

e
n

 su
b

stan
tial atte

n
tio

n
 m

u
st b

e
 p

aid
 to

 th
e

stru
ctu

re
.

Th
e

 
p

are
n

t-ch
ild

 
re

latio
n

sh
ip

 
is 

im
p

o
rtan

t 
fo

r 
h

ie
rarch

ical 
d

atab
ase

s,

w
h

e
re

as th
e

 re
latio

n
sh

ip
 b

e
tw

e
e

n
 th

e
 tab

le
s an

d
 th

e
 stru

ctu
re

 o
f th

e
 re

co
rd

s m
u

st b
e

arch
ive

d
 to

g
e

th
e

r w
ith

 re
latio

n
al d

atab
ase

s.

Th
e

 co
n

te
xt o

f a re
co

rd
 is so

m
e

w
h

at o
f an

 e
xce

p
tio

n
 in

 th
is case,sin

ce
 th

e
 co

n
te

xt

is u
su

ally n
o

t an
 in

te
g

ral p
art o

f th
e

 in
fo

rm
atio

n
 syste

m
 itse

lf.Sin
ce

 th
e

 co
n

te
xt an

d

th
e

 m
e

tad
ata o

f th
e

 in
fo

rm
atio

n
 syste

m
 are

 d
o

cu
m

e
n

te
d

 in
 th

e
 in

fo
rm

atio
n

 syste
m

s

in
ve

n
to

ry,b
o

th
 can

 b
e

 d
istille

d
 fro

m
 th

is in
ve

n
to

ry.

Fo
r th

o
se

 re
co

rd
s,w

h
ich

 are
 take

n
 in

to
 co

n
sid

e
ratio

n
 fo

r lo
n

g
-te

rm
 arch

ivin
g

,it is

re
co

m
m

e
n

d
e

d
 to

 d
e

fin
e

 W
H

EN
 th

e
y w

ill b
e

 re
m

o
ve

d
 fro

m
 th

e
 in

fo
rm

atio
n

 syste
m

.A
n

an
sw

e
r to

 th
e

 W
H

EN
 q

u
e

stio
n

 can
 d

e
p

e
n

d
 o

n
 a n

u
m

b
e

r o
f d

iffe
re

n
t facto

rs:

• lim
itatio

n
s o

f th
e

 sto
rag

e
 syste

m

• th
e

 p
e

rfo
rm

an
ce

 le
ve

l o
f th

e
 co

m
p

u
te

r syste
m

• su
p

p
o

rt b
y su

p
p

lie
rs

• re
p

lace
m

e
n

t o
r u

p
g

rad
e

 th
ro

u
g

h
 a n

e
w

 in
fo

rm
atio

n
 syste

m
.
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R
e

g
ard

le
ss o

f th
e

 re
te

n
tio

n
 p

e
rio

d
,

an
d

 o
n

 th
e

 b
asis o

f th
e

 W
H

A
T an

d
 W

H
EN

 

q
u

e
stio

n
s,th

is ste
p

 e
xam

in
e

s w
h

e
th

e
r th

e
re

 are
 sp

e
cial re

q
u

ire
m

e
n

ts th
at ap

p
ly to

th
e

 in
fo

rm
atio

n
 syste

m
,w

ith
 re

g
ard

 to
 th

e
 cre

atio
n

,m
ain

te
n

an
ce

 an
d

 an
 e

fficie
n

t

arch
ivin

g
 o

f g
o

o
d

 e
le

ctro
n

ic re
co

rd
s.Th

e
se

 re
q

u
ire

m
e

n
ts can

 re
fe

r to
 su

ch
 ite

m
s as:

• th
e

 e
n

co
d

in
g

 o
f d

ata:ap
p

licatio
n

 o
f stan

d
ard

s,sto
rag

e
 o

f d
o

cu
m

e
n

tatio
n

• th
e file fo

rm
at in

 w
h

ich
 th

e d
o

cu
m

en
ts are sto

red
 an

d
 th

e q
u

ality req
u

irem
en

ts

• th
e

 re
g

istratio
n

 o
f m

e
tad

ata

• th
e

 arch
ivin

g
 o

f ch
an

g
e

s,o
r th

e
 cre

atio
n

 o
f a ve

rsio
n

 h
isto

ry

• th
e

 re
g

istratio
n

 o
f d

o
cu

m
e

n
tatio

n

• th
e

 in
te

g
ratio

n
 o

f re
liab

ility g
u

aran
te

e
s an

d
 m

e
asu

re
s

• th
e

 p
ro

visio
n

 o
f an

 arch
ivin

g
 m

o
d

u
le,so

 th
at d

o
cu

m
e

n
ts can

 b
e

 arch
ive

d
 in

a sim
p

le
 an

d
 au

to
m

ate
d

 w
ay.

Th
e

 tran
sie

n
t an

d
 in

te
ractive

 ch
aracte

r o
f in

fo
rm

atio
n

 syste
m

s is fre
q

u
e

n
tly in

 co
n

-

flict w
ith

 th
e

 stab
le

 ch
aracte

ristics th
at are

 re
q

u
ire

d
 o

f re
co

rd
s.Th

e
 d

ata in
 d

atab
ase

s

are
 co

n
tin

u
o

u
sly au

g
m

e
n

te
d

 o
r ch

an
g

e
d

,w
h

ile
 re

co
rd

s,p
e

r d
e

fin
itio

n
,take

 a fixe
d

d
o

cu
m

e
n

tary fo
rm

 w
ith

 a p
e

rm
an

e
n

t co
n

te
n

t.B
e

cau
se

 o
f th

e
 n

e
ce

ssity fo
r re

co
n

-

stru
ctin

g
 d

ata,it is fre
q

u
e

n
tly re

co
m

m
e

n
d

e
d

 to
 m

ain
tain

 a h
isto

ry o
f th

e
 d

ata an
d

th
e

ir ch
an

g
e

s.Su
ch

 a h
isto

ry can
 b

e
 m

ain
tain

e
d

 e
ith

e
r w

ith
in

 th
e

 d
atab

ase
 itse

lf,o
r

o
u

tsid
e

 o
f th

e
 d

atab
ase

 in
 th

e
 fo

rm
 o

f a lo
g

 file.If o
n

e
 o

p
ts fo

r th
e

 latte
r so

lu
tio

n
,th

e
n

it is b
e

st n
o

t to
 u

se
 th

e
 lo

g
 file

s th
at are

 au
to

m
atically cre

ate
d

 b
y d

atab
ase

 m
an

ag
e

-

m
e

n
t syste

m
s.Th

e
 p

rim
ary g

o
al o

f su
ch

 lo
g

 file
s is g

e
n

e
ral d

atab
ase

 m
an

ag
e

m
e

n
t an

d

re
co

ve
ry,an

d
,as a co

n
se

q
u

e
n

ce,th
e

y are
 n

o
t so

 ve
ry su

itab
le

 fo
r arch

ivin
g

 p
u

rp
o

se
s.

Th
e

 stan
d

ard
 lo

g
 file

s also
 co

n
tain

 m
u

ch
 in

fo
rm

atio
n

 th
at is n

o
t im

p
o

rtan
t fo

r arch
iv-

in
g

,m
e

an
in

g
 th

at th
e

se
 file

s b
e

co
m

e
 ve

ry larg
e

 an
d

 are
 n

o
t e

asily d
e

cip
h

e
re

d
.It is b

e
t-

te
r to

 cre
ate

 a se
p

arate
 lo

g
 file

 fo
r arch

ivin
g

,an
d

 to
 d

e
te

rm
in

e
 in

 ad
van

ce
 th

e
 actio

n
s

th
at n

e
e

d
 to

 b
e

 re
g

iste
re

d
,as w

e
ll as w

h
at p

arts o
f th

e
se

 actio
n

s are
 to

 b
e

 lo
g

g
e

d
 in

th
e

 lo
g

 file.In
 th

is w
ay o

n
e

 can
 lim

it th
e

 size
 o

f th
e

 lo
g

 file
s an

d
 assu

re
 th

at th
e

y are

m
o

re
 u

sab
le

 fo
r arch

ival p
u

rp
o

se
s.B

o
th

 q
u

e
stio

n
s are

 b
e

st an
sw

e
re

d
 fro

m
 an

 id
e

n
ti-

ficatio
n

 an
d

 e
valu

atio
n

 o
f th

e
 re

co
rd

s.It is se
lf-u

n
d

e
rsto

o
d

 th
at o

n
e

 w
ill take

 th
is in

to

co
n

sid
e

ratio
n

,startin
g

 fro
m

 th
e

 tim
e

 th
at a d

atab
ase

 is cre
ate

d
.B

y th
e

 w
ay,th

is also

ap
p

lie
s to

 th
e

 au
d

it trails th
at are

 cre
ate

d
 an

d
 ke

p
t.

A
t th

e
 late

st,at th
e

 m
o

m
e

n
t o

f arch
ivin

g
,th

e
 re

co
rd

s are
 co

n
-

ve
rte

d
 to

 an
 arch

ivin
g

 file
 fo

rm
at.A

 su
itab

le
 arch

ivin
g

 file
 fo

rm
at

w
ill b

e
 availab

le
 fo

r a n
u

m
b

e
r o

f d
iffe

re
n

t typ
e

s o
f d

ig
ital d

o
cu

-

m
e

n
ts.Th

e
 arch

ivin
g

 file
 fo

rm
ats th

at w
ill b

e
 u

tilize
d

 b
y an

 arch
ival se

rvice
 are

 p
re

fe
r-

ab
ly d

e
fin

e
d

 in
 a fo

rm
al w

ay in
 ad

van
ce.W

ith
 th

is,th
e

 fo
rm

at p
ro

file
 an

d
 its id

e
al

arch
ivin

g
 se

ttin
g

s are
 d

e
fin

e
d

 fo
r e

ve
ry fo

rm
at.In

 th
e

 ab
se

n
ce

 o
f a su

itab
le

 arch
ivin

g

file
 fo

rm
at,

th
e

 re
co

rd
s are

 sto
re

d
 in

 an
 e

xch
an

g
e

 fo
rm

at.
If n

o
 o

th
e

r so
lu

tio
n

 is 

availab
le,th

e
n

 sto
rag

e
 in

 th
e

 ap
p

licatio
n

-d
e

p
e

n
d

an
t fo

rm
at is a (te

m
p

o
rary) so

lu
tio

n
.

W
h

ich
 arch

ivin
g

 file
 fo

rm
at is actu

ally u
se

d
,d

e
p

e
n

d
s p

rim
arily o

n
 W

H
A

T is b
e

in
g

arch
ive

d
.Sin

ce
 o

n
ly th

e
 co

n
te

n
t (o

r b
e

tte
r th

e
 d

o
cu

m
e

n
ts) is arch

ive
d

,b
u

t n
o

t th
e

d
atab

ase
 syste

m
 as su

ch
,th

e
 sam

e
 arch

ivin
g

 file
 fo

rm
ats th

at are
 u

se
d

 fo
r o

ffice
 d

o
c-

u
m

e
n

ts can
 b

e
 u

tilize
d

.In
 p

ractice
 th

is can
 m

e
an

 th
at th

e
 d

ata fro
m

 a G
IS ap

p
licatio

n

is sto
re

d
 as a G

M
L d

o
cu

m
e

n
t,o

r th
at ch

arts an
d

 m
ap

s are
 arch

ive
d

 as G
e

o
TIFF o

r SV
G



D
ig

ita
l a

rc
h

iv
in

g

Part 2:Electro
n

ic Reco
rd

 K
eep

in
g

124

file
s.X

M
L,to

g
e

th
e

r w
ith

 A
SC

II o
r U

n
ico

d
e,is th

e
 re

co
m

m
e

n
d

e
d

 arch
ivin

g
 file

 fo
rm

at

fo
r p

u
re

ly te
xtu

al d
atab

ase
s.B

in
ary o

b
je

cts th
at are

 sto
re

d
 in

 a d
atab

ase,o
r th

e
 g

e
n

-

e
rate

d
 o

u
tp

u
t o

f su
ch

 d
ata,are

 b
e

st co
n

ve
rte

d
 to

 th
e

 arch
ivin

g
 file

 fo
rm

at th
at is m

o
st

clo
se

ly lin
ke

d
 to

 th
e

ir typ
e.

In
 m

o
st case

s,it is ad
visab

le
 to

 d
e

fin
e

 th
e

 arch
ivin

g
 file

 fo
rm

at at th
e

 tim
e

 th
at th

e

arch
ivin

g
 p

ro
ce

d
u

re
 is d

e
ve

lo
p

e
d

.Th
is is n

o
t alw

ays p
o

ssib
le

 in
 p

ractice,in
 w

h
ich

 case

is b
e

tte
r to

 w
ait an

d
 se

e
 w

h
at o

p
tio

n
s are

 availab
le

 at th
e

 tim
e

 th
at o

n
e

 p
ro

ce
e

d
s 

to
 arch

ive.
In

fo
rm

atio
n

 te
ch

n
o

lo
g

y an
d

 stan
d

ard
izatio

n
 are,

afte
r all,

co
n

tin
u

o
u

sly

d
e

ve
lo

p
in

g
.

Th
e

 n
e

xt p
art o

f th
e

 q
u

e
stio

n
 is th

e
 H

O
W

 asp
e

ct o
f th

e
 d

e
cisio

n
 m

o
d

e
l,co

n
ce

rn
-

in
g

 th
e

 p
re

se
rvatio

n
 m

e
d

iu
m

 th
at is u

se
d

 fo
r tran

sm
issio

n
 an

d
/o

r lo
n

g
-te

rm
 sto

rag
e.

Th
e

 arch
ival se

rvice
 d

e
te

rm
in

e
s w

h
ich

 m
e

d
ia are

 u
se

d
 fo

r tran
sfe

rrin
g

 d
ata.In

 p
rin

ci-

p
le,e

ve
ry typ

e
 o

f sto
rag

e
 m

e
d

iu
m

 can
 b

e
 take

n
 in

to
 co

n
sid

e
ratio

n
,w

h
ich

 can
 b

e
 re

ad

b
y th

e
 arch

ivin
g

 se
rvice.A

 tran
sfe

r o
f d

ata file
s via n

e
tw

o
rks is p

o
ssib

le,h
o

w
e

ve
r it is

n
o

t se
lf-e

vid
e

n
t w

h
e

n
 larg

e
 q

u
an

titie
s o

f co
m

p
u

te
r file

s m
u

st b
e

 tran
sm

itte
d

.Th
e

arch
ival se

rvice
 tran

sfe
rs th

e
se

 file
s to

 a su
itab

le
 lo

n
g

-te
rm

 sto
rag

e
 m

e
d

iu
m

.

M
atte

rs b
e

co
m

e
 so

m
e

w
h

at m
o

re
 co

m
p

le
x,w

h
e

n
 th

e
 arch

ival se
rvice

 also
 w

an
ts

to
 u

se
 th

e
 tran

sfe
r m

e
d

iu
m

 as th
e

 lo
n

g
-te

rm
 sto

rag
e

 m
e

d
iu

m
.Strict q

u
ality re

q
u

ire
-

m
e

n
ts,fo

r w
ritin

g
 d

ata to
 an

d
 m

an
ip

u
latin

g
 it o

n
 th

e
se

 sto
rag

e
 m

e
d

ia,are
 ap

p
licab

le

in
 th

is case.

In
 th

e
 n

e
xt ste

p
s o

f th
e

 p
ro

ce
d

u
re,

th
e

 tran
sm

itte
d

 d
o

cu
-

m
e

n
ts are

 ch
e

cke
d

.P
re

cise
ly as in

 th
e

 arch
ivin

g
 o

f o
ffice

 d
o

cu
-

m
e

n
ts,

b
o

th
 th

e
 e

le
ctro

n
ic re

co
rd

s an
d

 th
e

 m
e

d
ia o

n
 w

h
ich

 th
e

y are
 sto

re
d

 are

ch
e

cke
d

 fo
r co

m
p

le
te

n
e

ss,q
u

ality an
d

 th
e

 availab
ility o

f m
e

tad
ata.Exam

p
le

s are
 vali-

d
atio

n
 o

f X
M

L d
o

cu
m

e
n

ts,ran
d

o
m

 sam
p

le
 te

sts o
f b

in
ary fo

rm
ats,q

u
ality co

n
tro

l o
f

C
D

-r’s,e
tc.

W
h

e
n

 th
e

 tran
sfe

rre
d

 d
ata d

o
 n

o
t su

cce
ssfu

lly p
ass th

e
 q

u
ality ch

e
cks,th

e
n

 an
y

e
rro

rs o
r p

ro
b

le
m

s m
u

st first b
e

 co
rre

cte
d

 an
d

 ce
rtain

 actio
n

s m
ay h

ave
 to

 b
e

re
p

e
ate

d
.It is co

n
se

q
u

e
n

tly ve
ry im

p
o

rtan
t th

at th
e

 in
fo

rm
atio

n
 an

d
/o

r d
o

cu
m

e
n

ts

h
ave

 n
o

t ye
t b

e
e

n
 d

e
le

te
d

 fro
m

 th
e

 in
fo

rm
atio

n
 syste

m
,an

d
 re

m
o

val is p
o

stp
o

n
e

d

u
n

til afte
r a su

cce
ssfu

l ch
e

ck o
f th

e
 q

u
ality o

f th
e

 tran
sm

itte
d

 d
ata.

Th
e

 re
co

rd
s are

 re
g

iste
re

d
 an

d
 m

ad
e

 acce
ssib

le,
w

h
e

n
 th

e

tran
sm

issio
n

 m
e

e
ts all q

u
ality re

q
u

ire
m

e
n

ts.O
n

ly th
e

n
 d

o
e

s th
e

cre
ato

r g
e

t th
e

 p
e

rm
issio

n
 fro

m
 th

e
 arch

ival se
rvice

 to
 re

m
o

ve
 th

e
 re

co
rd

s,
o

r to
 

d
ism

an
tle

 th
e

 e
n

tire
 in

fo
rm

atio
n

 syste
m

.

M
o

re
 in

fo
rm

atio
n

 o
n

 th
is is availab

le
 o

n
 th

e
 D

A
V

ID
-w

e
b

site
:

• F.B
O

U
D

R
EZ

, Th
e d

ig
ital reco

rd
keep

in
g

 system
: in

ven
to

ry, in
fo

rm
atio

n
 layers

an
d

 
a 

d
ecisio

n
-m

akin
g

 
m

o
d

el 
as 

a 
p

o
in

t 
o

f 
d

ep
artu

re
,

C
ity 

A
rch

ive
s 

o
f

A
n

tw
e

rp
,A

n
tw

e
rp

,2
0

0
1

 (D
A

V
ID

 re
p

o
rt n

o
.4

).

• F.B
O

U
D

R
EZ

,P
reservin

g
 electro

n
ic reco

rd
s fro

m
 d

atab
ase-d

riven
 in

fo
rm

atio
n
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system
s,C

ity A
rch

ive
s o

f A
n

tw
e

rp
,A

n
tw

e
rp

,2
0

0
3

.

• F.
B

O
U

D
R

E
Z

,
P

re
se

rvatio
n

 
o

f 
e

le
ctro

n
ic 

re
co

rd
s 

fro
m

 
d

atab
ase

-d
rive

n
 

in
fo

rm
atio

n
 system

s,
Erp

aW
o

rksh
o

p
:

Lo
n

g
-term

 p
reservatio

n
 o

f d
atab

ases,
B

e
rn

,9
A

p
ril 2

0
0

3
.

• F.B
O

U
D

R
EZ

,S.VA
N

 D
EN

 EY
N

D
E,A

rch
ivin

g
 w

eb
sites,C

ity A
rch

ive
s o

f A
n

tw
e

rp

–
 IC

R
I Le

u
ve

n
,A

n
tw

e
rp

e
n

-Le
u

ve
n

,2
0

0
2

 (D
A

V
ID

-rap
p

o
rt n

o
.5

).

• D
A

V
ID

-case
s:

• e
le

cto
ral re

g
iste

r

• p
o

p
u

latio
n

 re
g

iste
r

• p
re

se
rvatio

n
 o

f w
e

b
site

s.

F.
C

O
N

C
LU

S
IO

N

D
ig

ital arch
ivin

g
 o

ffe
rs se

ve
ral ch

alle
n

g
e

s,b
u

t isn
’t a lo

n
g

 w
ay o

ff.H
o

w
e

ve
r,o

n
e

m
u

st b
e

 aw
are

 th
at th

e
re

 are
 n

o
 so

lu
tio

n
s o

u
t o

f th
e

 b
o

x fo
r e

le
ctro

n
ic re

co
rd

 ke
e

p
-

in
g

.D
ig

ital arch
ivin

g
 is all ab

o
u

t d
e

ve
lo

p
in

g
 an

d
 im

p
le

m
e

n
tin

g
 an

 e
fficie

n
t e

le
ctro

n
ic

re
co

rd
 ke

e
p

in
g

 syste
m

.P
ro

ce
d

u
re

s an
d

 te
ch

n
o

lo
g

y are
 th

e
 co

re
 o

f su
ch

 a syste
m

.

W
h

e
n

 d
e

ve
lo

p
in

g
 a re

co
rd

 ke
e

p
in

g
 syste

m
,o

n
e

 h
as to

 ke
e

p
 in

 m
in

d
 th

at p
ro

ce
d

u
re

s

an
d

 te
ch

n
o

lo
g

y h
ave

 to
 b

e
 im

p
le

m
e

n
te

d
 in

 th
e

 rig
h

t p
e

rsp
e

ctive.

A
rch

ival scie
n

ce
 m

u
st p

ro
vid

e
 th

e
 le

ad
in

g
 g

u
id

an
ce

 in
 tacklin

g
 th

e
 p

ro
b

le
m

s

in
vo

lve
d

 w
ith

 th
e

 lo
n

g
-te

rm
 p

re
se

rvatio
n

 o
f e

le
ctro

n
ic re

co
rd

s.Esp
e

cially th
e

 id
e

n
tifi-

catio
n

 o
f th

e
 re

co
rd

s an
d

 th
e

ir ap
p

raisal are
 th

e
 ke

ysto
n

e
s fo

r e
ve

ry re
co

rd
 ke

e
p

in
g

p
ro

ce
d

u
re.

D
e

fin
in

g
 e

xactly w
h

at h
as to

 b
e

 p
re

se
rve

d
 fo

r th
e

 lo
n

g
-te

rm
,

allo
w

s a

re
d

u
ctio

n
 o

f th
e

 p
ro

b
le

m
s an

d
 m

ake
s d

ig
ital arch

ivin
g

 a fe
asib

le
 m

issio
n

 fo
r e

ve
ry

o
rg

an
isatio

n
.A

rch
ival scie

n
ce

 m
u

st also
 b

e
 th

e
 m

ain
 b

asis fo
r th

e
 lo

n
g

-te
rm

 d
ig

ital

p
re

se
rvatio

n
 strate

g
y fo

r e
le

ctro
n

ic re
co

rd
s.O

n
e

 can
 n

o
t m

e
re

ly re
ly o

n
 te

ch
n

o
lo

g
ical

ap
p

ro
ach

e
s o

r so
lu

tio
n

s alo
n

e.

A
fte

r all,a p
o

te
n

tial risk is th
at a re

co
rd

 ke
e

p
in

g
 syste

m
 is to

o
 m

u
ch

 d
ictate

d
 b

y

o
n

e
 te

ch
n

o
lo

g
ical so

lu
tio

n
.Th

e
 im

p
le

m
e

n
tatio

n
 o

f a re
co

rd
 ke

e
p

in
g

 p
ro

ce
d

u
re

 is far

m
o

re
 th

an
 ju

st in
stallin

g
 n

e
w

 so
ftw

are
 w

ith
 re

co
rd

 ke
e

p
in

g
 fu

n
ctio

n
alitie

s.Th
e

 re
co

rd

ke
e

p
in

g
 p

ro
ce

d
u

re,p
re

fe
rab

ly b
ase

d
 o

n
 a fo

rm
al p

o
licy,n

e
e

d
s to

 b
e

 th
e

 fram
e

w
o

rk

an
d

 is th
e

 o
n

ly th
in

g
 w

h
ich

 w
ill su

rvive
 te

ch
n

o
lo

g
ical o

b
so

le
sce

n
ce.Te

ch
n

o
lo

g
ical

so
lu

tio
n

s h
ave

 to
 b

e
 e

m
b

e
d

d
e

d
 w

ith
in

 th
is p

ro
ce

d
u

re
 an

d
 m

u
st b

e
 re

p
lacab

le
 w

h
e

n
-

e
ve

r th
e

re’s n
e

e
d

 to
.Th

e
 D

A
V

ID
-d

e
cisio

n
 m

o
d

e
l can

 b
e

 u
se

d
 fo

r d
e

ve
lo

p
in

g
 su

ch
 a

re
co

rd
 

ke
e

p
in

g
 

p
ro

ce
d

u
re.

Th
e

 
p

ractical 
im

p
le

m
e

n
tatio

n
 

o
f 

th
e

 
re

co
rd

 
ke

e
p

in
g

 

p
ro

ce
d

u
re

 w
ill b

e
 d

iffe
re

n
t fo

r e
ve

ry o
rg

an
isatio

n
.

H
o

w
e

ve
r,th

is d
o

e
s n

o
t m

e
an

 th
at te

ch
n

o
lo

g
ical so

lu
tio

n
s are

n
’t an

 im
p

o
rtan

t p
art

o
f e

ve
ry re

co
rd

 ke
e

p
in

g
 p

ro
ce

d
u

re.A
s w

e
 w

an
t to

 p
re

se
rve

 th
e

 d
ig

ital n
atu

re
 o

f e
le

c-

tro
n

ic re
co

rd
s,w

e
 w

ill alw
ays h

ave
 to

 re
ly o

n
 so

m
e

 kin
d

 o
f te

ch
n

o
lo

g
ical so

lu
tio

n
 fo

r
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g
ivin

g
 acce

ss to
 th

e
 p

re
se

rve
d

 re
co

rd
s.A

t th
e

 m
o

m
e

n
t,th

e
 te

ch
n

o
lo

g
ical so

lu
-

tio
n

s to
 so

lve
 a w

id
e

 ran
g

e
 o

f o
b

stacle
s are

 availab
le

 to
d

ay an
d

 are
 re

ad
y to

 im
p

le
-

m
e

n
t.W

h
e

n
 ch

o
o

sin
g

 to
o

ls an
d

 in
stru

m
e

n
ts,o

n
e

 h
as to

 m
ake

 su
re

 th
at th

e
se

 are

tu
n

e
d

 w
ith

 th
e

 o
rg

an
isatio

n
’s o

ve
rall p

ro
ce

d
u

re
 an

d
 m

o
re

 p
articu

lar w
ith

 its d
ig

i-

tal p
re

se
rvatio

n
 strate

g
y fo

r th
e

 e
le

ctro
n

ic re
co

rd
s an

d
 th

e
ir m

e
tad

ata.

In
 an

y case,it’s re
co

m
m

e
n

d
ab

le
 to

 start th
e

 re
co

rd
 ke

e
p

in
g

 p
ro

ce
d

u
re

 b
e

fo
re

th
e

 actu
al e

le
ctro

n
ic re

co
rd

s are
 cre

ate
d

.Th
is is th

e
 o

n
ly w

ay to
 ap

p
ly an

 e
ffe

ctive

re
co

rd
 ke

e
p

in
g

 syste
m

.B
y d

o
in

g
 so

,o
n

e
 can

 also
 save

 o
n

 th
e

 in
ve

stm
e

n
t o

f tim
e

an
d

 re
so

u
rce

s.R
e

tro
-active

 arch
ivin

g
 in

itiative
s w

ill n
e

ve
r h

ave
 th

e
 sam

e
 re

su
lt.

Th
is h

as a lo
t o

f co
n

se
q

u
e

n
ce

s,n
o

t o
n

ly fo
r th

e
 arch

ivist b
u

t also
 fo

r th
e

 IT-u
se

rs

an
d

 th
e

 IT-d
e

ve
lo

p
e

rs.

O
n

e
 o

f th
e

 co
n

se
q

u
e

n
ce

s fo
r th

e
 arch

ivist is th
at h

e
 m

o
ve

s fo
rw

ard
 in

 th
e

 life
-

cycle
 o

f e
le

ctro
n

ic re
co

rd
s.Th

is is ce
rtain

ly th
e

 case
 w

h
e

n
 th

e
re’s n

o
 trad

itio
n

 o
f

re
co

rd
s m

an
ag

e
rs in

 th
e

 ag
e

n
cie

s o
f th

e
 cre

ato
r,

like
 in

 Flan
d

e
rs o

r e
ve

n
 in

B
e

lg
iu

m
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1
Law

 o
f 24 Ju

n
e 1955 (M

oniteur belge,12 A
u

g
u

st 1955).

2
A

rticle 1921ff.o
f th

e B
elg

ian
 C

ivil C
o

d
e.

3
B

A
LLO

N
,L.,“H

et B
ew

ijs en
 d

e M
o

d
ern

e Tech
n

ieken”,D
A

/O
R,1990/4,65.

4
A

rticle 1315 an
d

 fo
llo

w
in

g
 o

f th
e C

ivil C
o

d
e.

5
C

o
n

trary to
 th

e ru
les o

f evid
en

ce in
 tax m

atters an
d

 in
 crim

in
al cases w

h
ere,in

 p
rin

cip
le,every typ

e o
f evid

en
ce is ad

m
issib

le 
an

d
 th

e co
u

rt ju
d

g
es its cred

ib
ility.

6
Th

e co
n

cep
t “evid

en
tial valu

e”relates to
 th

e faith
 th

at th
e co

u
rt p

laces in
 evid

en
ce.It is o

n
ly w

h
en

 th
e co

u
rt h

as assig
n

ed
 evid

en
tial

valu
e to

 an
 p

iece o
f evid

en
ce th

at o
n

e can
 sp

eak o
f p

ro
o

f.In
 p

rin
cip

le,it is th
e co

u
rt th

at ju
d

g
es th

e evid
en

tial valu
e o

f th
e evid

en
ce

su
b

m
itted

 to
 it.Fo

r so
m

e p
ieces o

f evid
en

ce,su
ch

 as th
e sig

n
ed

 d
o

cu
m

en
t,th

e law
 d

eterm
in

es th
e evid

en
tial valu

e.

7
Th

e law
 d

id
 n

o
t d

efin
e th

e co
n

cep
t sig

n
atu

re b
efo

re th
e electro

n
ic sig

n
atu

re w
as in

tro
d

u
ced

.Th
is d

efin
itio

n
 w

as d
evelo

p
ed

 
in

 ju
risp

ru
d

en
ce an

d
 in

 d
o

ctrin
e.

8
Th

e civil ru
les o

f evid
en

ce are n
o

t co
n

sid
ered

 a p
art o

f th
e ordre public

w
h

ich
 th

e co
u

rts m
u

st u
p

h
o

ld
 o

n
 th

eir o
w

n
 in

itiative.Lu
d

o
C

o
rn

elis an
d

 Lu
cien

 Sim
o

n
t,“B

ew
ijsrech

t en
 Tech

n
isch

e Evo
lu

tie:En
kele O

verw
eg

in
g

en”,in
 Pau

l D
e Vro

ed
e (ed

.),Technologie en Recht,
A

n
tw

erp
,K

lu
w

er,1987,152-153.

9
Th

e p
ro

b
lem

 resid
es in

 th
e valu

e o
f electro

n
ic d

o
cu

m
en

ts as evid
en

ce.Th
ere is n

o
 d

ifficu
lty n

o
w

 (n
o

r w
as th

ere in
 th

e p
ast) w

ith
 

th
e valid

ity o
f ag

reem
en

ts reach
ed

 electro
n

ically.Th
ere are n

o
 sp

ecial fo
rm

al req
u

irem
en

ts,su
ch

 as d
raftin

g
 a sig

n
ed

 d
o

cu
m

en
t;

th
at m

u
st b

e satisfied
 fo

r an
 ag

reem
en

t to
 b

e valid
.A

 co
n

sen
su

s am
o

n
g

 th
e p

arties is su
fficien

t.

10
D

irective 1999/93/EC
 o

f th
e Eu

ro
p

ean
 Parliam

en
t an

d
 th

e C
o

u
n

cil o
f 13 D

ecem
b

er 1999 o
n

 a C
o

m
m

u
n

ity Fram
ew

o
rk fo

r Electro
n

ic
Sig

n
atu

res,O
fficial Journal of the European C

om
m

unities
19 Jan

u
ary 2000.

11
Th

e law
 o

f 20 O
cto

b
er 2000 in

tro
d

u
cin

g
 th

e u
se o

f teleco
m

m
u

n
icatio

n
 m

ean
s an

d
 o

f th
e electro

n
ic sig

n
atu

re in
 p

ro
ceed

in
g

s 
in

 an
d

 o
u

t o
f co

u
rt (M

oniteur belge
20 D

ecem
b

er 2000).

12
Th

e law
 o

f 9 Ju
ly 2001 o

n
 th

e estab
lish

m
en

t o
f certain

 ru
les relatin

g
 to

 th
e leg

al fram
ew

o
rk fo

r electro
n

ic sig
n

atu
res an

d
 certificatio

n
services (M

oniteur belge
29 Sep

tem
b

er 2001).

13
See an

n
ex 1.

14
A

 d
ig

ital sig
n

atu
re is co

d
e th

at is illeg
ib

le fo
r h

u
m

an
s;it co

u
ld

 lo
o

k so
m

eth
in

g
 like th

is:X
h

7%
^

[!Fsa3g
3°h

H
Y.

15
Th

e law
 o

f 20 O
cto

b
er 2000 ad

d
s a sectio

n
 to

 article 1322 o
f th

e B
elg

ian
 C

o
d

e o
f C

ivil Law
 w

h
ich

 states,“A
 set o

f electro
n

ic d
ata,

w
h

ich
 can

 b
e attrib

u
ted

 to
 a p

articu
lar p

erso
n

 an
d

 w
h

ich
 can

 d
em

o
n

strate th
e p

reservatio
n

 o
f th

e in
teg

rity o
f th

e d
o

cu
m

en
t,

can
 satisfy th

e sig
n

atu
re req

u
irem

en
t fo

r th
e ap

p
licatio

n
 o

f th
is article.”

16
A

rt.4 §5 o
f th

e C
ertificatio

n
 Services Provid

er A
ct.

17
A

rt.4 §4 o
f th

e C
ertificatio

n
 Services Provid

er A
ct.

18
A

n
n

ex I to
 th

e C
ertificatio

n
 Services Provid

er A
ct.

19
A

rt.17§1 o
f th

e C
ertificatio

n
 Services Provid

er A
ct an

d
 th

e Royal D
ecree o

f 6 D
ecem

b
er 2002 o

n
 th

e o
rg

an
izatio

n
 o

f th
e m

o
n

ito
rin

g
an

d
 accred

itatio
n

 o
f certificatio

n
 p

rovid
ers th

at p
rovid

e q
u

alified
 certificates (M

oniteur belge
17 Jan

u
ary 2003).

20
N

ico
le Verh

eyd
en

-Jean
m

art,D
ro

it d
e la Preu

ve,B
ru

xelles,Larcier,1991,n
o.357;D

o
m

in
iq

u
e M

o
u

g
en

o
t,D

roit des O
bligations.

La Preu
ve,B

ru
xelles,Larcier,2002,n

o.63.

21
See b

elo
w

.

22
D

irective 2000/31/EC
 o

n
 certain

 leg
al asp

ects o
f in

fo
rm

atio
n

 so
ciety services,in

 p
articu

lar electro
n

ic co
m

m
erce,in

 th
e In

tern
al

M
arket (D

irective o
n

 Electro
n

ic C
o

m
m

erce) (O
fficial Journal of the European C

om
m

unities
N

o
 L 178 o

f 17 Feb
ru

ary 2000,p
p

.1-16.

23
Law

 o
f 11 M

arch
 2003 (M

oniteur belge
17 M

arch
 2003).

24
Patrick Van

 Eecke,“A
rtikelsg

ew
ijze B

esp
rekin

g
 van

 d
e W

etten
 Elektro

n
isch

e H
an

d
el”,in

 Patrick Van
 Eecke an

d
 Jo

s D
u

m
o

rtier (ed
s.),

Elektronische H
andel,B

ru
g

es,D
ie K

eu
re,2003,12-16.

25
Evelyn

e Terryn
,“N

ieu
w

e In
fo

rm
atiep

lich
ten

 vo
o

r d
e D

ien
stverlen

er”,in
 Patrick Van

 Eecke an
d

 Jo
s D

u
m

o
rtier (ed

s.),Elektronische
H

andel,B
ru

g
es,D

ie K
eu

re,2003,58.

26
W

h
en

 th
ese req

u
irem

en
ts w

ere laid
 d

o
w

n
 in

 th
e law

,th
e “p

o
stal services”o

n
ly referred

 to
 services p

rovid
ed

 b
y th

e Po
st,

a g
overn

m
en

t service.Sin
ce th

at tim
e,th

e m
arket fo

r p
o

stal services h
as b

een
 lib

eralized
 to

 a g
reat exten

t.

27
A

rt.17 o
f th

e C
o

n
su

m
er C

red
it Pro

tectio
n

 A
ct (M

oniteur belge
9 Ju

ly 1991) states,“Th
e co

n
tract co

m
es in

to
 effect th

ro
u

g
h

 
th

e sig
n

in
g

 o
f th

e o
ffer”.

28
Royal D

ecree o
f 9 Ju

n
e 1999 tran

sp
o

sin
g

 d
irective 97/67/EC

 o
n

 co
m

m
o

n
 ru

les fo
r th

e d
evelo

p
m

en
t o

f th
e in

tern
al m

arket 
o

f C
o

m
m

u
n

ity p
o

stal services an
d

 th
e im

p
rovem

en
t o

f q
u

ality o
f service (M

oniteur belge
18 A

u
g

u
st 1999).

29
C

ertipost
in

clu
d

es a p
latfo

rm
 fo

r secu
re electro

n
ic co

m
m

u
n

icatio
n

 h
ttp

://w
w

w
.certip

o
st.b

e.

30
A

rt.31 o
f th

e Electro
n

ic C
o

m
m

erce A
ct.

R
E

F
E

R
E

N
C

E
S

 P
A

R
T

 1
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31
Th

is m
ean

s th
at a co

n
sen

su
s o

n
 th

is m
atter m

u
st b

e reach
ed

 in
 a p

len
ary sessio

n
 o

f th
e C

o
u

n
cil o

f M
in

isters,in
 co

n
trast to

 a n
o

rm
al

royal d
ecree,w

h
at can

 b
e en

acted
 b

y ju
st o

n
e m

in
ister.

32
A

rticle 1317 o
f th

e B
elg

ian
 C

ivil C
o

d
e.

33
Law

 o
f 17 Ju

ly 1975 o
n

 co
m

p
an

y acco
u

n
ts (M

oniteur belge,4 Sep
tem

b
er 1975).

34
Royal D

ecree o
f 12 Sep

tem
b

er 1983 o
n

 th
e im

p
lem

en
tatio

n
 o

f th
e law

 o
f 17 Ju

ly 1975 o
n

 co
m

p
an

y acco
u

n
ts (M

oniteur belge
28 Sep

tem
b

er 1983).

35
A

rticle 8 o
f th

e A
cco

u
n

tin
g

 D
ecree.

36
O

n
e p

o
ssib

ility is th
e u

se o
f W

O
RM

 (w
rite o

n
ce,read

 m
an

y) sto
rag

e d
evices,su

ch
 as a C

D
-RO

M
 o

r W
O

RM
 d

iskette.Th
ese m

ed
ia 

g
u

aran
tee th

at en
tries w

ill n
o

t b
e m

o
d

ified
 o

r reversed
 in

 th
e sam

e w
ay as p

ap
er d

o
es,if n

o
t b

etter.So
ftw

are can
 also

 b
e d

esig
n

ed
 

in
 su

ch
 a w

ay as to
 m

ake ch
an

g
es im

p
o

ssib
le.

37
A

rticle 8 o
f th

e A
cco

u
n

tin
g

 D
ecree.

38
A

rticle 9 o
f th

e A
cco

u
n

tin
g

 D
ecree.

39
A

rt.6 o
f th

e A
cco

u
n

tin
g

 A
ct.

40
A

rticle 315,p
ar.3 o

f th
e In

co
m

e Tax C
o

d
e.

41
A

rt.14 §2 o
f Royal D

ecree n
o

 1 o
f 29 D

ecem
b

er 1992.

42
Fo

r VAT,sin
ce 1 Jan

u
ary 1993;fo

r in
co

m
e tax,sin

ce 16 Ju
ly 1994.

43
A

rticle 315b
is,p

ar.2 o
f th

e In
co

m
e Tax C

o
d

e an
d

 article 61 §1,p
ar.2 o

f th
e VAT A

ct.

44
Q

u
estio

n
 Tim

e,H
o

u
se o

f Rep
resen

tatives,27 A
p

ril 1992 n
o

 7,Q
u

estio
n

 n
o

 62,C
oveliers.

45
C

o
m

m
en

tary o
n

 th
e In

co
m

e Tax C
o

d
e 315/19-315/22,C

o
m

m
en

tary o
n

 th
e VAT A

ct 60/31-60/43 an
d

 ET 82752,availab
le 

at h
ttp

://fisco
n

et.fg
ov.b

e.Th
e tax au

th
o

rities also
 u

se th
is tech

n
iq

u
e to

 reso
lve th

eir sto
rag

e p
ro

b
lem

s.A
rt.37 o

f th
e law

 
o

f 7
D

ecem
b

er 1988 o
n

 th
e in

co
m

e tax refo
rm

 an
d

 ch
an

g
es to

 taxes eq
u

ivalen
t to

 stam
p

 taxes stip
u

lates th
at m

icro
 card

s 
an

d
 m

icro
film

s o
f th

e reg
isters h

ave th
e sam

e evid
en

tiary valu
e as th

e o
rig

in
als w

h
en

 th
ey h

ave b
een

 p
rep

ared
 b

y o
r at th

e b
eh

est
o

f th
e in

co
m

e tax au
th

o
rities.

46
C

f.ab
ove:th

e cen
tral led

g
er,th

e in
teg

ral jo
u

rn
al,th

e th
ree jo

u
rn

als an
d

 th
e inven

to
ry led

g
er.

47
Th

is o
b

lig
atio

n
 is in

clu
d

ed
 in

 article 53,p
ar.1,2) o

f th
e B

elg
ian

 VAT A
ct.

48
Stu

d
y o

n
 th

e Req
u

irem
en

ts Im
p

o
sed

 b
y th

e M
em

b
er States,fo

r th
e Pu

rp
o

se o
f C

h
arg

in
g

 Taxes,fo
r Invo

ices Pro
d

u
ced

 b
y Electro

n
ic 

o
r O

th
er M

ean
s,Pricew

aterh
o

u
seC

o
o

p
ers,Fin

al Rep
o

rt,23 A
u

g
u

st 1999.

49
C

o
u

n
cil D

irective 2001/115/EC
 o

f 20 D
ecem

b
er 2001 am

en
d

in
g

 D
irective 77/388/EEC

 w
ith

 a view
 to

 sim
p

lifyin
g,m

o
d

ern
izin

g
 

an
d

 h
arm

o
n

izin
g

 th
e co

n
d

itio
n

s laid
 d

o
w

n
 fo

r invo
icin

g
 in

 resp
ect o

f valu
e ad

d
ed

 tax,O
fficial Journal of the European C

om
m

unities,
L 15/24,17.1.2002.

50
A

rt.53 §2 B
elg

ian
 VAT A

ct.

51
A

rt.1 §2 o
f Royal D

ecree n
o

 1 o
f 29 D

ecem
b

er 1992 (M
oniteur belge

31 D
ecem

b
er 1992).

52
A

rt.1 §3 o
f Royal D

ecree n
o

 1 o
f 29 D

ecem
b

er 1992 (M
oniteur belge

31 D
ecem

b
er 1992).

53
A

rt.1 §3 o
f Royal D

ecree n
o

 1 su
m

m
arizes th

e co
n

d
itio

n
s in

 th
e d

efin
itio

n
 o

f th
e ad

van
ced

 electro
n

ic sig
n

atu
re fo

u
n

d
 in

 th
e law

 
o

f 9
Ju

ly 2001 (M
oniteur belge

29 Sep
tem

b
er 2001).Th

e d
ifferin

g
 term

in
o

lo
g

y o
rig

in
ates in

 D
irective 2001/115,w

h
ich

 also
 exp

licitly
refers to

 th
e co

n
cep

t ad
van

ced
 electro

n
ic sig

n
atu

re in
 art.2,p

ar.2 o
f D

irective 1999/93.It is reg
rettab

le th
at th

e K
in

g
 in

clu
d

ed
 

th
e erro

n
eo

u
s tran

slatio
n

 fro
m

 th
e D

irective in
 B

elg
ian

 leg
islatio

n
.Th

e Fren
ch

 versio
n

 o
f b

o
th

 th
e d

irective an
d

 th
e Royal D

ecree
co

n
sisten

tly u
se th

e term
 “sig

n
atu

re électro
n

iq
u

e avan
cée”.

54
A

rt.22,p
ar.3 b

) D
irective 77/388/EEC

 as em
en

d
ed

 b
y D

irective 2001/115/EG
.

55
A

xel Sm
its,In

e Lejeu
n

e,e.a.,Elektronische Facturering en A
rchivering in 20 Europese Landen,G

en
t,Larcier,2004,n

o.391.

56
A

xel Sm
its,In

e Lejeu
n

e,e.a.,Elektronische Facturering en A
rchivering in 20 Europese Landen,G

en
t,Larcier,2004,n

o.394-403.

57
A

rt.8 o
f Royal D

ecree n
o

 1 o
f 29 D

ecem
b

er 1992 (M
oniteur belge

31 D
ecem

b
er 1992).

58
A

rt.60 §3,p
ar.1 o

f th
e B

elg
ian

 VAT A
ct.

59
Th

is invo
lves ad

m
in

istrative co
-o

p
eratio

n
 ag

reem
en

ts o
f sim

ilar ten
o

r to
 D

irectives 76/308/EEC
 an

d
 77/799/EEC

 an
d

 (EEC
) O

rd
in

an
ce

n
o

 218/92,art.22 p
ar 3d

) clau
se 6,D

irective 77/388/EEC
,as is m

o
d

ified
 b

y D
irective 2001/115/EC

.See also
 I.Lejeu

n
e,S.B

eelen
 an

d
 

J.-M
.C

am
b

ien
,“BTW

 en
 h

et Elektro
n

isch
 B

ew
aren

 van
 Factu

ren
 – d

e G
ro

te Sp
ro

n
g

 Vo
o

rw
aarts?”,in

 C
om

puterrecht,2004,18.

60
A

rt.60 §3,p
ar.3 o

f th
e B

elg
ian

 VAT A
ct.

61
A

rt.60 §3,p
ar.2 an

d
 3 o

f th
e B

elg
ian

 VAT A
ct.

62
A

rticle 98 o
f th

e B
elg

ian
 C

o
rp

o
ratio

n
 Law

 C
o

d
e.

63
Th

e co
m

p
lete sch

em
e ap

p
lies to

 larg
e co

m
p

an
ies,th

e ab
b

reviated
 sch

em
e to

 sm
all b

u
sin

esses.W
h

eth
er a co

m
p

an
y is to

 b
e 

co
n

sid
ered

 larg
e d

ep
en

d
s o

n
 w

h
eth

er o
r n

o
t it h

as exceed
ed

 th
e size criteria d

escrib
ed

 in
 art.15 o

f th
e C

o
rp

o
ratio

n
 Law

 C
o

d
e.

C
o

m
p

an
ies carryin

g
 o

u
t activities o

f a sp
ecial n

atu
re th

at req
u

ire a sp
ecific fo

rm
 o

f fin
an

cial statem
en

t (su
ch

 as cred
it in

stitu
tio

n
s,

in
su

ran
ce co

m
p

an
ies an

d
 h

o
ld

in
g

 co
m

p
an

ies) are req
u

ired
 to

 su
b

m
it th

eir statem
en

ts in
 p

ap
er fo

rm
.

64
A

rt.177 o
f th

e Royal D
ecree o

f 30 Jan
u

ary 2001 o
n

 th
e im

p
lem

en
tatio

n
 o

f th
e C

o
rp

o
ratio

n
 Law

 C
o

d
e (M

oniteur belge
6 Feb

ru
ary

2001).

65
U

p
 to

 1 A
p

ril 2003 th
e electro

n
ic su

b
m

issio
n

 o
f fin

an
cial statem

en
ts w

as accep
ted

 in
 B

EF,art.177 §2 p
ar.3 o

f th
e Royal D

ecree 
o

f 30
Jan

u
ary 2001.

66
See h

ttp
://w

w
w

.b
alan

scen
trale.b

e/B
A

/E/P1_7.h
tm

#Sp
ecific%

20reg
u

latio
n

s%
20fo

r%
20filin

g
%

20o
n

%
20flo

p
p

y%
20d

isk.
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67
See h

ttp
://w

w
w

.b
alan

scen
trale.b

e/B
A

/E/P4_1.h
tm

.

68
A

rt.177 o
f th

e Royal D
ecree o

f 30 Jan
u

ary 2001.

69
A

rt.178 o
f th

e Royal D
ecree o

f 30 Jan
u

ary 2001.

70
A

rt.4-10 o
f th

e Royal D
ecree o

f 8 A
u

g
u

st 1980 o
n

 m
ain

tain
in

g
 so

cial d
o

cu
m

en
ts (M

oniteur belge
27 A

u
g

u
st 1980).

71
A

rt.11 o
f th

e Royal D
ecree o

f 8 A
u

g
u

st 1980 o
n

 m
ain

tain
in

g
 so

cial d
o

cu
m

en
ts (M

oniteur belge
27 A

u
g

u
st 1980).

72
A

rt.13-21 o
f th

e Royal D
ecree o

f 8 A
u

g
u

st 1980 o
n

 m
ain

tain
in

g
 so

cial d
o

cu
m

en
ts (M

oniteur belge
27 A

u
g

u
st 1980).

73
A

rt.105 o
f th

e Law
 o

f 2 A
u

g
u

st 2002 (M
oniteur belge

29 A
u

g
u

st 2002).

74
A

rt.6 o
f th

e Royal D
ecree o

f 23 O
cto

b
er 1978 o

n
 m

ain
ain

in
g

 so
cial d

o
cu

m
en

ts (M
oniteur belge

2 D
ecem

b
er 1978).

75
Royal D

ecree o
f 30 N

ovem
b

er 1983 estab
lish

in
g

 th
e ru

les fo
r m

ain
tain

in
g

 an
d

 sto
rin

g
 an

 atten
d

an
ce reg

ister in
 th

e d
iam

o
n

d
 

in
d

u
stry (M

oniteur belge,22 D
ecem

b
er 1983).

76
Royal D

ecree o
n

 m
ain

tain
in

g
 an

 atten
d

an
ce reg

ister in
 th

e h
o

sp
itality in

d
u

stry (M
oniteur belge,20 D

ecem
b

er 1997).

77
A

rt.1-5 o
f th

e Royal D
ecree o

f 9 Ju
ly 2000 o

n
 seaso

n
al an

d
 o

ccasio
n

al w
o

rk in
 th

e ag
ricu

ltu
ral in

d
u

stry (M
oniteur belge

18 Ju
ly 2000).

78
Royal D

ecree o
f 17 Ju

n
e 1994 o

n
 keep

in
g

 an
 atten

d
an

ce reg
ister (M

oniteur belge
25 Ju

n
e 1994).

79
Royal D

ecree o
f 18 Feb

ru
ary 1983 estab

lish
in

g
 th

e m
o

d
alities fo

r m
ain

tain
in

g
 an

d
 p

reservin
g

 so
cial d

o
cu

m
en

ts fo
r reco

g
n

ized
 

d
o

ckw
o

rkers (M
oniteur belge,17 M

arch
 1983).

80
A

rt.4 §4 o
f Royal D

ecree n
o

 5 o
f 23 O

cto
b

er 1978 o
n

 m
ain

tain
in

g
 so

cial d
o

cu
m

en
ts (M

oniteur belge,2 D
ecem

b
er 1978).

81
Law

 o
f 5 M

arch
 2002 o

n
 th

e tran
sp

o
sitio

n
 o

f th
e D

irective o
n

 th
e Po

stin
g

 o
f W

o
rkers (M

oniteur belge
13 M

arch
 2002) See 

Ph
ilip

 B
raekm

an
s,D

e Sociale D
ocum

enten:van Personeelsregister tot D
im

ona,D
ieg

em
,C

ed
.Sam

so
m

,2002,19-28.

82
A

rt.24 o
f th

e Royal D
ecree o

f 8 A
u

g
u

st 1980 o
n

 m
ain

tain
in

g
 so

cial d
o

cu
m

en
ts (M

oniteur belge
27 A

u
g

u
st 1980).

83
A

rt 2 an
d

 25 o
f th

e Royal D
ecree o

f 8 A
u

g
u

st 1980 o
n

 m
ain

tain
in

g
 so

cial d
o

cu
m

en
ts (M

oniteur belge
27 A

u
g

u
st 1980) an

d
 art 2 3)

an
d

 9 o
f th

e Royal D
ecree o

f 17 Ju
n

e 1994 o
n

 th
e keep

in
g

 o
f an

 atten
d

an
ce reg

ister (M
oniteur belge

25 Ju
n

e 1994).

84
Law

 o
f 26 Ju

ly 1996 o
n

 th
e m

o
d

ern
izatio

n
 o

f th
e so

cial secu
rity system

 an
d

 th
e p

ro
tectio

n
 o

f th
e m

ain
tain

ab
ility o

f th
e leg

al p
en

sio
n

system
s (M

oniteur belge
1 A

u
g

u
st 1996).

85
Royal D

ecree o
f 22 Feb

ru
ary 1998 in

tro
d

u
cin

g
 an

 im
m

ed
iate n

o
tificatio

n
 o

f em
p

loym
en

t,in
 ap

p
licatio

n
 o

f article 38 o
f th

e law
 

o
f 26 Ju

ly 1996 o
n

 th
e m

o
d

ern
izatio

n
 o

f th
e so

cial secu
rity system

 an
d

 p
ro

tectio
n

 o
f th

e m
ain

tab
ility o

f th
e leg

al p
en

sio
n

 system
s

(M
o

n
iteu

r b
elg

e 18 M
arch

 1998).

86
G

eo
rg

e C
arlen

s,“D
e Elektro

n
isch

e A
an

g
ifte van

 een
 So

ciaal R
isico

 (A
SR) in

 d
e Secto

r van
 d

e W
erklo

o
sh

eid
sverzekerin

g”,in
 BTSZ

2000,
1209-1243.

87
See h

ttp
://w

w
w

.o
n

ssrszlss.fg
ov.b

e/o
n

ssrsz/in
d

ex.h
tm

.

88
A

rt 69-71 o
f th

e p
ro

g
ram

 law
 o

f 30 D
ecem

b
er 2001 (M

oniteur belge
31 D

ecem
b

er 2001) an
d

 th
e Royal D

ecree o
f 20 N

ovem
b

er 2002
(M

oniteur belge
29 N

ovem
b

er 2002).

89
A

rt.105 o
f th

e Law
 o

f 3 Ju
ly 1978 o

n
 em

p
loym

en
t co

n
tracts (M

oniteur belge
22 A

u
g

u
st 1978).

90
A

rt.157-159 o
f th

e p
ro

g
ram

 law
 o

f 22 D
ecem

b
er 1989 (M

oniteur belge
30 D

ecem
b

er 1989).

91
Royal D

ecree o
f 8 M

arch
 1990 o

n
 th

e m
o

n
ito

rin
g

 o
f d

iverg
en

ces fro
m

 th
e n

o
rm

al w
o

rk sch
ed

u
le o

f p
art-tim

e em
p

loyees (M
oniteur

belge
16 M

arch
 1990).

92
A

rt.160ff o
f th

e p
ro

g
ram

 law
 o

f 22 D
ecem

b
er 1989 (M

oniteur belge,30 D
ecem

b
er 1989).

93
A

rt.146sexies an
d

 an
n

ex V
III o

f th
e G

en
eral Reg

u
latio

n
s fo

r th
e Pro

tectio
n

 o
f Lab

o
r,d

ated
 11 Feb

ru
ary 1946 (M

oniteur belge
3 A

p
ril

1946).

94
H

ere th
e leg

islato
r m

akes n
o

 d
istin

ctio
n

 b
etw

een
 an

 electro
n

ically o
r m

an
u

ally m
ain

tain
ed

 m
ed

ical file.

95
SC

H
U

TYSER,K
.,“Eig

en
d

o
m

srech
ten

 en
 M

ed
isch

e D
o

ssiers”,in
 Rechtskundig W

eekblad,1983-1984,3023,n
o

 2.

96
A

rt.38 to
 47 o

f th
e C

o
d

e o
f M

ed
ical Eth

ics,d
rafted

 b
y th

e N
atio

n
al C

o
u

n
cil o

f th
e B

elg
ian

 M
ed

ical A
sso

ciatio
n

,availab
le fro

m
h

ttp
://w

w
w

.o
rd

o
m

ed
ic.b

e.

97
A

cco
rd

in
g

 to
 a stu

d
y carried

 o
u

t in
 1992 in

 th
e area aro

u
n

d
 K

o
rtrijk,57.3%

 o
f th

e d
o

cto
rs u

sed
 a co

m
p

u
ter to

 p
ro

cess th
eir m

ed
ical

files.C
A

LLEN
S,S.,G

oed geregeld? H
et gebruik van m

edische gegevens voor onderzoek,A
n

tw
erp

,M
aklu,1995,202.

98
A

rt.1 §3.

99
A

rt.46 o
f th

e C
o

d
e o

f M
ed

ical Eth
ics.

100
A

rt.2262 §1 a1.1 B
elg

ian
 C

ivil C
o

d
e.See C

A
LLEN

S an
d

 B
RILLO

N
,La C

onservation du dossier patient,A
 stu

d
y o

rd
ered

 b
y 

th
e Telem

atics Stan
d

ard
izatio

n
 C

o
m

m
issio

n
 Fo

r H
ealth

 C
are,availab

le fro
m

 h
ttp

://w
w

w
.h

ealth
.fg

ov.b
e/telem

atics/cn
st/lib

rary.h
tm

l.

101
A

rt.26 Precu
rso

ry Title o
f th

e B
elg

ian
 Ru

les o
f C

rim
in

al Pro
ced

u
re.

102
H

ELM
ER,F.M

.M
.,“B

ew
aarterm

ijn
en

 van
 M

ed
isch

e D
o

ssiers”,in
 N

ederlands Tijdschrift voor M
edische A

dm
inistratie,vo

lu
m

e 25,n
o.96.

103
Royal D

ecree o
f 3 M

ay 1999 o
n

 th
e G

en
eral M

ed
ical File (M

oniteur belge
17 Ju

ly 1999).Th
e Royal D

ecree eq
u

ates th
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b
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e o
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d
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e C
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 d
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e p
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e d
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 p
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e C
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 D
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e p
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e m
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e d
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 o
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e p
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f C
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 d
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 b
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 d
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 d
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e m
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 m
eth

o
d

 co
n
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.16ff,availab

le 
at h

ttp
://w

w
w

.an
tw

erp
en

.b
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 m
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e m
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 b
y a facto

r to
 take in

flatio
n

 in
to

 acco
u

n
t.Th

e co
nversio

n
 o

f fin
es in

to
 eu

ro
s w

as reg
u

lated
 

in
 th
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e C
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e m
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 b
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b
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 p
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b
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rd

in
g

 to
 th
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 d
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