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Overview

• NARA’s History, Mission, and Legal Contexts
• ERA Program History

El t i R d Ch ll & St t i• Electronic Records Challenges & Strategies
• ERA: Acquisition Strategies and Requirements

• Where we are today: 
– ERA is Open for Business!ERA is Open for Business!
– Training NARA staff to use ERA
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NARA’s Mission

To ensure access to records of three 
branches of the U.S. Government. 
Records that:
• Protect citizen’s rights
• Hold Government officials accountable
• Facilitate historical understanding of our g

national experience
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NARA’s Legal Contexts

• The Federal Records ActThe Federal Records Act
– All agencies of the U.S. Government

• The Presidential Records ActThe Presidential Records Act
– The President and Vice President
– Officials and organizations which advise themOfficials and organizations which advise them

• Donated Materials
– The CongressThe Congress
– The Supreme Court
– Private persons
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ERA Program History

• 1960s Present Over 40 years experience• 1960s - Present Over 40 years experience
providing access to electronic records

• 1970 First electronic records transferred
to NARA, begin preservation

• 1995 NARA is heading for mission failure
• 1998 ERA Research Partners• 1998 ERA Research Partners
• 2000 ERA becomes an Official Program
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Electronic Records
NARA’s ChallengesNARA’s ChallengesNARA s ChallengesNARA s Challenges

• Scope The entire U.S. Federal Government
• Obsolescence Constantly Changing Technology
• Access Ability to view records over timey
• Volume Large amounts of records 

arriving to NARAg
• Variety Different/Complex Types of Records
• Complexity and Records Formats• Complexity and Records Formats
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Examples of 
Variety & Complexity

The 9The 9--11 Commission Records11 Commission Records

Variety & Complexity

Office Automation Files
Word processing documents

Complex Formats
Databases

The 9The 9--11 Commission Records11 Commission Records

Word processing documents
Spreadsheets
Presentations

Databases
Digital Photography
Satellite ImageryPresentations

E-mail w/ attachments
Scanned paper documents

Satellite Imagery
Digital audio files
HDTV
Web pages
Geospatial
I f ti S t
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Scalability: Transfers of Digital Files to NARA 
(1970 – 1995)
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Scalability: Transfers of Digital Files to NARA 
Reagan/Bush Presidential records
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Scalability: Transfers of Digital Files to NARA
Clinton Presidential Records
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Building for the Future
1. Anticipate changes

– characteristics of electronic records, 
– Preservation and Access technologies 
– Researcher expectations and behaviors

2. Recognize those things that will not or should not 
change

– Archival science provides stable principles, concepts, 
requirements and understanding. 

– NARA’s mission and the functions
3 Make reasonable assumptions about the future3. Make reasonable assumptions about the future

– Use of computers will continue to become more common 
– Information use and Technology will continue to grow
– Decline in Information Technology costs– Decline in Information Technology costs   
– The Internet will continue to grow 
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NARA’s Strategic Response: 
The ERA ProgramThe ERA Program

1. Research and exploratory development on p y p
technologies that offer promise for addressing 
electronic records challenges.

2. Acquiring and building a system that meets 
our requirements and our mission for NARA, 
the Presidential Libraries and Federal Recordsthe Presidential Libraries, and Federal Records
Centers

3 Organizational and cultural Change3. Organizational and cultural Change
Management
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Some examples of
ERA Research Partnerships

Data-Intensive Cyber 
Environments (DICE) 

G

ERA Research Partnerships

National
Science

Group

NISTNIST
Foundation

Global 
Grid 

National Computational 
Science Alliance G

Forum

Army Research
L b t
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The ERA Research Prototype:
Data Grid TechnologyData Grid Technology

Electronic Records Stacks The ERA Transcontinental 
at Archives II Persistent Archive Prototype (TPAP)

-- or NARA’s “Grid”
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Fundamental Requirements for 
The ERA System

System/Business Application VLANExternal Access
Gateway (DMZ Access)

WebServer VLAN

To GreenbeltERA Mgt

Web Server

SOC
SOC WSEthernet 

Switch

Firewall
+ IDS

The ERA System

1 E l bilit ERA Management VLAN
HW Load 
Balancer

Ethernet Switch

Mgt Router
(w/IPSec)

Accountability 
Server

Accountability

+ IDS

Fi ll

Documentum 
Server

Strong 
Auth 

Server

DNS/
Directory 
Server

Database 
Server 
(SBA)

Asset 
Mgnt WS

App 
Server 
(SBA)

Instance 
Datastore

Ops LAN,
Management LAN,
Storage Network

Ops LAN,
Management LAN

1. Evolvability
2 S l bilit y

WS

Backup Restore 
Server

Enterprise 
System Mgt 

Server

Extranet Router
(w/FW + IDS + IPSec)

Firewall + IDS

Firewall + IDS

Firewall + IDS

Firewall + IDS
ERA 

Extranet

NARA

Core Switch
(w/FW + IDS + LB)

Firewall + IDS

Firewall + IDS

Firewall + IDS

Firewall + IDS

Ethernet Switch Database 
Server (T&I)

Ethernet Switch

Firewall
+ IDS

Mgmt LAN,
Storage Network

Ops LAN,
Management LAN,
Storage Network

2. Scalability
3 Extensibility

Ingest 
Working
Storage

Archive
Disk

Storage
(Managed Storage)

Firewall
+ IDS

HW Load 
Balancer

Ingest Server 
(App Server)

Archive Label 
Printing WS

Printer

Help Desk 
Server

Network Mgt 
Server

Security Server
(Code Modification)

Central Data 
Manager 
Server

GOVT
Agencies

FC 
Switch

Storage Network
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Management LAN,
Storage Network3. Extensibility

Archive Storage VLANIngest VLAN

Unix Input 
Workstation

Physical Ingest
Ethernet Switch

Windows 
Input 

Workstation

Printer

DVD

Tape
Drive

CD
ROM

Printer

DVD

Tape
Drive

CD 
ROM

Archive 
Tape 

Storage

(Code Modification)

Security Server
(Vulnerability Scan )

Software 
Deployment 

Server

Data Services 
Server (Mgmt 
DB Server)

Backup NetworkThe ERA Requirements document is available online at:

http://www.archives.gov/era/about/documentation.html#requirements
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Archive Storage VLANIngest VLAN

1Gb Ethernet 
2/4Gb Fibre Channel

Derived from:
ERA Hardware Block Diagram -2007 0823
(Tab: I1R2 U/USBU Detailed Block)
Updated 24 Aug 2007



The ERA System is based on a
Service-oriented architectureService-oriented architecture
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ERA will be a set of ERA will be a set of 
NESTEDNESTED, mini, mini--systemssystemsNESTEDNESTED, mini, mini systemssystems

Outer system:Outer system:
• lifecycle management of records of all types

Inner Electronic Records System:Inner Electronic Records System:
• Ingest, preservation, disposition, and access to electronic 

records

A hi l “ i i t ”

Search & Preservation Frameworks
• Support a variety of different approaches to different needs.

Archival “mini-systems”
• Specific, systematic management for each series or aggregate 

of electronic records
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Acquiring and Building ERA in Increments

2010

I t 1

9/059/0412/03

R t
NARA reaches 

6/08

3 Pilot
Drops

Increment 1

Design
Selected

Design

Request
For

Proposals
ERA Initial Operating 
Capability IOC on June 27 2008!

g
Competition,
2 Contracts Increment 2

Increment 3Increment 3

Increment 4

Full Operating 
Capability

Increment 5

Operation & Maintenance

System Deployment
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Business Process Re-engineering:
Studying The Lifecycle of a RecordStudying The Lifecycle of a Record
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ERA Functional Flow
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Create and Approve a Records Schedule
NARA A iR d S h d l NARA AppraiserRecords Scheduler

Records
Scheduler

C t  RS/RSI

Certifying Official (CO)

Submit RS/RSI to 
Certifying Official

Certifying Official reviews
if approval is granted

NARA Appraisal reviews/
difi  RS f  l  if 

Creates RS/RSI Certifying Official
submits to NARA Appraisal Mgr. 1

modifies RS for approval, if 
granted submits to

Appraisal Mgr. 1 Appraisal Mgr. 2

Appraisal Mgr. 2 reviews
for approval, if granted

submits to Appraisal Mgr. 3
Appraisal Mgr. 3

Appraisal Mgr. 3 reviews
for FINAL approval, if 

granted RS is released into
Approved RS

in managed storage
iti  ti
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User Roles
Records Scheduler (non-NARA staff):Records Scheduler (non-NARA staff):
• Prepares and submits the Records Schedule to the Certifying Official.

Records Scheduler NARA (NARA staff):
• Authorized to create and submit Records Schedules for Certification on 

behalf of an Agency or 
• Authorized to create and submit Legacy Schedules for Certification on 

behalf of NARAbehalf of NARA.

Certifying Official (Federal Agency Representatives):
• Designates the official status of the Records Schedule before submitting it 

t NARA f i d lto NARA for review and approval.

Records Appraiser (NARA Officials):
• Assesses agency records with respect to informational value, artifactual 

value, evidential value, associational value, administrative value;
• Recommends which records should be accessioned into NARA’s legal 

custody and which records should be disposed of by the Transferring Entity 
after a period of retention specified in the Records Schedule
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The ERA Log-On Screen
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The ERA Records Schedule Workbench
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The e-115: Records Schedule
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Capturing Information about the records



Request to Transfer Records to NARA using ERA

1

2 3

4

5
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The first four
ERA Pilot AgenciesERA Pilot Agencies
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Immediate Next Steps

• Summer 2008: Move 3 5 millionSummer 2008: Move 3.5 million
computer files to ERA

• September 2008: Begin taking in records• September 2008: Begin taking in records
from the 4 selected federal agencies
J 2009 ERA i d f th• January 2009: ERA is ready for the
records from the administration of George 
W B hW. Bush
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Your Contact in the 
ERA Program OfficeERA Program Office

ERA CommunicationsERA Communications
Rita.Cacas@nara.govRita.Cacas@nara.gov

(301(301--837837--1564)1564)

The ERA Web site is:
htt // hi /htt // hi /http://www.archives.gov/erahttp://www.archives.gov/era
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