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Preface

This publication presents the proceedings of the international conference ‘Memory of the World in the
Digital Age: Digitization and Preservation’ which was held in Vancouver, Canada, from 26 to 28
September 2012.

More than 500 experts and other interested persons from all regions of the world participated in
this knowledge-sharing and policy-driving event to discuss and exchange opinions on how to protect the
world’s documentary heritage. Although this heritage is the record of knowledge, its physical carriers
are extremely vulnerable and can easily disappear without a trace. Whether recorded on a clay tablet or
an electronic tablet, our methods of sharing content and knowledge need to be protected.

It is impossible to exaggerate the importance of documentary heritage in our lives. It governs our
actions whether these relate to creating the basis of mutual respect between different civilizations and
communities or building knowledge societies. Documentary heritage provides the foundation of peace,
our identity and knowledge.

UNESCOQ’s interest in this subject matter is as fundamental as its constitution with its mandate to
contribute to building peace through the spread of knowledge from improved access to printed and
published materials. These core materials, our documentary heritage, have been preserved in archives,
libraries and museums for generations.

But while measures needed to maintain access to print materials are globally understood, the
newer challenges related to preserving digital information are not keeping pace with technological
development. The need for dedicated hardware and software, associated with their rapid obsolescence,
hamper our ability to keep invaluable content accessible. Unless timely migration to newer
technologies, operating systems and software platforms is assured, we face the risk developing digital
Alzheimer’s.

UNESCO’s expectation from this Conference was to obtain a better definition of our expected role,
and our contribution to setting a global digital agenda. The UNESCO/UBC Vancouver Declaration sets
out specific recommendations which we will be implementing and incorporating into our digital
strategy. Likewise, we expect that our Member States, professional organizations and private sector
bodies will also implement the recommendations addressed to them.

Only through collaborative strategic alliances can we overcome the major challenges threatening
the preservation of digital information. We believe that the presentations featured in this publication
provide the basis for a global commitment to preserving the memory of our world in this digital age.

Janis Karklins
Assistant Director-General
for Communication and Information
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Data, Documents, and Memory
A Taxonomy of Sources in Relation to Digital Preservation and Authenticity Metadata

Joseph T. Tennis
University of Washington Information School

Abstract

This paper describes efforts to operationalize methods of metadata application to digital records. We
summarize theoretical and applied research from the field and from the InterPARES research project to
establish a grounding in the issues and suggestions for metadata assignment. Key to our understanding of
metadata is 1) its relation to documentation (a more narrative form of description of records), and 2) its
permanence in relation to the records themselves. This paper closes by presenting a draft taxonomy of
sources useful to decision-making in relation to metadata assignment and documentation creation.
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1. Introduction

Current archival theory has pointed to the role of both documentation and metadata as key to attesting to
the authenticity of body of records. Upon closer inspection, we see that even if this is what theory
prescribes, the complexity and variety of this kind of documentation and metadata seems confusingly rich.
On the one hand we understand metadata to be machine and human readable assertions about resources,
in general. In the archival context we constrain that meaning by saying that there are two kinds of
metadata, and that those metadata are focused specifically on records and aggregations of records. The
two types are intrinsic and extrinsic metadata—those that are permanently linked to the record and those
that are not (Gilliland, 2008). Following the work carried out in the InterPARES research project, we find
that the complexity in this case lies in asserting what metadata are required to persist along with the
record over time (InterPARES). If it is intrinsic to the record, we might assume that it should persist.
Those that are extrinsic pose a different methodological problem. How do we assess what stays and what
is deleted? And though we assume intrinsic metadata should persist with the record, they are not without
their complications. Advancing archival theory problematizes our ability to wed metadata inseparably
with digital records, claiming that it is itself a study in addition and deletion, requiring particular
methodological commitments. With both intrinsic and extrinsic metadata we must say what stays and
what goes.

Documentation is another complex theoretical concern. The complexity lies with the relationship
between documentation and digital recordkeeping in particular, and recordkeeping in general. Evolving
theory related to authenticity and the conception of the fonds finds that the archivist must document
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interventions made by the creator and preserver (e.g., MacNeil 2008 & Millar, 2002). This means that in
constructing a coherent picture of a fonds or describing the provenance of a body of records, theory
guides the archivist to document his or her decisions made. This documentation must also follow the
record through various stages of preservation—persisting along with the records.

The question surfaces: how do we make operational the theory of metadata and documentation in
digital records preservation systems, given this level of complexity? The first step that could be taken is to
create a taxonomy of these sources of information so that we might use that categorization to manage that
type over time. This paper takes the first step in that direction by proposing such a draft taxonomy. This
taxonomy accounts for the characteristics of metadata and documentation mentioned above, and adds to it
from InterPARES research and contemporary theory found in the literature. The result is a rubric that can
used to make decisions about how to design out systems that can keep authentic digital records.

2. Metadata vs. Documentation

In its most common definition, metadata is data about data. However, this definition is not adequate to
distinguish metadata from documentation. And this is a distinction, in the context of archival metadata
theory and practice that we want to establish and maintain. For our purposes, general metadata is human-
and machine-readable assertions about a resource, where resource is the World Wide Web Consortium’s
(w3c) term. Resource to the w3c is anything with an identity. We have scoped resource in our context to
be records, and our assertions are the various things that can be said about records for the purpose of
authenticity, preservation, and retrieval. We have scoped metadata thusly based on InterPARES research
(InterPARES). Specifically, we have drawn on the InterPARES Benchmark Requirements Supporting the
Presumption of Authenticity of Electronic Records (InterPARES 1: Authenticity Task Force, 2005) the
Baseline Requirements Supporting the Production of Authentic Copies of Electronic Records
(InterPARES 1: Authenticity Task Force, 2005), and the Chain of Preservation (COP) model (Preston,
2009; Duranti and Preston, 2008).

Examples of metadata drawn from these sources are the names of persons concurring in the
formation of the record. InterPARES has identified five persons that can be identified with the generation
of a digital record: author, addressee, writer, originator, and creator. In each of these cases we can fill in
the blank:

“The addressee of the document is x”

Documentation has been a concept closely associated with all stages of the lifecycle of records, but has
become an even richer concept in the digital environment and in relation to contemporary discussions of
metadata. In discussions of archival appraisal and description we have evolving theory of how
documentation is required for the presumption of authenticity and to reveal the details of the agents and
actions that helped create any given fonds.

In the context of archival description, we have accounts from MacNeil about the differences
between metadata and archival description (1995). In this paper MacNeil distinguishes archival
description from metadata by claiming the latter is the view from the ground, while archival description is
like a view from an airplane. What description provides is an overview of the whole body, history, and
scope of the body of records. Metadata, on the other hand, serve as the raw material for archival
description. They are what the archivist uses to construct their bird’s-eye-view.
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Given this perspective on metadata, we can see that much of it should be discarded at the point of
archival description. That is, once the body of records has crossed the threshold of preservation, bringing
with it all attached metadata, the archivist paints a picture of the body of records from all available
evidence and then discards the evidence, including much of the metadata. For example, before records
move to the preserver, for recordkeeping purposes we might trace which records had been destroyed. In
our Chain of Preservation Model (Preston, 2009), this is activity A3.4.3. However, once the body of
records crosses the threshold of preservation it may not be the decision of the creator to keep this
information, and in this case, it would not be part of the preserver’s work to keep track of it. Of course,
one can imagine the opposite, but we can take this as our example. In this case, the creator of the records
only wants a statement of what is in the fonds, not what has been destroyed from the fonds. The metadata
associated with this decision to destroy records is no longer kept after it is entrusted to the preserver.

The fonds, as a unit of analysis in archival work, has undergone some close inspection in the
literature. Both MacNeil (2008) and Millar (2002) have reexamined our assumptions about the way we
talk about, and hence document, the creator and their body of records. MacNeil’s concern with
authenticity, arrangement, and archival description drew her to research intentions of both authors of
scholarly texts and archivists. Seeing through this comparison that:

the theory of final intentions is underpinned by a particular ideology concerning the
nature of artistic creation, i.e., the author as solitary genius. The principle of original
order, for its part, is underpinned by particular ideologies concerning the nature of
historical inquiry . Lehmann’s articulation of the Prussian principle of original order in
the latter part of the nineteenth century, for example, resonated with the ideology of
“scientific” history.” (MacNeil, 2008, p. 13)

The upshot of this work is that we must document our own actions as archivists in representing creator’s
intentions. Thus, it is not by metadata alone that we can best represent the fonds, its history, and its
accumulation into its current state. MacNeil calls the rearrangement of records by different custodians the
records’ archivalterity.

Millar in a not dissimilar vein, separates respect des fonds and provenance as two distinct concepts
with which archivists must reckon. Her case study is the Hudson Bay Company’s records. They are
spread out over different archival institutions, and they serve as a lesson in provenance. This concept,
provenance, would in Millar’s formulation, encompass three distinct histories: 1) creator history, 2)
records history (or recordkeeping history), and 3) custodial history. These would constitute what she sees
as the only useful guiding principle, especially when compared to the unrealizable concept of the fonds.
She wants archivists to work with a new concept she calls respect de provenance, and they would do that
by writing out the three different histories.

Both Millar’s histories and MacNeil’s creator’s intentions, and subsequent change of records
arrangement by the chain of custodians, require something more than metadata can offer. They require
documentation. We have found the same need for documentation in the InterPARES research project. In
the process of drafting a metadata application profile that is consistent with diplomatic assumptions about
records, in accordance with the findings of the Benchmark and Baseline Requirements (InterPARES 1:
Authenticity Task Force, 2005), established by InterPARES 1, and based on the Chain of Preservation
model (COP model) (Preston, 2009; Duranti and Preston, 2008), we found that metadata alone could not
maintain presumption of authenticity in digital records systems through time.
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3. The Chain of Preservation

The lifecycle of a body of records has been represented in ideal form in the Chain of Preservation model
(COP model) (Preston, 2009; Duranti and Preston, 2008). Through this model we have begun to
enumerate the metadata required for the presumption of authenticity (Tennis and Rogers, 2012). We call
our metadata the [IPAM, which stands for InterPARES Authenticity Metadata. There are a total of 428
assertions made about records and their context in the IPAM. We have categorized them into 12
categories. They are given below.

e AT — attachments: Signals those items attached to the record—indication of attachments is
necessary for the integrity of the record.

e AU - authentication: Those elements that indicate the identity of the persons involved in the
creation of the record.

e B —archival bond: Those elements that illuminate the connection of the record to other records to
which it relates, and its context, whether it is preserved or destroyed.

D — date: Points in time in the life cycle of the record(s) that need to be documented.

e DO - external documentation: Links to information that governs preservation, transfer, and
access to the record(s) over time.

e F — form: The rules of representation that determine the appearance of an entity and convey its
meaning.

e H - handling: Representation of the office or officer formally competent and/or responsible for
carrying out the action to which the record(s) relates or for the matter to which the record(s)
pertains.

e L —location: Indications of where the record(s) are stored, backed up, duplicated.

e P — persons: Identification of individuals or legally defined entities who are the subject of rights
and duties and are recognized by the juridical system as capable of or having the potential for
acting legally with regard to the record(s)

e R —rights and access: restrictions or privileges that apply to the record(s).

S — subject: The action or matter to which the record(s) pertain.
e T —technology: The carrier(s) of the form and content of the record.

Of these, documentation (DO) rivals persons (P) as the most frequent assertion made. We have
established at least 46 links to external documentation as required for the presumption of authenticity of
digital records. For example in the context of records creation we need to indicate which records were
transferred (DOO0), whether the records were modified (DO1), and whether the records were backed up
(DO3). To assert digital records transfer, modification, or backup, we need links to external
documentation. The other documentation deals with corrections to records, updates to records, access to
records, etc. They deal with the integrity of the records, the systems in which they are kept, and serve as
an attestation of what kind of interventions effect the form and content of the records as they move from
creation to preservation.

4. Taxonomy of Sources
If we build directly out of Millar, MacNeil, and InterPARES we can see a categorization of metadata and

documentation surface. There are two categories of metadata and three categories of documentation. The
two categories of metadata are Identity Metadata and Integrity Metadata. Identity metadata comprise:
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Table 1. Table of Identity Metadata.

D00 the date of document creation

D01 chronological date (and possibly time) of compilation and capture;

FO1 documentary form—that is, whether the document is a report, a letter, a contract, etc.; and

TO1 digital presentation—that is, file format, wrapper, encoding, etc.

D02 chronological date (and possibly time) of transmission from the originator;

D03 chronological date (and possibly time) of receipt and capture;

FO1 documentary form—that is, whether the document is a report, a letter, a contract, etc.; and

TO1 digital presentation—that is, file format, wrapper, encoding, etc.

P02 - author(s)—that is, the physical or juridical person(s) responsible for issuing the document;

AUO4 | - subscription—that is, the name of the author or writer appearing at the bottom of the document; and

AUO5 | - qualification of signature—that is, the mention of the title, capacity and/or address of the person or
persons signing the document;

ATO1 | -indication of any attachments—that is, mention of autonomous digital objects linked inextricably to the
document.

P03 - writer(s)—that is, the physical person(s) or position(s) responsible for articulating the content of the
document;

P04 - addressee(s)—that is, the physical or juridical person(s) for whom the document is intended;

P05 - the physical person(s), position(s) or office(s) responsible for the electronic account or technical
environment where the document is generated and/or from which the document is transmitted;[1]

P06 - receiver(s) or recipient(s)—that is, the physical or juridical person(s) to whom the document may be
copied or blind copied for information purposes;

S01 - name of the action or matter—that is, the subject line(s) and/or the title at the top of the document;

AUO1 | -indication of the presence of a digital signature;

AUO2 | - corroboration—that is, an explicit mention of the means used to validate the document;

AUO03 | - attestation—that is, the validation of the document by those who took part in the issuing of it, and by
witnesses to the action or to the ‘signing’ of the document;

BO1 classification code; and

B04 planned disposition (if not evident in the classification code).

B02 registration number.

PO1 The physical or juridical person who makes, receives or accumulates records by reason of its
mandate/mission, functions or activities and who generates the highest-level aggregation in which the
records belong (that is, the fonds). Syn.: creator.

RO1 indication of copyright or other intellectual rights;

HO1 name of handling office (if not evident in the classification code);

HO02 name of office of primary responsibility (if not evident in the classification code and records

retention schedule);

R02 access restriction code (if not evident in the classification code);

R03 access privileges code (if not evident in the classification code);
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B03 vital record code (if not evident in the classification code); and

ANO1 priority of transmission; (urgent, etc.)

D04 transmission date, time and/or place;

SS01 actions taken;

D05 dates and times of further action or transmission; and

ATO02 information on any attachments—that is, mention of autonomous items that were linked inextricably
to the document prior to its transmission for the document to accomplish its purpose.

F02 draft or version number;

D06 archival or filing date—that is, the date on which a record is officially incorporated into the creator’s
records;

ATO3 indication of any annotations[5] or new attachments (e.g., records profiles);

R02 access restriction code (if applicable and if not evident in the classification code)—that is, indication
of the person, position or office authorized to read the record;

R0O3 access privileges code (if applicable and if not evident in the classification code)—that is, indication
of the person, position or office authorized to annotate the record, delete it, or remove it from the
system;

B03 vital record code (if applicable and if not evident in the classification code)—that is, indication of the
degree of importance of the record to continue the activity for which it was created or the business
of the person/office that created it;[6] and

B04 planned disposition (if not evident in the classification code)—for example, removal from the live
system to storage outside the system, transfer to the care of a trusted custodian, or scheduled
deletion.

BO1 expression of archival bond (e.g., via classification code, file identifier, record item identifier, dossier
identifier, etc.);

PO1 name of the creator—that is, the name of the physical or juridical person in whose archival fonds
the record exists;

RO1 indication of copyright or other intellectual rights (if applicable);[2]

B05 indication, as applicable, of the existence and location of duplicate records, whether inside or
outside the record-making or recordkeeping systems and, in instances where duplicate records
exist, which is the authoritative copy—that is, the instantiation of a record that is considered by the
creator to be its official record and is usually subject to procedural controls that are not required for
other instantiations;[3]

HO1 name of the handling office (if not evident in the classification code)—that is, the person or office
using the record to carry out business;

HO02 name of the office of primary responsibility (if not evident in the classification code or the records
retention schedule)—that is, the office given the formal competence for maintaining the
authoritative version or copy of records belonging to a given class within a classification scheme;[4]

T02 indication of any technical changes to the records—for example, change of encoding, wrapper or

format, upgrading from one version to another of an application, or conversion of several linked
digital components to one component only—by embedding directly in the record digital components
that were previously only linked to the record, such as audio, video, graphic or text elements like
fonts;
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Identity Metadata are permanent and fixed to the records of the creator. The majority of the other
metadata is Integrity metadata—that is it is metadata that accounts for the handling of records in digital
systems from this point of creation through to the point of permanent preservation. By definition integrity
metadata can be compiled as reports in external documentation. Thus, though the system may generate
metadata, this metadata is then compiled into documentation and the metadata discarded as no longer
necessary. Integrity metadata are further erased as they are reported in Creation, Recordkeeping, and
Preservation Documentation.

The three categories of documentation follow the stages in the COP model. Creation documentation
includes the transfer of records from the context of creation to the recordkeeping system. Recordkeeping
Documentation is the outcome of MacNeil’s archivalterity, that is, the acts of continuous and
discontinuous change that transform the meaning and authenticity of a fonds as it is transmitted over time
and space (MacNeil, 2008 p.14). This kind of documentation also reflects the custodial bond “meaning
the relations that exist between a body of records and the various custodial authorities that interact with
the records over time, including archivists and archival institutions,” (MacNeil, 2008 p. 14). Any transfer,
modification, correction, updates, refreshing that happens to records as they are kept is also reflected, in
summary form, in this kind of documentation.

The final documentation is Preservation Documentation. We hypothesize that this category of
documentation is relevant from a contingent definition of preserver. The trusted third party and ultimate
keeper of the body of records. Ultimate here meaning the current keeper considered the final keeper.
Once records move (and they do move) we move this documentation into to recordkeeping
documentation. Preservation documentation consists of authentication reports, preservation feasibility
reports, disposition reports, state-of-records reports (documenting technological carriers and documentary
form of records as they cross the threshold of preservation). Preservation documentation also includes
Millar’s creator history (documenting functional changes, and name the potentially diverse set persons
involved in the creation of the fonds etc.), recordkeeping history (which would bring forward all the
relevant integrity metadata), and custodial history (which would add to the transfer reports a narrative of
context about where records were found, how and why they moved, and attempt to make clear the
decisions of previous archivists).

5. Toward Operationalized Theory

To consider a taxonomy of sources is to take a step toward operationalizing theory. I have made a bold
statement in outlining what metadata I think should be kept permanently and which can be transformed
into documentation that follows the records. To tell the story of digital records is a complex task. What
contemporary theory of archives tells us is that we must make clear our interventions, narrate our roles
and how we see the roles and actions of others. This supplements our understanding of archival
description, makes clear the role of temporary and permanent metadata, and makes robust our systems of
memory.
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