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The Goal of InterPARES 1 & 2

To develop the body of theory and methods
necessary to ensure that digital records
produced in databases and office systems as
well as in dynamic, experiential and interactive
systems in the course of artistic, scientific and e-
government activities can be created in accurate
and reliable form and maintained and preserved
in authentic form, both in the long and the short
term, for the use of those who created them and
of society at large, regardless of technology
obsolescence and media fragility.
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Key IP 1 & 2 Final Products

Policy Framework
A framework of principles guiding the

development of policies for records creating and

prese

rving organizations

- InterPARES 2 Project

International

Title: A Framework of Principles for the
Development of Policies, Strategies and
Standards for the Long-term Preservation of
Digital Records

Status:  Final (public)
12
June 2005
Release Date:  March 2008
Author:  The InsrPARES 2 Project

Writer(s):  Lusiana Duranti, Jim Suderman and Malcolm Todd
Project Unit:  Policy Cross-domain

URL:  hitp-/iwerw intemares.org/display_fie cim?doc=
p2(pubjpolicy_ramework_doeument pdf

Dotcy Framewors, v1 2 (Maren 2008)

L urant, . Suosrman and M. Toda
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IP 1 & 2 Final Products

Creator Guidelines

Recommendations for making and maintaining
digital materials for individuals and small
communities of practice

Creator Guidelines

MAKING AND MAINTAINING DIGITAL MATERIALS:
GUIDELINES FOR INDIVIDUALS
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IP 1 & 2 Final Products

Preserver Guidelines

Recommendations for digital preservation for
archival institutions

InterPARES 2 Project

Contact Information

PRESERVING DIGITAL RECORDS!
GUIDELINES FOR ORGANIZATIONS
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IP 1 & 2 Final Products

Benchmark and Baseline Requirements

Authenticity requirements for assessing and
maintaining the authenticity of digital records

<< REQUIREMENT SET A >>

To support a ion of the must obtain

record. These can be distil inta the first

that:

REGUIREMENT A.1: Expression of Record Attributes and Linkage to Record
The value of the following atiributes are explicitly expressed and inextricably linked to every

records, and the second concerning the integrity of records.

Ala |denfity of the record:
Adai

Mames of the persons concurring in the formation of
= name of author®
- name of writer® {if different from the author)
- name of originator® (if different from name of auth,
- name of addressee®
Name of action or matier
AAaiii Date(s)of creation and transmission, that is:
- chronological date®
- received date’
= archival date®
- transmission date(s)"
AAd.aiv Expression of archival bond' (e.g..

the identity of

<< REQUIREMENT SET A {cont} ==

REQUIREMENT A.3: Protective Procedures: Loss and Corruption of Records
The creater has fished and ively i to prevent, disce
cormect loss or comuption of racords.

REQUIREMENT A.4: Protective F Media and

The creator d effectivelyi to the of
identity and integrity of records against madia and across. jcal ¢
REGL AS: of D y Forms

The creator has the y forms of records with each p)

either according to the requirements of the juridical system or those of the creator.

Adav Indicafion of attachments

A1b Integrity of the record:
A1bi Mame of handling office!
AAbii Mame of office of primary responsibility® (i different {
AA biii Indicafion of types of annotations added o the recor
Albiv ication of i ifications™

REGQUIREMENT A 2 Access Privileges
The creator has defined and effectively implemented access privilege
i i ion, and ion of records.

REGL As: of Records

If authentication s required by fhe juridical system or the needs of the arganization, th
has established specific rules regarding which records must be authenticated, by wh
the means of authentication.

REQUIREMENT A.7: Identification of Authoritative Record
If multiple copies of the same record exist, the creator has established procedures tha
which record is authoritative.

REGUIREMENT A.2: Removal and Transfer of Relevant Documentation

If there is a transition of records from active status fo semi-active and inactive staty

invalves the removal of records from the electronic system, the creator has establis
vely i ining what has to be remc

transferred fo the presarver along with the records

<< REQUIREMENT SET B >>

The preserver should be able to demonsirate that:

REQUIREMENT B.1: Controls over T fer, Mai , and Rep
The procedures and system(s) used to fransfer reconds fo the anchival institution or program;
maintain them: and reproduce them embody adequate and effective controls fo guarantee the

records’ identity and integrity. and specifically that:
B.1.a Unbroken custody of the records is maintained;
B.1.b Security and confrol procedures are implemented and monitored; and

B.1.c The content of the record and any required
form remain unchanged after reproduction.

P of d G

and

REGQUIREMENT B.2: D ion of ion Process and ifs Effects
The activity of reproduction has been dool and this
B2.a The date of the records’ reproduction and the name of the responsible person;

B2 b The relationship between the records acquired from the creator and the copies produced
by the preserver;

The impact of the reproduction process on their form. content. accessibility and use; and
In those cases where a copy of a record is known not to fully and faithfully reproduce the
elements expressing its identity and integrity. such info tion has been doc by
the preserver, and this 1tation is readily ible to the user.

Bic
B2d

REQUIREMENT B.2: Archival Description

The archival description of the fonds containing the electronic records includes—in addifion o
information about the records’ juridical-adminisirative. provenancial, procedural. and documen-
tary contexts—information about changes the elecironic records of the creator have undergone
since they were first created.

D).
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IP 1 & 2 Final Products

File Format Selection Guidelines

Principles and criteria for adoption of file formats,
wrappers and encoding schemes

InterPARES 2 Project

Title: General Study 11 Final Report:
Selecting Digital File Formats for
Long-Term Preservation

Status:  Final (pubsc)
Version:
Release:  March 2007

Author:  The InterPAR:
Viriter(s}:  Everyn Petars MeLallan
Project Unit:  Domain 3 {Methods of Aparaisz| & Preservation)

URL: Fowwr interpares.crgidisplay_file.cfm?doc=
le_formats{complete).pd [Englsh]

Fowonw interpares. orgldisplay_fie.cfm?doc=
! fle._formats_fichiers_numérues.pdf [Freneh]
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28 Discussion of crteria

3. Policy mplications... - "
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IP 1 & 2 Final Products

Terminology Database
Including a glossary, a dictionary and ontologies

Z[ol
6@

me | ® Search

& InterPARES Project: Terminology Database - Mozilla Firefox

" httpillwww.interpares.org/ip2/ip2_terminology_db.cfm

@m &

Flle Edit View History Bookmarks Tools Help

e o ez @ = H. =

Back Forward Reload Stop Home Print History Downloads Bookmarks Undo Close Session Manager New Tab NF
. InterPARES Project: Termi... @

About Us

About the Research Research to Date

InterPARES 2 Project

an Permanent Authentic Records in Electronic Systems

@InterPAREs 2 Project

Concept of a Record

ONTOLOGY A:

[ ][

s
e
\ \ \
[E— | [ETE—
R p——
I T
P | [oisent | [ oot | [ coner | [ vem ][ Fom ]

The Terminology Database has been designed to support multidisciplinary comny
2 research project. By extension this Database now stands as a contribution to
records in dynamic, interactive, and experiential systems in arts, sciences, and

Euary racors requires 3 persons.

It contains three terminological instruments: a Glossary, Dictionary, and Ontolog|
Glossary, is an authoritative list of terms and definitions that are core to our und
records creation, keeping, and preservation environments. The Dictionary is a tt
interdisciplinary communication. It contains multiple definitions for terms, from
using this tool, researchers can see how Archival Science deploys terminology

Science, Library and Information Science, or Arts, etc. The third terminological
identify explicit relationships between concepts of records. This is useful for con
of Diplomatics in the dynamic, experiential, and interactive environment.

Click here for more information on the structure of the Database

The following complete documents are available for downloading the PDF format]

Every record exisis in
Fiararay of contextual
frameworks that move fam
the generalto the soecific

Jurdical-administrative.
Frovenancial
Frocsdural

Technological

(intetect
Irér

May include

InterPARES 2 Project Glossary
InterPARES 2 Project Dictionary

Ontologies

(6]

<€

o

How to cite: InterPARES 2 Terminology Database. http:/www interpares org/ip2/ip? terminology db.cfim

f.InterPARES 2 Project

ONTOLOGY C:
Trustworthiness of a Record

TRUSTWORTHINESS

s conferrad to s racard by its degres of

[emer |

[rver | [

s established by examining & resord's Is the degree to which records are

[ cowmersuess |[creanonemoceoure | | [ eescise |[conmect |[rmurmruc | [rermient]

Has two components

INTEGRITY IDENTITY
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IP 1 & 2 Final Products

Two Records Management Models

Chain of Preservation (COP) Model (lifecycle)
Business-driven Recordkeeping (BDR) Model(continuum)

ST AT [AUTHGR, rs Feman Ee e I ] [Feen ATE [CoRTER.
FROMCT: merPARES aev sz (SR T |
REDAT [AUTHOR UG ATE: a0 200t [ WORKNG READER e i | I
PROUECT: Manage Ihe Chan of Presénaion  REV:  25/11/2005 wores 12355857850 [Femcearon I |+
[EE—
= NOTES 12345678910 PUBLICATION Corsorote cui wanaate
JeEn AT Avtnoa READER - - - RK thecry and methads- 2tate of ecrrcingy
PROJECT. Manage e Chain of reservason Arcrvat Conceps. presenvers | Saleol | Sundas | _unacs sysiem|
Principles and Ahssion Technology | >
Requremenss 1 4 | t
NOTES 12348678910 I Aceocrsapinyrepots
zcoumsin rameuer
ety e | Int=gratea stmtegic
il Permanert Presensation System o o) P r—— Tameaa
Infomabon Concerning Avalatse 1 fcrmation About Creators Existing Records K wan sl e
eson Lo W Recormepn System I Iormaton Abou Creators Exsting Recorss P — sz
- Aecord e I ey 1
o Copies of < Tor —*
st ¢ .
Gugong ton] | intormnaton Avout incoming Documents” Context e usness systems ||
+ Cocuments ron) M [remm=== ]
Documerts oungong cerrricsson
& Reconts 1 . Procuct or service
:. oo Z Informaton At Documents’ Context J .
F camy
hormaton stout T warage [| o L] [ —— e
Documents’ Gontext o Recoms — sanzacices
Fo— creaton | 7] L. "
* * Fprg * 0o Jaticn sl Drsen sty
incoming Cocuments NN — o i | formabon Concerming Avasacte Teennooy B
y Records Aot Desiroyed | | Us ehermston skoul usiness pertemance Feested remesis
. 1 (o fdeceimen:
ricamaton Ao ncoming N o oa Recor Request o Kept Recorss ancvor Inormation About e samage meesres
Cocuments’ Conteat ‘-l o — —— Kepl FRecords. = c*ermaton about relevart sunioe,
S 3 el BUSIESs Drocesses
,. ept Recora — - ystem Documentations nforrmaton for Feasiciy N g T —
ard o Infornaticn A - - o nfgman y—
— - Rechved | ] Valuston informaton riomaton| e, Intersl et :
cor . } s e -
va v s Receds ko L [———— ok prmonrance reporis cenes or nfommatior 0
foragace — — information Aboul Records Creator
E— e o 1 A - *1 Canscilastec reccras usage nfomason
I 4] ) - Ikt rom Kegt Records N
Infcamaton for Feasitty r - — " m—
Z < cords equestfox Presesved Records andior 3 WooE e i 3
rtoamation rom Kept Recon) ya —— iedomaion About Preserecd Resords ] T T Manage Business
ViSmE Recaseeng et e ] roos sl AD —
rkamaton Avou Corfext Percrmance Facines Freserver ecords Manager
womaton Abo Comtent (17| 17| - ]
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Aoout Preservea Recors B T
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IP 1 & 2 Final Products

Two books:

Luciana Duranti, ed. The Long-term Preservation of
Authentic Electronic Records: Findings of the

InterPARES Project (San Miniato: Archilab, 2005).
Available on line at

Luciana Duranti and Randy Preston, eds.
InterPARES 2: Interactive, Dynamic and

Experiential Records (Roma: ANAI, 2008).
Available on line at
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il@sy| Luciana Duranti, Director
—



http://www.interpares.org/book/index.cfm
http://www.interpares.org/ip2/book.cfm

Most Important Findings

« Conceptual
— The Concept of Record
— The Concept of Life Cycle
— The Concept of Trustworthiness

 Methodological
— Appraisal
— Preservation
« Strategic
— Relationship Creator-Preserver
— The Role of the Archivist

& || InterPARES Project
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The Concept of Record

 Record: any document created (i.e., made or
received and set aside for action or reference) by a
physical or juridical person in the course of activity
as an instrument and by-product of it

 Document: recorded information (i.e., information
affixed to a medium in an objectified and syntactic
form)

* Information: a message intended for
communication across time and space

« Data: the smallest meaningful piece of information

& || InterPARES Project 12
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Digital Record Characteristics
(identified in InterPARES 1)

 Medium: necessary part of the technological context,
not of the record

 Stable Content and Fixed Form

« Archival Bond: explicit linkages to other records
inside or outside the system

 Five Necessary Persons: author, writer, originator,
addressee, and creator

« Act: an action in which the records participates or
which the record supports

 Five Necessary Contexts: juridical-administrative,
provenancial, procedural, documentary, technological

&)| | InterPARES Project
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Digital Record Characteristics (cont.)

 Formal Elements: a constituent part of the record
documentary form as shown on its face (intrinsic or
extrinsic)

+ Metadata: the attributes of the records that
demonstrate its identity and integrity (authenticity)

« Digital Components: entities that either contain
one or more records or are contained in the record
and require a specific preservation measure

&)| | InterPARES Project 14
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Stored and Manifested Records
(identified in InterPARES 2)

Stored record: the digital component(s) used in re-producing
one or more than one record, which include the data to be
processed in order to manifest the record (content data and
form data) and the rules for processing the data, including
those enabling variations (composition data)

Manifested record: the visualization or materialization of the
record in a form suitable for presentation to a person or
system. Sometimes, it does not have a corresponding stored
record, but is re-created from fixed content data when a user’s
action associates them with specific form data and
composition data (e.g. a record produced from a relational
database)

&)| | InterPARES Project 15
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Types of Digital Records

Static: They do not provide possibilities for
changing their manifest content or form beyond
opening, closing and navigating: e-mail, reports,
sound recordings, motion video, snapshots of
web pages

Interactive: They present variable content, form, or
both, and the rules governing the content and
form of presentation may be either fixed or
variable

& || InterPARES Project
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Interactive Entities

* Not-dynamic: the rules governing the
presentation of content and form do not vary, and
the content presented each time is selected from
a fixed store of data. Ex. Interactive web pages,
online catalogs, records enabling performances—
they are records

« Dynamic: the rules governing the presentation of
content and form may vary—they are potential
records

&)| | InterPARES Project 17
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Interactive Record

Fixed Form:

« if its binary content is stored so that the message it
conveys can be rendered with the same documentary
presentation it had on the screen when first saved
(different digital presentation: Word to .pdf)

 if the same content can be presented on the screen in
several different ways in a limited series of possibilities:
we have a different documentary presentation of the same
stored record having stable content and fixed form (e.g.
statistical data viewed as a pie chart, a bar chart, or a
table)

&)| | InterPARES Project 18
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Interactive Record (cont.)

« Stable Content: the data and the message in
the record are unchanged and unchangeable,
meaning that data cannot be overwritten,
altered, deleted or added to

 Bounded Variability: when changes to the
form are limited and controlled by fixed rules, so
that the same query or interaction always
generates the same result, and we have
different views of different subsets of content,
due to the intention of the author or to different
operating systems or applications

&)| | InterPARES Project
il@sy| Luciana Duranti, Director
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Interactive Potential Records

* Entities where the variation is due to data that
change frequently (the design permits updating,
replacement or alterations; allows data collection
from users or about user interactions or actions;
or uses these data to determine subsequent
presentations)

 Entities where the variation is due to data
received from external sources and not stored
within the system (GIS)

& || InterPARES Project 20
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Interactive Potential Records

* Entities produced in dynamic computing
applications that select different sets of rules to
produce documents, depending on user input,
sources of content data, and characteristic of
content (weather sites)

« Entities produced by evolutionary computing
where the software generating them can change
autonomously (scheduling and modeling of
financial markets; edutainment sites)

& || InterPARES Project 21
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Records Functions

 Ad substantiam and ad probationem
(dispositive, e.g., contracts; probative, e.qg.,
registries=legal records)

« Supporting: generated to be used in the course
of multiple activities as a source of information
(e.g., GIS)

* Narrative: generated as an instrument of
communication but not required by the juridical
system (e.g., most e-mails, reports, web sites)

&)| | InterPARES Project
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Records Functions

« Instructive: delineate the form in which external data
are to be presented (e.g., scores, scripts, regulations,
manuals of procedure, instructions for filling out forms)

« Enabling: enable performance of artworks (software
patches), execution of business transactions (interacting
business applications), conduct of experiments (a
workflow generated and used to carry out an experiment
of which it is instrument, byproduct and residue),
analysis of observational data (interpreting software),
etc.

&)| | InterPARES Project
il@sy| Luciana Duranti, Director




New Concept of Records
Life-Cycle

Based on the recognition that we cannot maintain or
preserve digital records, but only the ability to re-produce
or re-create them, and that re-productions and re-
creations of digital records

 if made by the creator in the course of and for the
purposes of its business, are records of the creator,
while

 if made by the preserver in the course and for the
purposes of archival functions, are authentic copies of
the records of the creator

& || InterPARES Project
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Digital Records Life-Cycle

It comprises two phases related to the status of
transmission of the record (i.e. degree of perfection:
whether draft, original or copy)

Phase 1: Records of the creator: the re-productions and
re-creations behave and have to be treated as originals
every time they are used and acted upon

Phase 2: Authentic copies of the records of the
creator: they cannot be treated as originals because
the creator has never used or acted upon them after re-
production, which is made for preservation purposes.

& || InterPARES Project
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As a Consequence...

« The creator can decide at any time to stabilize its own
fluid entities and to give them the most useful,
accessible, interoperable form, or the form that best
serves its present and projected needs, and have as a
result an entity that we can call “record of the creator”

« The preserver can only preserve what it receives from
the creator by making an authentic copy of it, and has
no right to stabilize it or alter its documentary form—
only its digital presentation, or format

« Whether the stabilized record of the creator and its
authentic copy made by the preserver are to be
considered trustworthy depends on the context in which
they are created and used

&|i| InterPARES Project
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Trustworthiness
Reliability Accuracy Authenticity

The The correctness The trustworthiness
trustworthiness  and precision of of a record that is
of arecord as a a record’s what it purports to

statement of content be, untampered
fact, based on- with and
based on: . the competence uncorrupted
 the competence of its author based on:
of its author ., the controls on * identity
* the controls on content * integrity

its creation recording and
transmission

&[] InterPARES Project 27
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Authenticity: Identity

The whole of the attributes of a record that characterize it as
unique, and that distinguish it from other records.

Identity metadata:

* names of the 5 persons concurring in its creation
- date(s) and time(s) of issuing, creation and transmission
- the matter or action in which it participates
 the expression of its archival bond
« documentary form
- digital presentation
* the indication of any attachment(s)
- digital signature
* name of the person responsible for the business matter

& || InterPARES Project
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Authenticity: Integrity

A record has integrity if the message it is meant to
communicate in order to achieve its purpose is unaltered.

Integrity metadata:
- name(s) of handling persons over time
* name of person responsible for keeping the record

* indication of annotations

* indication of technical changes

* indication of presence or removal of digital signature
 time of planned removal from the system

 time of transfer to a custodian

 time of planned deletion
» existence and location of duplicates outside the system

& || InterPARES Project
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Authentication

A means of declaring the authenticity of a record at one particular moment in
time -- possibly without regard to other evidence of identity and integrity.

Example: the digital signature. Functionally equivalent to medieval seals
(not signatures):

» verifies origin (identity)
« certifies intactness (integrity)
* makes record indisputable and incontestable (non-repudiation)

The analogy is not perfect, because the medieval seal was associated
exclusively with a person, while the digital signature is associated with a
given person and a specific record, and because the former is an
expression of authority, while the latter is only a mathematical expression

& || InterPARES Project 30
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Trusted Systems

Rules, and tools and methods to implement rules, for

Making reliable and Maintaining and keeping
accurate records authentic records
» record-identity metadata * record-integrity metadata
schemes schemes
* business and documentary « classification schemes and
procedures integrated in a filing plans
workflow structure linked to * linked retention schedule
classmca_t.lon schemes and - registration system
filing plans _
ee s  retrieval system
 specifications of record Keeni
forms « record-keeping access

_ privileges
* record-making access g

privileges

&|i| InterPARES Project 31
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Appraisal: The Central
Question

Has appraisal as we understood it in the
paper world changed when confronted with
the digital environment?

To answer we need to distinguish between
The concept of appraisal and that of
selection

&[] InterPARES Project 32
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Selection and Appraisal

« Selection is a process that starts at creation (some say
before creation) and continues till the records are
acquired by the archives for permanent retention. It is the
prelude to preservation, increasingly part of preservation
itself

« Appraisal is a decision, resulting from an attribution of
value to records, a value defined by the preserver.
Appraisal is meant to justify the choice of continuing
retention for a possible permanent preservation

&|i| InterPARES Project
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Selection of Digital Records

1. As early as possible in the life of the records, assess
their continuing value to the creator and/or the
designated preserver (appraise)

2. Assess the authenticity of the records considered for
continuing preservation

3. Determine the feasibility of their preservation by the
designated preserver (creator and/or delegated
archives); and,

4. Constantly monitor all the records of the creator and, if
warranted by the changes that they have undergone
through time, revise the appraisal decision

&|i| InterPARES Project
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Assessing the Authenticity
of the Records

 Never done before (Jenkinson: all records are authentic)
because the records we kept over time were physically
the same made or received and kept by the creator

« |tis based on the assessment of the identity and integrity
of the records either by inference if there are procedures
in place that control the making and keeping of the
records and their use, or by verification, comparing
multiple copies, through recognition by the authors and
other similar procedures

« If done long before acquisition by the preserver it must
be repeated before transfer to the archival program or
institution

& || InterPARES Project
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Determining the Feasibility
of Preservation

* It means deciding whether the digital components
embodying the essential elements that confer identity and
ensure the integrity of the records can be preserved, given
the preserver's current and anticipated capabilities

« A digital component is a digital object that contains all or
part of the digital record, and/or data or metadata
necessary to order, structure, or manifest its content, and
that requires specific methods for preservation

 Digital components are to the stored record what
elements of form are to the manifested record. All digital
records have digital components, but not all have
elements of form.
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Monitoring the Records

 All the records (not only those appraised for continuing
preservation) must be checked on a regular basis

«  This involves looking for changes both in their technological
context and in their use

. In some cases it may be necessary to repeat the appraisal
because of changes that can affect the feasibility of
preservation or because the records result from other
functions or present different characteristics

. In most cases, monitoring produces minor revisions to the
documentation on the selection and to the terms and
conditions of transfer

. Example of the UBC Students Registration System
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Radical Changes

« The theory of appraisal has not changed: same values (including authenticity,
which with paper was presumed to be a quality of all records)

« Fulfilling its requirements requires a selection process of a methodological
complexity never needed in the paper environment:
a) team work of all stakeholders and competent professionals: creator,
designated preserver, IT and law specialists
b) scalability of the process: action plans must be specific to the creator and
the preserver
c) focus on the creator and its functions: appraising the same records or
digital objects from different viewpoints at the same time and many times before
the disposal action
d) selection of the most appropriate form of the record (music, science)
e) identification of the records in systems containing different kinds of
information, and, if the records do not exist, but should exist, ...creation of the
records?
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Case Study #1.
the Alsace-Moselle Land Registry

The registry is required by the French real estate law,
as the means to fulfill the requirement that the legal
status of property (including the various forms of
mortgages on the property) must be made publicly
available to interested third parties by means of
Inscription within a land registry.
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The Procedure of Inscription

* An electronic request for inscription is generated by the
notary using custom software, which connects to the
land registry in order to retrieve the information relative
to the parties or parcels

* Once the request is received at the land registry office, it
is dated. This date determines the inception of the rights
on the property.

 For each request, an electronic file is created containing
all of the associated documents (contract, cadastre, etc.),
as scanned imaged files where they do not exist as
digital data sets to which the request can be linked
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The Procedure of Inscription
(cont.)

4. A draft order of inscription is prepared. Inscriptions are also drafted
directly in the database, but are not visible to outside users of the
database until a judge has signed them; the draft order is transferred
to the judge’s “in box” in the form of an XML document

5. The judge is responsible for the required verifications; however, the
custom software of the land registry office provides him/her with a
“before” and “after” view of the inscription, that is, of the changes to the
registry which the inscription will effect in the database;

6. After identifying himself through biometric (fingerprint) scan and
inserting a smartcard with his private signature key, the judge signs
the draft order. At that moment, in a single step, the order is
generated and signed, producing an inscription, and the relevant
fields of the database are updated.
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Digital Entities in the Registry

« The order, which becomes the inscription, listing the information
relative to the land parcel, the parties to the transaction, and the
nature of the transaction. It is delineated in fields, using XML
tags, and may thus be readily processed. It is authored by the
judge, who dates and signs it.

 The tables of a relational database (that is, one table records
the characteristics of land owners, another of land parcels,
another of the charges, another of the mortgages); with links
between the tables (using primary/foreign key mechanisms) that
establish relationships between relevant data in the tables. The
two most important views offered by the computerized land
registry are (a) the ownership history of a given land parcel and
(b) the set of land parcels owned by a particular individual.
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Technological Structure

* An Oracle database, containing the land registry data;

« Personal (Windows) computers, for registry clerks, running web-
based applications for consulting the registry and managing the
inscription process;

« Plugs-ins for commercial notarial software for integration with
the land reqgistry;

« Personal computers, for land registry judges, running web-
based applications for consulting the registry and for finalizing
inscriptions to the registry and equipped with biometric
identification peripherals, and digital signature software;

« A PKIl infrastructure, linking together all land registry offices and
the central database, so that judges may sign orders and add
inscriptions to the registry.
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What Is New?

* The system uses the digital signatures to provide
continuous authentication services, that is, regularly
performed declarations of the integrity and origin of
the data.

 Digital signatures provide an extreme assessment of
the integrity of data: if even a single bit of the signed
data is modified, the signature fails.

* They also compare the orders with the inscriptions
every time their authenticity is questioned.
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Appraisal Issues

« While the acquisition of the orders by the District Archives, as
stand-alone documents, poses no particular problems, that of
the inscriptions does

* The digital inscriptions are not records, the land registry as a
whole is.

» As arecord, the land registry cannot be understood outside of its
dynamic and interactive capabilities.

* The inscriptions cannot be authenticated outside the PKI
infrastructure

« Migration to overcome obsolescence risks loss of interoperability
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Possible Solution

The definition of an XML schema which may serve as a
translation device between the complex data model
used by the land registry, and a less complex model,
to be defined, sufficient to satisfy the needs of future

users.

Inscriptions could then be exported to a file according to
the XML schema and imported into relational

database sufficiently simple to be maintained by the
designated preserver (e.g., Microsoft Access).
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Case Study #2: the VanMap

The cross-corporate GIS created by the City
of Vancouver and used by staff in

— Engineering — Social
— Planning Planning
— Permits and — Police
Licenses — Fire and
— By-law Rescue
Enforcement — Parks and

Recreation
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VanMap Technical Components

* Oracle Spatial database

« QOther databases linked to it, existing in a variety of
offices, of a variety of local authorities, and whose data
flow continuously in the Oracle database

« CAD drawings, satellite imagery, photographs, html
pages

* Autodesk MapGuide

« Autodesk ActiveX Viewer

* Application servers

 Web server
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VanMap is
a Dynamic Information System

« Data that often do not exist anywhere else,
especially in the correlated form showed on the GIS
layers, are overwritten without being saved

 The data are viewed as maps but these views are
not saved

 New layers are being added all the time
 VanMap does not contain records
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Is VanMap as a Whole a
Record?

Yes!

* |tis made and received in the course of a
practical activity

 |tis an instrument and a by-product of that
activity

 [tis an indivisible unit affixed to a medium

* |t has all the diplomatic characteristics of a
record in terms of persons and contexts

InterPARES Project
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Is VanMap a Record?
No!

* |t lacks fixed form and stable content
* |tis not set aside for action or reference

Thus, it cannot be used to render an account of the decisions
made or as a memorial.
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Can VanMap Become a Record?

Yes, if we introduce fixed form and stable content

* We need to configure the system so that, as
each layer is updated, the data are saved rather
than overwritten

Then we need to develop a means of
reproducing VanMap as it was on any given date
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What About Taking Map Views?

* The preserver cannot do so or would become the creator
of digital objects never used by the creator in the course
of business, a creator of his/her own records

« lItis not feasible to require City staff to save the map views
In connection with the decisions based on them

 We have to preserve not what the staff member saw at a
given point in time but what s/he would have been able
to see

» A detailed documentation of the business process would
support this preservation activity

&|i| InterPARES Project
il@y| Luciana Duranti, Director




How to Build a GIS Preservation
Environment

« Step 1: save the empty layers
« Step 2: add metadata to the layers

« Step 3: store the data in a secure
environment

« Step 4: create infrastructure independence

« Step 5: migrate to new/neutral technology
platforms

« Step 6: reproduce the system

InterPARES Project
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Using Data Grid Technology

 Manages data and their associated metadata

« Separates the data from dependence on original creating
infrastructure

* Maintains audit trails of all operations performed on the
data

 Manages access and retrieval
« Supports migration of data to new platforms
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Data Grid and VanMap

« Data grid is inserted between the data storage systems
and the access applications

« Each saved layer within the GIS is independently
registered in the data grid

* Queries based on the chronological date of the data are
used to reproduce VanMap layers

Queried data are loaded into a different GIS product
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What Is Preserved?

e The data themselves

* The ability to see the data available on a given day and
time
* The ability to render the data as interactive maps

* Presentation elements such as colours and fonts do not

necessarily have to be preserved given the costs of doing
SO
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The Same Solution for All
GIS?

« What is identified as the record to be generated and maintained
over time depends on the use of the data by the creator and the
reason for having records rather that fluid information.

« The research GIS of the Archaeological Society of Arizona requires
preservation of its ability to make the users detect underground
materials from the layers showing vegetation and stratifications of the
soil and therefore preservation of the records that suggest that
excavations should be carried out.

« The Canadian Atlas of Antarctica requires preservation of the content
of external users interactions with specific layers and therefore
preservation of the users’ records that have changed the system
output.
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Preservation

It involves the creation of authentic copies of the
records of the creator. Their authenticity is
guaranteed by:

« a controlled process of migration of the acquired
records to the archives technological environment
(always keeping the records in the format in which
they were acquired)

 the accurate documentation of any change that the
records undergo during such process and every time
that the archives technological environment is
upgraded

« the implementation and monitoring of privileges
concerning the access, use and reproduction of the
records within the archives
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Preservation (cont.)

 the establishment of procedures to prevent, discover, and
correct loss or corruption of records, as well as

« procedures to guarantee the continuing identity and
integrity of the records against media deterioration and
across technological changes; and

 if authentication of individual records is required, by the
existence of rules determining responsibility for and
means of authentication.
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Archival Description

Archival description acquires a primary authentication
function

« The authentication function of archival description is a
collective attestation of the authenticity of the records of a
fonds and of all their interrelationships as made explicit by
their administrative, custodial and technological history,
the illustration of their scope and content, and the
hierarchical representation of the records aggregates

« The unique function of archival description is to provide an
historical view of the records and of their becoming while
presenting them as a universe in which the individuality of
each member is subject to the bond of a common
provenance and destination
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Archival Traditional Role

Sir Hilary Jenkinson, Manual of Archival
Administration. London, 1922.

e The archivist’s primary duty is to the records

* The archivist’s secondary duty is to the user

By serving the records we serve their users
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Serving the Records

It means to maintain intact their characteristics:
1. Naturalness (by preserving the sedimentation)
2. Interrelatedness (by archival description)
3. Impartiality (by planned selection)
4

Authenticity (by protecting their 1dentity and
integrity through a chain of unbroken legitimate
custody).

With digital records, these functions are still necessary,
but no longer sufficient.
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What Else Is Needed

The traditional concept of preservation must include the
processes necessary to transmit the record through
time, including conversion and migration

The unbroken chain of preservation must begin at
creation and continue from the record-making system
to the recordkeeping system and the record
preservation system

The new emphasis on accountability allows the archives to
fulfill these needs by presenting itself as the trusted
custodian
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Archivist as Trusted Custodian

The trusted custodian is a person who

* acts as a neutral third party, i.e., demonstrates that he/she
has no stake in the content of the records and no reason to
alter records under his/her custody, and that he/she will not
allow anybody to alter the records either accidentally or on
purpose,

* is equipped with the knowledge and skills necessary to fulfil
its responsibilities, which should be acquired through formal
education, and

» establishes a trusted preservation system that is capable of
ensuring that accurate and authentic copies of the creator’s
records are acquired and preserved,;

* But, mostly...
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The Archivist’s New Role

1. Positions him/herself at the beginning of the
record life-cycle, taking the role of “designated”
trusted custodian

2. Assesses the authenticity of the records and
monitors it throughout their existence

3. ldentifies the records to be preserved at the
moment of their creation and monitors their
transformation through time

4. Determines the feasibility of preservation on
the basis of the archives technological capacity
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The Archivist’s New Role (cont.)

5. Determines a preservation strategy independently of
technological trends (tries to influence the industry
through the adoption of standards, but not vice versa)
and maintains a focus on interoperability

6. Controls the accuracy of the records after each
conversion or migration

7. Develops procedures that address 1ssues of
intellectual rights and privacy

8. Recognizes to archival description a primary
authentication function
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The Archivist’s New Functions (cont.)

9. Is constantly involved in research and development
projects similar to those carried out by the industry,
addressing questions like the following:

—  What entity constitutes the record in each dynamic or
interactive system

— What instantiation of such entity can be regarded as the
record (manifested or stored entity)

— How to keep such entities accurate and authentic
through time

— How to enable users to verify such authenticity over
time
We must abandon the old ways!
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The Old Ways

Academics conduct research which very few read and even less try to
implement, usually unsuccessfully (as demonstrated by research)

Archival associations establish committees who issue guidelines, usually
expressing the minimum common denominator shared by the
experiences of the members, rather then research findings

ISO issues standards under the pressure of groups who need basic guidance
and either develop their own (see OAIS) or are ready to adopt the ways
of the most involved parties (see RM standard)

Legislators issue laws too often based on the expertise of IT professionals
and without serious consultation with archivists (see the European
Directive on digital signatures)

Governments make technological choices without consulting with archivists

Archives have to respect often unreasonable laws, implement far too generic
standards, and preserve unidentifiable and non preservable material
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Why It Does Not Work

Technology changes very rapidly while national and
international consensus of any kind is very slow

General standards and laws need much adaptation to
specific contexts to be implemented

Research results must be translated in concrete terms
to be understood by professionals

Research has demonstrated that solutions to digital
records preservation are dynamic and specific

The financial, technological, and knowledge resources of
archives are very different
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A Better Way

Each archives becomes a locus of research by establishing a
partnership with academics involved in international research,
professionals involved in standards development, experts in law
and information technology and, most importantly, with the
creators of the records that fall under their jurisdiction.

Each archival association promotes an environment supportive of
the archives goal by demonstrating to regulatory and auditing
bodies, and policy makers that they ought to embed digital
records preservation requirements (not rules) in any activity that
they regulate, audit or control.

This results in 1) the generation of new knowledge, 2) the
achievement of action-oriented outcomes, 3) the education of
all participants, 4) results that are relevant to the local setting,
5) a sound and appropriate research and development
methodology, and 6) and the empowerment of the archives.
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The Power of Archives

Each archives will then be able to establish a policy for the institution,
strategies for implementing it, plans of action for specific
aggregations or types of records, and detailed procedures, and
to update all of the above continuously according to changes in
available technologies, records produced, and resource
availability

This is what we are beginning to do in InterPARES 3 (2007-2012) in
an effort to place the archives at the center of society as an
instrument of accountability and a point of reference for any
institution, organization, community or person who needs
guidance in the creation, maintenance and preservation of its
records, a neutral third party to take care of the digital evidence
of its activities, or an expert withess who attests the authenticity
of digital records presented as evidence in legal proceedings.
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Why a Third Phase?

A study of the effectiveness of workshop and seminar
experiences for increasing archivists' skills in digital
preservation and their ability to implement these skills in
their repositories has shown that very few participants
were able to implement the skills once they returned to

their work environments

Wendy M. Duff, M., Amy Marshall, Carrie Limkilde and Marlene van Ballegooie (2006)
“Digital Preservation Education: Educating or Networking?” The American Archivist
69(1): 188-212. In the context of ERPANET.

Feedback on the outcomes of the two phases of
InterPARES from archivists working in institutions smaller
than national archives has consistently shown concern
about their downward-scalability and their relevance to
small and medium sized organizations
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Goal of InterPARES 3

To enable small and medium-sized public and
private archival organizations and programs
(units within records creating organizations)—
which are responsible for the digital records
resulting from government, business, research,
art and entertainment, social and/or community
activities—to preserve over the long term
authentic records that satisfy the requirements of
their stakeholders and society’s needs for an
adequate record of its past.
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Expected Products

1. Policies, strategies and procedures for small archival
organizations or programs, and guidelines for the records
creators whose records fall under their responsibility.

2. Action plans for the specific case studies carried out in the
course of the Project.

3. Criteria to determine “most-at-risk” materials
e.g., checklist of age (date created, date last accessed),
physical carrier, operating system, software used, equipment
required and its availability, etc.
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Expected Products (cont.)

4. Guidelines for addressing digital preservation requirements that
apply to specific types of records, but not to other materials.

5. Evaluation models for assessing the degree of success, if any,
of the chosen preservation action.

6. Cost-benefit models for various types of archival organizations
or programs and for various kinds of records and/or systems.

7. Ethical models that identify and make explicit the
consequences for individuals and society of types of
preservation measures or lack thereof.
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Expected Products (cont.)

8. Training and education modules for preservers, professional
associations and university programs; and awareness and
education modules for non-archivists, such as IT professionals,
vendors and service providers; human resources and financial
managers; doctors, communities of practice, members of the
general public, etc.; and a strategy for delivering them.

9. Position papers directed to key regulating, auditing and policy-
making bodies, advocating the vital need of embedding
planned digital preservation in the requirements they issue for
the activities they regulate, audit or control.
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3 Primary Components

1. Research component
(short-term and long-term projects, including case studies
related to policy, records or systems, and general studies)

2. Education and training component
(in the context of research projects, apprenticeships,
activities credited as part of coursework, etc.)

3. Knowledge-mobilization component (workshops,
seminars, colloquia, policy manuals and other publications,
public lectures, etc., that meet the needs of both academic
and community partners)
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InterPARES 3 Composition

International Alliance
14 regional, national & multinational TEAMs:

TEAM (Theoretical Elaboration into Archival Management)
Canada (including US); Africa; Brazil; Catalonia; China;
Colombia; ltaly; Korea; Malaysia; Mexico; Netherlands &
Belgium; Norway; Singapore; Turkey; and UK & Ireland

Director: Luciana Duranti

Headquarters: UBC - SLAIS (facilities provided by UBC)

Summits: Twice a year, each time hosted by a different
country

Symposia: Once a year, each time hosted by a different
country
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Welcome to the InterPARES 3 Project
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The International Research on Permanent Authentic Records in Electronic Systems (InterPARES) 3 ng' chard' Rgld
Project is an international collaborative endeavour, composed of several national and multinational teams. The ..
Direction of the entire project is funded by Canada’s Social Sciences and Humanities Research Council’s g
Community-University Research Alliances grant, which also supports TEAM Canada, the name of which
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About th earch arch to Date Dissemination

derives from the specific title given to this third phase of the project, Theoretical Elaborations into Archival
(TEAM): ing the theory of preservation of authentic records in digital systems I nte r PA RE s 3 P ro e ct O

The members of the InterPARES 3 Project Internationa

in small and d archival or

Alliance are

+ TEAM Africa

+ TEAM Brazil

« TEAM Canada

« TEAM Catalonia

« TEAM China

+ TEAM Netherlands and Belgium

+ TEAM United Kingdom and Ireland

Objetivo geral

O objetivo geral do InterPARES 3 é capacitar as organlzar;oes arquivisticas pub\lcas e privadas de médio e
pegueno porte, bem como programas, que séo resp por arq i digitais r
de atividades de governo, dos negdcios, da pesqulsa da arte e do entretenimento, sociais e/ou cumunllanas

a preservar ao longo do tempo d tos arq ti ténticos, que sati 7 as da
instituicdo e da sociedade de ter um registro confidvel de seu passado

Objetivos especificos

1. propiciar um ambiente que apoie o objefivo geral da pesq ando aos or
reguladores e de auditoria € aos responsdveis pela elaboracéo de puhlmas que € essencial integrar os
requisitos de preservacéo digital em fodas as atividades que sdo por eles reguladas, auditadas ou

confroladas;

colaborar com arquivos de pequeno e médio porte no desenvolvimento de politicas, estratégias,
procedimentos e/ou planos de acéio escaldveis, que possam ser implementados com o objefivo de
preservar o material digital sob sua guarda, ou que seréo recebidos, por eles, utilizando recomendagdes

InterPARES Project
Luciana Duranti, Director



InterPARES Web Site

&|i| InterPARES Project
il@y| Luciana Duranti, Director



http://www.interpares.org/

	Continuity and Transformation in the Role of the Archivist
	The Goal of InterPARES 1 & 2
	Key IP 1 & 2 Final Products
	IP 1 & 2 Final Products
	IP 1 & 2 Final Products
	IP 1 & 2 Final Products
	IP 1 & 2 Final Products
	IP 1 & 2 Final Products
	IP 1 & 2 Final Products
	IP 1 & 2 Final Products
	Most Important Findings
	The Concept of Record
	Digital Record Characteristics�(identified in InterPARES 1)
	Digital Record Characteristics (cont.)
	Stored and Manifested Records�(identified in InterPARES 2)
	Types of Digital Records
	Interactive Entities
	Interactive Record
	Interactive Record (cont.)
	Interactive Potential Records
	Interactive Potential Records
	Records Functions
	Records Functions
	New Concept of Records �Life-Cycle
	Digital Records Life-Cycle
	As a Consequence…
	Trustworthiness
	Authenticity: Identity
	Authenticity: Integrity
	Authentication
	Trusted Systems
	Appraisal: The Central Question
	Selection and Appraisal
	Selection of Digital Records
	Assessing the Authenticity �of the Records
	Determining the Feasibility �of Preservation
	Monitoring the Records
	Radical Changes
	Case Study #1: �the Alsace-Moselle Land Registry
	The Procedure of Inscription
	The Procedure of Inscription (cont.)
	Digital Entities in the Registry
	Technological Structure
	What Is New?
	Appraisal Issues
	Possible Solution
	Case Study #2: the VanMap
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	VanMap Technical Components
	VanMap is �a Dynamic Information System
	Is VanMap as a Whole a Record?
	Is VanMap a Record?
	Can VanMap Become a Record?
	What About Taking Map Views?
	How to Build a GIS Preservation Environment
	Using Data Grid Technology
	Data Grid and VanMap
	What Is Preserved?
	Slide Number 64
	The Same Solution for All GIS?
	Preservation
	Preservation  (cont.)
	Archival Description
	Archival Traditional Role
	Serving the Records
	What Else Is Needed
	Archivist as Trusted Custodian
	The Archivist’s New Role
	The Archivist’s New Role (cont.)
	The Archivist’s New Functions (cont.)
	The Old Ways
	Why It Does Not Work
	A Better Way
	The Power of Archives
	Why a Third Phase?
	Goal of InterPARES 3
	Expected Products
	Expected Products (cont.)
	Expected Products (cont.)
	3 Primary Components
	InterPARES 3 Composition
	InterPARES 3 Web Site
	InterPARES Web Site

