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COMMENTS ON MY BIO 
Police officer for 20 years  
Not a forensic specialist 
However a basic general forensic experience related to 
evidentiality and authentictity 
 



SOME TRENDS 
• The work for archivists and records manager tend to 
be more complex than ever 
• It begun to be less easy when records started to 
become digital on broad mass 
• A simple solution or a magic wand is often wanted 
• The IT it self made the upcoming solutions, tools not 
understandable for every one 
• One of many trends have been Forensics 
 
 
 



FORENSIC 
• Sciences and technologies aimed aimed to find 
evidence (most often criminal law) But also exist in civil 
law 
• Criminal investigations use forensic technologies to 
investigate a crime scene 
• Many refer to what a forensic scientist do as what is 
presented in e.g. CSI 
• Forensic science consists of many subdivisions 
• Digital forensic / Computer forensic maybe the most 
commonly known and apopted in our community 
 



• Digitalization increase the need for evidence hunt in 
digital environments 
• E-discovery, white collar crime 
• Fight against terror 
• Business intelligence (not necessary the legal one) 
• Computer Forensics or digital forensics is the 
subdivision that are most applied amongst the archival 
community.  

 
 
 



DIGITAL FORENSIC 
The use of scientifically derived and proven methods 
toward the preservation, collection, validation, 
identification, analysis, interpretation, documentation and 
presentation of digital evidence derived from digital 
sources for the purpose of facilitating or furthering the 
reconstruction of events found to be criminal, or helping 
to anticipate unauthorized actions shown to be disruptive 
to planned operations.  
 
Gary Palmer, A Road Map for Digital Forensic Research.Technical Report DTR- T0010-
01, DFRWS, November 2001. Report from the First Digital Forensic Research 
Workshop (DFRWS): 16, http://www.dfrws.org/2001/dfrws-rm-final.pdf  

 



DIGITAL FORENSIC TOOLS 
• I am not an Computer Forensic expert 
• But these are examples of forensic tools and what they 
can do 

– Software that can boot a suspect system into a trusted state 
– Data acquisition to be able to capture data from suspect 

systems (dead or live) 
– Software to determine file structure, partition labels, disk 

labels etc 
– Software to analyze content of a file, on application level 
– Software for network analysis, packages and trafic 
– Software for analyzing memories 
– Software for disk imaging of live and dead systems 



SILVER BULLET ? 
Of all the monsters that fill the nightmares of our folklore, 
none terrify more than werewolves, because they 
transform unexpectedly from the familiar into horrors. For 
these, one seeks bullets of silver that can magically lay 
them to rest. 
/…/ 
But, as we look to the horizon af a decade hence, we see 
no silver bullet.  
 
No Silver Bullet: Essence and Accidents of Software 
Engineering” article (Brooks Jr., 1987)  
 



SOME AREAS WHERE WE 
USE FORENSIC TOOLS 

• In digital curation 
• E-archives 
• Document/records workflows 
• Together with authentication techniques the tools can 
be used to find errors, security issues 

 
 

 
 

 
 
 



E.g. 



AUTHENTICITY 
• Archivists have been working with the term 
authenticity for long 
• Authenticity is necessary for the evidential value of 
records 
• Forensic tools help us in dealing with authenticity 
• Archivists are as forensic scientists. 



BUT MY PRESENTATION 
WILL NOT FOCUS ON 
WHERE THE TOOLS ARE 
USED 



ANOTHER WEREWOLF? 



LIKE A CHICKEN RACE?!? 
• Many think: “Everyone use them, I need to act and 
use them as well” 
• Do everyone understand what the tools can do? And 
what the tools can be used for? 
• “better start using some forensic tools” 
• Forensic tools is da shit! 

 
 

 
 
 
 



MANY PROBLEMS? 
• When should we use the Forensic tools? 
• Why should we use them? 
• Who should use them? 
• Few know the tools and the few that does becomes 
experts 
• Not only valid for forensic tools 

– We do not stand still and analyze the current need and the 
current situation 

 
 



EDUCATIONAL 
CHALLENGES 

• But as educator it is an challenge to meet the 
upcoming requirements 
• Educate for what is needed or educate for what is 
wanted? 
• Archival science and records management in 
Scandinavia has its roots in history and cultural science 
• Still majority of our students have found their archival 
interest from those domains 

 



A Challenge to meet expectations 
from student whilst we need to 
prepare them for reality 



STUDENT BACKGROUND 
Art and music 
History 
Archeology 
Museology 
Library  
…. 
Few with a IT background 
 



HOW TO TEACH HIGH TECH? 

• The students learn to be users of 
• At Mid Sweden University, we call it IT-lab 
• Exercises where they use software of which some is 
forensic tools 







NOT HIGH TECH BUT  
• The students use a simple forensic tool 
• They need to discuss what they see,  

• what information is imbedded in the file 
• What do the information tell us? 
• What can we do with the information? 
• I.e. bring focus down to archival issues 

 
 



THIS IS JUST ONE 
WEREWOLF ASPECT 

• Modern archives and records management adopt new 
technologies 
• But modern archives and records management also 
adapt existing tools for our own purposes 
• My believe is that we do not need to be the forensic 
experts 
• But we must be as skilled user so we can adapt the 
tools to our purposes 



FORENSIC TOOLS 
• They are challenging because they require new skills 
• They can help us  
• But 
• They are not solely the solution for e.g. dealing with 
authenticity. 



WHAT IS NEEDED?  
• Forensic tools do not capture the context 
• Authenticity is dependent upon the context in which 
the records are born 

 



THE FIRST END…  
 • What I really propose is the need to understand the 
current society 
• There have come many tools since Migration was 
presented as an important tool 
• You need to understand what constitutes the record 

– Today records can be more complex than ever,  
• Many systems 
• Digital / Non digital 

• How many have practically worked with forensic tools? 
• How many will actually use them? 
• Unfortunately there is a “hype” warning for the use of 
forensic tools 



THE SECOND END….  
• There are other potential werewolves  

• Big data 
• Open data 
• The cloud 

• The modern archive and records management can 
not be solved by one single silver bullet.! 
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